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<#root>
cEdge#

show users

Line User Host(s) Idle Location
*866 vty 0 admin idle 00:00:00 192.168.1.5
Interface User Mode Idle Peer Address
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<#root>
cEdgett
show run | section access

ip access-1list extended VTY_FILTER_SHH
5 permit ip any any Tog <<<< with this sequence you can verify the IP of the device that
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<#root>

cEdgett

show sdwan runni ng-config | section vty

Tine vty 0 4



access-class VTY_FILTER_SSH in vrf-also
transport input ssh
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SpJu 1986 030 1yuulds wluuwegsle 1Jie,: show logging.

*Jul 13 15:05:47.781: %SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: Tadmin] [Source: 192.168.1.5] [1
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<ffroot>
cEdge#t

show access-list VTY_FILTER SSH

Extended IP access 1list VTY_FILTER_SSH
10 permit tcp 10.10.10.10 0.0.0.15 any eq 22 100 deny 1ip any any log

eold ldodysy:

<#root>
cEdget
config-transaction

cEdgeconfig)# ip access-1ist

cEdge(config)# ip access-1list extended VTY_FILTER_SSH
cEdge(config-ext-nacl)# 5 permit ip host 192.168.1.5 any log
cEdgeconfig-ext-nacl)# commit



Commit complete.
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<#root>
cEdget#

show access-list VTY_FILTER SSH

Extended IP access 1list VTY_FILTER_SSH

5 permit ip host 192.168.1.5 any Tlog <<<< New sequence to allow vManage to SSH

10 permit tcp 10.10.10.10 0.0.0.15 any eq 22

100 deny 1ip any any log <<<< This sequence deny all other SSH connections
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<ttroot>
cEdge#

show sdwan runni ng-config | section vty

Tine vty 0 4
access-class VTY_FILTER_SSH in vrf-also

transport input ssh
!

Tine vty 5 80
access-class VTY_FILTER_SSH in vrf-also
transport input ssh
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Localized Policy » Access Control Lists Policy »  Add Device IPV4 ACL Policy

Mame sSDWAN_CEDGE_ACCESS

Description SDWAN_CEDGE_ACCESS

Device Access Control List
[ (+) Add ACL Sequence

O Sequence Rule Drag and drop to re-arrange rules

TL Drag & drop to reorder

I *+ Device Access Control List H
L)

23> wu9w9dsd IUsosd |Js 1zoel; >SSH
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Device Access Control List

(#) Sequence Rule  Drag and drop to re-arrange rules

Source Data Prefix Source Port Destination Data Frefix Device Access Protoceol VPR
Match Conditions Actions
Davice Access Protocol (required) S5H - Accepl Enabled

Source Data Prefix List

ALLOWED =

lu9) gpdslo: e3> 9u9d: &p lu 9, SaveMatch And Actions.

l2sulc spdud o wgwl) Save Device Access Control List Policy.



Device Access Control List Device Access Control Lis

(®) Sequence Rule  Dragand drop to re-arange nies

Match

© Accept O Drop Countor

Match Conditions Actions

Device Access Protocal (required) 55H v Accept Enabled

Source Data Profoc List

ALLOMWED:

Source: 1P Prof

Variables; Disabled

Cance Save Match And Actions

Save Device Acc ontrol List Policy Cancel
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Localized Policy » Add Policy

Q Create Groups of Interest @ Configure Forwarding Classes/QoS . Configure Access Control Lists

Q. Search

Add Access Control List Policy « Add Device Access Policy ~+  [Add an Access List and configure Match and Actions)

Add IPv4 Device Access Policy
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Import Existing Device Access Control List Policy

Palicy SDWAN_CEDGE_ACCESS

Cancel Import

Ip wluolo luwe IJuoz 99,009 1Juoz &p lud) 999 Save Policy Changes.
Forwarding Class/ Qo5 Access Contrgl Lists Route Polley

Enter name and description for your localized master policy

Policy Name SDWaN_CEDGE

Policy Descriplion SOWWAN_CEDGE

Policy Settings

[ netow [ Netlow IPve [ Application  [] Application IPvé (] Cloud QoS [ Cloud GoS Service side [ Implicit ACL Logging

Log Frequency W OtE ket flows ar 1 ximum 21474 "-l}
FNF Pvd Max Cache Entrigs ":Z::
FNF IPvE Max Cache Entries C-:

Preview Cancel

Save Policy Changes
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Basic Information Transport & Management VPN Service VPN Cellular Additional Templates
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Router#ssh 192.168.10.114

% Connection refused by remote host

Router#
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c8000v-1# sh access-lists

Extended IP access list SDWAN CEDGE ACCESS-acl-22

10 permit tcp host 192.168.1.5 any eq 22
20 permit tcp 192.169.20.0 0.0.0.15 any eq 22
30 deny tcp any any eq 22| (1 match)
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