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oousw wygsue HSECKI wdilissl Jeold; lelss [dwgzsolpeydle pelde 1dz)e ledloss
IbJlg IJeulo Jeesd IJloolzss.
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https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_de5f3960-a2fd-4c7c-911d-69afc822bf79

~ sJisd woe wvgsd Cisco Catalyst SD-WAN - 5146 o,lgs 0 HSEC [Cisco SD-WAN] - Cisco

~ pdlebo: Jouuvsb oygsuo HSECKI W 1Jpe9zo wed IJoewser sdje lehe wzpesd
S2956 Jzpese lJpseole 1Jplrsé wluwooule ldpszo IUblo,s C8000v.

IJoz2dd pu w9, Ide,gsue

lJglogs 1. o 9d |Js Cisco Software Central.

1J21096 2. 109, 999 e, IJwlpr IJ33s6.

lJglo9é 3. 235 1Jpeisw pu lJSlses IJedsl.

IJglogé 4. 1o, IJeuwle IUbloss IJpoluwe.

IJ21096 5. 235 gJlps IJowsse IJuslgsue vopu Izl [Ublo)s.

1Jg1096 6. &l pu 1uo1d6 1Jengsuo 969980 LIPS e92w-

> Smart Software Licensing It isco Systems, TAC «-

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab =

Licenses
By Name By Tag
Manage License Tags License Reservation [’:-' Show License Transactions Search by License Q,
Advanced Search v
[:| License Billing Available to Use  InUse Substitution Balance fjerts Actions
@ Router US Export Lic, for DNA Propald 1 0 . +1 Actions

Il Jp 98 Is engsue 19 JIu 1dsuoss unldol (ize)) Ssizs Bog 2lds pe L9188 cogse
Cisco.

% pdlzbo: s, o 03l IUsJdsd ol Ipw wldved wuile oyésue HSECK9 |_9 e SUo
wuossy Router US J Cisco DNA gowp luolweoe |Js zuwle bloys woldz slgd euwle 39s.

9uPE wuvEsd Idpsgo


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://software.cisco.com/#
https://software.cisco.com/#
https://mycase.cloudapps.cisco.com/case?swl
https://mycase.cloudapps.cisco.com/case?swl

S288 p0 10 1Jp9z0 0929> s I9LoE IUss w850 9228 Ideede wluwegsle Ie> 1Jisle).

<tfroot>

show pl at f orm sof t ware devi ce- node

show version | include node

roC;UZ

<#root>
EdgeRouter#

show pl at f orm sof t war e devi ce- nbde

Device Operating-mode: Controller-Managed
Device-mode bootup status:

8/03 00:44:16 System is green

Bootup Success

EdgeRouter#

show version | in node

Router operating mode: Controller-Managed

% pdlebé: I3l Jly 9 oe lJogvgsd suwe suo lJyog |45|o§‘ B8p wuldd Idpszo IJs U6
w9luwlod 9236 lJwzdpe wluwwgslp controller-mode enable 1l o).

lJodosuy

IJlwdse ews Iloe,oe 1Js CSSM

od9su wog IJudd sogssu euslu URL IUIG e, los J CSSM
IJelb9s 1. §p vodssu vy IJudd Iduozse 9 URL.

<#root>

EdgeRouter#

config-transaction



EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t
Commit complete.
% pdlebo: bl Jly Idpsze szwss eds Blde o938 woi Swe 38p IJing_, lJ3Jsé JJuwd 9

URL 9spJd0 wdgsuopl wluuegsle CLI-Add gds Blde ps)d. Jpiss pu ldpedsple: lowgd
lJs 89l 00536 1 J9lbse96 I J]_old.56 J CLI.

1Jg1096 2. &2 88 pu wudsy IJogss)le vuvdd uopse.

<#root>
EdgeRouter#

show lic tech support | begin Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html

Transport:

Type: Smart <<<<<<<<<<<<<<<<<<<<<<<<<<<< Thi s nust be Smart

URL: https://smartreceiver.cisco.comlicservicel/license <<<<<<<<<<<<<<< URL nust be pointed to snartrece

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: True

% pdlebo: sop cugvsb gugly URL IJIo,)los oddlssl 9dl wogs glzs Jogssdo.

logble He5 pps) Jouwesd posd ldpucr
IJelbys 1. louble Lp) ppsi 228>

WPpU U IJeuwly IUbloys eee e IJusgsue: luodd IUs edled IUowasw glp 9ludy W98
IP) PRSI TAS

Virtual Account: sdwan-lab =

General

Virtual Account
Description

Default Virtual Account Mo

Product Instance Registration Tokens

an be used to register new product instances to this virtual account

Mew Token.
Token Expiration Date Uses Export-Controlied Description Created By Actions
No Records Found
The token will be expired when either the expiration or the maximum uses is reached

IJebo9s 2. lpdl pedsele Ies 1ppss Ie2so.



19081 90009 0925 Jel sop luwesle IUsps 1dpess Jo.

lowole IJuodlesd wes: g3 UL;IP lJos s Vol I)05 1dppss woldel Jouwzsdle
lJpvoelo.

IJes Ul os. £33 Ilguagslele: 1Jes IJIEoos Jess luwegslele 1,05 1ppss. ltoshs.

ol oo w2 Esh Iduwele wldezdp B oo Sl Suvsduid cuvzsd IJostsue &e
1wy 999 luuble ) pps).

S pdlzbs: cocos Lodlzss 1yes IUpess v 1dsuesd s IUzs 1IGuos Jdluwagsle Is
loeole IJuodlzs6.

% pdlebs: Jpjs> pu ldpedsple: loogd IUs wzhié Lo oS 5, Cisco.

IUgho96 3. loywe 1) 1dpps).

louwg 1ses Ipess 1Uss wp logulde JJog [Js Izl bé: ol lo cuedd s gpdsle > ouwg I
S9! Vs IUlsgows 15,8le IUuogsy8 wrdh uvduwds 1) Idpes).


https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html
https://www.cisco.com/c/en/us/about/legal/global-trade-legal-compliance.html

Virtual Account: sdwan-lab «

General ICenses Product Instances Event Log

Virtual Account
Description:

Default Virual Account No

x|
BES2IFK3BsLXZESIW
BObzluZit4MEwyD3hX

Uses Export-Controlled Description Created By Aclions
ODRIMjgOYWQIMDk... I8 2022-Sep-18 06:47:45 (in 30 days) Allowed hseckkd Instaliation encgar Aclions
The token will be expired when either the expiration or the maximum uses is reached m
Downiload
g 1 R
Revoke

louble louble © 96 LU p9zo Edge 9 CSSM

pu led 98, IJoss o Jluwaisle wigswe sture Jdopde s IJouoss): Sew lu sdp
p9zo Edge Lluuile & 96 pg CSSM. LldJouwws Jdpuoldzs suvwgse pozo Edge 1U) e lJpps)
lJ3s wp logblgo eJs CSSM W 1Jglbgs I wlw$o.

<ttroot>

license smart trust idtoken TOKEN | ocal force

roOUZ

<#root>
EdgeRouter#

license smart trust idtoken ZThj OTl mVR2Ut M Q2ZCO0Y] | ILTgwNj ct ZAd xZj | zYj Zi YnVnLTE2N; MONj | 199AM gy NTh8 YWNVe

w8 logwle IJo@s puluu,yéc wbo, IJywedle lJloold o CSSM.

<#root>
EdgeRouter#

show | oggi ng | ast 50

<snip>
*Aug 18 21:03:44.730: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair2 has been removed from key
*Aug 18 21:03:46.146: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair2 has been generated or imp



*Aug 18 21:03:53.221: %SYS-6-PRIVCFG_ENCRYPT_SUCCESS: Successfully encrypted private config file
*Aug 18 21:03:56.107: %SMART_LIC-5-COMM_RESTORED: Communications with Cisco Smart Software Manager (CSS
*Aug 18 21:03:56.347: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully i

lJogd pu &3 uele louvle IUo 96
2dd pu sshs 30 vele luuble 1Je36. 9031 seus luo Spdu Jsdsd IJesgsuo 1Jsuesd [Js
CSSM.

<#root>
EdgeRouter#

show |ic tech support | begin Communication Statistics

Communication Statistics:

Communication Level Allowed: DIRECT

Overall State: <empty>

Trust Establishment:

Attempts: Total=1l, Success=1, Fail=0 Ongoing Failure: Overall=0 Communication=0 <<<<<<<<<<
Last Response: OK on Aug 18 21:03:56 2022 UTC

Failure Reason: <none>

Last Success Time: Aug 18 21:03:56 2022 UTC

Last Failure Time: Aug 18 21:00:43 2022 UTC

<snip>

) edlebs: 131 5 £s31 IJBGud: loodd IJs Buwe luveJuuled 1Jigble 9l odlzol B o3l
IkJPLJUCJC)).

bdo lJogssd
g 030 1Judbé: sop louvle 030 1Ue 86 9JIo oygsue HSECKI s, puwadse eos U0, Sgae

03l Jivo plbJso Juwsse bdo 1Jesgoe s CSSM Clywedsle lJesésue. Jede [Jusgsuo: b
voungsd bdo lJogesd.

<ttroot>

EdgeRouter#

license smart authorization request add hseck9 | ocal

lJowedlo:

<ffroot>



EdgeRouter#

show | oggi ng

i ncl ude SMART

*Aug 18 21:11:41.553: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new Tlicensing authorization code wa
*Aug 18 21:11:41.641: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

B uwed 1ol IJesgsue IUsds: sop edb pedsple bdo IJestsue B 2lds 1Jzlzs 1Js eis»
pu ldpedsple.

<tfroot>

EdgeRouter#

show l'ic eventlog O

*%%% Event
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18
2022-08-18

Log *

21:
21:
21:
21:
21:
21:
21:

11:
11:
11:
11:
11:
11:

12

EE

41

41

.538
41.
41.

552
576

.576
41.
41.
:06.

641
641
119

uTC
uTC
uTC
uTC
uTC
uTC
uTC

SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-
SAEVT_STATE_RESERVE_AUTHORIZED

SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-
SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati

IJozldd pu vele Jouuvsh

ould wguo Ulsley JJozdd pel Il Jlo 1desgsue posdl IUlu 9o e wuubsbe wuvdd wozse:

<tfroot>

show |i cense tech support

show | i cense aut hori zati on

show |i cense sumary

show | i cense usage

pCJJZ

<tfroot>

begi n Li cense Usage



EdgeRouter#

show | i cense tech support | begin License Usage

License Usage

Handle: 1

License: hseck9

Entitlement Tag: regid.2019-03.com.cisco.DNA_HSEC,1.0_509c41ab-05a8-431f-95fe-ec28086e8844
Description: hseck9

Count: 1

Version: 1.0

Status: | N USE(15) <LLLLLLLLLLLLLLLLLLLLL

Status time: Aug 18 21:11:41 2022 UTC
Request Time: Aug 18 21:11:41 2022 UTC
Export status: RESTRICTED - ALLOWED
Feature Name: hseck9

Feature Description: hseck9
Enforcement type: EXPORT RESTRICTED
License type: Perpetual

Measurements:

ENTITLEMENT:

Interval: 00:15:00

Current Value: 1

EdgeRouter#

show | i cense aut hori zation

Overall status:
Active: PID:C1111-8PWE,SN:FGL2149XXXX

Status: SMART AUTHORI ZATI ON | NSTALLED on Aug 18 21:11:41 2022 UTC  <<<<<<<<LKLLLLLL

Last Confirmation code: Ocde51c5

Authorizations:

Router US Export Lic. for DNA (DNA_HSEQ):

Description: U.S. Export Restriction Compliance license for DNA based Routers
Total available count: 1

Enforcement type: EXPORT RESTRICTED

Term information:

Active: PID:C1111-8PWE,SN:FGL2149XXXX

Aut hori zation type: SMART AUTHORI ZATI ON | NSTALLED <<<<<<<<<<<<<

License type: PERPETUAL
Term Count: 1

Purchased Licenses:
No Purchase Information Available

Edge#

show | i cense summary



License Usage:
License Entitlement Tag Count Status

hseck9 (DNA HSEC) 1 IN USE <<<<<<<<<<

luudse &) pouod IJs CSSM

Cldogwes Jduvedle Idos sop wzasdol [Us 1degle pse sdsu IUsuesd s Idluesue €6,
P PIT wor Spdu lp)le covse IUolgsue Idos woede Bl Iduols)le pg 22 peds J SLAC
eJs CSSM.

o pdlebs: Jl cobdo 00 1Jb)sd6 wog udd 19 pe> 293¢ p9lhs 92> 33s (URL) LolJe.

louble 225 cogswe peds
B u I IJeuwle IUblo,s 1Uss swgles Sso ldesgsuo: loedd lds posdle Idpooe >
wg9sd ldesile Idos sop Su0 IJosgsue wol.

= Smart Software Licensing Il Cisco Systems, TAC

Smart Software Licensing

Inventory

Virtual Account: sdwan-lab + /

Praduct Instances

" . 1 " - - .
Authorize License-Enforced Fealures... r;-' Search by vice or by Prodl Y Q,

Name Product Type Last Contact Alerts Actions

Mo Recerds Found

IJzuesd eds pedsple UDI Jpszo 1Jzl96
sobdo ez Jostsuo IUpeds perd 1Uzol 1J,ss (UDI) oo p9zo Edge. show license udi 1o,
IJogvésd Jdewosd eds persd IJpuee (PID) sl IJouvduuds (SN).

<#root>
EdgeRouter#

show | i cense udi

UDI: PID:C1111-8PWE,SN:FGL2149XXXX



wewiso Edge Router UDI W wpe9dz 1dze)
23> zoly 9led 9o gwise s SN 9 PID pu Idpuwzlz wisss Idzlwe. 1639, 998 Next (Ields).

Authorize License-Enforced Features

STEP ‘] STEP 2 STEP 3 STEP 4

Enter Request Code

device to enable the features. Learn More
Generating an authorization code here is only required for devices that do not connect to the Smart Software Manager directly. or through the Cisco Licensing Manager, to report the features they need

Single Device w
Enter the identifiers for the device to be licensad

Display Name;

Uuip

Serial Number FGL2149X006K]

C1111-8PWE

Host ID

MAC Address
Virtual 1D{SUVI)

You can use the ‘show license udi’ command 1o see the identifiers for a device

So283 £33 Walgsuo IJes uumsop ol

el luo zolj 9les: Blu IJe,ésuo IUpezss 09 9lea Idow 1)dpe B 1dpyue. olds oo g3p wily;
lJess 1Jpe9s,.

Authorize License-Enforced Features

STEP | N STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

UDI Serial Number FGL214991A8

Select the Licenses to Enabled the Features

Select the set of licenses that will enable the desired features. The licenses will be reserved on the devices

License Purchased Available Reserve
Router US Expon Lic. for DNA 1 | [ 1
U5, Export Restriction Compliance Ncense for DNA based Routers

wedsd w9t zob IJusésue

Sedu lu s wag 1Uzols wuss Luwds 1 8pssé (DNA oy Cisco) B suoe Iluveesls Iy yuglus
DNA. 903l 50999 gds w9g IJeyzsue s wpe Uislgo.



oelect a Device Type
Some devices could not be identified based on the identifiers provided.
Please select a device type

Device Type: DMNA On Prem w

Unidentified Devices:

Selected: 1

[ you want to enable features on different types of devices, you must perform this operation separately

i = s -
or each type

louvle J9s> IJwgssd

Jlee IJodssu slud) W98 luuile Hpj lJodsso.



Authorize License-Enforced Features

sTeEr | STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

ubi PID: C1111-8PWE
UDI Serial Number: FGL214991A9
Device Type: DiNA On Prem
Licenses to Reserve
License Total Quantity to Reserve

Router US Export Lic. for DNA

LS. Export Restriction Gompliance Ncense for DNA based Routers

Cancel

oujsd SLAC
SpdU wuisd SLAC Jpdud g uuwgo 1Js 1Jelbbs.
ouwé SLAC |Js p9zo Edge

ould edlws gsble Juuwg pJwd SLAC |Js p9zo Edge.

* & pood I9)lue USB.

<#root>
EdgeRouter#

show file systens | include usb|Size

Size(b) Free(b) Type Flags Prefixes

15598043136 15596658688 disk rw usbO:

EdgeRouter#

dir usbO:

Directory of usb0O:/

5 -rwx 1557 Aug 19 2022 00:43:30 +00:00

Aut hori zati onCode_SN _FGL2149XXXX. t xt

Back Generate Authorization Code



15598043136 bytes total (15596658688 bytes free)

EdgeRouter#

copy ushO: Aut hori zati onCode_SN FG.2149XXXX. t xt boot fl ash

Destination filename [AuthorizationCode_SN_FGL2149XXXX.txt]?
Copy in progress...C
1557 bytes copied in 0.020 secs (77850 bytes/sec)

* oluwodsdle odusse vManage oo gJId louoldle IJopde Spdud IJooudd Judd ldedole
wSu p9zo Edge 9 vManage JJguosd eJs 058> pu ldpedsple.
* SCP/FTP/TFTP Ws gluw 1Ug>ps.

Iuwegsp luvos)h 3ds Jovwse pdud SLAC Bs bootflash.

<#root>
EdgeRouter#

license smart inport bootflash: Aut hori zati onCode_SN_FG.2149XXXX. t xt

Import Data Successful
Last Confirmation code UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Confirmation code: aaa6b57e

lJowedlo.

<#root>
EdgeRouter#

show | oggi ng | include SMART

*Aug 19 05:42:45.309: %SMART_LIC-6-AUTHORIZATION_INSTALL_SUCCESS: A new licensing authorization code wa
*Aug 19 05:42:45.362: %SMART_LIC-6-EXPORT_CONTROLLED: Usage of export controlled features is allowed fo

EdgeRouter#

show |i cense eventlog O

oo

Fededed Event Log RN
2022-08-19 05:42:45.293 UTC SAEVT_RESERVE_INSTALL_START udi="PID:C1111-8PWE,SN:FGL2149XXXX" authorizati
2022-08-19 05:42:45.308 UTC SAEVT_TAG_EXPORT exportAllowed="False" count="0" entitlementTag="regid.2019
2022-08-19 05:42:45.333 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="0" entitlementTag="regid.2019-


https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217612-transfer-files-between-a-cedge-and-vmana.html

2022-08-19 05:42:45.334 UTC SAEVT_STATE_RESERVE_AUTHORIZED
2022-08-19 05:42:45.362 UTC SAEVT_TAG_AUTHORIZED count="1" entitlementTag="regid.2019-03.com.cisco.DNA_
2022-08-19 05:42:45.362 UTC SAEVT_TAG_EXPORT exportAllowed="True" count="1" entitlementTag="regid.2019-

o2dd pu uele Jooose

luwegse ey wduwo 1Upszss B 1Ubys$s 19,86 JJozdd epl 131 o Ie,gsuwe pews
wubdd Lozse.

<{froot>

show | i cense authori zation
show |i cense sumary

show |i cense tech support | begin License Usage

Bl Iy IJooose vozsel Sl Idesgzsue 1deszss Ss Ideuwle Idbloys sujlss oddlss! gos
IUlawesle 95 8uwe 1Jesh Idpclz JJluuassle.

Virtual Account: sdwan-lab +

nera Licenses Product Instar
By Name By Tag
Manage License Tags License Reservation... [r:-' Show License Transactions search by Licens Q,
Advanced Search »
O License Billing Available to Use  In Use Substitution Balance Alerts Actions
= Router US Expoert Lic. for DNA Prepaid 1 1 - (i} Actions -

Manual Entry

MIA CB000-HSEC: 1

DNA On Prem - never -

lsuol B edles lJowsse pesdle IJpoce: soe Erue pedople UDIIJEIL06 weszo Edge
Router. 1o 8, 98 IJb¢ld JJeuosd eds )6 pu ldpedsple 29d duolisue IJosésue.



so0 Software Central > Smart Software Licensing 1B Cisco Systems, TAC

Smart Software Licensing Support Help

Inventory = Convert lo Smart Licensing Reports Preferences  On-Prem Accounts

Virtual Account: sdwan-lab -

Product Instances

Authorize License-Enforced Features C—>

Name Product Type Last Contact Alerts Actions

E; UDI_SN:FGL - DNA On Prem 2022-Aug-19 05:43:12 (F

lwvJ9w vManage Workflow

el pu IJluosl) 20.9.2 96l Lgdor wuse w9usé VManage |pdlussé vovse o gsue HSECK9
yrouu|€.)6 "r°u‘-’|.)|'~"’ |JE_P\J".

S pdlebd: ogpd 0o lJb)s 86 B8b pe prze wueds) Router US. Uszue Izpuo IJusss: Jp
ogd> oylgsue HSEC 1Jglos wldzols pod ISR4300_HSEC |9 ISR4400_HSEC wgpd. Jejs>
pu ldpedyple 29d Jsdso weasd wygsue HSEC IJglo wldzol; |Js Cisco DNA HSEC.
Ip wishoé wasssle blhé Guwe wylgsue HSEC.

wS) IJgpd e dluo,ue
oilpus IJo)lés o pe CSSM

1.- WS 9lzod IJpwedse lyuu9pess (GUI) InMange: loedd lJs 1J81ses |U)issuvss > gpdslo
o) Idepd > p5lpud o)lesue HSEC soowswol.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.-108) ) wudss 3JY Vs IJulwss ldpouw e de.



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

|

() Don't show this to me again

3.- 233 pops wltsuo Ieslews 9lud, W9d Ields.

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4.- 233 1d9og suy Idlue)uw slud) Wy IJaelds.



Assign HSEC License

2 of 7 steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

© Online
() Offline

5- b¢d wslule lge el Cisco CSSM slu @, sds IJolds.

Assign HSEC License

I of 7 steps

Enter Smart Account Credentials

Mow enter your Smart Account credentials
Username*

ericgar &

Passward®

6.- 0283 pu wb)s glps eds pilpwd wogsue HSEC slud) B9 Idelds.

Assign HSEC License

4 ol 7 steps

HSEC License Sync Overview

This process will sync licensas from CSSM for the selacted devices and virtual account

Select Virtual Account
Select HSEC-Compatible Devices

Summary

7.- suued VManage olduwzles 9suweoede o Jlo Iz wlole 1Ublo)yso 1Jpw9u)6. 235 WO



lJSlised ldpuuwsds "ldeuwle IUblo,s" 1Uss sewss eds wygsue HSEC Logse olszles JJess.

S pdlzbs: szo lu sdsu Juslole Ilgceb Ios op bbgldol B 1Jglogs 6 9, puudsd Bbis
IJzuwlo 1U5ds sldewle Idbloys se sope lssle wulésue HSEC Se.

Assign HSEC License

Sof 7 steps

Select Virtual Account

sdwan-lab - Cisco Systems, TAC

8.- 225 IJzolj IU3s suwwosd wovse wygsue HSEC Wso.

N LUlebs: sep erup Iizess IJeesldss g HSEC B,

Assign HSEC License

Onlinge Mode - Sync Licenses Task

Select Devices

All Devices [5/47)

. remchabls

cEdge_Sitel _Wes1_01 CHK-BZIBELFB-CAZE-RTOE-CFFF-2DMDEIEIZIAD

9.- pilzes pdtue Idbdye sldozdd puo slud, W98 Sync.



Assign HSEC License

T of ¥ nseps

Summary - Sync Licenses | Online

~ Selected Virtual Account

Virlual Accounl Mame  Sdwan-lab

~ Selected Devices

' 5 :
cEdge_Sitel_west i CHK-B2IBRAHE-CATESTOECFFF-2D1 DBIESISAD reachable CA000Y
1 Fecond

10.- lu @) W98 IJoz ¥l pu 2lds wessu HSEC JJwz 9l pu 2 SLAC Ws IUsBde IJveds.

Assign HSEC License

Done! We're now syncing licenses from CSSM

What's Next?

Chock HSEC Assignmaont Status

1. vz lewol IJesgsue po CSSM guéjsue WY vManage. sop &0 1JzlJs eds 1uol
ulges.

= Cisco Catalyst SD-WAN Select Resource Groups Monitor - Overview

HSEC Licenss Fateh | @ VaSdation succoss

View Logs

Totad Task: 1 | Succoess : 1

wmanage_1(1.1.1.7)

Device Group (1) 1000

d wMansge
arch Table
[11-Sep-2024 5:27:08 UTC] fetching license

[11-Sep-2024 5:29:11 UTC] vManage got liconse from C55M for COK-B23B8698-CASE-G70E-CFFF-201DB3E330AD
[11-Sep-2024 5:29:11 UTC] Liconse fetched for all selected dovices

[11=5ep-2024 5:39:11 UTC) fetched

Success Done - HSEC Licensa Fetch

oowse lJoslgsue [Jpzuods



Cisco Catalys

SD-WAN

Davices Tunnels Applications

Tools

CERTIFICATE STATUS
Maintenance 9

Warning

Poor Performing Sites »

2.- 233 popd LEwSY Uylgsuo.

[

1 of 3 steps

Select License Task

To start, select one of the options:

() Sync Licenses

1.- WS 9lzos IJpwegse lyuu9pess (GUI) InMange: loe@d 1Js 1J81ses |U)issuvss > gpdslo
o) Idgpd > p5lpud o)lesue HSEC soowswol.

Monitor - Overview

Security VPN Logs Multicloud
LICEMSING REBOOT
2 1
Assigned Last 24 hrs
¥ Unassigned
Tunnel Health ©

Assign HSEC License

© Install Licenses

Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

3.- g IJeoly 1Uds wp leuol) wslésue HSEC Jo.



Assign HSEC License

2ol 3 avepa
Install Licenses Task

Select Devices
Al Devices (1/4)

CEKRFAREBANE-CATEATOE-CFFF-201 DBIESIUAD

= cEdge_Sitel_West_01 fetched CEX-B23BELFB-CAJE-970E-CFFF-20 DBIEIZ9AD reachable Ca000 11120

4.- ©23838 pu pdee IJoowse 9lug) W9h wowse.

Assign HSEC License

Tod 3 vtope
Summary - Install Licenses
~ Selected Devices

cEdge Sited _Wes1 01 fetched CBK-B2IBBEIE-CASE-970E-CFFF-20 DBIEIIRAD reachable CHOO0 e

5.-1u8) WY IJueldd pu 2ldé wessw HSEC JJwedd pu 2ldé lJovuse Vs 1dsde
IJdeds.

— Assign HSEC License

Done! We're now currently activating HSEC Devices

What's Next?

Check HSEC Assignment Status

+ | Back to Workflow Library

6.- owuod VManage Lldeszo: 9¢,uud SLAC [Jse sosuswo. Sew o odsu 1Jelds IJwolissé
ulees.



= Cisco Catalyst SD-WAN () select Resource Groupw Configuration - Devices o =@

HSEC License Install | @ Valdation success

Initiated By: ericgar

Total Task: 1 | Success : 1

Device Group (1) &
Q Search Table v
Asof: Sep 10,2024 11:50PM £
status chassishNumber message startTime Systemip Action
© Success COK-B23BE6UB-CAE-O70E-CFFF-2D1DBIEIIVAD HSEC Installation complete Sep 10,2024, 11:50:25 PM 111,221 B

7-108) W98 He; lle Jerue wwedle 1We,) edLosdl Joouse HSEC.

Configuration - Devices O = @8
. *
View Logs
Host: cEdge_Sitel1_West_01(1.1.1.221)
Site ID: 100003

meq

HS§

Device Model:  CB000v

[11-Sep-2024 5:50:25 UTC] Installing HSEC license

[11-Sep-2024 5:50:26 UTC] RPC call to device for initializing HSEC install is successful,

[11-Sep-2024 5:50:28 UTC] Last Confirmation code UDI: PID:C8000V,SN:C8K-B23B869B-CA3E-970E-CFFF-2D1DB3E339AD
Confirmation code: e293d6a0import Data CompletedLast Confirmation code UDI: PID:C8000V,SN:CBK-B23B869B-CA3E-
970E-CFFF-2D1DB3E339AD Confirmation code: e293d6al

[11-Sep-2024 5:50:28 UTC] HSEC Installation complete

wsy Idgpd ey 1dpouad

pilews IJoslésue pe CSSM

1.- WS 9lzos IJpwedse Iyuu9pess (GUI) InMange: loe@dd IJs 1J81ses |U)issunss > gpdslo
oy Idepd > p5lpus o)lesue HSEC soowswol.



Cisco Catalyst SD-WAN Monitor - Overview

Devices Tunnels Applications Securlty VPN Logs Multicloud
CERTIFICATE STATUS LICENSING REBOOT
5 2 1
Warning Assigned Last 24 hrs

5 Unassigned

Poor Performing Sites Tunnel Health ©

iration

2.-108) ) wudss 3JY Vs IJulwss ldpouw e de.



Welcome to Sync and Install HSEC Licenses

You can sync and install licenses on devices in online or offline mode.

[ |

() Don't show this to me again

3.- 233 pops wltsuo Ieslews 9lud, W9d Ields.

Assign HSEC License

1 of 7 steps

Select License Task

To start, select one of the options:

0O Sync Licenses

Sync licenses from C35M for all devices.

() Install Licenses
Install licensas on devices.

Note: In order to install, you should have already synced your licenses from CSSM.

4.- 233 9,08 &30 IJloold 910 @) W9 IJulds.



Assign HSEC License

2 of B steps

Sync Licenses

Select Mode

To start, select the mode for syncing licenses

) Online
D Offline

5.-Llze wb,d gled gds IUgpdsd weulss slud) W98 IJelds.

Assign HSEC Licensa

3 ol 6 stepas

HSEC License Sync Overview

at
. Select HSEC-Campatible Devices . Upload HSEC Davice Lt File to CSSM and Download Authosization Code File
‘ Downlaad HSEC Davica List File -‘ Upload Authodization Code File

® Summary @ Summary

6.- 23> ¢sh gpdss IJouisd slud) W9 IJelds.

Asgsign HSEC License

4 of B slapa

Select Task

Bofore preceeding, select the task yvou would like 1o perform

© Download Process

Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices 1o be added to HSEC device list file. You will be then given a device list file to be uploaded 1o CS5M,

() Upload Process
Upload Authorization Code File

I8 this tBsk once you've downloaded the reguired authonization code fike from CS5M

7.- s Jiysb Idoze: 9p wouodss Idzoly Idesb vovse Idoyésue Jo.



Assign HZEC License

Dffline Mode - Sync Licenses Task

Select Devices
Al Devices (1/46)

CEC- 1962 0650-050C-6T0%- TATEDOS0E2 40T

Aszign HSEC License

Summary - Sync Licenses | Offline | Download

~ Selected Devices

~ Download HSEC Device List

Download HEEC Device Fike [SUDI)

9.- ._Sg_,)i lJoujsd Idodlliss Jlgwegsle IJo,ésue.

UD_SA_2024_9 11_12_54_56.tar.gz
866 B - Done

10.- 1o @) WV9IY Vo prsy IJuulee 1U3Ys pu Cisco 9 loewd 1Js: Cisco Software Centrall,



https://software.cisco.com/software/smart-licensing/inventory

Assign HSEC License

Done! You've generated and downloaded your HSEC
Device list file

What's Next?
pan Cisco Smart Softwars Manager *

1.- Os Idguwle 1U3Ids 1dpess loedd IJs Cisco Software Central > o ¢su0 1wl 1U3Js6
9lud) WIS wibsy > pduile wslule IJlguegsle > wzesd vslule IUlguesle....

. shjlal |1
Cisco Software Central oot Q
CISCO
Cisco Software Central > Smart Software Licensing Az w
Smart Software Licensing s Support Help
Imnvariony Convart 10 Sman Licansing Repants Prafarencas On-Prem Accounts ACtivity Commarcial Consumgton
2 1
Reports /
Report Usage Data Files Regparting Palicy Synch Fila for Device Controliors
Devices. can be configured to report the features: that they are using.
This usage then determines which licenses are needed, in order to be complant
Upload Usage Dala.,. #—— 3 Search by Fite Name, Virfual Account o,

12.- B3 1JBls p6 1 puwcnds oppsd wslole Jluvcsle lod) 998 luuvae )l 9233 IJpdud
lUss wp wujsdo JJws slud, W9l wepsd duslule.

Upload Usage Data

Please select the Usage File you wish to upload.

* Usage Data File: UD_SA 2024 9 11_12 54 56.tar.gz

A

1

2 —p Upload Data Cancel

13- @__;ﬂ lJouble Wbs peldeo IJpdd. suweerd loplpo pl oo 51Js 10538158, &p lu®) W99



oUiSd.

~ edlebs: Jlousle pJud ACK. szw o wdsy 2lJs IJedlis) "wsgu lgble™ 131 Jig ould glol.
lbd) lsB90d IJoyuwse JJzuwesd eds piss pu Ipedsple 29d IJgbl. Idweg 2lJs Cisco
TAC I3l Jjp 1l

Cmco Software Central > Smart Software Liconsing 8 Cisco Systems, TAG
Smart Software Licensing SL Product Datails Suppoet Help
xnverl b Sman Licensing Reports Preferences  On-Prem Accounls  Activily  Commercial Consumplicn
Reports
Report Usage Daia Files e porting Policy

Darvices can be configuned bo neport the fatures thal they are wSng.

This usage then dedermines which icenses are neaded. in order 1o ba compliant

Upload Usage Data. Sparch by Fig Name, Viruai Accouaf o,
:-I-‘ Usage Data File Raparted Wirtual Account Riporting Siatus Dienvices Acknowledgement
= UD_SA_2024 9 11_12_54_S6.1argz 2024-5ep-11 Fr——— D Mo Errers 1

UD_VA__2024_09_11_18_54_33.targe sdwan-lab i) Ho Errors 1

14- suvs [duble pdd ACK 95990 wouisde odylissl.

* (oo

Recent Download History

n ACK_UD_SA_2024 9 M1 3 [

ar.gz
2030 B - Done

15.- B 9lz0d lJpuwesp lUyuwspss VMange. loedd p)6 186 1Js [Jdkses |)ssumnss >
gedsle uvsy Idgpd > pileus socuse wlesue HSEC > pjlpus Idoslésue > 290 loyeld >
IJolds > gpdsé IJozpsd.



Assign HSEC License

4 of B steps

Select Task

Before proceeding, select the task you would like to perform
() Download Process
Select and download HSEC Device list file

This task allows you to select HSEC-compatible devices to be added to HSEC device list file. You will be then given a device list file to be uploaded to C55M

© Upload Process
Uplead Authorization Code File

Use this task once you've downloaded the required authorization code file from CSSM.

16.- 1o 8y B9 Igosh pdB 9 luvw 1dpdS 1Uss wp cussde slddlce Bs 1dewe slod) B9
OgpSd

Assign HSEC License

5 of 6 steps

Upload Smart License Authorization Code File

Upload the Authonzation Code (SLACH e generated by CS5M
II
: i i
; 1
B !
[l 1
H :
Choose a file or drag and drop to H
upload
} 1
H )
| 1
; H
| i
H ACK_LUD_SA_Z2024_9_11_12... gz ﬁ )
; 1
} H
H )
- 1
} H

17.- 02838 pu pdeue [pops 9lud) B9 wresd.



Assign HSEC License

Summary - Sync Licenses | Offline | Upload

~ Device Entries

— Assign HSEC License

Done! We're now currently syncing smart account
authorization code (SLAC) file for the devices

cowse ldolésue Idpeuods

1.-bze Ids pilpws pdocs gws) Idgpd sovwse Idoslésus Sluds B9 wovse Idoslzsue.

o Assign HSEC License

1 of 3 steps

Select License Task

To start, select one of the options:
() Sync Licenses

Sync licensaes from CG55M for all devices.

© Install Licenses
Install licenses on devices.

Mote: In order to install, you should have already synced your licenses from CSSM.

2.- 235 pu IJBlispo 1Jzoly g wo 1J3s wp puz wigsue Jo slud) Wi IJolds.



Assign HSEC License

Fol 3 sieps

Install Licenses Task

Select Devices

All Devices (1/5) @

* CER-19EIDSED-DSCC-6T09- TATH DOSEII 1 C407

Hosiname Status Chatsis Namk Reachabdrty Dervice Wodel 1 Ardress Tags

cEdge_Sitl_East 01 fenched CAK-19E2D66D-D5CC-6700-TATI-DOSOERTICA0T reachable CRO00w Lz

3.-Llee pdeue Idpops 9lud) 999 vouse.

Assign HSEC License

Summary - Install Licenses

~ Selected Devices

Hostname Siatus Chassis Mumbey Reeachately Devce Mode F Address Tags

cEdge_Sni_East (1 fetched CHK-19E20660-DE0C-HT00-TATI-DOSOE2Z1 C40T rechabde CROO0Y 1.ia2n

4.-lpobl) lywele IJgpdséd: Sew v o9y elds lJooose olges.
= Cisco Catslymt SD-WAN 4 Sedect Resource Groupe Maonitor » Owerviaw = 1

HSEL: Liconse lastall | @ valdaton sacess Iritiatod By; aricgar

Tiotal Task: 1 | Susceds : 1

Device Group (1)

i Suocess CEBE-19E204 0D 5CC-E705-TATI- DO SIERS 10407 HESEC installation comphete Gap V1, 2024, 10413 PM 1.1.1.231

5.- 1o,y W89 Les Idlple Jeruo wwedle 196, odLosdl Joouse HSEC.



Monitor - Querview

View Logs
Hast cEdge_Sit1_East_01(1.1.1.231)
Site 1D: 100004

Device Model: CB000w

bezle w,2sue HSECK9

wwdd Jos Idbele

[11-Sep-2024 19:04:13 UTC] Installing HSEC license
[11-Sep-2024 19:04:17 UTC] RPC call to device for initializing HSEC install is successful.

[11-Sep-2024 19:04:19 UTC] Last Confirmation code UDI: PID:CB8000V,SN:C8K-19E2D66D-DECC-6709-TA73-D0OS0E231C407
Confirmation code: abB88674delmport Data CompletedLast Confirmation code UDI: PID:CBODO0V, 5M:CBK-19E2DG6D-D5CC-
BT09-FATI-DOSOEZIICA0NY Confirmation code:; a599674e
[11-Sep-2024 19:04:19 UTC] HSEC Installation complete

o
2]
]
o
=
a
o
[

IJesuo pu 030 1Upowsd o9 Lilde IJe,gsue pu ldeszo slelboo Jess pozw lJs wepe woltsue

HSECK9 B.s u9lué CSSM.

Iuvdow 1Jze

logble 9> IdLele

e Jlue,oe

UE P o3l .orodo

el gpd
Sp wlogble J9> IUbele JIJgls
l&slo Idesgsue wldesee.
el pu ldpdbg IJolds.

ES) pouod

UE P« o3l prodo

Sp wlouble J9s> IUbele JIJgle
loulo Idesgsue wldpsze.
oeldd pu ldpdbg IJolds.

~ pdlebo: Vs zlds Wyud logile Hp) Idbzle [Wwz 2lds oY) Idpuwless IJuse (TAC)
JblJs 1desgsue $298l pu 1Upsze 909l6 CSSM.

logile Is> Ibele

plbdso J9s Idbele JJozdd pu ldostsue Idezrss Bs CSSM pilod Idesgsue Ideeds

Jdeszo sdlildwe wgs 3JY.

<ffroot>




EdgeRout er# |icense snmart authorization return | ocal online

Authorization already returned with this code:
UDI: PID:C1111-8PWE,SN:FGL2149XXXX
Return code:

CCKUTQ- Q2Yt w- ZhSLg5- bDFw7e- WWf 2- QuaBed- 3VaRc T- f Ff Gen- X6e

<<<< Copy the string

S edlebbé: sepd 1o, "orpsuo IJodss e IJ3ds "License Smart Return local online" JJJ
pu )8 Iz ews low,oe g ghe Ideh. Jlsepd IJle, "ldesgswe 1d33s Lele peds
390 louold" Vs 9uog bho 9236 IJogdp (9uoe SD-WAN). subod o3l gds JJl IUpeszole:
lJelso gldlde,loss.

blde 1Jze;

Ws CSSM lue@d Ids posdle oo > lplele > 1ds. [duod He) Idbzle s wp wuwio
JJos pu ldpszo slud,y W98 LilJs 1dzes.

Remove Reservation
To remove a Product Instance that has reserved licenses and make those licenses once again
available to other Product Instances, enter in the Reservation Returm Code generated by the

Product Instance. If you cannot generate a Reservation Return Code, contact Cisco Support

= Reservation Return Code: CCKUTq-Qg2Ytw-ZhSLq5-bDFwTe-VvWgf2-

DwwBed-IMaRcT-fFfGon-X6e

Remove Reservation Cancel

sbo, IUIghl) wuzle wes LilJs 2o Ideszswe poluiné. 903l suvs) [ds lelhs Idoszsuwe lds
wgpe Idoslgsuos v e Idoslgsue Ws 1.



The product instance was successfully removed

lJoouubvsb - od weole IUs lelbo wepsdt

od LoTST I&0 O |.Jig]'o,oé I.Jiu.ulu.u..gé lJpweowsé [Js 8500 sdjp lel>s wepsd
HSEC Jouuushbol®

Ogp wubdy glisds IJuble Il us 8500 |18 wepsd Bs 9,28 IJoedp 1d3los 19 9 08
96 lJogde.

od sdjp lehsé wepsd JJovuvsb IJJlzg J C8000v J HSECS

Il dsuw sou9ss8l 9sbd Idesgsus "Esy puweddp” 9981 JJouoese IJpszss eds IUzols
C8000v. 9JJu seued Izl eds uwes peldes £s) p22926 poluiné wes ldosouse pu ldusles.

od ould Jghé wppsd Jdouuusb IUJIzé J CSR1000v J HSECS

JIc oyesd wougusb hsec Jl selbdo CSR1000v [glhs wepsd.

oJ uwdod lehss IJezpsd 09 b wo Jig ol SD-WAN og.s, SD-WANS

Jl. oJgyu lgole SD-WAN 9¢.s, SD-WAN Bsel soedd wopdsy HSEC ppoduds oplol.

Vb5 9ug SD-WAN. sdjp lehs wresd Jopdsulougislb HSEC: wsupl Bs suoe és) SD-
WAN. 890 lJie, CLI License hsec wopdsulou sl HSEC s Izols. Jl sdjpe lelsé
IJozesd eds 1Jiobeé 1Jiguluss CSR1000v g C8000V s 9 08 SD-WAN.

od subod 03lls ol gds [Ugle wouvsb o gse HSECS

$ed0 LlJs 0ouse wtsuo HSEC B 9,8 ¢s) SD-WAN (auwe ). 9pg 3J9: Jl sado Ll
Cousw uesue HSEC ioglf: luvegsle lJps)s. see eds IJpuwegse websdlldgle couvshb
o sue HSEC luwwgsle IUle, CLI no license feature hsec glglsé wepsd IJzols JsIdgu
lJosgsue WO glds "gsp IUluwegsle" &p wae Ui,O_) "Lldé IJovwse". Jp sop lewel |51J6
CowSw wygsue HSEC s 9 oe SD-WAN ub,l Jogs) welbsd Idps)o. 9p8 3JYc Jdpuwwgsp
esh IJluedld Ids Idsuee 1Uslos slehs Idooose Jed wisd gus Idogssle 1Upg 1996 pe
wessle IUssoe. sozs Vog elds pyd; Idpuwless IJouss (TAC) Jodds buible zod Jswdss
Lele IJesgswe 1s CSSM e ule 92930 B 9o SD-WAN.

S pdlzbs: Jess> po ldeedsple: srzs sshé 1Jesde: LI


https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

~ HSEC .J SD-WAN.

lJozdd pu w99, IJo,ésue

IJozdyd pu lduoes

lwegse 03l IS Joldss gpd Iodsso wuvdd Lozse.
19IPJ PRI

Sop 9o ple Idozdd Vs JJ ¢lgs JJluwldse g Iloe,oe 19 390 louald.

<tfroot>

show | i cense tech support
show | i cense status

show | i cense authorization
show | i cense sumary

show |i cense history nessage

show | i cense eventl og

license smart clear event |og
license smart sync | oca

license smart factory reset

lweduvld IJlgble gl oJlzol


https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/217939-hsec-license-faqs-for-sdwan.html

S99, 03l lJGuwpe pedsple spdud luuagsleol Jluwad il Tgble IJodsse sluadlzol.

SEwp> Idugsue 1U3ds -__;|E}uoé)|ro Policy eJs IUleuald 1dlew euliss Idloglo wso pszo Edge
9 CSSM g, IJluw,yuw: pu led oubd IJIG,Lle 9ldpuolvzs IJos o od IJogvzsd 9zdw
IJosgsoe.

ould pusubssole Lilisgs Jl ouwpe woubd Idyuulisd wuvdd Loese wsw IJizojs.
eubdJle 1Juilsgs

2J DNS Jl sgpJ

JJsuo9d |Js smartreceiver.com: sgo o sy e9zo Edge @byl gds ed luwe peld- 9lJl Jl wop

ozed udlu URL |Us IP pozo ssduid IUloold. sbo, o3l 1Jgbl glsé wes pelads luuvle
lJo96.

*Aug 18 20:45:10.345: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart License Uti

ol U 9293 louold IP Lldlueyuw.

<tfroot>

ping 8.8.8.8

ltovh logold guslo URL JJwz 8l ppl 131 Iy DNS sgp0d Ig JI I3l we by wy9esded Huwlisd
IJozde WS IJlueyue (ICMP) w9luubo zols ghzs wluvwésle wyulez Telnet |Js sugle URL
wJl pu 3JY.

<tfroot>

pi ng cisco.com

tel net cisco.com 80

Blogsd IJIowl Bp wodysy ¢bp DNS 9o pdsy wedsd DNS.

<tfroot>



i p domai n | ookup

ip nane-server 8.8.8.8

Bl de s p0 Idppdu wdasy Ebp DNS ¢hzs: $p wodsu oedsd DNS Idpzds Os 1Jesze.

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip host snmartreceiver.comA B.C.D

EdgeRouter(config)#

comm t

~ pdlebo: Bl Yoo weles |Js pero gulssy IP Idos ouvozse 1Us 093¢
smartreceiver.com. V3§ i gSJ nslookup
oy pu 2ol sepd wuble IJo bésd Windows g Linux.

%ﬁ pdlebs: Jl s9uos wed DNS 1Jpeds vb,l .Jigo SeJdu i.;. oogs) guldsu IP 1Uglos
cldpuwoese pe po9) [J98e: 9l otb, Cisco Lldogss).

wbo, Huwlds IJgbl I slisgs Bs uwed lesle 1desésue 1J3ds (SL).

<#root>
EdgeRouter#

show |i cense eventlog O

Py EVent Log Fededek

2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<ttroot>

EdgeRouter#



show | oggi ng | include SMART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

Jod ub$ SD-WAN J DNS

oS pubddo peleds I3l dlue Blises [doedp Bs IJ9uosd (ACL) 1o puss Vs wd§ SD-
WAN weoug lgwoeleolo DNS IJgl)se.

<#root>
EdgeRouter#

show |i cense eventlog O

Tk

Event Log *#*¥*%*
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SVART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

olds po IJuwple w6 DNS Bs 98w IJouwzsd.

<#root>
EdgeRouter#

show sdwan runni ng-config sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop



carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all
no allow-service bgp
allow-service dhcp

al | owservice dns <<<<<<<<<<<<<<<<<< MJST be al | oned

allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
no allow-service https
no allow-service snmp
no allow-service bfd
exit

guslu URL JJudd €5y woese

lJowes Jooowsole Greenfield (1Jz>s»6)c sY9o w9g IJudd IUIGe,)luos 09 516 Cisco Smart
License Utility (CSLU).

<#root>
EdgeRouter#

show |i cense tech support | include Snart Licensing Status

Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:

Sending Hostname: yes

CalThome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED



Version privacy: DISABLED

Transport:

Type: cslu <<LLLLLLLLLLLLLLLL

Cslu address: <empty>

Proxy:

Address: <empty>

Port: <empty>

Username: <empty>

Password: <empty>

Server Identity Check: False

IJigble I slisgs B [Jgwzdle.

<tfroot>

EdgeRouter#

show |i cense eventlog O

Tk Fededek

Event Log
2022-08-18 20:45:10.345 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"
2022-08-18 20:45:57.804 UTC SAEVT_COMM_FAIL error="Unable to resolve server hostname/domain name"

<#root>
EdgeRouter#

show | oggi ng | include SVART

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

~ pdlebbo: Jl swp >gp CSLU s Cisco SD-WAN (Cisco vManage) 9JI spJdu luwwgsle CSLU
JJlodlg gu luwedsle IJosisue Jeosdle pooele Idusgse ldJos wwpe bhwoel wyluvbé

Cisco vManage. JJzo9d £Jss 253 pu Idpedsple: loodd 1Us 1Ubls | e wless
wogsue 13ds o0 Cisco (CSLU).

e wodssu guslu URLIJIS O, lgas suge 1dudd JJeled IU3ds 295l 2lad logile 158
Clawodsle 1,es 1deess a6 1.

<#root>
EdgeRouter#

configure term na


https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html#Cisco_Concept.dita_73c3f32f-bf6d-41a2-9c8c-79e537ad4d47

EdgeRouter(config)#

license smart transport smart

EdgeRouter(config)#

license smart url default

EdgeRouter(config)#

commi t

S99 w99 SD-WAN czew HTTPS

Suwows logold IJesgsowe 10336 1ds pods wu909dsd udd IJuwe Idegvews 1l (HTTPS)
443, soldelds: bl $lp 0BG SD-WAN Lzl luwezlole HTTPS 1Jshsé: Buusduid IJouvesd
sbdo 1Jegssd sluvel, odhs) RUM.

IJg bl IJuslise W Iduwed suved IJizsle.

*Aug 18 20:59:44.914: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Ma

AR U Iduwpelz wédpe0 HTTPS s w99 SD-WAN Bs 9o IJouwesd. B3l Je wdo J3JI.
Slgwezsl Jo 92lod louble IJe$s Cluvesle I Idppss pi6 12)s.

<#root>
EdgeRouter#

show sdwan runnni ng- confi g sdwan

sdwan

interface GigabitEthernet0/0/0
tunnel-interface

encapsulation gre
encapsulation ipsec weight 1
no border

color public-internet

no last-resort-circuit

no low-bandwidth-Tink

no vbond-as-stun-server
vmanage-connection-preference 5
port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000

no allow-service all

no allow-service bgp



allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun

al | ow service https <<<<<<<<<<<<<<<<<< MJST be al | oned

no allow-service snmp
no allow-service bfd
exit

seby 2ol Iz plss 1Jghzs ewslo URL IJgl o w CSSM g IPs g 1J 0085 443
Bl dlow woss IJesde cuvetse aob zelss Jdozdp S 2r98 1deng, Solds pu g0 2y
lJeww93 443 |Js smartreceiver.cisco.com. logod w888 2ol 1Jzelsd 19 wp9ed) 3006 IJluc,ow

(ISP) Jejs> pu IJoz 86,
pu |Jp9zo.
<#root>

EdgeRouter#

tel net smartrecei ver.com 443

Trying smartreceiver.com (X.X.X.X, 443)...

Open

U loub@é Copo VRF.

<#root>
ericgar@cisco$

tel net smartreceiver.cisco.com 443

Trying X.X.X.X...

Connected to smartrecei ver.ci sco.com

Escape character is 'A]'.



Slzole pogsrrsé JJlue,ouw
Bs weue lduvsobssole IJos s9zs Bsol 1Ue) pu 9lzos 9lzré. s ud IUlouold o CSSM:

Sedu eSS 9lz0s puody HTTP [Js ks 91206 p0909,6 B 1Jesz0.

<#root>
EdgeRouter#

config-transaction

EdgeRouter(config)#

ip http client source-interface | NTERFACE

EdgeRouter(config)#

comm t

p&erok"; Slo uoJé



https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sl_using_policy/b-sl-using-policy/info_about.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/deploying-smart-licensing-using-policy-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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