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Spdu 1o sbo, B> pilews NTP |Js VEdge wgsé b8 ppodWs: Js uvwsd Idpsld:

* 98w &) LoST S Iole show clock edis 1Jzols.
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* e lvoslole NTP
* show ntp peer

sedo 1Jews) eds s> po Idodluosd Jisle) p228 s "erze I9le, SD-WAN".

&ue lvoslole NTP

vedgel# show ntp associations

IDX ASSOCID STATUS CONF REACHABILITY

AUTH

1 56368 8011 yes no
2 56369 911a yes yes
3 56370 9124 yes yes

none
none
none

LAST
CONDITION EVENT COUNT
reject mobilize 1

falsetick sys_peer 1
falsetick reachable 2
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vedgel# show ntp peer | tab




INDEX REMOTE

1 192.168.18.201
2 x10.88.244.1
3 x172.18.108.15

REFID

.STEP.
LOCAL (1)
.GPS.

ST TYPE

WHEN POLL REACH DELAY OFFSET  JITTER

1024 O 0.000 0.000 0.000
64 377 108.481 140.642 20.278
64 377 130.407 -24883. 55.334
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vusssu ldobosg J NTP.
luy peldls.

o, does pedsple zoly Idubeds eu eI Ubluins > IJyie Jb

.1¢¢, vEdge IUSled JJobosy.

Joudy W98 gshy luwedyule IJlgble 9l odlzoli sowgo peldls IJosdB@le.

- 22 W ds VPN IJpos, 9ldslzes pu IUluwllb: 99 wogsso guslu IP Jdozos. 95,

903l sglbs uwdod lebs [dugesoe IJpe9 e Je,yds o9, NTP oo VEdge.

wepesse TCPDump »u VEdge

s pl wzoly 2)Js 0y9) NTP puweys Idozdpe W VEdge: spdo IJod@lboel gy TCPdump.
woeolz 2ldo Idpblo@s |Js luvegsle puwds UDP IJgslyvs 123 Jdouodse Jzyds 0,9, NTP
curdd Hloo.

¢sble TCPDUMP VPN 0 "lJeow9s 123"

vedgel# tcpdump interface ge0/0 options "dst port 123"

tcpdump -p -i ge0_0 -s 128 dst port 123 in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_0, Tink-type EN10OMB

19

19:
19:

19

19:
19:

:05:
05:
05:
:05:
06:
06:

44

.364567
44.
45.
45.
52.
52.

454385
364579
373547
364470
549536

IpP
IpP
IpP
IpP
IpP
IpP

192.168.19.55.ntp
10.88.244.1.ntp >
192.168.19.55.ntp
172.18.108.15.ntp
192.168.19.55.ntp
10.88.244.1.ntp >

(Ethernet), capture size 128 bytes

> 10.88.244.1.ntp: NTPv4, Client, length 48
192.168.19.55.ntp: NTPv4, Server, length 48

> 172.18.108.15.ntp: NTPv4, Client, length 48
> 192.168.19.55.ntp: NTPv4, Server, length 48
> 10.88.244.1.ntp: NTPv4, Client, length 48
192.168.19.55.ntp: NTPv4, Server, length 48




19:06:54.364486 IP 192.168.19.55.ntp > 172.18.108.15.ntp: NTPv4, Client, length 48
19:06:54.375065 IP 172.18.108.15.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48

G luolds gdles -V Jbd Idbslog 15p086 o sled 250 NTP.

¢sble TCPDUMP vpn 0 "lJ e85 dst 123 -v"

vedgel# tcpdump interface ge0/0 options "dst port 123 -n -v
tcpdump -p -i ge0_0 -s 128 dst port 123 -n -v in VPN O
tcpdump: Tistening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
19:10:13.364515 IP (tos Oxb8, ttl 64, id 62640, offset 0, flags [DF], proto UDP (17), Tength 76)
192.168.19.55.123 > 192.168.18.201.123: NTPv4, Tength 48
Client, Leap indicator: clock unsynchronized (192), Stratum 3 (secondary reference), poll 6 (64
Root Delay: 0.103881, Root dispersion: 1.073425, Reference-ID: 10.88.244.1
Reference Timestamp: 3889015198.468340729 (2023/03/28 17:59:58)
Originator Timestamp: 3889019320.559000091 (2023/03/28 19:08:40)
Receive Timestamp: 3889019348.377538353 (2023/03/28 19:09:08)
Transmit Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)
Originator - Receive Timestamp: +27.818538262
Originator - Transmit Timestamp: +92.805485523
19:10:13.365092 IP (tos OxcO, ttl 255, 1id 7977, offset 0, flags [none], proto UDP (17), Tength 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, Tength 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10
Root Delay: 0.000000, Root dispersion: 0.002166, Reference-ID: 127.127.1.1
Reference Timestamp: 3889019384.881000144 (2023/03/28 19:09:44)
Originator Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)
Receive Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Transmit Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Originator - Receive Timestamp: -27.807485523
Originator - Transmit Timestamp: -27.807485523

oI9Sy IJodlb Wireshark oo vManage

Bl op wpdsu lJollb 1Uz)e po VManage: spdu lsuol IJe bl 2Jd 09) NTP Lodo IJb 596
oluiyo lJs pdu spdu @)lewo w9luubs Wireshark.

1. 12e) Jogs pedople zols Idubods pu gdld Ubluns > IJubods
2. lgw, vEdge 1J$lod JJoboss.
3. 108, B9 gsb luweduuls IJIgble glodlzol swogo IJodlb 1Jze6.
4.1¢e,0 VPN 0 9ld ghzs Bho po IJ8lses psdlo IJs zlow.
5. 108) B9 glpd wLodss s e9) Iduslule. ool lve suwelse esoe Elss psuls 123
9o sgw glss ubd glus.
~ pdlebs: sdodb glpd IJouodss tuve euslo IP Idzie B loglo sl B@b. s v
glod ©LoWss IP puwo Ipuos, 19 1d9z06. Jiu 1Uglss buds 4 psule 123 s JJI
lozlo: pyuie widesule B@b 1o eds Guup b p19) Suliss logle.

6. lu9) gJs woe.



Swuod VManage IJlo o vEgdge .Joga,o.;sg lJoglb 2506 lel Jes6 5 >38lis 9 |_9 2US @p.Ji lJpeiu
lJp9 9w wed 5 pselulse: lsopl slos 19l 90 pz)s Yo pldc Spdo wujsd o3l IUIJodlb
JJeolzes.

puulJJ NTP |Jp e, Jo

e NTP &) puwodpd

obo) gpdsle doylb 1Jz)e UEJ'{’ lJuol>,ye ldos wp bhuwldoel [Js 1JEbe (1IUE9le) 1U3s we
odosuo 9dIdu Jp sup luwodle 186 539>.

vedgel# tcpdump interface ge0/0 options "dst 192.168.18.201 && dst port 123 -n"
tcpdump -p -i ge0_0 -s 128 dst 192.168.18.201 && dst port 123 -n in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_0, link-type EN1OMB (Ethernet), capture size 128 bytes
14:24:49.364507 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
14:25:55.364534 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
14:27:00.364521 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
AC

3 packets captured

3 packets received by filter

0 packets dropped by kernel

wped wldss g0 luwadle 2ip NTP. spdoud:

* 028 pu wdasu NTP wuvdd oese: :

c o seoel Yo py9) v9¥ Vs VPN 0. eldse allow-service ntp Ig allow-service all s3Iy
eJuw wew IJ tunnel-interface.

* 02dS pu 2hoy NTP sluwbs $lises 1J9 09 19 zols sumslo.

* ozdd pu publdd IJegzse wsu puos) NTP gldgzos.

B9s10 1Je il

Sedu 1o $83s B> IUoublod [Us 2298 Bsps IJoubase 9y Idelés) JJghe gldss gsl.
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IJghp/ldobes) B luuhs 1Us 255 Iduwles. Jsdd Jl spdo JJzols 1dpeds 1o sed wsds 1J9de
IJe929> Ses 12506 Jive JI serd Jp o0 198 luweésd 5u09d 1Jz5es.
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Spdu iq SUbS) 9Se6 1Usuosd B o wbs) NTP [Js W& 2,96 p)9, NTP. Il dlpe
1J9se6 18 o0 377 sep luwedle IUe vuvdd podbe 9siir IUgpsd pu ldesleus.

wp wEssu lduwles eds Idzols so93l
SpJu ozl Bspe IJuwles Idos wp wedeol po NTP oo ¢JIJ 1Jie; set clock. guspl seae 3JI.

Slo Gese Ibled JIJ G0 ooles wuidd pdesl.

vedgel# show ntp peer | tab

INDEX REMOTE REFID ST TYPE WHEN POLL REACH DELAY OFFSET  JITTER
1 x10.88.244.1 LOCAL(1) 2 wu 40 64 1 293.339 -539686 88.035
2 x172.18.108.15 .GPS. 1 39 64 1 30.408 -539686 8.768

3 x192.168.18.201 LOCAL(1) 8 u 38 64 1 5.743 -539686 2.435

wbo, lJodlble IUpbsss lsuol 1o 1Ubslug 15086 IJpszess sldbslug 1jp0ss Jeouuiis JI
ouogls.

vedgel# tcpdump interface ge0/0 options "src 192.168.18.201 && dst port 123 -n -v"
tcpdump -p -i ge0_0 -s 128 src 192.168.18.201 && dst port 123 -n -v in VPN O
tcpdump: listening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
00:01:28.156796 IP (tos OxcO, ttl 255, id 8542, offset 0, flags [none], proto UDP (17), length 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, Tength 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10
Root Delay: 0.000000, Root dispersion: 0.002365, Reference-ID: 127.127.1.1
Reference Timestamp: 3889091263.881000144 (2023/03/29 15:07:43)
Originator Timestamp: 133810392.155976055 (2040/05/05 00:01:28)
Receive Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)
Transmit Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)
Originator - Receive Timestamp: -539686410.569975959
Originator - Transmit Timestamp: -539686410.569975959
AC
1 packet captured
1 packet received by filter
0 packets dropped by kernel

Jlzwb VEdge gJss lpweisuld odgosd «)9w9dsd 98w 1duvwds (NTP) Jeuos; 1dsde IUElue
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