lel>s wule Yulé Catalyst SD-WAN IJJs9s6

lJpzogsle

36 9236 wadp (VSmart




lJp 9500

S9uoe o3l ldpuwews Jsse lels logile wuss Cisco SD-WAN: Ll WS 3JY uwg wdsule
9236 Idozdp leoslbsl gluveghbool Jgpdsle IJouyi,y et o dws.

lJpolbdole
w9os Cisco yig oJ9u s pgy9s wldpesluose 1Joldss:
* UboJo pub 96 9l uugs o6 LIJw,lpz pu Cisco (SD-WAN)

+ Cisco Software Central
* wujisd wulez 9edle [Jogdp pu software.cisco.com

lJpdovlo Idpuuweispd

oe logble IJpgdsple 151,38 Bes o3l 1Jpuuows pu IUlzes6 1Jp9z926 Bes wsiss pgpdiss ¢luos.
wlo zese IJlzejd IJpuwogrpd Os o3l lJpuwows wodssu peuwdz (IBlus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jls le).

Jpobdole 1lguluuss $od lghs wole IJooss

* Szv 9SO p2e9Es 22836 pu euldsu IPS 1JElL08 LIduble 9pe 1 8le 19l e pu Tzd
lJouss [Jgassé Jopsle Idegde

e olds pu gL Bsles ool IUzplss Jopdsu Idleuold wso 9esle IJoedp 9ldesld

o Jigb luwp ldpuwese 99Jded 1Jp,9) 1UEluose « NEO4j(configuration-db) (sgw I SIYgul
popledsu eds zese €8> YManage B ublpe pzesesd)

* ogbsd ¢bss 1Upuds eds zese IJoolod

* Sp wishs 9w lehs IJogbgsd Ikse 1s 7 lsle

o sz IJIusble B bl byl $od ldesesd

© Sop 99 wslule dlzuolssle IJolsgss (Idovwsole 9|Jit.>|c> seldle IJiao_jé 9pl lJs
3JY) pl Jp SYU ould gsh puwed Jouess) IJeldle IJs ébe Ebzs pod ASVanalytics


https://software.cisco.com/download/home

* bl op odysy Cloud OnRamp. AR pU w99 lpdluso 1JyLoed 1Js 1Jbb,l ¢8000v 1Uss
op uUo VS lduwelus Yod wae o3l Iduuill

o 131 Yo Jssd SDAC pedu £Js 1dwnss 1J@rse8 Bolds po wpdso lJouss 1z ss6
(Jdpzeses: sdip wpdsuol eds 856 9lzrs S 3b)

© Sopdgp luwoghs Yless wslule IJodssy Wb eds v IJluosl) ped IJouss
IJp3umuuss

c oldss Idgvguoss [dpuwegses Jogsle Idoede. 08sp IUsge J COMPUTE_DATA g DATA
Persona (oWl osd wew JJ Suwpe)

s olduywed J Enterprise CA: szo luweesle lduuolss g, Iduols,6 oo Enterprise CA.
9ldes sop luvesleol O IJogubss 1p9z936: 95 p w9dse IJuiolss wluwegsle gbe CA
JJpdumws soswswel Jeese 9eole Idoede gw) 9lzed Idpuucip

esble 1o,
uuvy VManage

* puvodd (8926 9lz6) )
« ublo lJpze9es (393 £9> 19 6 £35)

+ Jls9z> DR
* 31,6 DR Izlss6 1Jg 858
o Ublp pzpogd luwepb ldoslule wes IJJdglye (DR) IJlzeslbs ($398 7 0595 wlbl)0)

. pdlebs: Jpjss pu IJodliosd 29d wye luweehs Idoslole wes IdIdshye: bze [Js ol
ool
lJo,dsolo:
# le>l> vManage sl »Jduy,
1 puwodd (8826 9l28) Jl s9z> DR
2 puwodd (8856 9lzr6) 51,6 DR Iglsé 1Jg 96

3 wblp lJpzeses (393 8519 6 £92) Jl oz DR

4 oblplJpzeses (3938196 £85) wble pzeses DR IJlzoslbes

lIJgbsle Idublisgo Il ds Jdobosy gds gese [dpzesslo

oo IUghsle Uilisgs O zpse preselo IJuui. luol webs gpdst edw posdlc VM sobusd
odgsu CLHIIwluws. seond IJ Guwe wrdswd eu e ldpesdlo IJos uvsop uuiol 9ls
tbsle [uoldso yuswpe [Jpldol.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.

oS 9o wede SD-WAN glzolyol (Idess): 1516 1Uop @8
pu [Juogs: 9226 Iz dp)

pdlzbé: 9lpw Cisco Llgls wuwpss puobdele pesus J3JY spdu luwowsld oo
lJeuolbdzle. Cisco vManage = Cisco Catalyst Manager. Cisco vBond = Cisco Catalyst
Validator. Cisco vSmart = 9256 [Juzde Cisco Catalyst Controller

ouisd pdle OVA Jgpsle wede SD-WAN oo LoWzs wuisd wlpz Cisco pu oul:

* l2e, welud VEDGE 96 woujsd vBond OVA Jluosl) 1de,ulez IJpbdse.
* 2o, woulee YManage 95p woussd vManage OVA Jluosh Idwsolez Idelodse.
o 2o, wyulpz vSmart 99, woujsd wyulee vSmart OVA Jluosl) Ide,ulee Idelbdye.

~
edlebs: eds IUlobes 1Jiuuluss J ESXilCloud. spdod wi9s) 9esle IJeezde vSmart
vBond 9 vManage Ll ueésle pJd OVA. Lze IUs Idpuveus Idpyoub 9elds po
SEuoSUe puwles JIBSs pu 9296 Ipeldes 1deydjss (CPU) 93196 1dyosd IJeubsliss
(RAM) slJi$)lue Jzese 9esle Ideede 986! Juse wuivy SD-WAN. luedd ool JJzuo9d
eJs pedople [Loldss. wlds pu wessy Biuo luss Jed»s vManage Jpl 09 o339,
B "22e wEisu IJeess™ Vs sdsd IJdpwsye IUpsoob.

zJdu £936 p>s, Cisco

* e vuw wuleg Cisco Manager ig wulez vManage VM gpdlusé 1Usue9d 1Js 9226
IJoedpe 1Jeluo6 wldpss): lowl) zos sdepd Ideposs. 2 IJpdile 09 ool wus wble
ouwlisd gloj ssbodo luwpe lJeuwese 99dps 1Up)g).

¢ bedluwp puvctse wslule lecels Idegvogse IS0l oss Jpuudsd 99Jes e,
Jowdsd: Gp o lve sbdo pu ldpuwetse céssy Ides 1Jeis) soessy Jps
IJe,95 1dplodsws Jewdsd IJpuwegse 99381 JIgwshd.

c Op sbdo pu ldpuwegse wpass [duvguo. 9030 ¢bb9o gluwes 31 Jly 1> o9 IUzuo9d
eJs pepsgs VManage. I els leosh Iduvguoss Jel 09 p9soe oul Iduwsubisgolw:

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

polJilze, 1 J compute_and_data


https://software.cisco.com/download/home/286320995/type
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

booted via startup_32()
hysical BASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecoMpressing Linux. .. Parsing ELF... Performing relocations... done.
the kernel.

28.12.5.1

login:
28.12.5.1

Manage login: adMin
P assword :
elcome to Viptela CLI
adMin connected from 127.8.8.1 using console on vManage
ou Must set an initial admin passuword different from default password.
Password :
e—enter passWord:
1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl

2o 1d8aue IJeluss Jel 09 s oe:

1

Select storage device to use: 1

puld you like to format sdb? (y/nd): y

mount : Zdev/sdb: not mounted.

keZ2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and G5536H8 inodes

Filesystem UUID: 5a94db1f-71cd4-4e?5-abd1-8efZ2495c1de?

Superblock backups stored on blocks:
32768, 98384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654288,
489686868, 7962624, 11239424, 28486860, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: dome

- g Id&rue eluss slduge Y JJeldss.
* gpdsle lgbs wzpsd pds) Cisco. ol |u 2jpo 993 >gJe IJ username 9JJps pg IJIJpo
28 o Jlu LvdJdo easel.




rarly console in extract_kernel
input_data: BxBBBABBBBB21753b4
input_len: BxBBBBABBBAB121c7{3

utput: BxBBBBBBBAB 1888880

utput_len: BxBHBABBABBA237eabc
ernel_total_size: BxBBBAABAAA1fbAAAA
ooted via startup_32()

hysical RASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations...
the kermel.

28.12.5.1

login:
28.12.5.1

Manage login: admin
asswWord :
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Viptela CLI
dMin connected from 127.8.8.1 using console on vHManage
Manage#

lve suvobse vdde VPN 512 [3Lé $lho lu spdo ghz Idobld 1bhé puwds [Js 1Jzols
“ede

luwegse 1dle, show interface | gJled Idowsse JJozdd po vwdle VPN IJos wpe
wessu ldslzole Jol gldsl.

I wodssy IUslzolw 98§l J3JU.

SPEED M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX ADJUST UPTIME PACKETS PACRETS

192.1668.45.218-24
BB:58:56:bd:36:6b 1688 full

ethl i -
BB :58:56:bd: :cb 1888 full

eth2
BB :50:56:bd:be:98 18808 full

dockerf
A2:42:6d:57: : 1688 full

cbr-vmanage
B2:42:22:37:98: 1884 full




pdlzbé: spdud ldyzee IUs IJodosu pu wble vManage 1Je9z9s 9odssu ublp gulssu
IP & wo oul.

edosole 9lzos IJss (VPN 512)

s o seule LU Io SY9u v dJu pu VPN 0 |Js VPN 5120 |jwog pdw 03l i,n_, 9w8>3JY
wwIddo ldguslo eds IUSLo

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

Ibol, [Jp>99

* S wodssu IUdposso) ldpbbdse (9226 IUpeldes IUpydise (CPU) 951456 1d9 09
IJebsliss (RAM) slJiél o) Je 6 vBond 58 o sdol.

* vy IJsuesd IJs 926 Idoedp luoh) pus swup wgpsd vBond olddled. lowl) zus
Swewg uble I)uwlisd glojl.

* op sy 1Joble luve IUpuwetse 99Jp8 1Jps9). bed luve puvctse wslole lecels
IJeuwo e IUIO,los6 Joudsd 99Je6 o9y Jouudsd. wes 3Jd sbdo pu ldpumatse
wEss) IJpd 1dp)gn Bp woessu JJes 1Upig) Idplbdscs Jeuwdsd IJpumweise 994!
Jigeshd.

¢« lue suvobse gvdJe VPN 512 b6 $lho lo spdu ghe IJobld 1bhs pouws [Js 1zol;
“ede-

o Iguogse IUie, show interface | gJles IUowsse JJozdd po Uvwdle VPN IJos op
wessu ldslzole Jol gldsl.



* BGp wodssy IJglzole 908l J3JJY.

deJI

dMin connected from 127.8.8.1 using console on vbond-81
bond-B1# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED MS3 Rx T=
PN INTERFACE TYPE 1IP ADDRESS STATUS STATUS STATUS TYPE PORT TYP
MTU HUWADDR MBP3 DUPLEX ADJUST UPTIME PACRETS PACKETS

geB-8 ipvd 18.186.51.184-24 Up - null transpor
BB:58:56:bd:be:68 1888 full H:84:39:15 1838 1843
geB-1 ipvd - Dowmn - -
:58:56:bd:B84:8e 1868 full -
ipvd - Dowum
:58:56:bd:f1:d5 1868 full -
system ipvd 1.1.1.4-32 Up - null loopback
- 1888 full H:84:48:46 8 B
loopbackl ipvd4d 192,168.51.15-32 Up - null loopback
- 18848 full H:B4:39:18 8 8

ethH ipvd 18.186.51.169-24 Up -
BB :58:56:bd:3c:9bh 1888 full BH:84:39:18 1839 1839

null Mgt

bond-B14#

pdlebs: spdoud Idyzee IUs IJodssy po vBond 1Je9z9> 9odssy udw IJodssule

oul.

edosole slzos 1L (VPN 512)

c o seelz Bhu o sdw vldJo o0 VPN 0 |Js VPN 512, | jwogpde o3l ip_) 908> 3JJY
wwIddo ldgoslo eds IU8Lo.

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0



|
commit

zJuw £936 9236 wedpe (VSmart)

* Gp vlple v IUgbsle 1Uglos o Validator Jlbol) g.956 vSmart.
* wped wdsu gudly IP Juvedo VPN 512 eds zese sedle IJoede WS Gvwdo SD-WAN.
Spdud 1Jguosd [Jsol wluwegsle SSH gds guslo IP Juveds VPN 512.
od9su CLIJIwluws eds zpse seole IJopdp

e w99 9,09d SSH IJs zpse pdle Idoedp Bp wodssy wdssule CLI odo gds JJ 92206
oede.

odysu [Juble

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit



S

edlelbs: 3l ol yuwegse URL Jgusly vBond. Selds o wdysu gulosy IP Jglbe DNS
bs wdosu VPN 0l olds oo lpdloss zdol.
od9su 9lgoed IJudd (VPN 0)

SJje 929> odo IJodssule gds zese gzdlo IJoedpe Jopdsy 9leod [Ju9d IJpuwedsed Jlogvle
looldlo Idoedp pe ldpgeole 90986 9pale Idoedp.

config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

!

no shutdown

]

ip route 0.0.0.0/0



commit

pdlelbs: spdudld,eee IUs wdysule 9esd dopdp 1Jzldss 9l Iy IJodosy p9z9sl
VspJdud |uols o3l IJodssy 1Js sesle Ideede 1Uzrs56.

I wodIsu wy9u9ded Idoede J TLS Wb I3l Jly ould glzs Jdeszoele Jluuile lousoldle
wedpe lpus pe £8> VManage ol wegsle TLS. Luvdd 18e)luos: ©@9p 2pse sl Idoedp
9ldpszole vluuvle louold wede wlguegsle DTLS. o3l wdysy lgoshs plbbdye B9 gds £9>
vSmart 9 vManage g o pobdoled.

Conf t
security
control
protocol tls
Commit

lJpzpeoed 1) o 9usé VManage lJpue9dé + w9y 31,6 DR.
lJposdlo [Jplbdeué:

* 1 vManage (compute_and_data)
« 1l91de, pu vBond
* wyulpez vSmart 9lz> Ig 1de,

IJgbsle:

Nboly JJ ldposdle oluwegsle IUgbsle IJublisgé

- Sp9ole puwe s

- odosu 9lzod puwegdpe VManage gldvoble g9gsle ldwede Jps>peed
AJouwg Idlzeslbs/Idlgeogls J config-db

cepdsle 1ol pu lJuuiy

a b ON -

|Jglogs 1: W9 ole puwe 9o



e olds puly £33 pasdle pas) SD-WAN IJouibs po Cisco publudé pg £33 posdle pas,)
SD-WAN py Cisco lJus wp vouswol gasul.

e olds pu o zpse posdle pasy) SD-WAN IJuibé 9ldessé oo Cisco wuvgd v w
luodly 1o, ulee.

o ol oU I zpSE pusdle PIS) SD-WAN IJuuuloé 9ldgsssé pu Cisco 9ls,6 gds 1J9o9J
IJs goslo IP 1Jglue oldblye Jbls Idez 88 po woeé Cisco SD-WAN.

e ol pu wouse Idusoble gds posdle pas) SD-WAN po Cisco ldpswwé easal.

e olds pu pslews Iduslele eJs zpse Tzosé Cisco Catalyst SD-WAN. wpl B 3JY pesdle
Cisco SD-WAN Manager |Jpowwé grsol.

ol o0 090 pre9ES 22938 P EVIISU IP 98, 31e IUpslSe 1Eluos lduble s
posdle Cisco SD-WAN Manager lJpowos sl uldluolds [Js IJodsso 1ol s
oo IJEluo wezpses Idoslule IJouyivlbs.

lJglogs 2: wdosy 9lzod puwegse VManage glduobsle g99esle lJwedpe 1Upsped
oSy ldodssule gds 9lgos puuegse VManage

© wpe luols IJodssuole W 1Jgbgs 1 eds 9lzoé b, 1Jisle, (CLI) IJgl 06 wzpse
sl dogdp: spduul 1Uguo9d |Js 9lzed puwegspe IUsse 1JElLod h.:vJUlﬂa vManage:
wluwedsle gusly URL https://<vmanage-ip> Vs l1Jpwe oo J>sd. lgwogsp eusly IP
Juvedsé VPN 512 Jg 9> vManage |JpdloJs. spdud ogwesd 1Usgad wluwegsle luwe
pun e 1Jpun9sd 99Jpd 1))

s looed lJs bLsé > lesble glded [Jgble IJolJsé.

* 8p wodssy luwpe IJpsuwuwo 9Validator/vBond URL/gusly IP. Bp wodss 1U9spo
o wol 1Up92956 b CLI (9lz0é Lwlb, 1JI9le)) Jg§>6 vManage.

« Bs wyulpz vManage 20.15/20.18. o9, 030 lJodssule Lopw wble IUIEuwle.



Settings | sy

rganization Name

@ 0 [ 99+) 0 admin  ~

0 The network is out of compliance due 1o licensing, please click here for more actions,
M :
Settings
=\ -
Settings | system
nigurabol
s .
Ciaco DNA Portal valldator
|
Amadytics Managed Cellular Activation - eSIM

Identity Provider Settings

Validator DNS/! IP Address Port

Enter the DNS nar he % ddress of the Cisco Catalyst SD-WAL
Yalidator and the p ) use 1o con
Warkfs
! " Cloud Credentials
100,251 12346 =
d\ ThousandEyes User APl Tokens
Todls

Organization Name

Rupors

Validator
o
Mairiienans Banner
Maintenance Window Cancel
i . J
Administration Interactive Help
= Cross Platform Mavigator
Expic

Prowy

* 02l pu wdssule "wiasd Idubolxs" (CA) IJos wess "eoze Idubolss" IJpuuegse Vs
o9d8se Iduvoble. spduul 956 3 gsble ould:

1. ©W89suo Jvol>e Hardware WAN Edge - sz>> CA Jpeyzole SD-WAN Edge.

o eds yvolbs IJpywg (oo TPM/SUDI) - Lluweésle o3l 1Jgsh swp luwedsle
lJuwolyé lJpwws puwodl eds iaojé lJeozoe Jluusle louoldle Idogde (logoldle
TLS/DTLS)

* Jbobs lJp9uwuws (099806 pu Jwd Enterprise CA) - Cluwwgsle o3l IJgsh oumegsp
lJeszole Idyoble 1Jpsses pu Swd eoze Uivols IJeduwpwsd S pdumuwed. sew
oIS Juolds g3) 1dpsze IJpuos 8 JJeduwuws oul ic;.g,lc lewsl) o3l 1Jgsl).



aheil Catalyst SO-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

M .
Settings
2, .
o Settings J Trust and Privacy
Hardware WAN Edge Certificate Autharization
Tenancy Mode
|
malyhcs Enforce Software Version [ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that th
Software Install Timeout certificates used by the WAN Edge devices are authorized and valid
Security

1 Privacy
(@) On Box Certificate|TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise CA)

a4 Hardware WAN Edge Certificate Authorization

3
4k Feedback

Controller Cartificate Authorization

WAN Edge Cloud Certificate Autharization

fing
Certificate Revocation List
=]
Wab Sarver Certificate
Wairten A
Enterprise Feature Certificate Autharization [ cancen |
1o L J
Admiinistration User Sessions
DUDQ MFA Configuration
Expls

Password Policy

2. 09950 Uuoldo 92306 1wz dp - sead Idesze 1Jpuerd Jogdle wzdp SD-WAN.

+ Cisco (puwweuwy) - ouwwese selo ldoedp Idvoble 1Jes 8es pu Cisco PKI.
wuuod VManage oJslissl vowglod PNP Oluuegsle vslole lsoel Ideuwle 1U3Is
lJos op vdosuol eds VManage gozuod s [duvoldé 09986 9up wowswol gds
9ex6 IJuedpe.

* 8398 - wuwuedp gpdle Idoede [duboble 1Jps9e6 pu Cisco PKI. $p wldwsdse eds

CSR 393! wluwegslp wylwo Cisco PNP oy ¢JIJ IJoudd 1ds Ideuwle 1J39s
sldeuwle Idbloys JJdoguvsoe IJpdleds J SD-WAN.

Jwoldd 23, IJpsuwwd - wluwegsle o3l 1Ugsh ouwedse [Jpesgole Iduvoble 1Jps9e6
p0 Bod poze Jols IJpduuws B pdwuwed. See wpase Uiold 23, IJeze
IJeuo38 JJpduwwé ool 1sule [posl) o3l IJgsh.



1l
cisco

Catal — [E} DI._'EEo )] 0O admin W

P The network is out of compdiance due to kcensing, please click here for mare actions

Monitar
Settings
p setti NgS | Trust and Privacy

Configuration

Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
Software Install Timeout !
b = ) st 5D AN N and th ed on t =

JAN Manager, and

Warkflows trust and Br »
i
. . Thease sattings establish how the certifl 1 generation for all SD-WAN Contral Components w J";"
a Hardware WAN Edge Certificate Authorization ; : 2
be done and do not generate the certif ki
Toals -
Controller Certificate Autherization he certific ition method needs to be specified only once and is automatically used each
: time you add to the fabric
WAN Edge Cloud Certificate Authorization
Reperts Certificate Signing by
Cartificate Revocation List i =
. Cisco (Recommended) Maral ®) Enterprise Rool Certificate
o
e Web Server Certificate
alnienance Enterprise Aoat Cartficate Salect a File

Enterprise Feature Certificate Authorization

do
Admiinistration User Sessions
y, DUO MFA Configuration
Explore

Password Policy | Cancel |

3. o992 Uuolxo ywelwo WAN Edge - sga> CA Jpgzolw zlos SD-WAN IJblo,s6
(CSR1000v. C8000v. vEdge cloud)
© oddliss (w9dse vManage) - s89p VManage oJélssl vwsdse CSR Jeszole
Virtual Edge oo ose [dguelss gds 1Jpgeo.
* >Jsd (Enterprise CA - puoguwu) - ouweede IJpseole [Ublo,ysé Iduoble [Je99eé
pU Sod pize puos Enterprise O pdumumed. See o Uiobd g3, IJesze
IJpuo38 JJpduwuwé ool 1cule [posl) o3l IJgsh.

B 2lds ol Bl Jol vuwee Idesze 1dpuesS (CA) IUElLe woldldeze 1dpues S JJpduwuws.
|lao.) "P-éuuwéll.

) Tha netwark is cut of compliance due to licensing, please click here for more actions,

Mositar

Settings
LY .
Settin g5 | Trust and Privacy
Configuration
Tenancy Mode WAMN Edge Cloud Certificate Authorization
nl
Aniivion Enforce Software Version [ZTP)
ertificate Authorzation invelves the process of ensuring that the certificates
Software Install Timsout WAM Edge devices are authorized and valid.
-
Warkfiows gt and Pelidit vEdge Cloud
(@) Automated (Manager signed) Manual [Enterprise CA - recommended)
d\ Hardware WAN Edge Certificate Authorization
Tools
Controller Certificate Authorization
WAN Edge Cloud Certificate Authorization
Reports
Certificate Revocation List
=}
Wab Server Certificate
Maintenance
Enterprise Feature Certificate Authorization Cancal
-
Admiinisbraticn User Sessions
DUD MFA Configuration
Ewplore

Password Policy

Rcrpsoft Wioed



c luodd lJs Idodsse > Idgvoble > pdyule IJozde Vs 2ldo £9> 20.15/20.18 vManage.
WO gldo luoshle 20.9/20.120 sop wdssy > Uiao_jé > geslo ldoedpe
s 1ud) V9 ... for Manager/vManage 9lu 9, 993 luule CSR.

= @ Q[‘;\ 8 admin v

Certificates
2,
Configurat
'WAMN Edge List Control Componeants Applications CA Cert
F
Ices (3)
-
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g lb9s 3: IJuywe IJlzuslbs/IJlguegl>s J config-db

UgPSE UPWE Jlzosllbs Jdoslole sluvoghbool wlgweesle v 9usé vManage gJs 956
vManage I¢,s

wgese IJogwe Ulzoslbs Jsless vslule 1dezd (DB) IJodssu:

* VS wuso Juvwds SD-WAN IJpuuwgses gldsl spdud lugile uwg leoslbs pu Bless
wvslule lJodssu gds JJ pu lesh pzpses vManage |Jpuvo9d 9pz 0986 VManage.

* oldouwes Joyulez VManage Idpwo@d: Wlo vManage o wo 09 p3s) $less wslule
lJodssu.

oldss wuvgsd Bless uslule IJodsse eds £8>6 vManage.

Spdud IJoe 9 pu IJio, o wo oluwegsle IJio, bbJo nms configuration-dbstatus
onvManageCLl. Jpl 09 p9 22

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Iowegse 03l 1Jle, Jzee IJouwe IUlzeslbs J Configuration-db oy g.9>6 vManage 1Jez356 J
configuration-db leader.

request nms configuration-db backup path /opt/data/backup/



Il Idpwsde Jel 09 paor:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

* e wodsu pdlebs voslule lewelb $lexs wslole IJodsso Bl wp wraseol.

* Blde odu eydl Joslule lgepl @less wslule Idozdp Os Idodssy: Wzlad 1ol
lJs TAC Jluweysh wslule leoels @less wslole Idoede O 1Usuosd IJs IJodssy pu
£.9> vManage lJzlJss.

c lJowuos) vuvdsd-db sJdgy wslule lewpels username: neo4dj 93dJped 1Jpey9,: JJdped 1Jp,9,
luvoglhé IJouwg IJlzesllbs J Configuration-db |Js g.956 vManage ié,»s
logwe IJouwg IJlzeslbs J configuration-db |Js /home/admin/ >Jsd vManage oluwegsle SCP.

upsdz lle 1oy SCP:

XXXXXXXXX DownTloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

Jlgwoglhs IJouwg IJlzoslbs J configuration-db. weolz sl IJs cdsse wslule lewels
configuration-db. |31 Jluo wslule lgwels configuration-db 1Loe,)l o s6(neodj/password).
OspJduul wibs o030 IUgbgo.

Jodssy wslule lgwels configuration-db. 1w gse bdo 1Jie, nms configuration-db update-
admin-user. quo'a)ro lu“r° |.Jrouuoé_)ro _9-3J.Jro(3 |JIDJ_9J |J'a|uo..§g oJ.

Iszle pdlzbs luo @3 wp lebs wubésd Ebe lJobusd 1Jglue w vManage. o)l Jive sogs,
lJ9o9d 1Js 9lzos puweése VManage Joe 6 §,0.8,)6.


mailto:admin@10.66.62.27:/home/admin/

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

lJoui) lJ3s spduul ldpologs Jlighs vesso IdJouwg IJlzesllbs J configuration-db:

Spdu luwegsle Ile, request nms configuration-db restore path /home/admin/< > Jluoglsé
configuration-db |Js vManage |Jg>s>:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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Ciscr . s i Dhsaster Recovery

Primary Cluster Status W

louod o cisco TAC Juopelo wulbsw |uwogho Idoslule wes IJIdslye wogle.
weese IJogwt Ilecslbs Jslers wslule 1deesd (DB) IJodssy:

* VS wuso Juvwds SD-WAN IJpuuwgses gldsl spdud lugile uwg leoslbs pu Bless
wslule lJodssu gds JJ pu lesh pzpsgs VManage |Jpuvo9d 9pz 0986 VManage.

* oldouwes Joyulez VManage Idpwo@d: Wlo vManage o wo 09 p3s) $less wslule
lJodysu.

oldss wuvgsd Bless uslule IJodsse eds £8>6 vManage.

SpJdud lJozdy pu 3JdY olgwegsle IJi, nms configuration-db statusonvManageCLI. Jol o9
PP

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Iowegse 03l 1Jle, Jzee IJouwe IUlzeslbs J Configuration-db oy g.9>6 vManage 1Jez356 J
configuration-db leader.

request nms configuration-db backup path /opt/data/backup/



Il Idpwsde Jel 09 paor:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

* 9p wwddsu pdlebdé vuslule lgwel Ylgss vslule IJodssy Bl wpe weaseol.

* Blde odu pydl Joslule lgcpl @less wslule Idozdp WOs IJodssy: Wzlad 1ol
|Js TAC Jluweysh wslule lewels Bless wslole Idoedpe O 1Usuosd IJs IJodssy pu
£.9> vManage lJzlJss.

c lJowuos) vuvdsd-db sdgu wslule lewpels username: neodj 93dJped 1Jpe,9,: JJdped 1Jp,9)

lweghs lJogwg Ilzoslbs J Configuration-db |Js g.9>6 vManage g,
logwe IJouwg IJlzeslbs J configuration-db |Js /home/admin/ >Jsd vManage oluwegsle SCP.

upsdz lle 1oy SCP:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

Jlgwoglhs IJouwg IJlzoslbs J configuration-db. weolz sl IJs cdssy wslule lewels
configuration-db. |31 Jluo wslule lgwels configuration-db 1Loe,)l o s6(neodj/password).
OspJduul wibs o030 IUgbgo.

Jodssy wslule lgwels configuration-db. 1w gse 1J1e, nms configuration-db update-admin-
user.luwegse luwe Idpuwese 99Jes 1Up)g, IUEluosw .

Iszle pdlzbs luo @3 wp lebs wubésd Ebe lJobusd 1Jglue w vManage. o)l Jive sogs,
lJ9o9d 1Js 9lzos puweése VManage Juoe 6 §,08,6.

vmanage# request nms configuration-db update-admin-user
configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin


mailto:admin@10.66.62.27:/home/admin/

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

lJoui) 1J3s spduul ldpologs Jlighs vessu Idouwg IJlzesllbs J configuration-db:

Spdu luwegsle Iie, request nms configuration-db restore path /home/admin/< > Jlueglsé
lJodysu-db |Js vManage 1Jgsss:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

edlelbs: 3l ol yuwegse URL Jgusly vBond. Selds e wdysu gulasy IP Jglbe DNS
s wdgsu VPN O ig olds o lpdluss zdol.

Sdjp lole 030 IJodssule Jopdsu 9lzes IJo@d IJpuvedsed Jlogile logoldle Idozde pe
lJeozolo 9o8le 9psle IJozdpe

config t
vpn 0
dns

primary



dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

Jol 9p wod9sy 9lzod 51,6 VPN 512 Joedsu 1Uguead IJs 9226 Idozde IUbL6 ez IJublyg.

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0



commit

od9su 9lgos |Ugrps eJs DR vManage

Op wod9su 9lzod 1Ugrp6 eds £926 VManage. swp luwwgsle 030 [Jglzos Jlouoldle DR

conf t
interface eth2
ip address

no shutdown
commit
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config t
system
host-name

system-ip

site-id



organization-name
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commit

edlelbs: 3l ol yuwegse URL Jgusly vBond. Selds o wdysu gulasy IP Jglbe DNS
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config t
vpn 0
dns
primary
dns
secondary

interface ethl
ip address



tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

odsu 9leos IUbL6 gds gese £9> vManage

Jol 9p wod9sy 9lzod 51,6 VPN 512 Jopdsu 1Uguesd IJs 9226 Idozde IUbL6 ez IJublyg.

Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

Commit
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Conf t
security
control
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conf t
interface eth2
ip address

no shutdown
commit
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conf t
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user
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< Iy, Idgbsle s ol Jo¥s6 £8> vManage.

wpd wzpsd zest 9plo Idopde. [dpd 030 IJgbgé:
lJglogd 4: IJowi IJlzoslbs/ldlgecglss J config-db
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s lyele pdlzlbs Iuo Sew louble IJouwi IJlzeslbs J Configuration-db W b s £956
91236 pu pee9ed VManage lJos os 9lgos $lgss wslule lJodysu.

* olJuuwes Joyulez VManage IJe e @d: WBlo vManage o wo 09 p38) Slgss wslule
lJodysu.

« Vs uble lJpze9es VManage: 23> £936 wlxss Blgss wslule Idodysy wlgwegsle
cuvgsuole bdo 1Jie, nms configuration-db.sedod wusgsd o3l 1Jle) eJs zese €8
uble lJpzeoeé vManage IJpd9y pu 3 £.9>.

© B pzesed pdsus pu B £ olds po wubgsd o3l IJlp) eds £8> VManage zse sop
wpedsy Configuration-db Jogsss 1Jg 936 lUyssuwss. lowdd 1ds [JbLé> bhé uble
IJpzeses JJozdd e vduw IJlg)le:

* 9Jpl uys Vs Jdbo Idublyvs VOly 1de@s IJos wp wdssuol wlgwwgsle
COMPUTE_AND_DATA Jol $lgs6 wslole odsss B IJoubésd.

Spdod IJoedd pu IJie) v uwo Lluueesle IJie, requestMSCONFIGURATION-dbstatus g J.s
vManageCLl. Jpol 09 p9 02

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

© ez wulds Idisbde wusgsuole odasy NMS-DB gJs oo IJe @ IJIg)le Jpl o9
PILAPT:

 loee g0 1Jedd IJees) J IsLeader”. |5l wp wessuo eds 1 Bluo suvs) [Js 1o 1Jg 6 os
lJe w936 1 issuwsd 9spduul wgpse IJouwg IJlzesllbs J configuration-db puol.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds



Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e i +
| type | row | attributes[row]["value"] |
e i +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "FTush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
e i +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "onTine"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

Iowegse 03l 1Jle, Jzee IJouwg IUlzeslbs J Configuration-db oy g.9>6 vManage 1Jees56 J
configuration-db leader.

request nms configuration-db backup path /opt/data/backup/



IILle 1deesde Jel 09 pouoe:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.Tlog file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

* e wodsu pdlebs voslule lewel $lexs wslole IJodyso Bl wp weaseol.

* Blde odu pydl Joslule lgcpl @less wslule Idozdp WOs Idodssy: Wzlad 1o
IJs TAC Jlgweysb oslule lgopl @less wslule Idozde WS 1Usuesd IJs Idodssy pu
£9> vManage lJzlJss.
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viptela 20.15.4.1

(admin@10.66.62.27) Password:
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junel8th.tar.gz
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vmanage# request nms configuration-db update-admin-user
configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin
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WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent
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vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database
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config t
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interface ethl
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tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit
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no shutdown
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Spdud IJoedd pu ey uduwo Lluueésle IUie, requestMSCONFIGURATION-dbstatus g J.s
vManageCLl. Jpl 09 o902

vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED



vmanage#

* P LUWSS Uip_)loJ.., ouveswele odysy NMS-DB gJs 030 1Jg 93¢ IUIE)le Jpl 09
PILPT:

¢« loze o lJedd 1dppss J IsLeader”. 3l op wesswo s 10 Bluo subs) 1Js 1o 1Jg926 os
lJe 926 1 issuwsd 9spduul wgpse IJouwg IJlzesllbs J configuration-db euol.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

o - +
| type | row | attributes[row]["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 |
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions" | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |
| "Transactions" | "NumberOfCommittedTransactions" | 414568 |
| "Causal Cluster" | "IsLeader" | 1 S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | O |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | O |
o - +
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...
Displaying the Neo4j Cluster Status



| name | aliases | access | address |
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" |
| "neo4j" | [] | "read-write" | "169.254.2.5:7687" |
| "neo4j" | [] | "read-write" | "169.254.1.5:7687" |
| "system" | [] | "read-write" | "169.254.3.5:7687" |
| "system" | [] | "read-write" | "169.254.2.5:7687" |
| "system" | [] | "read-write" | "169.254.1.5:7687" |
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M
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lgwegsp 03l 1Jie, Jepe 1douwg Ilzwslbs J Configuration-db ey g.9>6 vManage |Jpes56 J

configuration-db leader.

request nms configuration-db backup path /opt/data/backup/

Il Idpwsde Jel o9 paoe:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz
sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359

Removing the temp staging dir :/opt/data/backup/staging
vmanage#
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luweghs lJogwg Ilzeslbs J Configuration-db |Js g.9>6 vManage g,

louwe IdJouwe IJlzesllbs J configuration-db |Js /home/admin/ >Jsd vManage oluwogsle

SCP.



upsde lele 1oy SCP:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

Jlgwoelhs IJouwg IJlzoslbs J configuration-db. weolz sl IJs cdsse wslule lewels
configuration-db. |3l Jlue wslule lgwels configuration-db 1Loe,)l o s6(neodj/password).
Vspduul wilbs oo IUgbye.

Jodssu wslule lgeels configuration-db. [ uwgs e 1Jie, nms configuration-db update-
admin-user.luvogse lgwp ldpuuegse 99ded 1Ue,9) IUEluosy .

IUzle pdlebs luo @5 wp lghs ouvgsd ghe IJobusd IUglue o vManage. bl Jigo
Soed) 1Jsuesd 1Js slzes puweise YManage Jde,6 $u08,6.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

lJoui) lJ3s spduul ldpologs Jlighs wessu IdJouwg IJlzesllbs J configuration-db:

SpJdu luveesle IUie, request nms configuration-db restore path /home/admin/< > Jl_weglsé
lJodysu-db |Js vManage 1Jgss»:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost


mailto:admin@10.66.62.27:/home/admin/

Reseting NMS configuration database on localhost
Loading NMS configuration database on localhost
Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost
Waiting for 180s for the instance to start...
Successfully restored database
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config t
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interface ethl
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tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit
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Conf t

vpn 512
interface eth0
ip address

no shutdown
|

ip route 0.0.0.0/0

|
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vManageCLl. Jpol 09 p9 22

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#
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vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...
it et et e +

| type | row | attributes[row] ["value"] |
it et et e +

| "StoreSizes" | "TotalStoreSize" | 85828934 |

| "PageCache" | "Flush" | 4268666 |

| "PageCache" | "EvictionExceptions" | O |

| "PageCache" | "UsageRatio" | 0.09724264705882353 |

| "PageCache" | "Eviction" | 2068 |

| "PageCache" | "HitRatio" | 1.0 |

| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 |

| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |

| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |

| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |

| "Transactions" | "LastCommittedTxId" | 214273 |

| "Transactions" | "NumberOfOpenTransactions" | 1 |

| "Transactions" | "NumberOfOpenedTransactions" | 441742 |

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |

| "Transactions" | "NumberOfCommittedTransactions" | 414568 |

| "Causal Cluster" | "IslLeader" | 1 S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | O |

| "Causal Cluster" | "InFlightCacheTotalBytes" | O |
it et et e +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms

Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o o
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTline" | "onTine"



| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"
| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"
| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"
| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"
| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"
m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed

Total disk space used by configuration-db:

60M

Iowegse 03l 1Jle, Jzee IJouwg IUlzeslbs J Configuration-db oy g.9>6 vManage 1Jees56 J
configuration-db leader.

request nms configuration-db backup path /opt/data/backup/

Il Idpwsde Jel o9 paoe:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#
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c IJodues) ouvdsd-db sdgu wslule lgwpls username: neodj 9dJed 1Jp,9,): JJpd 1Je)9)

luweghs lJogwg Ilzeslbs J Configuration-db |Js g.9>6 vManage g,

louwe IdJouwe IJlzesllbs J configuration-db |Js /home/admin/ >Jsd vManage oluuogsle SCP.

upsse lele ey SCP:



XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

Jlgweghs IJouwg Idlzoslbes J configuration-db. weolz lsdl |Js odsse wslole leopls
configuration-db. 31 Jlue wslule lgwels configuration-db 1L9e,)l o sé(neodj/password).
Vspduul wilbs oo IUgbye.

Jodssu wslule lgeels configuration-db. I wegs e 1Jie, nms configuration-db update-admin-
user.lyuogse luve Idpuuogse 99Je6 1Up)9) IJElLose .

Izl pdlzbs luo @3 wp lebs wubésd Ebe lJobusd 1Jglue w vManage. ulb)l Jive sogs,
lJ9o9d 1Js 9lzes puwedse VManage Juoe 6 §08,)6.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

lJoui) IJ3s spduul ldpologs Jlighs wessu IdJouwe IJlzesllbs J configuration-db:

Spdu luwegsle Ile, request nms configuration-db restore path /home/admin/< > Jluoglsé
lJodysu-db |Js vManage 1Jgsss:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.


mailto:admin@10.66.62.27:/home/admin/

Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database
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https://vmanage-url/dataservice/system/device/sync/rootcertchain

Ibed 03l 1Jle, Jpslewé pgyd 51,6 SD-WAN oy Cisco pg 116 1Joe 8@ pw Loeéd Cisco SD-WAN:

https://vmanage-url/dataservice/certificate/syncvbond
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culdss Idie) "bJo nms configuration-db diagnostics” £Js zese £9> VManage:
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St lu sgyu "Neodj" 3 g6 ey Iluc,ue 91 8lss 9 2 pologse. Sew lu serus "system”
Isuol 3 85 euy Iloc,ue 91 8lss 92 polugse 9JI0 wel 1o 03l Jsuw DB IJIVG el os Blu
IJedp IJIGe,luos 09 glol. 31 Iy ool 18 pu 3 bbeldle Bs JJ NEO4) 93l IJoble seus lu
1Je 956 9> wdbo pu wble lJezesss. syzs IJleusold o Cisco TAC Jlgwodiled i'aJoIs: o3l
i, sluodlzol.

Sew Il odoy s pu IJe @ Bes 2lds 1Jg5J.

3. Sev 1o $J9u 1Jeedd pou Loes lJpgblb "ulzel".

nfiguration=db admin names",

configuration-db schema®™,

4. 9p wgps UUWES !ao§ll?§6 ow configuration-db wluwegsle IUie, "bdo gpdsle ouvgsoo
NMS configuration-db" golds oo weleol.

lo ould Ls webuo s 'aJoi Sy logod o cisco TAC Jsoz)ys.

9wadl pu 3JdIc spduul wvgsd pdldple 9lzod wyped IJobousyle (API) oo Joid§) clJe
£.9>6 vManage Juble pze9es (Jzpse £8> COMPUTE+DATA) - s¢gpd £Js 1Jluesl) 20.12
sldluosble IJizse Béb

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u



-H "Content-Type: application/json" -d '"{"statements":[{"statement":"call dbms.cluster.over

:7474/db/neodj/tx/commit | jq -r

curl -u

-H "Content-Type: application/json" -d '"{"statements":[{"statement":"show databases"}]}"'

:7474/db/neo4j/tx/commit | jq -r

olds po o wble 1Jpzeses seoss eds sese 9les JIJ eu Neodj slduble sluwcz
Joolugsu.olds oo 10 zpse 1Jeds pouods.l3l Yo Jssd uble oo oo 3 £9> (zeseol eubyé
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5. ©2dd pu 9293 hs lgble B 1J, 00 19 Mem g 1JlglNJIE)lz eds IJgwsle Ivar/log/kern.log.
Sew Jezdd pu 0l B zese e8> vManage.
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DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@



The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]1:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:
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JJosdd IJelds:

I9lo, vBond:

show orchestrator valid-vsmarts

show orchestrator valid-vmanage-id

I9lo, vManage/vSmart:

show control valid-vsmart

show control valid-vmanage-id

IU)zle pdlzbs I 1¢,5lz Show control Valid-Smart so e 1Jbdle IJouudundss JIJ po 8>
vSmarts 9 vManage.

Ihuool pg ol IJos wbo)y Vs 9lzos IJpwwgs e VManage. loodd IJs wdsso IJBuwpe >
lduwoble > gesle Idogdpe.

Bl e £ s 12l 1okt Jog s Ipuvetselldde IJeomdonds 1ss Jo sop lzo
2ldsl eds IJouss: Bszw 3ol lue sywelse logode cisco TAC J IJ wdywo.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



