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Start building

Get your personal developer instance and explore the latest plotform features
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Hi, System

How do you want to get started?

Quick start
— | —
.0 a=
Create an app Add a table Add an experience
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CREATE APP

Let's get started on your new app.

Add a name and description that define the purpose of your app.
You can also add a thumbnail image.

Mame & &

ud-vmanage
Deseriprion (3

Describe this app
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& Import app
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CREATE APF

Let's add roles to your new app.

Default roles have already been added based on popular roles for
apps. You can add or remove roles, later.

© Adds role
Boke name % (D Description (O
admin Default admin role g
Fode name k& (0 Deseription (D)
7]
user Default user role
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CREATE APP

Great! Let's add more to your app.

You can increase your app's functionality by adding data,
experiences, automation, or security. Go to the app dashboard to
add them before submitting this app to your administrator for
review.

|
am E ---------- a
o= -—
Data Expriencd Automation Security

Go to app dashboard

louvle obosd

12. po o926 App Home: b9, W9l "zye" JWwe ServiceNow Studio.



SErviCenow App Engine Studic

App Home N »
ud-vmanage

ServiceNow Studio
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+ PR AgE ety Create File

Saripted REST API
Soripued Wb Servioe
Scripted REST Header NR— P

Seripted REST Version

Secripted REST Rewsurce

You're on your way (o creating a file
Graph{iL Seripted Resoherr

s yousTl P 30 SPROUNITY 19 BREVGR More detals
Seripted REST Query Pacarmetter

Search foripred Poss-processos
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Seripted REST Header Asiacistion
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(@) You can easdy create a new REST AL To get stared, give your AP a name and 10
]
o * Name | ud-m-snow ADPRCATON  LE-VIMANagE
+ APID | ud_ven_snow APi namespace  x_1831932_ud_vema 0
¥ [ Embadided Hals Rale Pricey (2
Protechon polcy | - None m

Drfaull ACLS Mary be selscied 10 Apgly 10 81 [BS0UICES, bUl INGKIGLM MESOUICES CAN OVEMOs This etling
Thes Dt ACLS e enfionted foF 3 FESmurce when

« The fesouics "Requiies SulEnlcaton’ 36 Requines ACL Sulfonzalion’ hiids 5 Ssecd, and
« T TeSCuCE RSEN 005 NOT FEferencd iy ACL Fecoeds

ACCEss 18 graneed If al least one malching ACL recond s fourd
Iore infg

+ Defaull ACLs
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The Defaull ACLS ane enforced for a resource when:

= The restuice Réquines duthenlicalion’ 85 Tiequines ACL aulhorEalion” Neids ae sdecied, and
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Access s granted if al least one malching ACL record i kend
More info
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Seripted REST Sarvice

o wrmanage (e = | Update | Dslete
+ [ App Sital
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» D Embadded Melp Role Priorizy (1 Protection policy — None: — A

Content Negoliahion | DoCamentation

Detalt ACLS may be sekecied to apply o all resources, but indvidual IE30UICEs can averride This selting
Tne Defaul ACLS are enforced for a resource when

* The resource Fequines authentication’ and Fiquines ACL auhorZation’ fekds ae seected, and
= The resource fsail does not reerence any ACL reconds

Access s granted i af keast one matching ACL record is found
Migee ity

# Detall ACLS | & | Seripled REST Extaral Defaull

Update | Delete
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Scripted RE ST Resource
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NI App Geta &
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= O Secury  Name | alwms actve

Request routing
Par— The route coNfigeration Specifies the "HTTR memo and Felathve It These fields Getenmine how HTTR CHents BOCESS s resounce.
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& HTTR maihca | POST . Fotative path

Imphement the rescurce
AcCess feques! detals Ncluding LRI paT) parameters, query parameters, headers, and ihe nequest body wsing he- Recues! AR
CONfgars the ISHORsS INCUGNG SHING e HT TP SLMus ende, feSpanss Body. and any IEsponse Neadens using the: Bessdess AD)
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1 function process| /"R =F response
(request, response);
Protecton polcy |~ None - -
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(function process(request, response) {

try {
var payload = request.body.data;



gs.info(" @ € vManage Webhook Received: " + JSON.stringify(payload));

var alertMessage = payload.message || 'No message';
var alertSeverity = payload.severity || 'medium’;
var deviceld = payload.deviceIld || 'Unknown device';

var inc = new GlideRecord('incident');

inc.initialize();

inc.short_description = "vManage Alert: + alertMessage;

inc.description = "Device ID: " + deviceld + "\nSeverity: " + alertSeverity + "\n\n" + JSON.str:
inc.urgency = (alertSeverity === 'critical') ? 1 : 2;

inc.impact = 2;

inc.insert();

response.setStatus(201);
response.setBody({ message: "Webhook received and processed." });

} catch (err) {

gs.error(" X vManage Webhook Error: " + err.message);
response.setStatus(500);
response.setBody({ error: "Error processing webhook: " + err.message });

}

H(request, response);
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& Name | atarms Acthoe

Request routing

The route configurasion spectfies the "HT TP meShod and Relative patl, Thess fitlds determing how HTTP chients access this resource
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# HTTP method | POST - Frekitive path

Inplersent the resoufce
Actess request detalls ncluding LRI path paramelers, quéry paramelérs, hiaders, and the reques! body using the: Bequest AP
Configure e pesponse including sefing the HTTP status code, response body, and any response headers wsing Be- Besponse AP
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war payload = request.body.data;

5. Info(” & vasage Webhook Received:

r alerthessage - paylosd.sessage
slertSeverity

+ alertSaverity & “Wm\n” + JSON.stelnglfy

response . setStatus (201);
responte, setBody( | metsage: “Webhook recelved snd precessed
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Object Type Object List Severity Types
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Username Password
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No Results

ALL RESULTS dio

v Self-Service

Incidents 1e unified,

Incident ATF Suites

GO FURTHER

Power your workflow applications
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SErviCenow Al Favordtes  History  ‘Workspaces  Admin Incidents View: Self Service 1
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Numits = Opened Short description
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oowldé IJuoele:

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"result": {"message":"Webhook received and processed."}}
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= Y &3 Incidents View: Self Service | for text

All > Active = true
[ @ Number
INC0010038
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2025-10-09 00:29:25

Short description

vManage Alert: No message

udutt-krk-dmz-vmanage:~$ curl -X POST "https://dev271953.service-now.com/api/x_1831932_ud_vma_0/ud_vm_s

{"error":{"message":"User is not authenticated","detail":"Required to provide Auth information"},"statu
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D) ServiceMow Studio ~ ud
< ud-vmanage A

D o rC App detai

¥ & Integrations (Inbound)
* [ Scripred REST API (1)
O ud-vm-snow
* D Security
k&, Rale (2)
* O3 Ocher
¥ O Contained Role (2)
F D Cross scope privilege (6)
¥ [ Embedded Help Role Priority (2)
¥ ¥ Scripred REST Resource (1)
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Scripted REST Service

o SR | Update || Dedete
¥
d Wame | DOAT-SNOW ADpRCATON  Ud-vInAnage
=
) & APTID | u_vm_snow AP namespace  x_1831332_ud_vma_0
P s AP patn  fapdax_1B39032_ud_vena_(Nas_wm_snow
Protection policy - None: — w

ity | Conlent Negotiaion | Documentiation

Detauit ACLS may be selecied 1o apply 10 all resounces, but Indnidual resounces can overmde this sefting
The Detaull ACLS a0e entoeced 10f  MES0UFE when

+ The resource Requires authentication’ and ‘Requires ACL AUHONZMON Nelss are selscted, and
= The resource Bself aoes nol reference any ACL recons

Access i granted ¥ at least cne matching ACL recond i found
Hdsre infg

+ Detaull ACLs | & | Scripled REST Extemal Defaull
Update | Debete

Related Links
]

En i
- -

Regquest Hesder | Ousry Parsmeii

Hame - HTTP mathod Rulatve path Resource path AP varsion Actrog
POST apw_ 1831932 _wd_vma_iud_vm_sniw (emngey) e
EER
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Conlent Negotiation | Documentation

ResOUNCes Can specily sacurty seftings hal overnide the parent seftings.
By defaull resources. ‘Require authentication’ and ‘Require ACGL auhorzation’. To make a resolnce public, meaning no authentication is requined 10 access e resource, uncheck ‘Requires authentication”. For more info about configuring Scripted

REST APIs see oUr QIogUCt 0oCs.
To require aufhorization, select the Requires ACL authorization’ check box and select an ACL record(s). Leave the 'ACL" field blank io enfonce he Default ACLs' from the parent AP Access is granied if af least one maiching ACL recond is found
Mg o
Requines authenticason Requires ACL authorization [
ACLs | &

Update | Delate

Rel?led Links_
U J-21
4. §p woudss Il curl )6 18,8 po ¢JIJ SD-WAN Manager vshell glJss Jlo olzel 030 1Je,6.
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Admin

servicenow \ .

l9.sw WebHook.

Priarity State
- Maderae Mew

Short descripticn

@

ViMarage Alert: The interfate per-state changed 1o up Guest

w

vivarape Alert: The interface admin-state changed toup - Moderate ew

iMarupe Alert: vBond stite changed Gussat -Moderate  Mew
vivarape Alert: The interface oper-state changed to down Guest 3. Moderste  New
vivarage Alert: Mo acthe control vBond Guest 3 - Moderate Mew
3 - Maderate Mew

3-Moderate  Mew

viMaruge Alerl: The intertice adenin-state dhanged to down G

ViMarage Alert: No messape ¢

Viarage Alert: No message C 3-Moderaste  New

Incident - INCO010005

servicenow

rzident
INCOOI0005

Number | INCOOLO005
# Callar | Guedt

Category | Inquiry / Help -

Subcategory
Service
Service offering

Condiguration fem

¥ Short description | wivlanage Mert: The intesface oper-state changed to down

Dievice: 10 Unkenarwn device
Severity: Critical

Description
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lweduvld IJlgble gl oJlzol

1. p0 glow 11,8 SD-WAN. ¢z 88 pu pew9s /var/log/nms/vmanage-server.log weol g ls lgble
pwed 96 wyuwlisd HTTP POST.

euld edJs WebHook IJulze:

03-0ct-2025 12:21:05,394 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###%%**
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [EventDataCollector] (device-event-processing
03-0ct-2025 12:21:05,677 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ###***
03-0ct-2025 12:21:06,745 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:21:07,192 UTC INFO T[] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-9) ||
03-0ct-2025 12:21:07,196 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-1) ||

eold gds bde WebHook g IJulze:

03-0ct-2025 12:24:46,949 UTC INFO [] [udutt-krk-vmanage] [DataCollectionManager] (Thread-157) || ##%%**
03-0ct-2025 12:24:48,065 UTC INFO [] [udutt-krk-vmanage] [DeviceHistoryConfigurationDAO] (device-confi
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-15) |
03-0ct-2025 12:24:48,305 UTC INFO [] [udutt-krk-vmanage] [NotificationsConsumer] (pool-59-thread-14) |

2. spduul i.@u'ol lole lJoglb 1Jeg ;06 ._Joid.§> lJzduws [duwdsed wsu pasy) SD-WAN 9
ServiceNow.



IJedlb 1Jz506 wluuegsle IP 1gle 1Upeds

31608694
3.204792
3.208661
3209253
3352225

3.352893

172.19.34.6
&a888
2888

172.19.34.6

172.19.34.6

8888
172.19.34.6

172.19.34.8

172,119,346

pedyple dlo LoJs

c

ONS B85
ONS 143
DNS m
TP &6
TP -1
TP 54

Standard query Oxf3cd AAAA dev2T 1953 service -now.com

Standard query response Oxf3cd AAAA dev27 1953 service-now.com S04 edns140.uliradns.com
Standard query response Oxfii2 A dev2?1953.service-now.com A

45872 — 443 [SYN] Seq=0 Win=54240 Len=0 M55=1460 SACK_PERM WS=128

443 — 46872 [SYN, ACK] Seq=0 Ack=1 Win=23200 Len=0 MS5=1300 SACK_PERM WS=512

46872 — 443 [ACK] Seq-1 Ack=1 Win-64256 Len-0

wwoduldd ible o)0lez SD-WAN WebHook ol_oJlzol
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