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Administration - Audit Log
Administration - User and Group
Certificate Management - Device
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Client - Security
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Manitoring - Devica Datails

Monitoring - Device Details

m Jdata/device/state/{state_data_type}
m fdata/device/state/{state_data_type}/fields

m fdata/device/state/{state_data_type}/query

m fdevice

m Sfdevice/blockSync
m Sdevice/config
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/device/config.

m /device/config

Gat device running configuration

Parameters:

Name
deviceld * =

array(string]
(query)

lJ¢lo9é 5.

Description

Device Id list
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Get device running configuration

Paramaters
Mame Description
dew[ceu & required
array[string] Device Id list
(query)
08 )

[Crwn )

Cancal




Responses

e This curl can be used to run scripts

curl =X GET "https://172.18.121.183:15256/dataservice/device/config7deviceld=18.18.10.1" —H "accept: text/plain™ —H "X-XSRF-TOKEN:
ATBBCBCFA4FODI2644D071247F7 (0BT 556F BEERCTREFSB434C4CF4EEZDT0BRO5EIEABC 1435424408503 0500BE4680B3BC010"

Request URL
https://172.18.121.183:15256/dataservice/device/configdeviceld=18.18.18.1

Server response
Code Details
200 Response body In this secction you can see the configuration of device.

system

system-ip 16.10.10.1
ovarlay-id 1

site—id 181

no transport-gateway enable
port-offset L]
control-session-pps 384
adain-tech-on-failure
sp-organization-nane CISCORTPLAB
organization-name CISCORTPLAB
port=hop

track-tramsport
track-default-gateway
console-baud-rate 600

no on-demand enable

on-demand idle-timeout 10

vbond 192.168.51.117 port 12346

]

banner login \x83Un authorised Logins tracked\x83
banner motd \x@3Restricted Use\x03

service timestamps debug datetime msec

service timestamps log datetime msec

service tcp-keepalives-in

service tcp-keepalives-out

no service tcp-small-servers

no service udp-small-servers
hostname cedgel
username adnin privilege 15 secret 9 $953VEL3VELZVUIZ2k$ysPnX0dg8RLjoKgMdmfHdSHkdaMmiliz6alpcqHEpfTo

luweesle Curl Os wyolee vuos
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odysu Jegzolw Cisco Edge.
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Tufrias@LUFRIAS-M-P9Q2 Desktop % mkdir Backup_cedges
Tufrias@LUFRIAS-M-P9Q2 Desktop % cd Backup_cedges
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % pwd
/Users/lufrias/Desktop/Backup_cedges
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

Uz bbgs 2.
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(Backup_cedges).
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18.16.10.1
20.20.20.1
30.30.30.1
40.40.40.1
50.50.508.1
60.60.60.1

7e.78.78.1
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Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % 1s -1

total 8
-rw-r--r--@ 1 lufrias

IJz oo 4.

staff 77 Aug 27 12:20 System-IPs.txt
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %
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#!/bin/bash
#Define your variables

echo "Please type vManage URL in following format"
echo "https://172.18.121.103:15256 or https://vmanage.cisco.com"

read VMANAGE

echo "Please enter username to access vmanage"
read USER

echo "Password:"

read PASSWORD

#DEFINING THE API CALLS TO LOGIN AND BODY
security_url="$VMANAGE/j_security_check"

credentials="j_username=$USER&]_password=$PASSWORD"

#EXECUTE THE API CALL TO LOGIN TO THE VMANAGE.

curl --request POST --silent --insecure -c cookies.txt --url $security_url --data $credentials

#EXECUTE THE API CALL TO GET A TOKEN

TOKEN=$(cur1 "$VMANAGE/dataservice/client/token" -X GET -b cookies.txt -s --insecure)

arr_csv=_0)

while IFS= read -r Tline

do
arr_csv+=("$1ine")
curl --insecure -b cookies.txt -H "accept: text/plain" -H "X-XSRF-TOKEN: $TOKEN" -X GET "$VMANAGE/
echo $Tine

done < System-IPs.txt



echo "Running config was collected from following System_IPs:"
index=0
for record in "${arr_csv[@]}"
do
echo "Record at index-${index} : $record"
(Gindex++))

done

curl "$VMANAGE/logout" -b cookies.txt --silent --insecure -H "X-XSRF-TOKEN: $TOKEN"

echo "Check files, if they are empty or with message "Bad request" check user and password"

lJglogs 5.

wEss) lposh IJpdo cese spdo wuvgsdo.

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % 1s -1

total 16

-rw-r--r--@ 1 lufrias staff 77 Aug 27 12:20 System-IPs.txt
-rw-r--r-- 1 lufrias staff 1174 Aug 27 12:47 config_backup_script.sh
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % chmod +x config_backup_script.sh
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % 1s -1

total 16

-rw-r--r--@ 1 lufrias staff 77 Aug 27 12:20 System-IPs.txt
-rwxr-xr-x 1 lufrias staff 1174 Aug 27 12:47 config_backup_script.sh
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

IJ 196 6.

Bp woubésd IJuyolez IJuuos wluwegsle 1Jie, 1.config_backup_script.sh. sog W Idlgeol o
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Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % ./config_backup_script.sh
Please type vManage URL in following format
https://172.18.121.103:15256 or https://vmanage.cisco.com
https://172.18.121.103:15256

Please enter username to access vmanhage

admin

Password:
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% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7238 0 7238 0 0 1133 0 --:--:-- 0:00:06 --:--:-- 1761
10.10.10.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7218 0 7218 0 0 1799 0 --:t--:-- 0:00:04 --:--:-- 1800
20.20.20.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7225 0 7225 0 0 1978 0 --:t--:-- 0:00:03 --:--:-- 1978
30.30.30.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7225 0 7225 0 0 1491 0 --:--:-- 0:00:04 --:--:-- 2031
40.40.40.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7225 0 7225 0 0 2717 0 --:--:-- 0:00:02 --:--:-- 2718
50.50.50.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7225 0 7225 0 0 1610 0 --:--:-- 0:00:04 --:--:-- 1641
60.60.60.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 7225 0 7225 0 0 1668 0 --:--:-- 0:00:04 --:--:-- 1668
70.70.70.1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 40 0 40 0 0 108 0 —-1--:1-- ——1--1-- ——:1--:-- 107
80.80.80.1

Running config was collected from following System_IPs:
Record at index-0 : 10.10.10.
Record at index-1 : 20.20.20.
Record at index-2 : 30.30.30.
Record at index-3 : 40.40.40.
Record at index-4 : 50.50.50.
Record at index-5 : 60.60.60.
Record at index-6 : 70.70.70.
Record at index-7 : 80.80.80.

RPRRPRRPRRRRR

Method Not AllowedCheck files, if they are empty or with message Bad request check user and password
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

lJ¢logs 7.
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Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % 1s -1

total 152

-rw-r--r-- 1 lufrias staff 7238 Sep 11 10:06 10.1
-rw-r--r-- 1 Tufrias staff 7218 Sep 11 10:06 20.2

1.txt
1.txt

o o

.10.
.20.



-rw-r--r-- 1 Tufrias staff 7225 Sep 11 10:06 30.30.30.1.txt
-rw-r--r-- 1 lufrias staff 7225 Sep 11 10:06 40.40.40.1.txt
-rw-r--r-- 1 Tufrias staff 7225 Sep 11 10:06 50.50.50.1.txt
-rw-r--r-- 1 Tufrias staff 7225 Sep 11 10:06 60.60.60.1.txt
-rw-r--r-- 1 lufrias staff 7225 Sep 11 10:07 70.70.70.1.txt
-rw-r--r-- 1 Tufrias staff 40 Sep 11 10:07 80.80.80.1.txt

-rw-r--r--@ 1 Tufrias staff 88 Sep 10 11:48 System-IPs.txt
-rwxr-xr-x 1 lufrias staff 1352 Sep 11 09:49 config_backup_script.sh
-rw-r--r-- 1 Tufrias staff 288 Sep 11 10:06 cookies.txt
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

o298 pu pJV IJodssu.

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % more 10.10.10.1.txt

system

system-ip 10.10.10.1
overlay-id 1

site-id 101

no transport-gateway enable
port-offset 0

control-session-pps 300
admin-tech-on-failure
sp-organization-name CISCORTPLAB
organization-name CISCORTPLAB
port-hop

track-transport
track-default-gateway
console-baud-rate 9600

no on-demand enable

on-demand idle-timeout 10

vbond 192.168.51.117 port 12346

Bl Iy Idpdsle dLgs ig wzw9s eds yuwlds E_Joi "bdo pwss" dldjele [dozdd po luvpe
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Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % more 30.30.30.1.txt
Bad Request
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %

Blbo, IJpdd "Jp sep Iees) eds 2ol J IP JJuble” Bosl seos lu IP JJoble &) p9e9>
s VManage. sgv wuozse System-IPs.txt 92309 System-IP 1Jg bl.

Tufrias@LUFRIAS-M-P9Q2 Backup_cedges % more 80.80.80.1.txt
No device found for system IP 80.80.80.1
Tufrias@LUFRIAS-M-P9Q2 Backup_cedges %
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