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+ Cisco Secure Firewall Threat Defense 7.7.10
+ Cisco Secure Firewall Management Center 7.7.10
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Create VPN Topology

Topology Name *
HUB-Spoke-VEN-Single-ISP

/PN Type

) Route-Based VPN () Palicy-Based VPN

A\ SASE Topology cannot be
—— selected because Gisco
Select VPN Topology ) Umbrella Connection is not
configured

Preraquisites

Prerequisites i ' Refresh

Cancel
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Edit Virtual Tunnel Interface

General
—

Tunnel Type

Device* @
[mn

Mame:*
VPN-0OUT-1_dynamic_wti_1
Dynamic Virtual Tunnel Interface (DVTI)* @ ¥ Enabled
VPN-OUT-1_dynarmic_vt_T v|+ 2 Description:

Tunnel Source: VPN-OUT-1 (IP Address: 203.0.113.1)

Hub Gateway IP Address @

Security Zone:
[ 203.0.113.1

VPN-OUT-1

Spoke Tunnel IP Address Pool*
[Select.._

Virtual Tunnel Interface Details

Template [D:*

Tunnel Source:
GigabitEthernet0/0 (VPN-OUT-1) = | | 203.0.113.1
[Psec Tunnel Details

IPsec Tunnel Mode:*
® |Pvd IPvé

IP Address:*
]

Loopbackl (VPN-Loopback-1B... = |

VPN Tepology Usage

Cancel OK
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Add IPvd Pool

Name*
VPN-POOL-198.51.100.0

Description

IPuvd Address Range®
198.51.100.10-198.51.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1=-10.72.1.150
Mask*

255.255.255.0

Allow Overrides

@ Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

FMC )
Site To Site Overview Analysis Policies Devices Objects Integration Deply Q ¢ 3 @ admin -~
—
HUB-Spoke-VPN-Single-ISP#
Hub and Spoke Route-Based (VTI) VPN Topology
© v
Device Dynamie Virtual Tunnel Interface (DVTI) Hub Gateway IP Address  Spoke Tunnel IP Atdress Pool
frd1 Virtual-Template1 (VPN-OUT-1_dynamic_vti_1) 20801751 VPN-POOL-198.51.100.0 e
Threat Defense Source:GigabitEthernetd/0 (VPN-OUT-1) T Range: 198.51.100.10-198.51.100.20 .
2 Spokes @ Edit
3 Authentication Settings @ Edit
4 SD-WAN Settings Edit
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wubdd Y.

FMC :
Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q, dn o @ admin -

HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @ Edit

Device ftdl  DVTI WVPN-OUT-1_dynamic_wti_1  Gateway IP Address 203.0.113.1  Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.0
e Spokes @

| Add Spokes (Bulk Addition) ] | Add Spoke
| |
No spokes are configured. Add a spoke.
3 Authentication Settings @ Edit
4 SD-WAN Settings Edit

o 233 1Jizojs 9235 el wuwpss Jslzos WAN/Uglzos 1Ughzss. 13l Jlue 1dizes6 wuie,d B
OB luwpe 1Jslzod. Bl luwaésle Il IUlsds sdou JIBsl. bgbde wes 3Jd. g3l iy
IJerdsd ulez: bdbde suosd. wldouwes JJluoldle 1dpzees: spdud isuol
!u.uot.)ho IU”P LJroQb&é g_JQg.Qu.u |Jb)§§o



Add Bulk Spokes

@ Aaddpevices

Available Devices"*

S, Search

Select VPN Interface Using *

2

(#) Interface Name Pattern @

|out

) Security Zone @

Select...

Validate Devices

Selected Devices*

ftd2
ftd3

frda




Add Bulk Spokes

N e
| Add

Device Name: fid2, Interface Name: VPN-OUT-1
Device Name: ftd3, Interface Name: VPN-OUT-1
Device Name: ftdd, Interface Name: VPN-OUT-4

Cancel Back
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FMC A i - . .
Site To Site Overview Analysis Palicies Devices Objects

HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VT1) VPN Topology

1| Hubs @

Device ftdl DVTI VPN-QUT-1_dynamic_vti_1 Gateway IP Address 203.0.1131

Integration

Local Tunnel [IKE) Identity

o Spokes @

Device VPN Interface

fd2 VPN-OUT-1 (GigabitEthernet(/0)
Threat Defense P Address:203.0.113.2

ftd3 VPN-OUT-1 (GigabitEthermet0/0)
Threat Defense P Address:203.0.113.3

ek VPN -0UT-4 (GigabitEthemet0/0)
Threat Defense 1P Adidress:203.0.113.4

Type: Key ID
Value: HUB-Spoke-YPN-Single-ISP_fud2
Type: Key ID
Value: HUB-Spoke-VPN-Single-1SP_ftd3
Type: Key ID
Walue: HUB-Spoke-VPN-Single-15P_ftd4

i Authentication Settings @

4 SD-WAN Settings

Spoke Tunnel IP Address Pool VPN-POOL-198.51,100.0

Q. @{} 9 admin -

Edit

Add Spokes (Bulk Addition) | | Add Spoke

Viewing 1-30f 3

Edit

Edit
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HUB-Spoke-VPN-Single-ISP~

Hub and Spoke Route-Based (VT1) VPN Topology

1| Hubs @ Edit

Device ftdl DVTI VPN-OUT-1_dynamic_wti_1 Gateway IP Address 203.0.113.1 Spoke Tunnel IP Address Paol VPN-POOL-198.51.100.0

2| Spokes @ Edit
ftd2 WPN-OUT-1 Key ID: HUB-Spoke-VPN-Single-ISP_ftd2
Device fd3 VPN Interface VPN-OUT-1 Local Tunnel (IKE) ldentity Key ID: HUB-Spoke-VPN-Single-1SP_ftd3
ftdd VPN-0UT-4 Key ID: HUB-Spoke-VPN-Single-1SP_ftdd

e Authentication Settings @

Authentication Type " Transform Sets (IPsec Proposals)* IKEv2 Policies*
Pre-shared Automatic Key ~ AES-GCM % K v AES-GCM-NULL-SHA-LATEST = v

Pre-shared Key Length*
24 The range is 110 127.

4 SD-WAN Settings Edit
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EMC -
Site To Site verview

Analysis

Policies

HUB-Spoke-VPN-Single-ISP.~

Hub and Spoke Route-Based (VTI) VPN Topology

1) Hubs @

Device ftd1 DVTI VPN-QUT-1_dynamic_vti_1

2 | Spokes @

ftd2

Device ftd3 VPN Interface

ftdd

3 | Authentication Settings @

Authentication Pre-shared Automatic Key

@ sD-WaN Settings

VPN-OUT-1

VPN-OUT-1

VPN-OUT-4

Spoke Tunnel Interface Auto Generation

Devices

Objects

Gateway IP Address 203.0.113.1

Integration

Key ID: HUB-Spoke-VPN-Single-ISP_ftd2
Local Tunnel (IKE) Identity Key ID: HUB-Spoke-VPN-Single-ISP_ftd3
Key ID: HUB-Spoke-VPN-Single-I1SP_ftd4

Pre-shared Key Length 24

Deploy Q. @

Spoke Tunnel IP Address Pool VPN-POOL-198.51.100.32

Static Virual Tunnel Interfaces (SVTls) are auto generated on each spoke using the spoke’s VPN interface as tunnel source 1o establish a VPN to the DVTI on each of the hubs, View more

Spoke Tunnel Interface Security Zone

‘ VPN-QUT-1

x v |+

Overlay Routing Configuration

BGP tan be enabled on the VPN overlay topalogy for seamless VPN connectlivity from the spokes to the hub, and for spoke-to-spoke connectivity via the hub.

| Enable BGP on the VPN Overlay Topology

Autonomous System Number* @

Community Tag for Local Routes* @

| 65500

| | 101010

Redistribute Connected Interfaces@

| Default inside™

vI+

Enable Multiple Paths for BGP

Allows multiple BGP routes to be used at the same time to reach the same destination. Enables BGP 1o load-balance traffic across multiple links

You have unsaved changes

* lod) Wy IJolds: &p !Qolc‘giég_;_)l o) JIeld 1Jg pdsé.

lJozdd

View more

Lo ]

admin ~

Edit

Edit

Edit
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Firewall Management Center

Devices | VPN f Site To Site
¥
Topeaqy Name
U Spake-VPH-Single 158
Desice. WP Itnitace
GO VPN-OUT-1 (20301821
el VEN-QUT-1 {193,0,193.1]
GO VPN-QUT-1 §203.0.193.1)

* Spdu ldozdd pu ldovdlosd IUluolwvss po ddId IJloedld 1Js ulbys gles > Jogle

Droeniw

Puzute Based (VT

Arabysis

Policies Denices

Vilniertace
VPH-OUT-1_dyeam...
VPHAOUT-1_dymam

WPH-DUT-1_dynaem ..

110.18.80 254}
10,1889 354}

110, 18.89.254)

Cijeets

Integration

il

e Rl

T

=

VPN Imertace
WPN-OUT-1 (200.0.112.3)
VBN-OUT-1 (399.0.113.3]

WPN-QUT-4 (203.0.113.4)

Depiy & &P O @

admin

i A
e 5|

Last Updatisd: 12:06 PM m m
* | Refresh
v v
v s
NTHinteetace
VEN-OUT-1_static_... (155.50.100.10)

WEROUT-1_tatic,

NPH-QAUT-4_satic._...

[188.51,180.11]

(1885010012}

Wiewing 1-Jof 3
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x Refrushovery [sminces v | I
W A Nssta B Topslogy St Lant Upatated
P} (VNP 2030, 192.1) T2 (VP 0P 200.0.113.2) HUB-Spake VPR -Single 159 & Actve H5-09-09 06015
) (VR ;20001921 D (VPN 482 200.0.173.3) HUB-Spoke VPN -Single 150 © Actve 2025-09-09 061D
100% Active i (VPR 20301511 2 2000 HUE <Spake VPN Single L5 & Actve 202509409 06-06:15
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Tepology
Hame L] ] -]
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. . . . . R .
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Tannel Surmmary Node & Hode B Tepaogy Stanes Lant Updased
N (VPN P 203.0.133.1) N2 (VPN - 203.0.173.2) HUB-5p0ke-VPN-Single-157 © howve 2025-09-09 06:06:15
- 220,11 3 (VN 48 2000, 17230 LI gk -VPH-Single 155 & heive. 2025-09-09 G4-06:1%
100% Active ol (VN I 013 6) Tl (VPP 305 P LI~ 5ok VDA - Siagle 1D & Active 025-00-00 BE08:15
3 connections
Tepology
Hams L L] (-]
HUE-Spoke-VPN-Single-... o L] 3
7 Firewall Management Center . . . . . " S
IT]  comprvierw f Dnshboands {-Site to Sin VPH Oerview Arahysin Pektios Devites Objects Inbegratian Depiy O, @ O @ | admn
v e % || Retrmsh Refrosh every 5 minutes o
Wase A Nade B stares Lasa Lipdated nelt - W

) (VPN 202071000 o (VPN e 20000172 HUR-Sipice VPN -Single- 5P @ Active 0E5-09-09 MH06:15

Rl VPN R 0309131 Rt (VPR 300 HUE Ssive ATH gl <SP & Astve 0250000 0615

Meda B
ode AR
Maocin BIP
Padde A VEN Inertace Hame

Pitete B WP Ieterface Mame +



FJre\u:.lfll _I}fﬂnagca‘m.ent Canteﬂr Overvin P— s Biviis Obisess [ sy O @ O 9 admin -
—
T t % || Refresh Rufrash svery sty I
Mosda & Bode B Topology Status LaviUpdated A et B2 x

1 (VP B 20800113, ) (VN B 20T 1 ML 5ok - VRN -Sirgl O Actien 2025-09-09 060815
Géeenl  CUIDatsds  Packit Tratar
BN (VPN I 2020113 B (VDN I 2050, 1134 L - Bk VP -Sionsd 5 Aethe FO25-00-00 06D
s Maximize view
frdl (VPN Interface IP: 203.9.113.1)
show crypto LI R
Viswing 1-3 o4 3
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Tunnel Details (7]

Summary

Node A (203.0.113.1/500) ] ) Node B (203.0.113.2/500) [§
(B

IPsec Security Associations (1)
0.0.0.0/0.0.0.0/0/0 0.0,0.0/0.0.0.0/0/0

ftdl (VPN Interface IP: 203.8.113.1) ftd2 (VPN Interface IP: 203.0.113.2)

show crypto ipsec sa peer 203.90.113.2 show crypto ipsec sa peer 203.9.113.1
peer address: 203.8.113.2 peer address: 203.8.113.1
interface: VPN-OUT-1_dynamic_vti_1_va9 interface: VPN-OUT-1_static_vti 1
Crypto map tag: VPN-OQUT-1_dynamic_wti_1_vtemplate_dyn_map, seq n Crypto map tag: __wvti-crypto-map-Tunnell-@-1, q num: 65288, log

Protected vrf (iv Global Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (90.0.0.0/0.90.0.08/0/0) local ident (addr/m rot/port): (9.9.0.0/0.0.8.0/0/
remote ident (addr/mask/prot/port): (9.0.0.0/0.0.0.08/0/0) remote ident (addr/ fprot/port): (0.90.0.8/0.80 f
current_peer: 203.0.113.2 current_peer: 2083.0.113.1

#pkts encaps: 155, #pkts encrypt: 155, #pkts digest: 155 #pkts encaps: 154, #pkts encrypt: 154, #pkts diges

#pkts decaps: 154, #pkts decrypt: 154, #pk verify: 15 155, #pkts decrypt: 155, #pkts verify: 155

#pk compressed: @, #pkts decom sed: @ i ed: @, #pkts decompressed: @

#pkts not compressed: 155, #pkts comp Tailed: @, #pkts decomp not compr d: 154, #pkts comp failed: @, #pkts decomp f

#pre-frag successes: @, #pre-frag failures: @, #fragments crea #pre-frag successes: @, #pre-frag failures: @8, #fragments creatf
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing rea #PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reag
#TFC rcvd: @, #TFC @ #TFC rcvd: @, #TFC t: @

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @ #Valid P Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#pkts not offload decrypted: 154 #pkts not offload dec

#send errors: @, #recv errors: @ #send errors: @, #recv errors: @

local crypto endpt.: 3.0.113.1/5088, remote crypto endpt.: 20 local crypto endpt.: 203.0.113.2/500, remote crypto endpt.:
path mtu 1508, ipsec overhead 55(36), media mtu 1560 path mtu 1588, ipsec overhead 55(36), media mtu 1580

PMTU time remaining (sec @, DF policy: copy-df PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC pa L d bl ICMP error val tion: disabled, ackets: disabled
current outbound spi: 3EE69843 current outbound spi: D113FBF4

current inbound spi : D113FBF4 current inbound spi : 3EE69843

inbound 5851 inbound esp sas:
spi: 28) E62843 (1055299651)
SA State: active SA State: active
form: esp-ae m-256 esp-null-hmac no compression transform: esp esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, } 1 settings ={L2L, Tunnel, IKEvZ, VTI, }
slot: @, _id: 9, crypto-map: VPN-OUT-1_dynamic_wti_1_wvt4

lifetime (sec):

» Jol spdu luwepsle 9lzes ub, IUisle, (CLI) J FTD JJozdd pu pedsele IJoszse selds
wzise BGP.
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<tfroot>

HUB1# show bgp sunmary

BGP router identifier 198.51.100.3, Tocal AS number 65500
BGP table version 1is 7, main routing table version 7

2 network entries using 400 bytes of memory

2 path entries using 160 bytes of memory



1/1 BGP path/bestpath attribute entries using 208 bytes of memory

1 BGP community entries using 24 bytes of memory

1 BGP route-map cache entries using 64 bytes of memory
0 BGP filter-1list cache entries using 0 bytes of memory
BGP using 856 total bytes of memory

BGP activity 2/0 prefixes, 4/2 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver
198.51.100.10 4 65500 4 6 7

<<<<< spoke 1 bgp peering

198.51.100.11 4 65500 5 5 7

<<<<< spoke 2 bgp peering

198.51.100.12 4 65500 5 5 7

<<<<< spoke 3 bgp peering

<tfroot>

HUB1# show route bgp

InQ OutQ Up/Down State/PfxRcd

0

0

0

0 00:00:45 O

0 00:00:44 1

0 00:00:52 1

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

*

ia - IS-IS inter area,

- candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.0 255.255.255.248 [200/1] via 198.51.100.10, 00:00:18

<<<<<<<< spoke 1 inside network

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.11, 00:08:08

<<<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.12, 00:08:16

<<<<<<<< spoke 3 inside network

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 10 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,

r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.0/29 198.51.100.10 1 100 0 7

<<<<<<<<<< routes received fromspoke 1

Total number of prefixes 1

<{froot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100. 11 routes

<<<<< to check only prefix receieved fromspecific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.11 1 100 0 7

<<<<<<<<<< routes received fromspoke 2

Total number of prefixes 1

<tfroot>

HUBl#show bgp i pv4 uni cast nei ghbors 198.51.100.12 routes

<<<<< to check only prefix receieved from specific peer

BGP table version is 14, Tlocal router ID is 198.51.100.3

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.12 1 100 0o 7

<<<<<<<<<< routes received from spoke 3

Total number of prefixes 1

eds glow pdo,
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<#froot>

Spokel# show bgp sumary

BGP router identifier 198.51.100.4, Tocal AS number 65500
BGP table version is 12, main routing table version 12

3 network entries using 600 bytes of memory

3 path entries using 240 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
2 BGP rrinfo entries using 80 bytes of memory

1 BGP community entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1360 total bytes of memory

BGP activity 5/2 prefixes, 7/4 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver 1InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 12 11 12 0 0 00:07:11 2

<<<<<<<<< BGP peering with HUB

<tfroot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.1 routes

BGP table version 1is 12, local router ID is 198.51.100.4

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.8/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 2

*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<< route received fromHUB for spoke 3

Total number of prefixes 2

<ffroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.1 adverti sed-routes

BGP table version is 12, Tocal router ID is 198.51.100.4
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath



Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.0.2.0/29 0.0.0.0 0 32768 7

<<<<<<<< route advertised by this spoke into BGP

Total number of prefixes 1

<{froot>

Spokel# show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.8 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42
<<<<<< spoke 2 inside network

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.1, 00:13:42

<<<<<< spoke 3 inside network
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<tfroot>

Spokel#show bgp summary

BGP router identifier 203.0.113.35, Tocal AS number 65500
BGP table version is 4, main routing table version 4

2 network entries using 400 bytes of memory

7 path entries using 560 bytes of memory

1 multipath network entries and 2 multipath paths

3/2 BGP path/bestpath attribute entries using 624 bytes of memory
1 BGP rrinfo entries using 40 bytes of memory

1 BGP AS-PATH entries using 40 bytes of memory

2 BGP community entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1712 total bytes of memory

BGP activity 2/0 prefixes, 7/0 paths, scan interval 60 secs

Neighbor Vv AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
198.51.100.1 4 65500 229 226 4 0 0 04:07:22 1

<<<<<<<<<< HUB 1 ISP 1 VTI

198.51.100.2 4 65510 226 230 4 0 0 04:06:36 2

<<<<<<<<<< HUB 2 ISP 1 VTI

198.51.100.3 4 65500 182 183 4 0 0 03:16:45 1

<<<<<<<<<< HUB 1 ISP 2 VTI



198.51.100.4 4 65510 183 183 4 0 0 03:16:30 2

<<<<<<<<<< HUB 2 ISP 2 VTI

<tfroot>

Spokel#show bgp i pv4 uni cast neighbors 198.51.100.1 routes <<<< check for specific prefixes received vi:

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>7192.0.2.16/29 198.51.100.1 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 1 tunne

Total number of prefixes 1

<#root>

Spokel#show bgp i pv4 uni cast nei ghbors 198.51.100.3 routes <<<< check for specific prefixes received vi:

BGP table version 1is 4, Tlocal router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*mil92.0.2.16/29 198.51.100.3 1 100 0o 7

<<<<<<<< spoke 2 network received via HUB 1 ISP 2 tunne

Total number of prefixes 1

<{froot>

Spokel# show bgp i pv4 unicast nei ghbors 198.51.100.2 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.2 100 0 65510 65510 ?

<<<<<<< inside network receieved cause we advertised it to HUB 1 from ISP 2 topol ogy

* 192.0.2.16/29 198.51.100.2 100 0 65510 65510 ?



<<<<<<<< spoke 2 network received via HUB 2 ISP 1 tunnel but not preferred

Total number of prefixes 2

<tfroot>

Spokel# show bgp ipv4 unicast neighbors 198.51.100.4 routes <<<< check for specific prefixes received v

BGP table version is 4, local router ID is 203.0.113.35

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
* 192.0.2.8/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<< inside network recei eved cause we advertised it to HUB 2 from ISP 1 topol ogy
* 192.0.2.16/29 198.51.100.4 100 0 65510 65510 ?

<<<<<<<< spoke 2 network received via HUB 2 | SP 2 tunnel but not preferred

Total number of prefixes 2
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<tfroot>

Spokel#show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

B 192.0.2.16 255.255.255.248 [200/1] via 198.51.100.3, 03:23:53
<<<<< mul tipath for spoke 2 inside network

[200/1] via 198.51.100.1, 03:23:53

<<<<< mul tipath for spoke 2 inside network

<tfroot>



Spokel#show bgp 192.0.2. 16

BGP routing table entry for 192.0.2.16/29, version 4
Paths: (4 available, best #4, table default)
MuTltipath: eBGP 1iBGP
Advertised to update-groups:
2 4
65510 65510
198.51.100.4 from 198.51.100.4 (198.51.100.4)

<<<< HUB2 | SP2 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.3 from 198.51.100.3 (198.51.100.3)

<<<< HUB1l | SP2 next - hop

Origin incomplete, metric 1, Tocalpref 100, valid, internal, multipath
Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3
65510 65510
198.51.100.2 from 198.51.100.2 (198.51.100.4)

<<<< HUB2 | SP1 next - hop

Origin incomplete, metric 100, localpref 100, valid, external
Community: 10101
Local
198.51.100.1 from 198.51.100.1 (198.51.100.3)

<<<< HUB1l | SP1 next - hop
Origin incomplete, metric 1, localpref 100, valid, internal, multipath, best

Community: 10101
Originator: 203.0.113.36, Cluster Tist: 198.51.100.3
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