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wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
Jvwdod 36 IJogvgsd: Volds oo Bopd Jdoles) Idpzoed Jis ).

pedsple Ivluss

©@9p 1518 Gulo, 1Jlsle, Cisco AURA-SDWAN (Sure) woudss ol pzp9go 30 (9,08 £3p0 wble
IJpze9€8) Is 36 (supe Lble IUpzesesd) pu ldezddle eds puvadsle ptadds pu ofubss
SDWAN. IJg, 2 o0 Uiﬂq 09 pug IJigbld IJpzeeds 9ldws osé Llplele ©uP2Sss Jepdiss
SBS6 wduws. ©@9p IUbls Lluwe b IJoslole wlguegsle luvesglele GET API giglo,
show/shell.

p09p luwlums

* W09 sups) widuuwlbs 9,we9Js IJluwegsle: Jol luo suveésp 9z3le python Il el oss
lJew99,6 wldwed eds ¢gbpe vManage

o louvle @y TXT odilssl.

« sobdo Vb - vManage 99Jeo 1Jp)9,).

* bLs lpuwctre vlposhile gled cubgsd uvwds RO I 1deudsd.

e Sew Il opess JJpé 09, puveise VManage gJs "" 1Jz, .

o JJouwss pl edsy was ugwg IJpdd |Js vManage so g sdo eJs 1UgDbe.

© s wbids

* 98¢ Jogbgsd - £18 18J pu 60 wluss: 988! Jeze IJuuin
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- Jlsop wzpst lsé wslole Is pushdool Jis yugue. wbd zese IJpedsple IJos
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»Jus Python 1JeloJso
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edlebé: spdo wuisd IJobusd vew ls sdsd prgdw Wso: 98158 ol swp wujsdo
oo ddsd ldpuwedre Iyssuns.

IUgsh 1-1dossé Idegisds

IJ2uo9d eJs peess Idpdd pu 03l 1Jesde: e ldugwg ew SCP IJs IUghe.

scp source_file.py {user}@{vManageIP}:/home/{user}

Pl s |

<#froot>

felix:Downloads felix$



scp -P 28215 py3_sure.py adm n@O0. 124. x. x: / hone/ admi n/

viptela 20.9.4
(admin@10.124.x.x) Password:
py3_sure.py 100% 167KB 340.5KB/s 00:00

oblp 1Jo g sd Windows

<#root>
C:\Users\felix>

scp C\Users\felix\py3_sure.py adm n@o0. 124. x. x: / home/ adm n/

viptela 20.9.4

(admin@10.124.x.x) Password:
py3_sure.py

lJesh) 2. byswé Idduo s

« 1oz pJud py2 sure.py ig py3 sure.py. lu@) eJs 5y ouwe IJpdd 1U¢le.

& ¢ 5 githubcom/ClscoDevNet/sune/biotymain/python3/py3_sure.py (3 s e D 0 sany

@ CiscoDevNet / sure Fu 0l botfiestiom ¥ Fork 30 fr S 2
< Code () bmsues W [ Pullrequests 1 (D Actions (0 Securty | Insights

@ Files sure | pythand / py3_surepy (5

[Efmatn = = B sidhart-cisce Updite E5 mdices ve % log " 1yesr T5) History

Code | Blame Lees (30 u...__;d - @

* SSH |Js vManage. sl wegspe 1Jie, vshell.

vmanage# vshell

* Wop Vidlgogb gJs Esc wpi ()9 i) wp Juod IUpzwss.


https://github.com/CiscoDevNet/sure/blob/main/python2/py2_sure.py
https://github.com/CiscoDevNet/sure/blob/main/python3/py3_sure.py

vmanage:~$ vi py3_sure.py
E1187: Failed to source defaults.vim
Press ENTER or type command to continue

| B Confirm Multi-line Paste b4

Clipboard contents:

# *- coding: utf-8 -*- Paste |

| #!/usr/bin/env python l

Cancel

April 2022, Rugvedi Kapse, Javier Contreras

CUEyright (c) 2022 by Cisco Systems, Inc.
All rights reserved.

'
L L R T B T, = B T B

(] Do not show this dialog again [] override line send delay: 5 = | miliseconds

c wed lddued: luogb Esc:iwq (105 1 92,990 W.q) Jpdbol.

‘W



pdlebs: 2 b 98,9z tha: B suoe IJloles: Iuogb eds pdule Esc JJgisz pu suoe
IJbgld: &p ldooiwg l9:x 9l og b enter Jedb IJogssdle 91UE)9z pu ez Iduwlbuw.

Jl cpdb &9z Bs 9,08 IUIsloy luog b s pdule ESC wp 1Jow :ql sl og b
eds pbulz enter Jesp pdb IJogsrsdle 9luob) pey) Vi lds 1UE)sz-

IJgsl) 3. WGET

cuwzsd 10589 1Js 2duws £pd 91206 wls, 1Ulsle, s vManage:

vmanage# vs
vmanage:~$ wget https://raw.githubusercontent.com/CiscoDevNet/sure/main/python3/py3_sure.py

OR
vmanage:~$ wget https://raw.githubusercontent.com/CiscoDevNet/sure/main/python2/py2_sure.py



wpds): Bl Yoo ogwegse WGET: Wsze edsd zedo wese swpedy VManage oy
lJsue9d |Js GltHub.com.

Jsso lJogvgsd

¢sble gulo, Uil

IJlawegsle: wldeldss.py [-h] [-q] [V] [-d] -U lgwpe 1deuueise
olJoldss - SDWAN Upgrade Readiness Engine - v3.2.1

lJowsble [JIzossé:

-he —IlJpwleré B |bol)y Hwldé IJpwless oo 91JE 92
-0 —oudS) obis JJuue

Ve —o 0SS psE JJuus

-d. —ouoese lgble ooy IUu,ulez IJuuos



-uU username. —username

lL}”P l\JPu”Qt-)P vManage

-vp vmanage_port. —vmanage_port vmanage_port
JJpeé py9) VManage

lIJouvgsd WS 9uoe IJouwsss IJsbs

vmanage:~3$ python3 py3_sure.py -u admin
vManage Password (Note: Tool doesn't support passwords containing "!") :

###  AURA SDWAN (SURE) - Version 3.2.0 HiH

###  Performing SD-WAN Audit & Upgrade Readiness  ###

****Collecting Preliminary Data
*Starting Checks, this may take several minutes
**** Performing Critical checks

Critical Check:#01
Critical Check:#02
Critical Check:#03
Critical Check:#04
Critical Check:#05
Critical Check:#06
Critical Check:#07
Critical Check:#08
Critical Check:#09
Critical Check:#10
Critical Check:#11
Critical Check:#12
Critical Check:#13
Critical Check:#14
Critical Check:#15
Critical Check:#16
Critical Check:#17

**** Performing Warning checks

Warning Check:#18
Warning Check:#19
Warning Check:#20
Warning Check:#21
Warning Check:#22
Warning Check:#23
Warning Check:#24
Warning Check:#25

**x* Performing Informational checks

Informational Check:#26



Informational Check:#27
Informational Check:#28

*kkkkk

Cisco AURA SDWAN tool execution completed.

Total Checks Performed: 28

Overall Assessment: 4 Critical errors, 2 Warnings, please check report for details.
-- Full Results Report: sdwan_sure/sure_report_08_07_2025 06 _15 25.txt
-- Logs: sdwan_sure/sure_logs 08 07 2025 06 15 25.log
-- Json Summary: sdwan_sure/sure_json_summary_08_07 2025 06 16 22.json

Reach out to sure-tool @cisco.com if you have any questions or feedback

Ve IJodss)

vmanage:~$ cat sdwan_sure/sure_report_08_07_2025_06_15_25.txt
E1187: Failed to source defaults.vim
Press ENTER or type command to continue

Cisco SDWAN AURA v3.2.0 Report
Cisco SDWAN AURA command line tool performs atotal of 26(Non Cluster Mode) or 32(Cluster Mode) checks at different levels of the SDWAN overla
Reach out to sure-tool @cisco.com if you have any questions or feedback

Summary of the Results:

AURA SDWAN Version: 3.20

vManage Details:
Software Version: 20.9.4 System IP Address; 1.1.1.1

Script Execution Time:
Start Time: 08-07-2025 06:15:20
End Time: 08-07-2025 06:16:22

Overall upgrade evaluation: Critical issues found that need to be resolved before an upgrade

Check Resullts:
Total Checks Performed: 28
Total Checks Passed: 24 out of 28
Total Checks Failed: 4 out of 28
Total Checkswith Errors. 4
Total Checkswith Warnings: 2




Detailed list of failed checks, and actions recommended

+ + + + +
| Check no | Check Name | Check Result | Check Actions |

+ + + + +

|#03 | Memory size | Memory sizeis 67 GB, it is below the hardware siz | Correct the memory available to the server |

| | e recommendations when DPI is enabled. Memory size | |
| | should be 128 GB. For more information please che | |

[ | ck: https://www.cisco.com/c/en/us/td/docs/routers | [

[ | sdwan/rel ease/notes/compatibility-and-server-recom | |

[ | mendations/ch-server-recs-20-3.html | |

+.

+ + + +

|#04 | CPU Count | No. of Processorsis below minimum supported size | Allocate more processors

| | | when DPI isin use. CPU Count is 16, it should be | |

| | | 32 or higher. | |

+ + + + +

|#10 | NTP status across network | Devices with invalid ntp association found | Please validate the NTP time synchronization acros
| [ [ | s the network [

+ + + + +

|#17 | Verify if stale entry of vManage+tvSmart UUID prese | The vManagetvSmart UUIDs are not consistent in cEd | Contact TAC to find out why the
| | nt on any one cEdge | ges | iesin the vManagetvSmart UUIDS in cEdges |

+ + + + +

Preliminary Tabulated data:

+ + +
| Parameters | Value |

| vManage System IP address [1.1.21 |

| vManage CPU Speed | 2.198 |

+ + +

| vManage CPU Count | 16 |

+ + +

| xEdge Count | 10 |

+ + +

| vManage Cluster Size |1 |

+ + +

| vManage Server Mode | Single Server |

+ + +

| vManage Disk Controller Type |/devisdb |
+ + +

wgesd ldoyys) pu VManage |Js IdJdposyo, Ideeds

IJ¢sl, 1. Viptela CLI

vmanage# vs
vmanage:~$ scp sdwan_sure/sure_report_08_07_2025_06_15_25.txt /home/admin



vmanage:~$ 1s -1

total 1812
-rw------- 1 admin admin 2 Jul 8 06:21 123
-rw------- 1 admin admin O Jul 8 06:21 456

-rw-r--r-- 1 admin admin 566 May 9 17:10 archive_id_rsa.pub
-rwxrwxr-x 1 vmanage admin 1235617 Jul 2 03:07 config_db.tar.gz

-rw------- 1 admin admin 178539 Jul 8 07:42 py2_sure.py

-rw------- 1 admin admin 178540 Jul 8 07:09 py3_sure.py

drwx------ 2 admin admin 4096 Jul 8 08:14 sdwan_sure

-rw------- 1 admin admin 25544 Jul 8 08:18 sure_report_08_07_2025_06_15_25.txt <<<<
-rw------- 1 admin admin 15260 Jul 4 05:34 test.pcap

-rw------- 1 admin admin 178540 Jul 8 06:13 test0708

-rw-r--r-- 1 admin admin 1216 Jan 15 2024 vmanage_csr
vmanage:~$ exit

vmanage# request upload vpn 512 scp://admin@10.207.x.x:/test.file sure_report_08_07_2025_06_15_25.txt
Warning: Permanently added '10.207.x.x" (ECDSA) to the 1list of known hosts.

admin@10.207.x.x"'s pasword:
sure_report_08_07_2025_06_15_25.txt 100% 25KB 479.5KB/s 00:00
Upload successful

IJesh 2. pelos Jsugdyw/pld 1db 886

woslgs IWia:

owp 9)led I.Ji,oJ Jpl sds:copy source_file_name o vManage interface_destination_path
vluwedsle luwpe lJpuuegs e vManage.

scp vManageUsername@PublicIp:<source_file_name> <local_destination_path>

pCJJZ

Jubo lJs Linux/Mac looolissé peds 90ved IJ SCP e, o suuwg IJeded 1Us 1Usdsd 1Jesése.

adminIT@cisco:~$ scp admin@l0.124.X.X:sure_report_08_07_2025_06_15_25.txt /Users/adminIT/Downloads/
viptela 20.9.4

Password:
sure_report_08_07_2025_06_15_25.txt 100% 25KB 479.5KB/s

IJgsl, 3. FileZilla Iy Is g osJ FTP Ig SFTP T3,

IJlouold o

« SFTP Ju,90999d Ig puids 22
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