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tcpdump [vpn x | interface x | vpn x interface x] options " "

Usage: tcpdump [-AbdDefhHIJKTLnNOpqStuUv] [ -B size ] [ -c count ]
[ -E algo:secret ] [ -j tstamptype ] [ -M secret ]
[ -T type 1 [ -y datalinktype ] [ expression ]
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vmanage# tcpdump ?

Possible completions:

interface 1Interface on which tcpdump Tistens
vpn VPN ID

393 Wloelz po IJerue 8L 9,0 1oy pedsele 58586 29J I VPN/BELG luwe 958p 16 SI90 2lds! suwegpd.

vmanage# tcpdump vpn O interface eth0 ?
Possible completions:

help tcpdump help

options tcpdump options or expression
| Output modifiers

<cr>

Spdud |Uolds 1piss pu Iduingb Jouowdss IJodlb 1Jze po eJ1J 1JIJpé 1Jlguluuss gshle".

vmanage# tcpdump vpn 0 interface eth0 help

Tcpdump options:

help Show usage

vpn VPN or namespace

interface Interface name

options Tcpdump options Tike -v, -vvv, t,-A etc or expressions Tike port 25 and not host 10.0

e.g., tcpdump vpn 1 interface ge0/4 options "icmp or udp"

Usage: tcpdump [-AbdDefhHIJKTLnNOpqStuUv] [ -B size ] [ -c count ] [ -E algo:secret ] [ -j tstamptype 1]
[ -T type ] [ -y datalinktype ] [ expression ]

Sedud lushs [Js £ 1256 1Jpzas woluwbs Iip) gsble £3-C" 131 Jp 08p wopass £33 Tip pESU USSP wubésd
IJoglb puwep) w290 2295.

vmanage# tcpdump vpn 0 interface ethO options "-c 10 "

tcpdump -p -i ethO -s 128 -c 10 in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on ethO, 1link-type EN1OMB (Ethernet), capture size 128 bytes

04:56:55.797308 IP 50.128.76.22.12746 > softbank219168102002.bbtec.net.12366: UDP, length 237
04:56:55.797371 IP 50.128.76.22.12746 > softbank219168102002.bbtec.net.12366: UDP, length 205
04:56:55.797554 IP 50.128.76.22.12746 > softbank219168102002.bbtec.net.12366: UDP, length 173
04:56:55.797580 IP 50.128.76.22.12746 > softbank219168102002.bbtec.net.12366: UDP, length 173
04:56:55.808036 IP 50.128.76.22.12746 > softbank219168102002.bbtec.net.12366: UDP, length 173
04:56:55.917567 ARP, Request who-has 50.128.76.31 (Broadcast) tell 50.128.76.1, Tength 46
04:56:55.979071 IP 50.128.76.22.12346 > 50.128.76.25.12346: UDP, length 182

04:56:55.979621 IP 50.128.76.25.12346 > 50.128.76.22.12346: UDP, Tlength 146



04:56:56.014054 IP 50.128.76.
04:56:56.135636 IP 50.128.76.
10 packets captured

1296 packets received by filt
0 packets dropped by kernel

sedod lsual |polss Ginglo eruie

22.12746 > softbank219168102002.bbtec.net.12366: UDP, Tength 237
32.12426 > 50.128.76.22.12546: UDP, length 140

er

29d euslu IJpuosod su9e IJenswsdsd Vs Idgsble.

vmanage# tcpdump vpn 0 interface ethO options "-n host 50.128.76.27 and icmp"

tcpdump -p -i eth0 -s 128 -n
tcpdump: verbose output suppr
Tistening on eth0O, link-type
05:21:31.855189 IP 50.128.76
05:21:34.832871 IP 50.128.76.
05:21:34.859655 IP 50.128.76.
05:21:37.837244 1P 50.128.76.
05:21:37.866201 IP 50.128.76.
05:21:40.842214 IP 50.128.76.
05:21:40.870203 IP 50.128.76.
05:21:43.847548 IP 50.128.76.
05:21:43.873016 IP 50.128.76.
05:21:46.852305 IP 50.128.76.
05:21:46.880557 IP 50.128.76.
AC

11 packets captured

11 packets received by filter
0 packets dropped by kernel

host 50.128.76.27 and icmp in VPN 0O
essed, use -v or -vv for full protocol decode
EN1OMB (Ethernet), capture size 128 bytes

.27 > 50.128.76.22: ICMP echo reply, id 34351, seq 29515, Tength 28

22 > 50.128.76.27: ICMP echo request, id 44520, seq 29516, length 28
27 > 50.128.76.22: ICMP echo reply, id 44520, seq 29516, length 28
22 > 50.128.76.27: ICMP echo request, id 39089, seq 29517, length 28
27 > 50.128.76.22: ICMP echo reply, id 39089, seq 29517, length 28
22 > 50.128.76.27: ICMP echo request, id 24601, seq 29518, length 28
27 > 50.128.76.22: ICMP echo reply, id 24601, seq 29518, length 28
22 > 50.128.76.27: ICMP echo request, id 42968, seq 29519, length 28
27 > 50.128.76.22: ICMP echo reply, id 42968, seq 29519, length 28
22 > 50.128.76.27: ICMP echo request, id 23619, seq 29520, length 28
27 > 50.128.76.22: ICMP echo reply, id 23619, seq 29520, length 28

<<<< Ctr1l + c can 1inter
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2506 UDP 1Jgl 06 JJl ogle:

TCPDUMP vpn 0 options "-vvv -nnn udp"
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vl g6 TCPDUMP vpn 0 interface ge0/4 options "-vvv -nn psule 23456"

IUluoéle eds 08 puds 2o (Iluséle eds puds DTLS):
wbl 96 TCPDUMP vpn 0 interface ge0/4 options "-vvv -nn psule 12346"

Jlgweple Jpsos peso (IJs/po 3J 1dpuosd): & bulgs Jluw puwess IUboulb
Tcpdump vpn 0 interface ge0/4 ¢sbhle "lJposw 64.100.103.2 -vvv -nn -e"



IUlgweele lJs puos peso wluwesle ICMP BO3b
¢sble 9lzos Tepdump vpn 0 ge0/4 "lJ p o9 64.100.103.2 & icmp"

IJeuodss cuve [Jpuosy olls 19zos
¢sble Tepdump vpn O interface ge0/4 "src 64.100.103.2 & dst 64.100.100.75"

lJouoss gJs 2o py9) GRE IJpgJw9o
¢sble Tepdump VPN 0 interface ge0/4 "-v -n proto 47 "
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