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Application Priority & SLA Policy

Paolicy Mame

[[ packet_duplication_tz

19J956 IJelbosd 9luwe wog SLA

* O wopdsu Jotbsb ldecdrp B 1Jgie 1dedss Ilseu > o8y B9s 1uolds wor 2)Jé
eo9 Idoslole.

m Folicies > Application Priority & SLA
Monitor packet_duplication_tz I & Additional Settings| Advanced Layout (D) ©
a
o
Contiguration SLAClass QoS Queus

A Change made in advanced view won't sawve to simple view.

il Mo SLA Class added, add your first SLA
Analytics + Add Traffic Policy Class in Trafiic Policy

websb po¥sp

* 9p wodysu gyIs py9, PolicyName: 9¢306 VPN(s) sldlwglo.
¢ 08I Idepdsd IUIBe,)luoss > wedsd Gwsd > 1lud) W98 luolwss

Add Traffic Policy List

Policy Name

[ packet_duplication_tz_traffic_policy ]

VPN(s)
[ 4001 ]

Direction

[ Service v ]

Dafault Action

@® Accept () Drop

:




luwe woz 2298 1Je)9)

* 1By B8 Iuolds oles

packet_duplication_tz & (Total Traffic Policy: 1)

] + Asd Traffic Policy

7 Copy Policy + Add Rules & Gelete AN Rules

naickal_duplication_l:.traﬂ'ic_ policy < Edit Policy B Debete Palicy
(0

luol9s H9le>

* lod) eds luolws wblo® > weass Jinb ublog.

NAME MATCH ACTION
1 Rulel ~
Sequence Name(optional) Protocol
[ 1 @ v J [ Rule1 ] [ IPvd v ]
Match 4 Add Match
ol (] Application / Traffic Class
s [Jons > j
¢ [ pscep
[:l Packet Length
[j Protocol
A ] source >
Ba| [ Destination >
C (] Tee
(] Traffic To
Jwsb Ipblo§s
NAME MATCH ACTION
# 1  Rulel ~
Sequence Name(optional) Protocol

[ 1 ® v J [ Rulel ] [IPvd ~ J

Match 4+ Add Match

Destination Data Prefix (IPv4)
[critical_traffic ® v ]

wbsé vslule 1Jggos
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Match <4 Add Match

Destination Data Prefix (IPv4)

[ critical_traffic @ W

Object | Value

Action] + Add Action

D Remote Preferred Color

() preferred Color group

[ ] NAT Pool

) NAT vPN

(] Next Hop

(] Policer

[_] Redirect DNS

[ TLoc j
D Service

[] service Chain
[ ] secure Internet Gateway / Secure Service Edge

D AppQoE Optimization

Loss Correction

loold6 [g)le

« o odlh Ideies > lud) eds eub Idoblog sldlz)lele > 10 @) eds edb



Action 4+ Add Action

Base Action

@ Accept O Drop

Loss Correction

Type

[ Select one Type ~ ]

FEC Adaptive

FEC Always

Packet Duplication | Save Match and Actions

weasd ol 1Jgsped
12196 2 - weass peesele lJuwsluwle

* 1oedJ s preses [uoz > 108y B9 |uolbs preses wor

Add Policy Group

Policy Group Name

[ packet_duplication_policy_group_tz ]
Solution
[sdwan () v ]

Description(optional)

oS peesele Iduwslowle

TSNS i_9J_9§6 lJobosd
© 2 ladsss IJobosd suoe SLA IS wp luublie > lud) 998 b



Policy Group 1 Application Priority & SLA 1 NGFW 0 Secure Internet Gateway | Secure Service Edge 0 DNS Security 0
+ Add Policy Group  Export  Import As of June 25, 2025 at 209 PM ¥
Q search
Harme Description Humber of Policies Humber of Devices Deviees Up to Date Updated By Last Updated On Actions
packet_duplication_policy_grow... Eal
Palicy Group Name Dascription{optional) Device Solution
packel_duplication_policy_group_tz ] [ ] Type stwan
Application Priority NGFW Deployment
Piease Sebect ane J] [ Plaase Select one ] Associated <+ Add
packet_dupication_tz DN Security = m
[ Please Select one J
Craate Now
o228 I9dsss IJobusd suoz SLA
* Lob pgzole glwé SD-WAN zse sdip wpdsu wdl) 1Ugjes.
* OBSY povb > 1ud) W luolws
* lody W98 IJlzosd IJpdenus > 12, lzes6 > 108, WS 1dIzejs IUp b0
Mame Description HNumber of Policies Humber of Devices Devices Up to Date Updated By Last Updated On Actions

packet_duplication_policy_grou,.,

Paliey Group Name

Deseription|optienal)

packel_duplication_policy_group_tz

Application Priority

[ packetduplication. iz

Device Solution
Type sdwan
Deployment

Associated 4 Add

Secura Internet Gateway | Secure Service Edge

DMS Security

[ Pleaze Select one

CER - >

IJizos6 IJp8e,06

Devices (0)

[ Q Search Table

0 selected Remove Devices Change Device Values Deploy Export As of: Jun 25, 2025 02:17 PM
Chassis Numbers Site Name Hostname Tags Config Locked System IP Site ID Device Status Added by Rule
18l 11z
Surmmary
Revwview the information for the devices to be added. You can deploy the devices now of later.
Choose devaces e
Devices To Be Added (1)
Ea
P [e— o— Canig Gron — s Serisiile fToken ConfgLacked




 lod) B9 Tz036 1Je9dis,> 235 1izoj6 Ie,ls wuisoel > 10d) B98 vy

© Do you want to provision devices in packet_duplication_policy_group_tz?

Devices added to policy group packet_duplication_policy_group_tz!

pdlebé: szw l8)lu pre9es wdosw wpsze 2l9s SD-WAN Sud wuby pze9gs wog.

IJozdd pu lduors



p8w8 leuolssle el IUzie pu slzos uwb, IJlsle, (CLI) 1Jgluo8 wp9zo SD-
WAN Edge

pdlebé: v luweesle gusluws wslole SD-WAN Jodsso 1iaglz 1Jeie eds 9226 [Jozde
Cisco Catalyst SD-WAN 9o e >9¢ [Jodsy 1Js pozo 2lds SD-WAN.

Ip voUuEsSJ IJiPJ show sdwan policy oo vsmart Jg, o pwsluwle doslole IJos op huwldol
o0 9236 IJogdpe Cisco Catalyst SD-WAN [Js p9zo zleds SD-WAN.

<#froot>

Router#

show sdwan policy from vsnart

from-vsmart data-policy data_service_packet_duplication_tz

direction fromservice



vpn-list vpn_packet dup_4001

sequence 1
match
source-data-prefix-1ist critical_traffic

action accept

| oss-protecti on packet-duplication

default-action accept

from-vsmart 1ists vpn-Tlist vpn_packet_dup_4001

vpn 4001

from-vsmart Tists data-prefix-Tist critical_traffic
ip-prefix 0.0.0.0/0

Bp wouvgsd IJle, show sdwan tunnel statistics pkt-dup Jg, o 1Jleuolssle lJposdds wlisle
IUzie Bs Il udJ SD-WAN.

<#root>
Router#

show sdwan tunnel statistics pkt-dup

tunnel stats ipsec 10.0.20.15 10.0.21.16 12346 12386
pktdup-rx 0

pkt dup-r x- ot her 56

<<<< Duplicate packets were received on the Secondary tunne

pktdup-rx-this 0
pktdup-tx 0

pkt dup-t x- ot her 56 <<<< Duplicate packets were sent fromthe Secondary tunne

pktdup-capable true

tunnel stats ipsec 10.1.15.15 10.1.16.16 12346 12366

pkt dup-r x 56 <<<< Original packets were received on the prinmary tunne

pktdup-rx-other 0

pkt dup-rx-this 56

<<<< Duplicate packets were received on secondary tunnel but counted in the primary tunnel statistics



pkt dup-t x 56 <<<< Original packets sent fromprimry tunne

pktdup-tx-other 0
pktdup-capable true

<<<< Capability exchange wi th other edge routers

Bp wouvgsd IUle, show sdwan bfd session Jg, o 2lJs sleuolissle duwle &od BFD wso
eozole zlos SD-WAN.

<tfroot>

Router#

show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX
SYSTEM IP SITE ID  STATE COLOR COLOR SOURCE IP IpP PO
10.10.2.2 10 up gold gold 10.0.20.15 10.0.21.16 12
10.10.2.2 10 up blue blue 10.1.15.15 10.1.16.16 12

Sp wouvésd IJle, show platform hardware gfp feature active bfd data sdwan summary Jg, o
IJleoolissle eds puvess IJizojslldoslole. Jiowdls IPsec SD-WAN.

<#root>
Router#

show pl atform hardware qf p active feature bfd datapath sdwan sunmary

Total number of session:

LD

SrcIP DstIP TX RX Encap State  AppProbe AdjId

20024

10.0.20.15 10.0.21.16 1057739 1057489 IPSEC Up YES GigabitEthernet0/0/1 (Oxf

<<< |dentify LD s nunber that uses the gold color
20028

10.1.15.15 10.1.16.16 1057782 1057494 IPSEC Up YES GigabitEthernet0/0/0 (Oxf

<<

ldentify LD s nunmber that uses the blue colo



Bp wouvgsd IJle, show platform hardware qfp feature active sdwan client sysip summary
Jerwp pdeue Jeuliso IP Jduble (sysip) Ideyowbs wesié gpsd SD-WAN. Jpl oo
peldzool woluwbs pelde wr8§ 1Udp (QFP).

TunID = g, IJod$ 1Jglue wuwd 9 SD-WAN Idezds Uiuuluu§ (lwoobl lJs TE.) IOPSU pU
LD)

DupID =pg,3 1J1339lz 1Jgluo wudd SD-WAN 1z s IUeloss (Iuveobl 1Us 25 ,éeso po LD)

<tfroot>
Router#

show platform hardware qf p active feature sdwan client sysip sunmary

SysIP - SiteID - Next -

Tunl D

Dupl D

- BfdDis - BfdSta - LocCo - RemCo - Encap - feC - mtu

10.10.2.2 10 0
24
28
20024 up 1 1 IPSEC 352 1442
10.10.2.2 10 0
28
24
20028 up 2 2 IPSEC 352 1442

Ip vouESJ IJi,oJ show platform hardware qgfp feature active sdwan data sysip summary Jg,_o
pJéuo J SD-WAN system IPs Ws pwess ldoslole.

TunD = pg,08 1JoBE 1Jgluo wodd SD-WAN IJepds Iiusluus (uueobl 1Us 125 58ess oo
LD)

DupID =pg,3 1J1359lz 1gluo wodd SD-WAN 1z IUeloss (uweob! 1Us 25 1@ess oo LD)



<tfroot>

Router#

show pl atform hardware gfp active feature sdwan data sysip sumary

BktIdx BktAddr

Idx

SysIP

Tunl D

Dupl D

bfdDisc bfdState TocCol

SitelD Next

remCol Encap feC mtu

on-demnd

sess-ppe

Gleaning

glean_ipc_paks

77 0x6a9a4c60

10.10.2.2

10 0x0

24

28

20024 3 1

28

24

20028 3 1

No No 0

IPSEC 352

IPSEC 352

1442 0x6934fla0

1442 0x6934fle0

I9lp, 1ol Bss Jpslees luwesle 9228 IJpeldes IJp,diss (CPU):

<ffroot>

Router#

show processes cpu platformsorted

Router##

show pl at f orm resour ces

Router#

show processes cpu history

i ncl ude CPU
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* Vs IJGlspes IJpuuwsdo gsble Idlzojo 9l o, leuolissle ol 2ies IJudé.

Router | 10.10.10.1 Site Nama SITE_1C s Model: CB500-12X4QC

Device Options: Tunnel Packet Duplication Statistics

e W
Hostname TUNNEL PROTOCOL  SOURCE IP DEST IP SOURCE PORT  DEST PORT PKTDUP RX PKTDUP RX OTHER PKTDUP RX THIS PKTDUP RX FWD
Router psec 10.0.20.15 10.0.21.16 2346 12386 56
1 51 0.1.1616 346 12366 56 0 56

PKTDUP TX PKTDUP TX OTHER

PEKTDUP TX TUN SELECTION FAIL

PKTDUP TX TUN SEND FAIL

PKTDUP CAPABLE

leuolssle od)l) 1Jz e

pedyple dlo LoJs
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/packet-duplication.html#Cisco_Concept.dita_aba796f4-f3b7-4265-9122-a0bfe915bea2
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Policy-Groups/policy-groups/m-policy-groups.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/config-groups/configuration-group-guide/introduction.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/config-groups/configuration-group-guide/introduction.html
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