oeuvsu uwed IJeglded eds Catalyst 8000V og
Multi-TxQs ws AWS

lJpzogsle

| 9300

o | wl _w.sé

¢J Catalyst 8000V g5 g5 | wegsle Multi-TxQS

looshle 17.7 9 17.8 (po

lJoog Lslos
9_og SD-WAN
lolo, I, wed wled i3 ble CLI gl oJlzol I, wlesé

lz.lz 9lz06 wio, I Jigle, (CLI) I g 506

lJp 95,00

S 031 98,888 IS8 1y SpIU 9l uegs e MUlti-TXQs gJs plsé 28136 8000V suUisy bs AWS
oSt 1o seuwu IJlowle bble.

ped9ple Iuluss

$9°5 929> B3lse luwbl) pogsd |Js couvsb gpdss cesso Ieie 1U9128 sldol>)é [Us 9226
pelJzé prdisé (VCPU) peswé souuise 0o Idgpdss. suvee luveisle pogss TXQs gds plré
29136 8000V ClJlgwedbs 1JOelds pu ld8de gvn w9s puwess Iduslule IJpolzs IUpguou06
ppl $935 1Js ble pgldzs leds. w@3p 030 1Jpdlds wlb,yé gles g sW6 eJs Jsdss gpd TXQs
lJpwgn0: 95956 wdgsuoli 9lbol,y uwpesdzl Jodssule CLI JIJ pu gpdsle 1oy,
IJpuwe8J6 9 SD-WAN Catalyst 8000V. 9p,lze6 1910, IuveJuld 1Jigble sluodlzol JJpuuless
B IJews) eds puvddle 1Uble.



wvdJ9d Catalyst 8000V gus 50 luwwgsle Multi-TXxQS

zos luodlh wyulpz 1718 swp wojse Ideip IJos wagd Catalyst 8000V gJs 2PSE gedlo
10pelJzs Wesdsss 1gluos wldzies (VOPU) Lo 1ok, g0 IJesddle. ween Io sdse PP
NIpld peldzo 1Uzjpsc sop luvegls 1oy 1o 8 Jsope huwldo 1Js 1Uglzos.

Iod 9028 1Jgjpd Vs Blises luebly IJLuwld (TxQ): 1Jel>o 2udlj6 8000V sgJd 9le> TxQ JIJ
9lzoo. J3JUJi lu ould WBEb 9lz> pg)rz Bhu SwId ) wed 3JY Swes LY Sdou sIgd 9les TxQ.

Jl sgwolbse 1Upls 20136 8000V Iy suuedss pw 03l Multi-TxQ g oJsé 1o ould BB gles Bhu
S99, 95958 3JI |Js 2290 lzouldle B ble 1Ug)z 909ise &) podlds JJizeld su) olI;
P9 Idoslule Ipolzs. Os 2ld 929> 9lz06 peiz 91228 Bdb sop luwagsleol Jhuwld
IJoslole po pesd CBO00V. WUl 92> w9 9lzos TXQ 9lzss polzs Juldd 2yds w9, IJuveds
el souee Bs luwdlb 1Uge vuvow ogwiss Slises Ilocbl) 1Usless wuvdd luwe.

Joyze oo suvobse 9230 1J9les TXQ IJowswé 1Upg plhsé wesse Jeldé 2udli6 8000V suUin
s AWS oul gds yvdd 1.

Single TxQ Architecture with Catalyst 8000V Deployed in AWS Infrastructure

®
® ®/ 18 )

PKT = Packet

AX = Receive Queue
PP = Packet Processar
TM = Traffic Manager
PMD = Poll Mode Driver
TxQ = Transmit Queue

Jwdd 1 0p93z wuss TxQ I.Jiab.@ Jel>6 zwl56 8000V IJpuuivgy6 s AWS.



1. 0tws 2306 Iuvods (PKT) oo g1 VPC 9o e luvodoldol s 9lzos 1Usésd po
C8000V.

2. sup 9u2e PKT gds Blispeé loobl) IJodds (RX) wp wwpe lelhsé wozsoo lUs peyd
relde IJeie (PP) IUss sop woasso woluwbsd 9ljpss.

3. we> 1o $89p eele Ieips (PP) wpeldes Izies: Slue sruwd IJzies Is e, 2)ds
lJes9, (TM).

4. Vs wolso peldes TM: sJ9y ia) IJosloe puw9edl g0 9 28 1Jespee W6 IJ TXQ 1Jglz>
lJewle IJ3s g 3dY SHuwd 1Js 1Upérz Shu pu ldpl>e zoolj6 8000V.

ol o.s MUlti-TXQs s IJowss IJluuluss AWS

$99, AWS ENA §9lisp loebly huwld pogssé (MuUlti-TxQ's) Joddsd 1deuolsd 1Uslgdss
958h8 Blodss IJobbys). 8958 929> Wlise luwbl) pogsss [Us couwsb gpdss wesso lUze
191538 9ldol>y6 1Js 9226 peldzs prdisé (VCPU) pesus 9ouuise 0o lJgpdss. sewps updde
poze U Js AWS 9 DPDK gJs IJea8: 2o wd9p JJ 9236 peldes erdiss (VCPU) wegldes
398 908J Iz e 3JI 1Jes 83 Js Slises lowbl) huwld pgsus (TXQ). sdsv sz Slises
loebl, RXITX JJJ 9236 peldes pxdisé (VCPU) Loldzl luweobl 1Js 1o esse Ideuveos 1Js
lJoswe .

Jio 1 plss 28056 8000V JI s baser. Blo zpds "RXITX Glisps loc bl j9z JIJ vCPU" JI
cobod eds 1els 20156 8000V.

WO oo IJzldo Jl oy §9lisp luwbly RXITX JJJ 9256 peldzo pydiso (VCPU) oJd JIJ 9lzos.
ogpd Wolispe luwbl) RXITX Jglgole vy IJobus (Catalyst 8000V) gldowss

I gwlowsé/ldizo;s J AWS Jluuld gpdsle wdd IJoslololduiwds. sopde AWS B uygd
983> @9lisp luebl, RXITX 1Jee9u8,6 JIJ sleos eds Iuwluw JJ 2lJs.

IJpl36 28156 8000V SuwEs Sodds swes Bho lu sgdd soes TxQs. JJedlb s oyosw
IJesB$ pe woBBle pugss oz pu 9lzos (wpzs lu s@9e Catalyst 8000V Lo pdse TxQs
PUENG LED 030 lJgpdso) swad g wejisoe Catalyst 8000V Iuwe ol |Js 1J 5-tuples Jigwsh TxQ
lJeuluve. Spdo Jdpuwese logile 9lzole pugsss gds 1Upls 2udljo 8000V Cluwegsle udw
Wbl 96 9lz08 IJ buds 1Jplbsé 1Upy 886 wldpasd wlpuegsle slzole IUluvezle Is gulssy IP
lJoly9ss.

B IJuvdd 20 lue suvobse 9230 Jsd Hub sdoo gldee suwoged IJ multi-TXQ [Jous yws
lJegplys6 pg pl>é 28136 8000V s AWS.



Multi-TxQ Architecture with Catalyst 8000V Deployed in AWS Infrastructure
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PKT = Packet

AX = Receive Queue
PP = Packet Processor
TM = Traffic Manager
PMD = Poll Mode Driver
TxQ = Transmit Queue

Gbdd 2 6932 wonsd Multi-TxQ Jelss 208136 8000V 1Jpuuig,é w8 AWS.

1

5.

0w 2ed Idubeds (PKT) po ¢JId VPC sswp luvodoldol eds slzed 1Usgsd pu

C8000V.

. Swp 928 PKT gds Blisps luobl) IJodids (RX) Cp oo lelbsé wozsoo IUs peyd

eelde IJeie (PP) IUss sop weasso woluwbd E9ljpss.

o> 1o s89p pelJz 1Jzies (PP) wegldezs Izips: Bluo Suvd IUzies IJs prs) 2ods

1,95 (TM).

. s wolss peldzs TMe Bud 9uoe 1Uzjpo Vs Blispeo luwbly IdLuvld (TXQ). sulb,

TM [Jss Sluw U508 9s02iisé 1zies (psupe B Idduwe IJels). soe luvesle
P90 18 909 ol wubésd 9uoe IJluwe§uole (PMD). Jodsso e3> TXQs IUss
$3800 1Jpinsd. sup wEuosue Iz 1Jusls Jabses TM + PMD IJos w@9p wogjisé
LJajpé shuwldol IUs TxQ |,Jro&..§o.

Supe luogle TXQ wule gds Idpzpsele 1U)issuwséd IUgpuwé IJos wp gjpeol
gugssdol pg £33 TXQ IUss 38 p0 lJpesd. 9u0ew sob s IJ sueds TXQ shuwde
IJs 1Jpérz Bo pu 1Uplé zudl;6 8000V.

JSsWOS6 wjsé s 1Jpe,9) Vs Multi-TxQS

B wolss peldzs TM Jol 09 ps oz B 1Uebss 4 oo 1Jusdd 20 Sod 9u0¢ 1Uzie6 B TXQ.



sub) TM s Jluw IJzies ssuvaisz Izie 5 (euslu 1Uszed: guslo 1Jpussse IJenswsdsd: puds
1J9206: 90083 IUp o)) 9sezisé 1Jz)es lJs TxQ.

Sop luodle TXQ wule eds IUpzesgle Iyssunss IJgpuwd Idos wp gipol sugrsdol pg g5
TXQ IJss s> p0 lJpesd.

luosble oyulez Catalyst 8000V IJes wog e Multi-TXQS

wgp posdlo AWS EC2 pu wog glisds ldposd OO wo £33 pgodudl pu TXQS: guwyw 22p
lJpesd. wile 9256 C8000V WS >gp IUedS> pu 9231w tXQ Lol po wyulpz IOS® XE 17.7.

9oael pu Il I0S® XE 17.7. ssgp 1ol C8000V IJgsss pu by TXQ's eds Il
C5n.9xlarge IJos spdu 1o wewss eds pl suod 1Js 8 pldlouw TXQ.

gwsel po IJbo,)l5 10S® XE 17.9. 58 0 |Jbo,l5 C8000V 2z p |Jecsd C5n.18xlarge. slJss spJdu lo
Sew9s Js 12 zlass TXQ (1I9e, wouwwd 507 pu IJbb,l; C5n.9xlarge).

eds Ige pu lu woulez MUlti-TXQ p389p p0 woulez I0S® XE 17.7. [Jl e $9,08 WU
Nuweesle I0S® XE 17.9 JIJJ pu 29,6 2816 Idulpe sledlole ble leds Juves 1Jpgldes pe s8p
12 TxQ.

JSWI9S06 oy o pgbb gu9us IP Jeuwle IJogjiso

Jogisé 298 1Je,g) wsu zese TXQA's Idpoles wuvdd pouwlse sdie luvodle golbdso IP
lJgluoo guspl s @9, Catalyst 8000V Cluole 10919 IPsec/GRE.

0uld LUoIUL wBlediss glpd Sy Iu $Edd 0l guslu Elus b sdss luwegede lu sudd
lJpl>6 29150 8000V $Lu I SY9u puw9sd lu Swos 03l v WY, sW¥sp 03l IJSuwpe wedsele 29d
Jsbs6 wujsd dwlez IJuuoss sluveeslpol Jouopse eulssu IP 1dpbdsus pus Jogiiss
Multi-TxQ.

131 Jly, Catalyst 8000V sgldz eyJs o9 vue 9luoz pod TCP/UDP. psuiss Jl subdy pgbl
eu9uwsé IP gluo.

sedu IJews) eds IJogdsele 1Jiuodss oul: https://github.com/CiscoDevNet/python-c8000v-
aws-multitx-queues/



https://github.com/CiscoDevNet/python-c8000v-aws-multitx-queues/
https://github.com/CiscoDevNet/python-c8000v-aws-multitx-queues/

pdlebs: LlJouuws J Catalyst 8000V IJos wuugd 17.18 Is IJlzse. sop w9ise 1Jze
wubdd pgodd. guldolds: sdie luvesle e9ljpss wejss pgodus.

lJeobdole |Jiu.u|uu..§6

c Sew o sYou Issd uble lJoyugsd Linux/MacOS g zol; Windows (1>, gJs wuvé s
wlpz Python IJuos6.
* o2l pu lu luosl) Python og 3.8.9 19 Is st wzdd pu luosl, Python Lluwegsle 'python3
—uversion'
* Gp woowse PIP Bl de sdu povol oldded. Bl de odu ould puwlzs: B8
wlJogbgsd:
- Js,yd https://bootstrap.pypa.io/get-pip.py -0 Iz o9d §JS v Sws.PY
- olsesu 3 1deuesd eds wsws ws

SeJdod 1Joedd pu luosh Python Iss suwegspo zolid wluwegsle 1Jle, 'python3_version'.


https://bootstrap.pypa.io/get-pip.py

user@computer ~ % python3 --version

Python 3.9.6

wey IJuedd pu !U‘Z"l-f Python so g sdo: §p wosuse leas luosl) pu PIP. 909 |uosl,
Suvlas [Jluosl) 3.8.9 19 leds puweo.

user@computer ~ % curl https://bootstrap.pypa.io/get-pip.py -o get-pip.py
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 2570k 100 2570k 0 0 6082k 0 --:--:1-- --1--:1-- --:1--:1-- 6135k

<tfroot>

user@computer ~ % python3 get-pip.py

Defaulting to user installation because normal site-packages is not writeable
Collecting pip

Downloading pip-23.3.1-py3-none-any.whl.metadata (3.5 kB)
DownTloading pip-23.3.1-py3-none-any.wh1l (2.1 MB)

2.1/2.1 MB 7.4 MB/s eta 0:00:00

Installing collected packages: pip
WARNING: The scripts pip, pip3 and pip3.9 are installed in '/Users/name/Library/Python/3.9/bin' which
Consider adding this directory to PATH or, if you prefer to suppress this warning, use --no-warn-scri

Successfully installed pip-23.3.1

[

notice

]

A new release of pip is available: 21.2.4 -> 23.3.1

[

notice

]

To update, run: /Applications/Xcode.app/Contents/Developer/usr/bin/python3 -m pip install --upgrade pi



louile wsiso el oo

wp? wouse Ipclbdule 1Idlunluuss: e wlousle IJusiss IUblo)ss souisd Idwolee
lJoues Joziss euslo IP 1degwedse Jlugile pgblb gogly IP IJw,s> J Multi-TxQ.

pdeue IUlsle):

. python3 -m venv c8kv-hash

AJd@sue IJpuog9 b c8kv-hash

. ouo/uuuusb LJroUo)_)

. git clone https://github.com/CiscoDevNet/python-c8000v-aws-multitx-queues/
. cd c8kv-aws-pmd-hash

. wowsw PIP -m python3 — o, 956 PIP

L OSwSe Pip - pobdo.txt

~No bk WN -

Swpe !L}uoé;.)l'o lJosisle U:Jblo_,lﬂsé s Python Jluile puwlzle god pgisds Jl wye, eds :
lJeubbse 9 ldovesle IUIR)s. Gp wlogile lJosss [dbloyse 'c8kv-hash' Lluwgsle 03l 1Jle):

user@computer Desktop % python3 -m venv c8kv-hash

loedd Slad IUwsss IUbloyss |Us pzds 'c8kv-hash' (1U5s e loubldo puvodl).

user@computer Desktop % cd c8kv-hash

Sp wvouursb lJosss [Jblo,ss.

user@computer c8kv-hash % source bin/activate

e wvuuwe IJpuweese 1U3s szwss eds Iduulez IJuuos Multi-TxQ Hashing Python.

(c8kv-hash) user@computer c8kv-hash % git clone https://github.com/CiscoDevNet/python-c8000v-aws-multit

Cloning into 'c8kv-aws-pmd-hash'...

remote: Enumerating objects: 82, done.

remote: Counting objects: 100% (82/82), done.

remote: Compressing objects: 100% (59/59), done.

remote: Total 82 (delta 34), reused 57 (delta 19), pack-reused 0
Receiving objects: 100% (82/82), 13.01 KiB | 2.60 MiB/s, done.
Resolving deltas: 100% (34/34), done.


https://github.com/CiscoDevNet/python-c8000v-aws-multitx-queues/

wed uuwe lJpuwegredlowwd Ids IJPEJ): 'c8kv-aws-pmd-hash’. 9o lb)l J9z9s0 WS IJwsiso
IJbloyso IJos wp logilyol §p vovwse lzae luosl) pu PIP.

(c8kv-hash) user@computer c8kv-hash % cd c8kv-aws-pmd-hash
(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 -m pip install --upgrade pip

Requirement already satisfied: pip in /Users/name/Desktop/c8kv-hash/1ib/python3.9/site-packages (21.2.4
Collecting pip
DownTloading pip-23.3.1-py3-none-any.whl (2.1 MB)
| I | > 1 B 2.7 MB/s
Installing collected packages: pip
Attempting uninstall: pip
Found existing installation: pip 21.2.4
Uninstalling pip-21.2.4:
Successfully uninstalled pip-21.2.4
Successfully installed pip-23.3.1

vy w986 PIP: 9o voswse IJovesle 1Upsz9so WS pJud requirements.txt s Idpgd>.

(c8kv-hash) user@computer c8kv-aws-pmd-hash % pip install -r requirements.txt
Collecting crc32c==2.3 (from -r requirements.txt (line 1))
Downloading crc32c-2.3-cp39-cp39-macosx_11_0_arm64.wh1 (27 kB)
Installing collected packages: crc32c
Successfully installed crc32c-2.3

e wpdsY Idussé IUblo)sé IJT 9spdu luwegsleol Jluuile uble gulysy IP J Multi-TxQ.

cuvlo pebb g9l IP Cluwaesle 1dosolee Idouos JWoyuw
wzisé Python JJloshle 17.7 9 17.8 (o)



pdlebs: 7.7 9 17.8 usce lopld uuosue IJoziss Grsul $9uos wuind Llpwepsle
wulpz vuos Jdogjse 17.9

edzoe 1lsle:

» python3 c8kv_multitxq_hash.py —old_crc 1 —dest_network 192.168.1.0/24 —src_network
192.168.2.0/24 --unique_hash 1

o@9p '—old_crc 1' Clugile Yo uuw wgjiss lgweobl lJs [Jluesl) 17.7 9 17.8 pg wedsd 8
Jeblo 96 PMD TXQ lJesg9p (JI wgsd)

Se»» '—dest_network' IJ b Js 1) g0 Jeuglo Iduveds 1J9zes (Bp wldogssd wule gds
uble gusly IP JdyveJé)

S>> '—src_network' IJ v Js 18 886 Jeoslo Iduveds 1dpuos) (Bp wldogssd wule gJs
uble gusly IP JduveJé)

S89p '—unique_hash 1' Uluuile pz0986 91236 (8 [iglz J 8 TXQS) pu gulssy IP 3le 1zj0



1J9,86. Spdu wedsd ol

<{froot>

(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 c8kv_multitxq_hash.py --old_crc 1 --dest_network

Dest: Src: Prot dstport srcport Hash: Rev-hash:
192.168.1.0 192.168.2.0 2 5
192.168.1.0 192.168.2.1 2 7
192.168.1.0 192.168.2.2 2 1
192.168.1.0 192.168.2.3 2 3
192.168.1.0 192.168.2.4 2 5
192.168.1.0 192.168.2.5 2 7
192.168.1.0 192.168.2.6 2 1
192.168.1.0 192.168.2.7 2 3
192.168.1.0 192.168.2.8 2 5
192.168.1.0 192.168.2.9 2 7
192.168.1.0 192.168.2.10 2 1

. ### trimmed output ###

192.168.

1.255 192.168.2.247 5 2
192.168.1.255 192.168.2.248 5 4
192.168.1.255 192.168.2.249 5 6
192.168.1.255 192.168.2.250 5 0
192.168.1.255 192.168.2.251 5 2
192.168.1.255 192.168.2.252 5 4
192.168.1.255 192.168.2.253 5 6
192.168.1.255 192.168.2.254 5 0
192.168.1.255 192.168.2.255 5 2

Unique hash:

192. 168. 1. 37<===>192. 168. 2. 37<===>0

192.168. 1. 129<===>192. 168. 2. 129<===>1

192. 168. 1. 36<===>192. 168. 2. 36<===>2

192.168. 1. 128<===>192. 168. 2. 128<===>3

192. 168. 1. 39<===>192. 168. 2. 39<===>4

192.168. 1. 131<===>192. 168. 2. 131<===>5

192. 168. 1. 38<===>192. 168. 2. 38<===>6



192.168. 1. 130<===>192. 168. 2. 130<===>7

eovlo et guslu IP wluwegsle IUosulee IJouos Jdo,o
ozjisé Python J 17.9 slJluosble 1Jizse
et 1bley:

» python3 c8kv_multitxq_hash.py —dest_network 192.168.1.0/24 —src_network
192.168.2.0/24 —prot udp — src_port 12346 — dst_port 12346 — unique_hash 1

Jlzb Iu0 B 1dluesl) 17.9 po 10S® XE gldluoshle IJizse. suweése Idwolez Idouos [J9gsé
lJupeloss 12 L9y gsl) — old_cre. ppl sl PMD TXQ 1Je>g9,.

Se»» '—dest_network' IJ b Js 1, es0 Jeuglo Iduveds 1J9zes (Bp wldogssd wule gds
uble g9l IP JJduvods)

S>> '—src_network' IJvoJds 18 886 Jeoslo Iduveds 1Jpuos) (Bp wldoessd wule gds
uble gosly IP JdyveJé)

—Pprotudp’ sz»> Idenswsdsd Idewede. sedo Jdpuwode woass peded Idensesdsd eds
luol "gre” lg "tep” Iy "udp” 9 Is Sspé guinss (Ioshs)

$g2> '—sre_port' pu3 Ipuos) IJpuwese (IRosbs)
Se2> _dst_port' 083 1Jgzoes IJpwese (ltoshs)
S99, '—unique_hash 1' Cluuble pze9es 91226 (12 592! J 12 TXQS) pu gulssy IP 3o 1Jgje

1J8)85. Spdu wedsd ol

<#root>

(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 c8kv_multitxq_hash.py --dest_network 192.168.1.0/

Dest: Src: Prot dstport srcport Hash: Rev-hash:

192.168.1.0 192.168.2.0 17 12346 12346 ==> 4 4 <-- Unique Hash Va
192.168.1.0 192.168.2.1 17 12346 12346 ==> 4 4

192.168.1.0 192.168.2.2 17 12346 12346 ==> 8 8 <-- Unique Hash Va
192.168.1.0 192.168.2.3 17 12346 12346 ==> 0 0 <-- Unique Hash Va
192.168.1.0 192.168.2.4 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.5 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.6 17 12346 12346 ==> 4 4

192.168.1.0 192.168.2.7 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.8 17 12346 12346 ==> 9 9 <-- Unique Hash Va
192.168.1.0 192.168.2.9 17 12346 12346 ==> 9 9

192.168.1.0 192.168.2.10 17 12346 12346 ==> 9 9

192.168.1.0 192.168.2.11 17 12346 12346 ==> 1 1 <-- Unique Hash Va
192.168.1.0 192.168.2.12 17 12346 12346 ==> 1 1

. ### trimmed output ###



192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.

N S SR SR S

.255
.255
.255
.255
.255
.255

Unique hash:

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

168. 1.

38

37

53

39

48

58

42

46

40

43

36

56

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.
<===> 192.

N NDNDNNN

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

.250 17
251 17
.252 17
.253 17
254 17
.255 17
2. 38<===>0
2. 37<===>1
2.53<===>2
2. 39<===>3
2. 48<===>4
2.58<===>5
2. 42<===>6
2. 46<===>7
2. 40<===>8
2. 43<===>9
2. 36<===>10
2. 56<===>11

12346
12346
12346
12346
12346
12346

12346
12346
12346
12346
12346
12346

ouvipE ORr R

U R OR R

<-- Unique Hash Va

csuo wuvdsd bugdozsl 9 CLI Ll wegsle 8 TXQs o¢ loopback
Ibu



Servers: 10.1.0.0/24 cBkv-uut

10.0.1.10

10.0.1.20 e 10.0.2.20

8 uniquely hashed Loopback IP Addresses per CB000V interface

Tud -
Tul -
TUZ =
Tud -
Tud —
TUS ==
Tug -
Tu? =

Lo0  192.168.1.37 ----
Lol 192.168.1.129 -----
Lo2  192.168.1.36 ==r-
Lo3  192.168.1.128 -
Lo4  192.168.1.39 --—-
Lo5  192.168.1.131 ----
Loé  192.168.1.38 -—
Lo7  192.168.1.130 ==e=n

[
Lol -
LO2 a=e
Lo3 -
Lod4 -
L5 ===
Log -
LOF =

Tud
Tul
Tuz
Tu3
Tud
Tus
Tué
Tu?

cBkv-peer

10.0.2.30 e 10.0.3.20

tgen

Gi2 u Gi3

10.0.3.10

Gi3 U Gi2

wwdd 31 0p9dz byusdges! suvwgde Spluss TXQs oluwwgsle glgole IUluwezle.

03l ve93z Jodasy CLI J 'e8kv-uut' (Lbdd 3) 1Uss suubs Spluss luwls IPsec Llguegsle
slzole IUluwe,ele wluwegsle goulasy IP Idpezunswé 1dee;ls (192.168.1.X) pu [JSuwe Iduwled.

wsp wbousd wdasu pelod eds wdbs volss [Jeszo 1Jig)s (c8kv-peer) pg gulssy IP

IUpzpes IUSploss Idpowdss ldepuuows (192.168.2.).

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnelO
local-address Loopback0

pre-shared-key address 192.

crypto keyring tunnell
local-address Loopbackl

pre-shared-key address 192.

crypto keyring tunnel?2
local-address Loopback?2

pre-shared-key address 192.

crypto keyring tunnel3
local-address Loopback3

pre-shared-key address 192.

crypto keyring tunnel4
local-address Loopback4

pre-shared-key address 192.

crypto keyring tunnel5
local-address Loopback5

pre-shared-key address 192.

crypto keyring tunnel6
local-address Loopback6

pre-shared-key address 192.

crypto keyring tunnel?
local-address Loopback?

pre-shared-key address 192.

crypto isakmp policy 200
encryption aes

hash sha

authentication pre-share
group 16

Tifetime 28800

168.

168.

168.

168.

168.

168.

168.

168.

.37 key cisco

.129 key cisco

.36 key cisco

.128 key cisco

.39 key cisco

.131 key cisco

.38 key cisco

.130 key cisco

Clients: 10.10.0.0116

tgen




crypto isakmp profile isakmp-tunnel0
keyring tunnel0
match identity address 0.0.0.0
Tocal-address Loopback0

crypto isakmp profile isakmp-tunnell
keyring tunnell
match identity address 0.0.0.0
Tocal-address Loopbackl

crypto isakmp profile isakmp-tunnel2
keyring tunnel2
match identity address 0.0.0.0
Tocal-address Loopback?2

crypto isakmp profile isakmp-tunnel3
keyring tunnel3
match identity address 0.0.0.0
Tocal-address Loopback3

crypto isakmp profile isakmp-tunnel4
keyring tunnel4
match identity address 0.0.0.0
Tocal-address Loopback4

crypto isakmp profile isakmp-tunnel5
keyring tunnel5
match identity address 0.0.0.0
Tocal-address Loopback5

crypto isakmp profile isakmp-tunnel6
keyring tunnel6
match identity address 0.0.0.0
Tocal-address Loopback6

crypto isakmp profile isakmp-tunnel?
keyring tunnel?
match identity address 0.0.0.0
Tocal-address Loopback?

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256
mode tunnel
crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface Loopback0

ip address 192.168.1.37 255.255.255.255
!

interface Loopbackl

ip address 192.168.1.129 255.255.255.255
|

interface Loopback?

ip address 192.168.1.36 255.255.255.255
!

interface Loopback3

ip address 192.168.1.128 255.255.255.255
!

interface Loopback4

ip address 192.168.1.39 255.255.255.255
!

interface Loopback5

ip address 192.168.1.131 255.255.255.255
!

interface Loopback6

ip address 192.168.1.38 255.255.255.255
!



interface Loopback?

ip address 192.168.1.130 255.255.255.255
!

interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source Loopback0

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackl

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.129

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30

tunnel source Loopback2

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.36

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source Loopback3

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.128

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source Loopback4

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.39

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source Loopback5

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.131

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source Loopback6

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel?

ip address 10.101.107.101 255.255.255.0



Toad-interval 30

tunnel source Loopback?

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.130

tunnel protection ipsec profile ipsec-vpn-tunnel

interface GigabitEthernet2
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

| ### IP route from servers to c8kv-uut

ip route 10.1.0.0 255.255.0.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side,

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7

routes are evenly distributed to all 8 TXQ

I ### 1P route from c8kv-uut Loopback int tunnel endpoint to c8kv-peer Loopback int tunnel endpoints

ip route 192.168.2.0 255.255.255.0 GigabitEthernet3 10.0.2.30

csuod wuvdsd bougdozsl 9 CLI s ywegpd 12 TXQS o8

loopback 9l,u



Servers: 10.1.0.0/24 CBkv-uut

10.0.1.10

12 uniquely hashed Loopback IP Addresses per CBODOV interface

Tul -
Tul -
Tuz -
Tud -
Tud -
Tus -
Tug -
Tu? -
Tug -—
Twg -
Tuld -
Tult -

Lo0
Lot
Lo2
Lo3
Lod4
Lo5
Lo&
Lo?
Lo
Lo9
Lo10
Lo11

192.168.1.38 - 192.168.2.38
192.168.1.37 ----- 182.168.2.37
192.168.1,53 wenee 192.168.2.53
192.168.1.39 —- 192.168.2.39
192.168.1.48 - 192.168.2.48
192.168.1.58 ~--- 192.168.2.58
192.168.1.42 ----- 182.168.2.42
192.168.1.46 === 192.168.2.46
192.168.1.40 - 192.168.2.40
192.168.1.43 - 192,168.2.43
192.168.1.36 ----- 192.168.2.36
192.168.1.56 - 192.168.2.56

LoD -
Lot -
Lo2 -
Lo3 ---
Lod —
Lo5 -
LoB ---
Lo? -
Lo8 -
Lo9 -
Lo10 -
Loil -

Tud
Tu1
Tuz2
Tu3
Tud
Tus
Tug
Tu?
Tud
Tug
Tull
Tull

cBkv-peer

Gi2

-

@
3

10.0.1.20 @ 10.0.2.20

Gi3

Clients: 10.10.0.0186

10.0.3.10

10.0.2.30 10.0.3.20
Gi3 @ Gi2

IJuvdd 4. 0p9dz buadozs! suvedse IGuos euiné TXQs luwaesle slzole 1Jluwe zle.

tgen

03l up9de Jodosy CLI J 'e8kv-uut' (IJuvdd 4) 1U3s sougis lous guivy uddl IPsec Lluuwgsle
slzole IJlgwae,zle wluwedsle sulasy IP Idezuusws 1deg;lo (192.168.1.X) oo IJOuwe Idunled.

wSwp wbousy wdysu peled gds vudbs volss 1Jpgzo I.Jié_,..s (c8kv-peer) pog gulysy IP

lJpezped lJepluss IUpowdso ldpzum9ws (192.168.2.x).

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnelO
local-address Loopback0

pre-shared-key address 192.

crypto keyring tunnell
local-address Loopbackl

pre-shared-key address 192.

crypto keyring tunnel?2
local-address Loopback?2

pre-shared-key address 192.

crypto keyring tunnel3
local-address Loopback3

pre-shared-key address 192.

crypto keyring tunnel4
local-address Loopback4

pre-shared-key address 192.

crypto keyring tunnel5
local-address Loopback5

pre-shared-key address 192.

crypto keyring tunnel6
local-address Loopback6

pre-shared-key address 192.

crypto keyring tunnel?
local-address Loopback?

pre-shared-key address 192.

crypto keyring tunnel8
local-address Loopback8

pre-shared-key address 192.

crypto keyring tunnel9
local-address Loopback9

pre-shared-key address 192.

crypto keyring tunnellO
local-address Loopbackl0

168.2.

168.2.

168.2.

168.2.

168.2.

168.2.

168.2.

168.2.

168.2.

168.2.

38

37

53

39

48

58

42

46

40

43

key

key

key

key

key

key

key

key

key

key

cisco

cisco

cisco

cisco

cisco

cisco

cisco

cisco

cisco

cisco




pre-shared-key address 192.168.2.36 key cisco
crypto keyring tunnelll

local-address Loopbackll

pre-shared-key address 192.168.2.56 key cisco

crypto isakmp policy 200

encryption aes

hash sha

authentication pre-share

group 16

Tifetime 28800

crypto isakmp profile isakmp-tunnel0
keyring tunnel0
match identity address 0.0.0.0
Tocal-address Loopback0

crypto isakmp profile isakmp-tunnell
keyring tunnell
match identity address 0.0.0.0
Tocal-address Loopbackl

crypto isakmp profile isakmp-tunnel2
keyring tunnel2
match identity address 0.0.0.0
Tocal-address Loopback?2

crypto isakmp profile isakmp-tunnel3
keyring tunnel3
match identity address 0.0.0.0
Tocal-address Loopback3

crypto isakmp profile isakmp-tunnel4
keyring tunnel4
match identity address 0.0.0.0
Tocal-address Loopback4

crypto isakmp profile isakmp-tunnel5
keyring tunnel5
match identity address 0.0.0.0
Tocal-address Loopback5

crypto isakmp profile isakmp-tunnel6
keyring tunnel6
match identity address 0.0.0.0
Tocal-address Loopback6

crypto isakmp profile isakmp-tunnel?
keyring tunnel?
match identity address 0.0.0.0
Tocal-address Loopback?

crypto isakmp profile isakmp-tunnel8
keyring tunnel8
match identity address 0.0.0.0
Tocal-address Loopback8

crypto isakmp profile isakmp-tunnel9
keyring tunnel9
match identity address 0.0.0.0
Tocal-address Loopback9

crypto isakmp profile isakmp-tunnell0
keyring tunnell0
match identity address 0.0.0.0
Tocal-address Loopbackl0

crypto isakmp profile isakmp-tunnelll
keyring tunnelll
match identity address 0.0.0.0
Tocal-address Loopbackll

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256



mode tunnel
crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface Loopback0

ip address 192.168.1.38 255.255.255.255
!
interface Loopbackl

ip address 192.168.1.37 255.255.255.255
!
interface Loopback?

ip address 192.168.1.53 255.255.255.255
!
interface Loopback3

ip address 192.168.1.39 255.255.255.255
!
interface Loopback4

ip address 192.168.1.48 255.255.255.255
|
interface Loopback5

ip address 192.168.1.58 255.255.255.255
!

interface Loopback6

ip address 192.168.1.42 255.255.255.255
!

interface Loopback?

ip address 192.168.1.46 255.255.255.255
!

interface Loopback8

ip address 192.168.1.40 255.255.255.255
!

interface Loopback9

ip address 192.168.1.43 255.255.255.255
|

interface Loopbackl0

ip address 192.168.1.36 255.255.255.255
!

interface Loopbackll

ip address 192.168.1.56 255.255.255.255

interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source Loopback0

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackl

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30



tunnel source Loopback2

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.53

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source Loopback3

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.39

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source Loopback4

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.48

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source Loopback5

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.58

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source Loopback6

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.42

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel?

ip address 10.101.107.101 255.255.255.0
Toad-interval 30

tunnel source Loopback?

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.46

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel8

ip address 10.101.108.101 255.255.255.0
Toad-interval 30

tunnel source Loopback8

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.40

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel9

ip address 10.101.109.101 255.255.255.0
Toad-interval 30

tunnel source Loopback9

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.43

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface TunnellO



ip address 10.101.110.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackl0

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.36

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnelll

ip address 10.101.111.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackll

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.56

tunnel protection ipsec profile ipsec-vpn-tunnel

interface GigabitEthernet2
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

I ### IP route from c8kv-uut to local servers

ip route 10.1.0.0 255.255.0.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side,

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7
ip route 10.10.0.0 255.255.0.0 Tunnel8
ip route 10.10.0.0 255.255.0.0 Tunnel9
ip route 10.10.0.0 255.255.0.0 TunnellO
ip route 10.10.0.0 255.255.0.0 Tunnelll

routes are evenly distributed to all 12 TX

I ### 1P route from c8kv-uut Loopback int tunnel endpoint to c8kv-peer Loopback int tunnel endpoints

ip route 192.168.2.0 255.255.255.0 GigabitEthernet3 10.0.2.30



Upe9dz Judosu ldpgbb 99lz0é b, Ui_9|,oJ (CLI) lgwogsle 12
TXQ pg gulosu IP IJely9ss

12 uniquely hashed secondary IP Addresses attached to Gi2 of CB000V (12 IPSec tunnels total)

Tud == Gi3a 10.0.2.20 =---- 20.0.2.30 Gid == Tud
Tul - Gi3 10.0.2.21 -—- 20.0.2.31 Gi3 -~ Tul
Tuz2 - Gi3 10.0.2.22 -—-- 20.0.2.32 Gi3 -— Tuz
Tud - Gi3 10.0.2.23 - 20.0.2.33 Gi3 - Tuld
Tud - Gi3 10.0.2.24 - 20.0.2.36 Gi3 - Tud
| s - G 10.0.2.25 ---- 20.0.2.35 G3 - Tus |
Tug -~ Gi3 10.0.2.26 =-eee 20.0.2.37 Gi3 -~ Tué
Tu? — Gi3 10.0.2.27 - 20.0.2.38 Gis — Tu?
Tud - Gi3 10.0.2.28 -—-- 20.0.2.40 Gi3 - Tus
Tug -  Gi3 10.0.2.29 - 20.0.2.41 Gi3 — Tud
Tull -  Gi3 10.0.2.30 == 20.0.2.44 Gi3 - Tuld
Tull - @Gi3 10.0.2.31 == 20.0.2.46 Gig - Tunl
Servers: 10,1,0.0/24 cBRv-uut cBkv-peer Clients: 10.10.0.0/16

10.0.1.10 10.0.1.20 e 10.0.2.20 20.0.2.30 e 20.0.3.20 20.0.3.10
Gi2 U Gia Gis ~ Gi2

=
F
il

lJuvdd 5. up9de bugdges! suwwese icoo§ U6 TxQs oluwegsle suldsu IP IJelygss.

Blogs) lgvogsle solsso IJlgwaszle WS wsiso AWS: spdy luwwgsle guldsu IP IJelysss
lJpy 996 o ENI LoJl oo 3JY.

03l up9dz Jodesy CLI J 'e8kv-uut’ (IJuvJd 5) 1Uss s89p wluuile leous ey w8l J IPsec o
Ju ldpuos) guslo IP Iowlowes olz> + 11 gu9lu IP elugs provb wolzos GigabitEthernet3
awegsle golsse IP o216 peuusns (10.0.2.X). yusoe wbosd odssu peled eds vdbs
wolsé IJpszo IJIg)s (c8kv-peer) og gulssu IP IUpzees IUlos euin IJpowdss IJpeamswé
(20.0.2.x).



pdlzbo: Vs o3l IJpeldc suwewgse C8000V wly Judbs wolss IJuww§ 9dJdu Spdu
lwegsle bl IJuolss IUig s Juvwdle Iduwelud pod TGW I DX Is ol.

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnelO

local-address 10.0.2.20

pre-shared-key address 20.0.2.30 key cisco
crypto keyring tunnell

local-address 10.0.2.21

pre-shared-key address 20.0.2.31 key cisco
crypto keyring tunnel?2

local-address 10.0.2.22

pre-shared-key address 20.0.2.32 key cisco
crypto keyring tunnel3

local-address 10.0.2.23

pre-shared-key address 20.0.2.33 key cisco
crypto keyring tunnel4

local-address 10.0.2.24

pre-shared-key address 20.0.2.36 key cisco
crypto keyring tunnel5



local-address 10.0.2.25

pre-shared-key address 20.0.2.35 key
crypto keyring tunnel6

local-address 10.0.2.26

pre-shared-key address 20.0.2.37 key
crypto keyring tunnel?

local-address 10.0.2.27

pre-shared-key address 20.0.2.38 key
crypto keyring tunnel8

local-address 10.0.2.28

pre-shared-key address 20.0.2.40 key
crypto keyring tunnel9

local-address 10.0.2.29

pre-shared-key address 20.0.2.41 key
crypto keyring tunnellO

local-address 10.0.2.30

pre-shared-key address 20.0.2.44 key
crypto keyring tunnelll

local-address 10.0.2.31

pre-shared-key address 20.0.2.46 key

crypto isakmp policy 200

encryption aes

hash sha

authentication pre-share

group 16

Tifetime 28800

crypto isakmp profile isakmp-tunnel0
keyring tunnel0

match identity address 20.0.2.30 255.

Tocal-address 10.0.2.20
crypto isakmp profile isakmp-tunnell
keyring tunnell

match identity address 20.0.2.31 255.

Tocal-address 10.0.2.21
crypto isakmp profile isakmp-tunnel2
keyring tunnel2

match identity address 20.0.2.32 255.

Tocal-address 10.0.2.22
crypto isakmp profile isakmp-tunnel3
keyring tunnel3

match identity address 20.0.2.33 255.

Tocal-address 10.0.2.23
crypto isakmp profile isakmp-tunnel4
keyring tunnel4

match identity address 20.0.2.36 255.

Tocal-address 10.0.2.24
crypto isakmp profile isakmp-tunnel5
keyring tunnel5

match identity address 20.0.2.35 255.

Tocal-address 10.0.2.25
crypto isakmp profile isakmp-tunnel6
keyring tunnel6

match identity address 20.0.2.37 255.

Tocal-address 10.0.2.26
crypto isakmp profile isakmp-tunnel?
keyring tunnel?

match identity address 20.0.2.38 255.

Tocal-address 10.0.2.27
crypto isakmp profile isakmp-tunnel8
keyring tunnel8

cisco

cisco

cisco

cisco

cisco

cisco

cisco

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255

255

255

255

255

255

255

255



match identity address 20.0.2.40 255.255.255.255
Tocal-address 10.0.2.28

crypto isakmp profile isakmp-tunnel9
keyring tunnel9
match identity address 20.0.2.41 255.255.255.255
Tocal-address 10.0.2.29

crypto isakmp profile isakmp-tunnell0
keyring tunnell0
match identity address 20.0.2.44 255.255.255.255
Tocal-address 10.0.2.30

crypto isakmp profile isakmp-tunnelll
keyring tunnelll
match identity address 20.0.2.46 255.255.255.255
Tocal-address 10.0.2.31

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256
mode tunnel
crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.20

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.30

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.21

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.31

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.22

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.32

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.23

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.33

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.24

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.36



tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.25

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.35

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.26

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel?

ip address 10.101.107.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.27

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel8

ip address 10.101.108.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.28

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.40

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel9

ip address 10.101.109.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.29

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.41

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface TunnellO

ip address 10.101.110.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.30

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.44

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnelll

ip address 10.101.111.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.31

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.46

tunnel protection ipsec profile ipsec-vpn-tunnel

interface GigabitEthernet2
mtu 9216



ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address 10.0.2.20 255.255.255.0

ip address 10.0.2.21 255.255.255.0 secondary
ip address 10.0.2.22 255.255.255.0 secondary
ip address 10.0.2.23 255.255.255.0 secondary
ip address 10.0.2.24 255.255.255.0 secondary
ip address 10.0.2.25 255.255.255.0 secondary
ip address 10.0.2.26 255.255.255.0 secondary
ip address 10.0.2.27 255.255.255.0 secondary
ip address 10.0.2.28 255.255.255.0 secondary
ip address 10.0.2.29 255.255.255.0 secondary
ip address 10.0.2.30 255.255.255.0 secondary
ip address 10.0.2.31 255.255.255.0 secondary
Toad-interval 30

speed 25000
no negotiation auto
no mop enabled
no mop sysid
I ### IP route from c8kv-uut to Tocal servers

ip route 10.1.0.0 255.255.255.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side, routes are evenly distributed to all 12 TX

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7
ip route 10.10.0.0 255.255.0.0 Tunnel8
ip route 10.10.0.0 255.255.0.0 Tunnel9
ip route 10.10.0.0 255.255.0.0 TunnellO
ip route 10.10.0.0 255.255.0.0 Tunnelll

! ### 1P route from c8kv-uut Gi3 int tunnel endpoint to c8kv-peer Gi3

int tunnel endpoints (secondary IP addresses on c8kv-peer side)

ip route 20.0.2.30 255.255.255.255 10.0.2.1
ip route 20.0.2.31 255.255.255.255 10.0.2.1
ip route 20.0.2.32 255.255.255.255 10.0.2.1
ip route 20.0.2.33 255.255.255.255 10.0.2.1
ip route 20.0.2.36 255.255.255.255 10.0.2.1
ip route 20.0.2.35 255.255.255.255 10.0.2.1
ip route 20.0.2.37 255.255.255.255 10.0.2.1
ip route 20.0.2.38 255.255.255.255 10.0.2.1
ip route 20.0.2.40 255.255.255.255 10.0.2.1
ip route 20.0.2.41 255.255.255.255 10.0.2.1



ip route 20.0.2.44 255.255.255.255 10.

0.2.1
ip route 20.0.2.46 255.255.255.255 10.0.2.1
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csr_uut#show sdwan run

system
system-ip 29.173.249.161
site-id 5172

admin-tech-on-failure
sp-organization-name SP_ORG_NAME



organization-name ORG_NAME
upgrade-confirm 15

vbond X.X.X.X

|

memory free low-watermark processor 68484
service timestamps debug datetime msec
service timestamps log datetime msec

no service tcp-small-servers

no service udp-small-servers

platform console virtual

platform qfp utilization monitor load 80
platform punt-keepalive disable-kernel-core
hostname csr_uut

username ec2-user privilege 15 secret 5 $1$4P16%..ag88eFsOMLIemjNcWSt0
vrf definition 11

address-family ipv4

exit-address-family

|

address-family 1ipv6

exit-address-family

|

1

vrf definition Mgmt-intf

address-family ipv4

exit-address-family

|

address-family 1ipv6

exit-address-family

|

1

no ip finger

no ip rcmd rcp-enable

no ip rcmd rsh-enable

no ip dhcp use class

ip route 0.0.0.0 0.0.0.0 X.X.X.X

ip route 0.0.0.0 0.0.0.0 X.X.X.X

ip route 0.0.0.0 0.0.0.0 X.X.X.X

ip route vrf 11 10.1.0.0 255.255.0.0 X.X.X.X
ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 X.X.X.X

no ip source-route

ip ssh pubkey-chain

username ec2-user

key-hash ssh-rsa 353158c28c7649710b3c933da02e384b ec2-user
|

|

!

no ip http server

ip http secure-server

ip nat settings central-policy
ip nat settings gatekeeper-size 1024
ipv6 unicast-routing

class-map match-any classO
match dscp 1

|

class-map match-any classl
match dscp 2

|

class-map match-any class?2
match dscp 3

|

class-map match-any class3
match dscp 4



class-map match-any class4
match dscp 5

!

class-map match-any class5
match dscp 6

!

class-map match-any class6
match dscp 7

!

class-map match-any class?
match dscp 8

!

policy-map qos_mapl

class classO

priority percent 20

!

class classl

bandwidth percent 18
random-detect

!

class class?

bandwidth percent 15
random-detect

!

class class3

bandwidth percent 12
random-detect

!

class class4

bandwidth percent 10
random-detect

!

class class5

bandwidth percent 10
random-detect

!

class classé6

bandwidth percent 10
random-detect

!

class class7

bandwidth percent 5
random-detect

!

!

interface GigabitEthernetl
no shutdown

ip address dhcp

no mop enabled

no mop sysid

negotiation auto

exit

interface GigabitEthernet2
no shutdown

ip address dhcp
load-interval 30

speed 10000

no negotiation auto
service-policy output gos_mapl
exit

interface GigabitEthernet3



shutdown

ip address dhcp

load-interval 30

speed 10000

no negotiation auto

exit

interface GigabitEthernet4

no shutdown

vrf forwarding 11

ip address X.X.X.X 255.255.255.0
load-interval 30

speed 10000

no negotiation auto

exit

interface Loopbackl

no shutdown

ip address 192.168.1.21 255.255.255.255
exit

interface Loopback?

no shutdown

ip address 192.168.1.129 255.255.255.255
exit

interface Loopback3

no shutdown

ip address 192.168.1.20 255.255.255.255
exit

interface Loopback4

no shutdown

ip address 192.168.1.128 255.255.255.255
exit

interface Loopback5

no shutdown

ip address 192.168.1.23 255.255.255.255
exit

interface Loopback6

no shutdown

ip address 192.168.1.131 255.255.255.255
exit

interface Loopback?

no shutdown

ip address 192.168.1.22 255.255.255.255
exit

interface Loopback8

no shutdown

ip address 192.168.1.130 255.255.255.255
exit

interface Tunnell

no shutdown

ip unnumbered GigabitEthernetl

tunnel source GigabitEthernetl

tunnel mode sdwan

exit

interface Tunnel114095001

no shutdown

ip unnumbered Loopbackl

no ip redirects

ipv6 unnumbered Loopbackl

no ipv6 redirects

tunnel source Loopbackl

tunnel mode sdwan

exit

interface Tunnel114095002



no shutdown

ip unnumbered Loopback?2
no ip redirects

ipv6 unnumbered Loopback?2
no ipv6 redirects

tunnel source Loopback2
tunnel mode sdwan

exit

interface Tunnel114095003
no shutdown

ip unnumbered Loopback3
no ip redirects

ipv6 unnumbered Loopback3
no ipv6 redirects

tunnel source Loopback3
tunnel mode sdwan

exit

interface Tunnel14095004
no shutdown

ip unnumbered Loopback4
no ip redirects

ipv6 unnumbered Loopback4
no ipv6 redirects

tunnel source Loopback4
tunnel mode sdwan

exit

interface Tunnel14095005
no shutdown

ip unnumbered Loopback5
no ip redirects

ipv6 unnumbered Loopback5
no ipv6 redirects

tunnel source Loopback5
tunnel mode sdwan

exit

interface Tunnel14095006
no shutdown

ip unnumbered Loopback6
no ip redirects

ipv6 unnumbered Loopback6
no ipv6 redirects

tunnel source Loopback6
tunnel mode sdwan

exit

interface Tunnel14095007
no shutdown

ip unnumbered Loopback?
no ip redirects

ipv6 unnumbered Loopback?
no ipv6 redirects

tunnel source Loopback?
tunnel mode sdwan

exit

interface Tunnel14095008
no shutdown

ip unnumbered Loopback8
no ip redirects

ipv6 unnumbered Loopback8
no ipv6 redirects

tunnel source Loopback8
tunnel mode sdwan

exit



no logging console

aaa authentication enable default enable
aaa authentication Togin default Tocal
aaa authorization console

aaa authorization exec default local none
Togin on-success log

Ticense smart transport smart
Ticense smart url https://smartreceiver.cisco.com/Ticservice/license
Tine aux 0

|

Tine con 0O

stopbits 1

|

Tine vty 0 4

transport input ssh

|

Tine vty 5 80

transport input ssh

|

sdwan

interface GigabitEthernetl
tunnel-interface

encapsulation 1ipsec

color privatel restrict
allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

interface GigabitEthernet?2

exit

interface GigabitEthernet3

exit

interface Loopbackl
tunnel-interface

encapsulation ipsec preference 150 weight 1
no border

color private2 restrict

no last-resort-circuit

no low-bandwidth-Tink
max-control-connections 0
no vbond-as-stun-server
vmanage-connection-preference 0

port-hop

carrier default
nat-refresh-interval 5

hello-interval 1000
hello-tolerance 12

bind GigabitEthernet2

no allow-service all
no allow-service bgp
alTlow-service dhcp



allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback?
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private3 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback3
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private4 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

allow-service all

no allow-service bgp
alTlow-service dhcp

0

default

5

1000

12
GigabitEthernet?2

0

default

5

1000

12
GigabitEthernet?2



allow-service dns
allow-service icmp
no allow-service sshd

no allow-service netconf

no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

interface Loopback4
tunnel-interface

encapsulation ipsec preference 150 weight 1

no border

color private5 restrict
no last-resort-circuit

no low-bandwidth-T1ink

max-control-connections
no vbond-as-stun-server

0

vmanage-connection-preference 0

port-hop

carrier
nat-refresh-interval
hello-interval
hello-tolerance

bind

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd

no allow-service netconf

no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

interface Loopback5
tunnel-interface

default

5

1000

12
GigabitEthernet?2

encapsulation ipsec preference 150 weight 1

no border

color private6 restrict
no last-resort-circuit

no low-bandwidth-T11ink

max-control-connections
no vbond-as-stun-server

0

vmanage-connection-preference 0

port-hop

carrier
nat-refresh-interval
hello-interval
hello-tolerance

bind

no allow-service all
no allow-service bgp
alTlow-service dhcp

default

5

1000

12
GigabitEthernet?2



allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback6
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color red restrict

no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback?
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color blue restrict

no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
alTlow-service dhcp

0

default

5

1000

12
GigabitEthernet?2

0

default

5

1000

12
GigabitEthernet?2



allow-service dns

allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp

no allow-service ospf

no allow-service stun
allow-service https

no allow-service snmp

no allow-service bfd

exit

exit

interface Loopback8
tunnel-interface

encapsulation ipsec preference 150 weight 1
no border

color green restrict

no last-resort-circuit

no low-bandwidth-Tink
max-control-connections 0
no vbond-as-stun-server
vmanage-connection-preference 0

port-hop

carrier default
nat-refresh-interval 5

hello-interval 1000
hello-tolerance 12

bind GigabitEthernet2

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

appqgoe

no tcpopt enable

no dreopt enable

no httpopt enable

|

omp

no shutdown
send-path-Timit 16
ecmp-Timit 16
graceful-restart

no as-dot-notation
timers
graceful-restart-timer 43200
exit

address-family ipv4
advertise connected
advertise static

|

address-family 1ipv6



advertise connected
advertise static

|

|

!

security

ipsec

replay-window 8192
integrity-type ip-udp-esp esp
|

|

sslproxy

no enable

rsa-key-modulus 2048
certificate-lifetime 730

eckey-type P256

ca-tp-Tlabel PROXY-SIGNING-CA

settings expired-certificate drop
settings untrusted-certificate drop
settings unknown-status drop
settings certificate-revocation-check none
settings unsupported-protocol-versions drop
settings unsupported-cipher-suites drop
settings failure-mode close
settings minimum-tls-ver TLSv1
dual-side optimization enable

|

policy

app-visibility

flow-visibiTlity

|

lwodoldd Igble ble 1Jg )z sluadlzol s AWS
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IJooeb eds Idouss IUlgsluvss Jduvelos ub)l Jlve es) Blos eds peldesd ks 20I6 o9 1.

"show platform hardware qfp active data infrastructure sw-hqaf" - speJdo |uwegsleol JJwz 8l pu
299 Is ogle wawww oo 1Jgdds po AWS.

"show plat hardware gfp active data infrastructure sw-nic" - sz>> Js 956 p9liwo zed 2)Jo )9,
IJoslole o) @olise loobl)y pogsss. wes 17. 7. 5099 Irsul 8 pulds TXQ pegsso.

Jol spdo 1o wess pl Bl Yoo ould Is Blisps loobl) pesws wlés erdsé 1dp,9, 19 swp p9liué
IJozesd wubvdd uozse.

"Iboly 9p3le IJopdpe | B Iigble|welejolGiga” - sgsue eldle luwdlb 1Jz506 wuvww Gdsss



PPS 1U3s wp pu glow AWS. 9ldss spdu pdizbuo gu) 51> pps_allowance_exceeded.

[&lz 9lzos uwlo, 1Jl9le, (CLI) IJgswé

upsde Jdptele ase el Ilwdll seslsr Ge wluosl le) €8 pole Joss ol Il Jlve
IJesblo wojlss pel suwpe Jul wldoldss gds lue B 1Uglde gpdsle luvdlb 3sJ.

<tfroot>

csr_uut#show platform hardware qfp active statistics drop
Last clearing of QFP drops statistics : never

Disabled 30 3693

IpFragErr 192 290976
Ipv4NoRoute 43 3626
IpvbNoRoute 4 224
SdwanImplicitAclDrop 31 3899

Tai | Drop 19099700 22213834441

UnconfiguredIpv6Fia 3816 419760

wesde 1Bz IUblo; oul - $p wluosly Iley IJ 30 wluss JJzuesd eds welule Isde IJdeds

<tfroot>

csr_uut#show platform hardware qfp active datapath infrastructure sw-cio
Credits Usage:

ID Port Wght Global WRKRO WRKR1 WRKR2 WRKR3 WRKR4 WRKR5 WRKR6 WRKR7 WRKR8 WRKR9 WRKR10 WRKR11l WRKR12 WR

1 rclO 16: 455 0412322444404 23512

1 rcl0 32: 4996 0000000000000 16 512

2 ipc 1: 468 4243011402040 18511

3 vxe_punti 4: 48100000000000O0 0 31 512
4 Gil4: 46 001102303201152512

5Gi2 4: 440444321132443259 504

6 Gi3 4: 428 1110441044002 43 494

7 Gi44: 427 1101420434117 56512

Core Utilization over preceding 12819.5863 seconds

ID: 012345678910 11 12 13

% PP

: 6.11 6.23 6.09 6.09 6.04 6.05 6.06 6.07 6.05 6.03 6.04 6.06 0.00 0.00
% RX: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 2.23

% T™

0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 4.79 0.00
% IDLE: 93.89 93.77 93.91 93.91 93.96 93.95 93.94 93.93 93.95 93.97 93.96 93.94 95.21 97.77



gswé piogle pauoe oul - olds po 1Jozdd po pesd IUbelNJIE Iz 508,86 ol 131 Iy ould Is
luwilb. olds lsyol pu ldezdl pu lJouwes 1dessss Jogesd IUpeldzs. 13 9uad |Us 1007
Seus 1Jg@s6 9podo Juwgwol.

<#root>

csr_uut#show platform hardware qfp active datapath util summary
CPP 0: 5 secs 1 min 5 min 60 min

Input: Total (pps)

900215 980887 903176 75623
(bps) 10276623992 11197595912 10310265440 863067008

Qut put: Total (pps)

900216 937459 865930 72522
(bps) 10276642720 10712432752 9894215928 828417104

Processing: Load (pct)

56 58 54 4

vede Jdptoele Idpsuoes oul Jleuolissle puvess 1Uglzos

<tfroot>

csr_uut#sh plat hardware qfp active infrastructure bqgs interface GigabitEthernet2
Interface: GigabitEthernet2, QFP interface: 7

Queue: QID: 111 (0x6T)

bandwidth (cfg) : 0 , bandwidth Chw) : 1050000000

shape (cfg) : 0 , shape (hw) : O

prio level (cfg) : 0 , prio Tevel Chw) : n/a

Timit (pkts ) : 1043

Statistics:

depth (pkts ) : 0O

tail drops (bytes): 0, (packets) : O

total enqgs (bytes): 459322360227 , (packets) : 374613901
Ticensed throughput oversubscription drops:

(bytes): 0 , (packets) : 0

Schedule: (SID:0x8a)

Schedule FCID : n/a

bandwidth (cfg) : 10500000000 , bandwidth Chw) : 10500000000
shape (cfg) : 10500000000 , shape Chw) : 10500000000

Schedule: (SID:0x87)

Schedule FCID : n/a

bandwidth (cfg) : 200000000000 , bandwidth Chw) : 200000000000
shape (cfg) : 200000000000 , shape Chw) : 200000000000
Schedule: (SID:0x86)

Schedule FCID : n/a

bandwidth (cfg) : 500000000000 , bandwidth C(hw) : 500000000000
shape (cfg) : 500000000000 , shape Chw) : 500000000000



csr_uut#sh plat hardware qfp active infrastructure bgs interface GigabitEthernet3 | inc tail
tail drops (bytes): 55815791988 , (packets) : 43177643

up9de 1Blz JJeie 1Jzsre RXITX leuolissle 1Jzie 1Jew9 8956

<{froot>

c8kv-aws-1#show controller

GigabitEthernetl - Gil is mapped to UIO on VXE
rx_good_packets 346

tx_good_packets 243

rx_good_bytes 26440

tx_good_bytes 31813

rx_missed_errors 0

rx_errors 0

tx_errors 0

rx_mbuf_allocation_errors 0

rx_qOpackets 0

rx_qObytes 0

rx_qgOerrors 0

tx_q0packets 0

tx_q0bytes 0

GigabitEthernet2 - Gi2 is mapped to UIO on VXE
rx_good_packets 96019317

tx_good_packets 85808651

rx_good_bytes 12483293931

tx_good_bytes 11174853219

rx_m ssed_errors 522036

rx_errors 0

tx_errors 0
rx_mbuf_allocation_errors 0
rx_qOpackets 0

rx_qObytes 0

rx_qgOerrors 0

tx_qOpackets 0

tx_qO0bytes 0
GigabitEthernet3 - Gi3 is mapped to UIO on VXE
rx_good_packets 171596935
tx_good_packets 191911304
rx_good_bytes 11668588022
tx_good_bytes 13049984257

rx_m ssed_errors 21356065

rx_errors 0

tx_errors 0

rx_mbuf_allocation_errors 0

rx_qOpackets 0

rx_qObytes 0

rx_qgOerrors 0

tx_q0packets 0

tx_qO0bytes 0

GigabitEthernet4 - Gi4 is mapped to UIO on VXE



rx_good_packets 95922932
tx_good_packets 85831238
rx_good_bytes 12470124252
tx_good_bytes 11158486786

rx_mssed_errors 520328

rx_errors 46

tx_errors 0
rx_mbuf_allocation_errors 0
rx_gOpackets 0

rx_gqObytes 0

rx_qOerrors 0O

tx_gOpackets 0

tx_qObytes 0

ue9sz Jdptrzle JJozdd o 229 ks Lidzle vuvow IJupgb Igdds po AWS:

<{froot>

csr_uut#show platform hardware qfp active datapath infrastructure sw-hqf
Name : Pril Pri2 None / Inflight pkts
GigabitEthernet4 : XON XON XOFF / 43732

HQF[0] IPC: send 514809 fc 0 congested_cnt 0
HQF[0] recycle: send hi 0 send To 228030112
fc hi 0 fc 1o 0

cong hi 0 cong 1o 0

HQF[0] pkt: send hi 433634 send 1o 2996661158
fc/full hi 0 fc/full 1o 34567275

cong hi 0 cong | o0 4572971630******x*x**x*x**Congesti on counters keep increnmenting

HQF[0] aggr send stats 3225639713 aggr send 1o state 3225206079
aggr send hi stats 433634

max_tx_burst_sz_hi 0 max_tx_burst_sz_1o 0

HQF[0] gather: failed_to_alloc_b4q O

HQF[0] ticks 662109543, max ticks accumulated 348

HQF[0] mpsc stats: count: O

enq 3225683472 eng_spin 0 enqg_post 0 eng_flush 0

sig_cnt:0 eng_cancel 0

deq 3225683472 deq_wait 0 deq_fail O deg_cancel 0
deq_wait_timeout

0p9dE lole JIs 96 p9lius 2ed s Ipu9) evn B9lise lowbl) pogsss:

um-csr-uut#sh plat hardware qfp active datapath infrastructure sw-nic
pmd b1lc5a400 device Gil

RX: pkts 50258 bytes 4477620 return 0 badlen 0

pkts/burst 1 cycl/pkt 579 ext_cycl/pkt 996

Total ring read 786244055, empty 786197491

TX: pkts 57860 bytes 6546349



pri-0: pkts 7139 bytes 709042
pkts/send 1

pri-1: pkts 3868 bytes 451352
pkts/send 1

pri-2: pkts 1875 bytes 219403
pkts/send 1

pri-3: pkts 2417 bytes 242527
pkts/send 1

pri-4: pkts 8301 bytes 984022
pkts/send 1

pri-5: pkts 10268 bytes 1114859
pkts/send 1

pri-6: pkts 1740 bytes 175353
pkts/send 1

pri-7: pkts 22252 bytes 2649791
pkts/send 1

Total: pkts/send 1 cycl/pkt 1091
send 56756 sendnow 0

forced 56756 poll O thd_poll 0
blocked 0 retries 0 mbuf alloc err 0

TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 0
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 0 hiwater 0
TX Queue 5: full 0 current index 0 hiwater 0
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0

pmd b1990b00 device Gi2

RX: pkts 1254741010 bytes 511773562848 return 0 badlen 0
pkts/burst 16 cycl/pkt 792 ext_cycl/pkt 1342

Total ring read 1012256968, empty 937570790

TX: pkts 1385120320 bytes 564465308380

pri-0: pkts 168172786 bytes 68650796972

pkts/send 1

pri-1: pkts 177653235 bytes 72542203822

pkts/send 1

pri-2: pkts 225414300 bytes 91947701824

pkts/send 1

pri-3: pkts 136817435 bytes 55908224442

pkts/send 1

pri-4: pkts 256461818 bytes 104687120554

pkts/send 1

pri-5: pkts 176043289 bytes 71879529606

pkts/send 1

pri-6: pkts 83920827 bytes 34264110122

pkts/send 1

pri-7: pkts 160636635 bytes 64585622696

pkts/send 1

Total: pkts/send 1 cycl/pkt 442

send 1033104466 sendnow 41250092

forced 1776500651 poll 244223290 thd_poll 0

blocked 1060879040 retries 3499069 mbuf alloc err O
TX Queue 0: full 0 current index 0 hiwater 31

TX Queue 1: full 718680 current index O hiwater 255
TX Queue 2: full 0 current index 0 hiwater 31

TX Queue 3: full 0 current index 0 hiwater 31

TX Queue 4: full 15232240 current index 0 hiwater 255
TX Queue 5: full 0 current index 0 hiwater 31

TX Queue 6: full 0 current index 0 hiwater 31

TX Queue 7: full 230668 current index 0 hiwater 224
pmd b1712d00 device Gi3

OV h WN R



RX: pkts 1410702537 bytes 498597093510 return 0 badlen 0O
pkts/burst 18 cycl/pkt 269 ext_cycl/pkt 321
Total ring read 1011915032, empty 934750846
TX: pkts 754803798 bytes 266331910366

pri-0: pkts 46992577 bytes 16616415156
pkts/send 1

pri-1: pkts 49194201 bytes 17379760716
pkts/send 1

pri-2: pkts 46991555 bytes 16616509252
pkts/send 1

pri-3: pkts 49195026 bytes 17381741474
pkts/send 1

pri-4: pkts 48875656 bytes 17283423414
pkts/send 1

pri-5: pkts 417370776 bytes 147056906106
pkts/send 6

pri-6: pkts 46992860 bytes 16617923068
pkts/send 1

pri-7: pkts 49191147 bytes 17379231180
pkts/send 1

Total: pkts/send 2 cycl/pkt 0

send 339705775 sendnow 366141927

forced 3138709511 poll 2888466204 thd_poll 0
blocked 1758644571 retries 27927046 mbuf alloc err 0O
TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 0
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 1 hiwater 0
TX Queue 5: full 27077270 current index 0 hiwater 224
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0

NoOoOuwvibh WwiN R

wesdz IIelz 1Uss sbo, 2ldle [uvdlb 12506 wuvow cdsss uvwdle PPS 1Uss ¢p pu zlow
AWS. 5lJss spdu pdlebbeo g, e31s PPS_ALLOWANCE_EXCEEDED:

C8k-AWS-2#show controllers | in errors|exceeded|Giga

GigabitEthernetl - Gil is mapped to UIO on VXE
rx_missed_errors 1750262
rx_errors 0
tx_errors 0
rx_mbuf_allocation_errors 0
rx_g0O_errors 0
rx_gl_errors 0
rx_g2_errors 0
rx_qg3_errors 0
bw_in_allowance_exceeded 0
bw_out_allowance_exceeded 0
pps_allowance_exceeded 11750
conntrack_allowance_exceeded 0
TinkTocal_allowance_exceeded 0



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



