odosy uuw) TrustSec SGT SXP w.s SD-WAN

lJpzogsle

|Jp 95006

Suosd 03l lJpuwows dasu bisds vu w9esdsd wubd edlsle pzeses Iiplu (SXP) Bs
IJouodle 1ol uesd 1Jeps36 Jwlez (SD-WAN).

Ipclbdolo IUlgulusé
lJpolbdolo

o900 Cisco Uiy odsy Jssd pe,Ws Lldeslose IJeldss:

* Ubodo pub 96 9l wed pg) 96 woyuleg Cisco Catalyst (SD-WAN)
* Buls 1Usuosd 1Jpeg s gu bysd Ide,lez (SD-ACCESS) IUJswso
o pd Eopd IJoerss (ISE) pyu Cisco

lJpdsole IUpuuegsped

ouwow Idpedsele 1Jglo W o3l ldpwous |Js:

» Cisco IOS® XE Catalyst SD-WAN Edges . IJl_o>l, 17.9.5a
+ Cisco Catalyst SD-WAN Manager. |Jl_o>l, 20.12.4.

op logvle Up&.Jg,olu |.J_9|J)o WOs o3l IJpwaews pu |.J|aoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu E_PLSE |.J|2_0_)O |Jpwua)p0 LB._S 03l Idpu.uuu) UUJS._SU Ppu.uja (lLBUJlu0§) |)| LJIUU



Jvodod 8 IJouvgsd: Bolds pu Wopd Jdolos) Ieeeed Jis o).

peJd9ple luwlguso
wIlpd Cisco TrustSec

Swp dEp wULy 116 Sgt pe e Cisco TrustSec L9l wbs Cisco IOS® XE Catalyst SD-WAN
IJluosly 17.3.1a 96l Lgso. wpdy 030 IJes 6 Izoj6 Cisco IOS® XE Catalyst SD-WAN edge Juuiv,
edlole pzp986 10l (SGT) IJp o006 IJos sop loubldel wsluvbs pzodle Cisco TrustSec
IJos op wpdsuol Bs 1Jd,)9¢e 1Js Izoj6 1Jzlds IJig s B LuwJs Cisco Catalyst SD-WAN.

IJpdlospe IJiuwluss J Cisco TrustSec:

* 1ILdse veusur: IIBoslu wso IP 9 SGT wops; zese Islob wldodssy IJIde,
wws9el Jpl wogdpol puli,6 po Cisco ISE.

* looubl Lhdsw sswe luwosle by IJogiy Joub) 0de ISy veu vydle Iduvods.

* woz SGTACLS: pge9es pu ldBsles IJos wess lposhile puos) 2)J6 )9, 512d Juodé
L9938 wol.

* oS I)dsewt ewdel sep Lo Iduvsluwle: Blo 3Jd seopes eds gwsluws IU)dse.

|u.u|.J..Su uu“.) |J)&6u

b8 vuv) IYsw os:

* 9uog edlplo eds ek Idsleds Joun) Id)8se
* oo IbLYvse SXP

uu lLdse pe SXP

lJouwes Jogiy Idedlple o) Idlooyue: Sge wi9ss 1JW)9e wpeodle Cisco TrustSec Ides
op wpdsuol 9ldos spduol peldzs supe edlele SGT sl IJuwb, (izojé Cisco TrustSec). |5l
JIu Idzols Jl ssgp 9uoe IJedlele sigd 1zl Slo wuin I)dse Suwedse wa9wsdsd woubd
edlele pze9es IUlplo (SXP) Juuin Ihdsw Ew 205 Iy Js.

Suwpee Cisco ISE Lluuule jolo IP-t0-SGT (IP-SGT s>sulesds) p s@9p vouisd yulb IP-SGT
wluwegsle SXP |Js zol; Cisco IOS® XE Catalyst SD-WAN Jo i) Uy ¥se gwy uvwJé Cisco
Catalyst SD-WAN. Is_ol. swp )00 pusluwle 2)96 9, lLhdse eJs péz SD-WAN o0 ¢JIJ
oujsd uwsluwle SGACL pu ISE.

puld:

o Jlssep pz9d Cisco (IJg 956 1Uz29>56) 928 edlpelo Ws Iduwb, (zols ) TrustSec).

* Suwpee Cisco ISE voujsd ol IP-SGT ey gJIJ louold SXP wgolj Cisco IOS® XE
Catalyst SD-WAN (p9zo 1Jzlw96).

* suwpee Cisco ISE woujsd uvsluwle SGACL oy ¢JIJ wdled RADIUS gpdelz PAC |Js
zol; Cisco IOS® XE Catalyst SD-WAN (p9z0 Edge).



Bindings
Dowload SGT bindings

Radius
Configuration

SXP connection l
{*} LAN Edge Router ISE
Radius
non-TrustSec Device Authentication
o PAC Key I
Enformecent

Donwload SGTACLs Policies

pubdole wepdsy uyiy) SXP soujsd uwsluvle SGACL gds i@_o)é SD-WAN IJb ;8.6

S pdlebs: Jlsop 800 gusluwle SGACL eds 2596 0,9, 1J>89d: S3b eds 2)96 o9,
lJ&)9z Vs uuwds Cisco Catalyst SD-WAN.

~ odlzbbs: 056 Cisco TrustSec £, p3£906 JIJe,) pu 24 1JG woz pu uvsluwle ILBsw bs
9uPE 9228 [Jwzdp.

opdsu vy SXP yoyujsd uvsluwlo SGACL



SGACL Policies ISE |

SGT Bindings Downloaded Downloaded

RADIUS

Authentication SXP connection

|
|
|
J

GigabitEthernet0/0/0 VPNO
System-1P:
10.10.10.10

192.168.35.2

| Static
Route

non-TrustSec Device

192.168.39.254 SGT 8

Iyowe Idogbsbs Jdgiods Jgpdss lJoui, Sgt SXP s SD-WAN
lJglbgs 1. odosu pedple RADIUS

o wved IUsged IJs 9lzod Idpuwegse |Jyuu9pess Cisco Catalyst SD-WAN Manager.
s luedd lJs Idodsse > @olde > $lde 1desjo > Cisco AAA. 168, 999 ¢lbe RADIUS.



.+ Bp wodssy pedple glse RADIUS slJeldelp.

Feature Template > Cisco AAA » AAARadius

New RADIUS Server

Address @ | 1041130

Authentication Port @ W

Accounting Por @~

Timeout @~

Retransmit Count @)~

Key Type @~ Key | O PAC Key

Key

odysu ¢gbe RADIUS

+ bed IJ8se Jodssu pedple peeses RADIUS.

RADIUS

RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC

r

New RADIUS Group J

L.

VPN ID @~ [

Source Interface @ ~ | GigabitEthemet0/0/0

Radius Server ‘EE‘ radius-0



odysu pzesss RADIUS

e bl IUdse Jodsse pedele RADIUS COA.

RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC
Domain Stripping ©~ Yes No Right to Left
Authentication Type @~ Yes Al Session Key
Port ©- |
Server Key Password @~ | ‘

New RADIUS CoA

Client IP @~ | 1041130
VPN ID @~ | 00
Server Key Password @~

oJ9so RADIUS COA

% pdlebbo: bl Jp swpe wdssy RADIUS COA: WJu swpdy pozo SD-WAN oy oujsd
wsluwle SGACL wJdlssl. wes luusle wog SGACL oy ISE s wessdo: sop luvagsle
IJio, cts refresh policy Joujsd lJuwsluvle.

* loedd [Js uwe TRUSTsec sbsgd IUEse.



Feature Template > Cisco AAA > AAARadius

v  RADIUS
RADIUS SERVER RADIUS GROUP RADIUS COA TRUSTSEC

CTS Authorization List @ ~ | ctsmiist

RADIUS group @ ~ | radius-0 v

wdgsu TRUSTsec
© Bp wbYls BlJe psyé Cisco AAA Lsldu IUzols.
lJgbsé 2. od9su pedple SXP

c lvodd lds IJodsse > 1d@9slde > Blde 1dpsjle > TrustSec.
* 9p vodisu vslule lgwels CTS 9esuw yulb SGT Jglzolw 1Jzols.

Feature Template > TrustSec » ISR433_SXPTrustSec

Global SXP Default SXP Connection
Device SGT @~ |2
Credentials ID @ ~ | Fum2208wo92 @
Credentials Password @~
Enable Enforcement @~ O on Off

IlJe psjo TrustSec

c luodd lJs Buwe SXP IJIGe,)luos 9bed IJdse Jodsse pedele SXP IJIG el oss.



Featwure Template > TrustSec > ISR433_SXPTrustSec

v  SXP DEFAULT

Enable SXP @~ O on Off
Source IP @~ | 192.168.35.2 |
Password 11 T [ ————————— |

IJodssy IJlve,luos J SXP

* loodd lJs logold SXP gvdde pedele logold SXP Sp o) eds pb.

~  SXP CONNECTION

New Cannection

Peer IP Source P Preshared Key Mode Mode Type Minimum Hold Time  Action

T  1088.244.146 4 192.168.35.2 i Password & Local i Listener E |

odysu louold SXP

S pdlebé: szugs Cisco ISE gds 2> eds £33 eduwle gpd SXP L_Jcc,..___s SpJduo peldewol.
J3JIJe Jossde spdu luwesle gldyu SXP Jdsluw Iduveds U1 $s6.

~ edlebs: s9,0s luwaesle glduw SXP Jlouuile wbs) SXP Lluueésle zojé Cisco IOS®
XE Catalyst SD-WAN.

c loodd Ids IJodsse > @9lde > $lde 1Jzols > @9lde luoldss > TrustSec.
* 2 8ldo psio TrustSec 1Uss wp lugilge puwedle lod) 998 pdb.



Additional Templates

AppQoE Choose... v
Global Template * Factory_Default_Global_CISCO_Templ... ~
Cisco Banner Choose... i
Cisco SNMP Choose... v
ThousandEyes Agent Choose... v
TrustSec ﬂ ISR433_SXPTrustSec 'B

Suwe IJS9ldw 1ol 856

lJozdd pu lduors

Ip vouESJ |.Ji|o_)show cts sxp connections vrf (servicevif)J& )2 ped9ple louoldle Cisco TrustSec SXP.

<#froot>
#show

cts

sXp
connections
vrf

4001

SXP . Enabl ed

Highest Version Supported: 5

Default Password : Set

Default Key-Chain: Not Set

Default Key-Chain Name: Not Applicable



Default Source IP: 192.168.35.2

Connection retry open period: 120 secs

Reconcile period: 120 secs

Retry open timer is not running

Peer-Sequence traverse limit for export: Not Set
Peer-Sequence traverse limit for import: Not Set

Peer | P . 10. 88.244. 146
Source | P . 192.168. 35.2
Conn st at us . On

Conn version 4

Conn capability : IPv4-IPv6-Subnet
Conn hold time : 120 seconds
Local mode : SXP Listener
Connection inst# : 1

TCP conn fd o1

TCP conn password: default SXP password
Hold timer 1is running

Total num of SXP Connections = 1

Sp woubésd 1Jle) show disrolebased st-map t0 &,,0 Er$bod Iy IJeles Cisco TrustSec wsu

<tfroot>

rol e- based
sgt

- map
vrf

4001 all

Active IPv4-SGT Bindings Information

IP Address SGT Source

192.168.1.2 2 INTERNAL

192.168.35.2 2 INTERNAL

192. 168. 39. 254 8 SXP <<< Bindings | earned trough SXP for the host connected in the

IP-SGT Active Bindings Summary



Total number of CLI bindings

Total nunber of SXP bi ndi ngs

Total number of INTERNAL bindings
Total number of active bindings

Bp wouvgsd IUle, show ctsenvironment-data Jg 50 wslole wsiss Cisco TrustSec IJgl 6.

<#root>
#show
cts

envi ronnment - dat a

CTS Environment Data

Current state = COVPLETE

Last status = Successful
Service Info Table:
Local Device SGT:

SGT tag = 2-01:TrustSec_Devices

Server List Info:

Installed 1ist: CTSServerListl-0002, 1 server(s):
Server: 10.88.244.146, port 1812, A-ID B546BF54CA5778A0734C8925EECE2215

Status = ALIVE

auto-test = FALSE, keywrap-enable

Security G oup Nane Tabl e:

0- 00: Unknown

2-01: Trust Sec_Devi ces

3-00: Net wor k_Servi ces

4-00: Enpl oyees

5-00: Contractors

6- 00: Guest s

FALSE, idle-time = 60 mins, deadtime = 20 secs



7-00: Producti on_Users
8- 02: Devel opers
<<<<< Security Group assigned to the host connected in the LAN side (SGT 8)
9- 00: Audi tors
10- 00: Poi nt _of _Sal e_Syst ens
11- 00: Producti on_Servers
12- 00: Devel opnent _Servers
13-00: Test _Servers

14-00: PCl _Servers

15-01: BYOD

Environment Data Lifetime = 86400 secs

Bp woubésd [Uleshow aspasJg Lo puwdtle 1Jsuo9d 1Jpzes (PAC) Iej956 oo Cisco TrustSec.

<tfroot>

#show cts pacs

AID: B546BF54CA5778A0734C8925EECE2215
PAC-Info:
PAC-type = Cisco Trustsec

AID: B546BF54CA5778A0734C8925EECE2215

I-1D: FLM2206WD92

A-ID-Info: Identity Services Engine

Credential Lifetime: 22:24:54 UTC Tue Dec 17 2024



PAC- Opaque: 000200B80003000100040010B546BF54CA5778A0734C8925EECE22150006009C00030100BE30CEG55A7649 A5 CEDE

Ip vouESJ Uip_)show ctsrole-based permissions to & o wog SGACL.

<#root>
#show
cts

rol e-based perm ssions
IPv4 Role-based permissions default:
Permit IP-00

IPv4 Role-based permissions from group 5:Contractors to group 2:TrustSec_Devices:
Deny IP-00

I Pv4 Rol e-based perm ssions fromgroup 5:Contractors to group 8: Devel opers

DNATELNET- 00

IPv4 Role-based permissions from group 5:Contractors to group 15:BYOD:
Deny IP-00

Ip vouESJ |JiIDJShOW ctsrbacl (SGACLName)Jg )2 wd9sy Ylisps IJwgde Vs 1U9uo9d (SGACL).

<#root>
#show

cts

r bacl

DNATELNET

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6
name =

DNATELNET- 00

IP protocol version = IPV4, IPV6
refcnt = 2

flag 0xC1000000

stale = FALSE



RBACL ACEs:

deny

tcp

dst
eq 23 log
<<<<< SGACL action

permt

pedyple dlo LoJs

* >Jsd odasy el Cisco Catalyst SD-WAN

* >Jisd wdasy Cisco TrustSec


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/cisco-trustsec-integration.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/cisco-trustsec-integration.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cts/configuration/xe-16/sec-usr-cts-xe-16-book/sec-usr-cts-xe-16-book_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cts/configuration/xe-16/sec-usr-cts-xe-16-book/sec-usr-cts-xe-16-book_chapter_01101.html
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