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Swp U9OS) 0956 p9golw I.Jiao)é b,l; vEdge w9luwlos uolsé golj p9.986 pu 9od Avnet: wp
loubldel Ioule godsé IJououse 9op wuvgol B Uiyszs "lUsess IJupbss JJuble IUluwlus
1Jp9e98 wo" (TPM). swpe weesd uvoble g3, Symantec/DigiCert 9 Cisco puvedl Bs woulpe
JJows Juwoble pdyule IJopde. Sew oeesd I?Ju'boblo IJz3, IJlgoless sx9sl 9w9jsgol
odilssl wolywlbs "Ibye SD-WAN" 9 cowswol leule gpdss 1Ulesl 1Jpgeess.

oL id&_) lJpunlJJ u‘b@gﬁg_l s SD-WAN ol "!oual.J:Io ItJoaer" cuvwyw lJduiolss gs)
lJuoldes. s o3l el Jlu 1dyielss Je swp wowswol luslly ouwew 929> oJud ol

JJozdd pu woes plule tbl louold IJezdp: luveéspe 1o, EXEC show control connections-

history.

<tfroot>

vEdge #

show contro

connecti ons- hi story

NOVMCFG
NOZTPEN
OPERDOWN
ORPTMO
RMGSPR
RXTRDWN
RDSIGFBD

SSLNFAIL
STNMODETD
SYSIPCHNG
SYSPRCH
TMRALC
TUNALC
TXCHTOBD
UNMSGBDRG
UNAUTHEL
VBDEST
VECRTREV
VSCRTREV
VB_TMO
VM_TMO
VP_TMO
VS_TMO
XTVMTRDN
XTVSTRDN

DOMAIN PEER

PRIVATE IP

No cfg in vmanage for device.

No/Bad chassis-number entry in ZTP.
Interface went oper down.

Server's peer timed out.

Remove Global saved peer.

Received Teardown.

Read Signature from Board ID failed.

Failure to create new SSL context.
Teardown extra vBond in STUN server
System-IP changed

System property changed

Timer Object Memory Failure.

Tunnel Object Memory Failure.

Failed to send challenge to BoardID.
Unknown Message type or Bad Register
Recd Hello from Unauthenticated peer
vDaemon process terminated.

vEdge Certification revoked.

vSmart Certificate revoked.

Peer vBond Timed out.

Peer vManage Timed out.

Peer vEdge Timed out.

Peer vSmart Timed out.

Teardown extra vManage.

Teardown extra vSmart.

Legend for Errors

ACSRREJ - Challenge rejected by peer.

BDSGVERFL - Board ID Signature Verify Failure.

BIDNTPR - Board ID not Initialized.

BIDNTVRFD - Peer Board ID Cert not verified.

BIDSIG - Board ID signing failure.

CERTEXPRD - Certificate Expired

CRTREJSER - Challenge response rejected by peer.

CRTVERFL - Fail to verify Peer Certificate
SERNTPRES - Serial Number not present.

CTORGNMMIS - Certificate Org name mismatch.

DCONFAIL - DTLS connection failure.

DEVALC - Device memory Alloc failures.

DHSTMO - DTLS HandShake Timeout.

DISCVBD - Disconnect vBond after register reply.

DISTLOC - TLOC Disabled.

DUPCLHELO - Recd a Dup Client Hello, Reset G1 Peer.

DUPSER - Duplicate Serial Number.

DUPSYSIPDEL- Duplicate System IP.

HAFATL - SSL Handshake failure.

IP_TOS - Socket Options failure.

LISFD - Listener Socket FD Error.

MGRTBLCKD - Migration blocked. Wait for local TMO.

MEMALCFL - Memory Allocation Failure.

NOACTVB - No Active vBond found to connect.

NOERR - No Error.

NOSLPRCRT - Unable to get peer's certificate.

NTPRVMINT - Not preferred interface to vManage.

STENTRY - Delete same tloc stale entry.

PEER PEER PEER SITE

TYPE PROTOCOL SYSTEM IP ID ID

vbond dtls - 0 0

vbond dtls - 0 0

10.10.1
10.10.1

d
.2

PRIVATE PEER PUBLIC
PORT PUBLIC IP PORT
12346 10.10.10.1 12346 pu
12346 10.10.10.2 12346 pu



wewo lpwolo IJuilisgs Jouwpess IJgbbl CRTVERFL os:

* 99w luwoele Lodlzsé I bolss.
. Uma& IJpuo38 1Jed) peodd.
- pl Bl Yl sop opdse IJesze 1Upuodd 1dgd) b gdle Ideede o JI.
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lIJooose lds9s Jdesze Idpuoad 1Uzs.
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. «°J|Cb° JJauoﬁd &Jé £I5> PO UPEJ3P|U eod Ieble louoldle Idoede: $o sl

Sew 1o sJ90 pJd 1Uesze 1Jpuosd 1z poplodl welel gu, IJ 1dpdoole Bs IJoguiss.
ould bysdolo JJozds eu wozs pde Idesze Ipuosd Ipuwetse £5) LPRSTS

1.0lze zee IJpd: 903l suwles Vs IJeldle IJos wp Vol wease Ideze IUzo)s.

<tfroot>

|
—

vBond: /usr/share/viptela$ Ts
total 5

-rw-r--r-- 1 root root 294 Jul 23 2022 ISR900_pubkey.der
-rw-r--r-- 1 root root 7651 Jul 23 2022 TPMRootChain.pem
-rw-r--r-- 1 root root 16476 Jul 23 2022 ViptelaChain.pem
-rwxr-xr-x 1 root root 32959 Jul 23 2022 ios_core.pem

-frWr--r-- 1 root root 24445 Dec 28 13:59 root-ca.crt

<tfroot>

vEdge:/usr/share/viptela$ 1s -1

total 6

drwxr-xr-x 2 root root 4096 Aug 28 2022 backup_certs
-rw-r--r-- 1 root root 1220 Dec 28 13:46 clientkey.crt

-rw------- 1 root root 1704 Dec 28 13:46 clientkey.pem
-rw------- 1 root root 1704 Dec 28 13:46 proxy.key
-rw-r--r-- 1 root root 0 Aug 28 2022 reverse_proxy_mapping

-rwr--r-- 1 root root 23228 Aug 28 2022 root-ca.crt

2. 1Jb,s86 1Jeluss slJide,) £9¢,9886 JJoedd pu o Idpdwd 09 0w 1Jped IJp0s) wplel
93JY Lluwwgsle IJley) mdSsum root-ca.crt vshell. 9 pz)> w99s) MD5: §Lu wwsgsd JJ pu 9230
IJozde Vs Idpdyule gzolj 1Jzl9s.

<#root>


https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html#toc-hId-1533919466
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html#toc-hId-1533919466
https://www.cisco.com/c/ar_ae/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html#toc-hId-1533919466

vBond: /usr/share/viptela$

nd5sum root-ca. crt

a4f 945b9alf 50f 1f a68d539dcf 2e54f 2 root-ca.crt

<#root>
vEdge: /usr/share/viptela$

nd5sum root-ca. crt

b36358d01b36254a54db2f 8db2266¢ced root-ca.crt

) edlebs: Lol Iy 1Jie, md5sum root-ca.crt vshell sep lguogsleo JJoedd po wdled
lJedle: e luls wgss) Vedsl Bs pdV ol Sowew Vs IRodlv wzjise MD5.

IJed

SpIdu wouse gudunds Idgvoble 1z, JJzols wluuwagsle bele pogsss. ould bysdoly
Juvuswo uluvwegsle I9le, Linux.

Bp wluuble root-ca Lluegsle 1o, Linux CAT s vShell

% pdlebo: suboy ol Idlg)le eds pdVdle classe IJos Jsuw Jol byl Wlygs6 sIgd
lJpzwss: Jdeldle Idos ol gyl WLHgs wuwegse lgle pz)y Linux VI

IJgb96 1. IJzo9d £Js pJud root-ca.crt oo 1516 1oz 8@ pu lJLozd 9uuweo.

1Jz3) €2 09 udwo g 2osE 922l IJo2dp 38pJ0 Luwto pu s puol Bes Ipuwl,

/usr/sharel/viptela/.

<#root>
vBond#

vshel |

vBondvBond:~$



cat /usr/share/viptela/root-ca.crt

MIIEOzCCA7ugAwIBAgIQGNrRniZ96LtKIVjNzGs7SjANBgkghkiGOw0OBAQUFADCB
yjELMAKGALUEBhMCVVMxFzAVBgNVBAoTD1Z1cm1TaWduLCBJbmMuMR8wHQYDVQQL
aG9yaXR5ICOgRzUWHhcNMDYXMTA4MDAWMDAWWhCNMzYwNzE2MjM10TUSWjCByYFEL
U2TnbiBDbGFzcyAzIFB1YmxpYyBQcm1tYXJI5S5IENTcnRpZm1jYXRpb24gQXV0aG9y
SdhDY2pSS9KP6HBRTAGIaXvHcPaz3B1023tdS1bT1r8Vd6GwIKI18g8ckmcY51QG
BO+QueQA5NO6tRn/ArrOP07gi+s3i1+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiu5T6CUVAgMBAAG]jgbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaWlhZ2UvZ2 TmMCEwHZzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJI80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HolLPKsEdao7WNq

————— END CERTIFICATE-----

IJelb9s 2. §p wlouile pJud root-ca.crt s VEdge.

eou vshell. lyo9d |Js /home/admin lg /home/<username> gl jiscs pJus root-ca.crt.

<tfroot>
vEdge#

vshel

vEdge:~$

cat <<"" >> root-ca.crt

> —---- BEGIN CERTIFICATE-----
MITIEOzCCA7ugAwIBAgIQGNrRniZ96LtKIVjNzGs7SjANBgkghkiGOw0OBAQUFADCB
yjELMAKGALUEBhMCVVMxFzAVBgNVBA0TD1Z1cm1TaWduLCBJbmMuMR8wHQYDVQQL
aG9yaXR5ICOgRzUWHhcNMDYXMTA4MDAWMDAWWhCNMzYwNzE2MjM10TUSWjCBYFEL
U2TnbiBDbGFzcyAzIFB1YmxpYyBQcm1tYXJI5IENTcnRpZm1jYXRpb24gQXV0aG9y
SdhDY2pSS9KP6HBRTAGIaXvHcPaz3B1023tdS1bT1r8Vd6GwIKI18g8ckmcY51QG
BO+QueQA5NO6tRn/ArrOP07gi+s3i1+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiu5T6CUVAgMBAAG]jgbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaWlhZ2UvZ2 TmMCEwHZzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJI80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HolLPKsEdao7WNq

————— END CERTIFICATE-----

vEdge:~$

lJglo9é 3. w288 pu lJupldol.

<tfroot>



vEdge:~$

cat root-ca.crt
 1mMCEwHzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJ80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNq

————— END CERTIFICATE-----

vEdge:~$

% Ph:”tbé: y-19) |Jrooro lJUCdlﬁ V-19) |¢JQro|J |Jro._Jt:.9‘ lo le .,5-30 ¢J|pJ|‘ |C.)L_9 |J|th_9 .__,quo'plp
lJlo, rm root-ca.crt vshell 9 9 wluusliso )6 13,58 pu IUglb9s 2.

Ipe wIJesz pu Vshell solog pg ldedboe.

<#froot>
vEdge:~$

exit

logile prze pu228 IJzd) wluwesle ez wue VI WS vShell
IJgb96 1. IJzo9d £Js pJud root-ca.crt oo 1516 1Joz 8 pu lJuozs 9uuweo.
1Jz3) €2 09 udwo g 2osE 22l IJ2dp 98pJ0 LuwEo pu s puol Bes Ipuwl,

/usr/sharel/viptela/.

<tfroot>

vBond#

vshel |

vBond:~$

cat /usr/share/viptela/root-ca.crt



MITEOzCCA7ugAwIBAgIQGNrRniZ96LtKIVjNzGs7SjANBgkghkiG9wOBAQUFADCB
yjELMAKGALUEBhMCVVMxFzAVBgNVBA0TD1Z1cm1TawduLCBJIbmMuMR8wHQYDVQQL
aG9yaXR5ICOgRzUwWHhcNMDYXMTA4MDAWMDAWWhCcNMzYwNZzE2MjM10TUSWjCByJEL
U21nbiBDbGFzcyAzIFB1YmxpYyBQcm1tYXI5IENTcnRpZm1jYXRpb24gQXV0aG9y
SdhDY2pSS9KP6HBRTAGIaXvHcPaz3BJ023tdS1bT1r8Vd6GwIKI18q8ckmcY5fQG
BO+QueQA5N06tRn/Arr0P07gi+s3i+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk,/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiu5T6CUVAgMBAAGjgbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gwWzBZMFcwVRYJaWlhZ2UvZ2 1mMCEwHzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAI80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNq

————— END CERTIFICATE-----

lJglo9s 2. §p Lluuble pJuwd root-ca.crt s vVEdge.

eu vshell luo9d |Js /home/admin l9 /home/<username> _9i¢,ub:5 pJu root-ca.crt.

<#root>
vEdge#

vshel |
vEdge:~$

cd /usr/share/viptel a/

vEdge:~$
pwd

/home/admin
vEdge:~$ vi root-ca.crt

e IJud) W9l el wboj pbldws Idez)).
IJ¢bo9s 3. bbeld B suoe 1l

 1dowi alJuod press IJuuols pu 1Jbss 1. $e wldopssy Juwdd 98p WIdozdd pu
weed IJuolse.

U9 4. 18 Je oo suoe 1JIolz sl I iol>s,

* luogb gds pdelz ESC.
c lYJoo waql sowgo beld Jewb IJegss)le 9ldg)sz pu 1dez ).

<ffroot>

vEdge: /usr/share/viptela$



cat root-ca.crt

MIIEOzCCA7ugAwIBAgIQGNrRniZ96LtKIVjNzGs7SjANBgkghkiGOw0OBAQUFADCB
yjELMAKGALUEBhMCVVMxFzAVBgNVBAoTD1Z1cm1TaWduLCBJbmMuMR8wHQYDVQQL
aG9yaXR5ICOgRzUWHhcNMDYXMTA4MDAWMDAWWhCNMzYwNzE2MjM10TUSWjCByYFEL
U2TnbiBDbGFzcyAzIFB1YmxpYyBQcm1tYXJI5S5IENTcnRpZm1jYXRpb24gQXV0aG9y
SdhDY2pSS9KP6HBRTAGIaXvHcPaz3B1023tdS1bT1r8Vd6GwIKI18g8ckmcY51QG
BO+QueQA5NO6tRn/ArrOP07gi+s3i1+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiu5T6CUVAgMBAAG]jgbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaWlhZ2UvZ2 TmMCEwHZzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJI80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HolLPKsEdao7WNq

————— END CERTIFICATE-----

lJglo9é 5. w288 pu lJupldol.

<tfroot>
vEdge:~$

cat root-ca.crt

MITEOzCCA7ugAwIBAgIQGNrRniZ96LtKIVjNzGs7SjANBgkghkiGOw0OBAQUFADCB
yjELMAKGALUEBhMCVVMxFzAVBgNVBAoTD1Z1cm1TawduLCBJbmMuMR8wHQYDVQQL
aG9yaXR5ICO0gRzUwWHhcNMDYXMTA4MDAWMDAWWhCcNMzYwNzE2MjM10TUSWjCByJEL
U21nbiBDbGFzcyAzIFB1YmxpYyBQcmltYXI5IENTcnRpZm1jYXRpb24gQXV0aG9y
SdhDY2pSS9KP6HBRTdGIaXvHcPaz3B1023tdS1bT1r8Vd6GwIKI18g8ckmcY5fQG
BO+QueQA5N06tRn/Arr0P07gi+s3i+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBEnkjWNHiDxpg8v+R70rfk/F1a40ndTRQ8Bnc+MUCH71P59zubDMKz10/
NIeWiu5T6CUVAgMBAAG]gbIwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gwWzBZMFcwVRYJaWlhZ2UvZ2 1mMCEwHzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wIRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJ80M5+gKv
hnacRHr21Vz2XTIIM6RUthg/aFzyQkqFOFSDX9HoLPKsEdao7WNq

————— END CERTIFICATE-----

vEdge:~$

% ro\J|anéi V-1V) LJPOP l\JUCdd V-1V) |6Joro|.J LJrko_:é‘ lo Jro .___Sdo d|foJ|‘ |E_5L_§ |JroJx_9 g_;|u.uot.>|fo
|Jlo, rm root-ca.crt vshell 9 9,0 wluusliso )6 12,5 pu IUglb9s 2.
Sp wlJise pu Vshell sulog pg lUpdbe.

<tfroot>
vEdge:~$

exit



oowsw ldyuolysé

1Jgb9s 1. 8 wotwse uvols Idesze IJpuosd 1Uzs wluweésle IUle, request root-cert-series
install <path>.

<{froot>
vEdge#

request root-cert-chain install /home/adm n/root-ca.crt

UpToading root-ca-cert-chain via VPN O

Copying ... /home/admin/PKI.pem via VPN O
Updating the root certificate chain..
Successfully installed the root certificate chain

IJg1096 2. 0288 pu wiwswo wluwegsle 1o, show control local properties.

<ffroot>
vEdge#

show control |ocal-properties

personality vedge
organization-name organization-name
root-ca-chain-status Installed

certificate-status Installed

certificate-validity Valid
certificate-not-valid-before Apr 11 17:57:17 2023 GMT
certificate-not-valid-after Apr 10 17:57:17 2024 GMT
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