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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html
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Hulb
Site ID 100
System P 10.10.10.100

—

Spoke 1 S_p{:l-:e 2
SitelD 1 Site 1D 2
System IP 10.10.10.1 System IP 10.10.10.2
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<ttroot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC

DETECT
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SYSTEM IP SITE ID STATE COLOR COLOR

SOURCE IP

IpP

10.10.10.100 100

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

i nactive

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH
TENANT VPN PREFIX
0 10 10.2.2.2/32 192.168.0.1 61
192.168.0.1 62
192.168.0.1 64
192.168.0.1 65
192.168.0.1 67
192.168.0.1 68
192.168.0.2 71
192.168.0.2 72
192.168.0.2 74
192.168.0.2 75
192.168.0.2 77
192.168.0.2 78

Spoke 2#show sdwan bfd sessions

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

FROM PEER ID LABEL STATUS

H
>

S e e -
T C< CcxmC
HC H
>

—
>

cnNncoONoHHHONOH
-

—
>

Inv,U
U, IA

>

ATTRIBUTE
TYPE

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

TLOC IP

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10. 10. 10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10.10.10.1 10.100.100.1 12366

ipsec 7
COLOR ENCAP PRE
bl ue i psec -
default ipsec -
blue ipsec -
privatel dipsec -
blue ipsec -
private2 dipsec -
blue ipsec -
default ipsec -
blue ipsec -
privatel dipsec -
blue ipsec -
private2 dipsec -



SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETE
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTI

10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes i nactive
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<tfroot>

Spoke 1#ping vrf 10 10.2.2.2 re 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
trrrrrrerrrrrrrrrrnrnd

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/3/31 ms
Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND  STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2
yes active

56

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIER
10.10.10.100 100 up blue blue 10.10.10.1  10.100.100.1 12366 ipsec 7

10. 10. 10. 2 2 up default def aul t 10.10.10.1 10.12.12. 2 12366 i psec 7



10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2

Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

ATTRIBUTE
TYPE TLOC

12366

i psec

7

ENCAP P

PATH

TENANT VPN PREFIX FROM PEER ID LABEL STATUS

0 10 10.2.2.2/32 192.168.0.1 61 1005 R
192.168.0.1 62 1003 Cl,R
192.168.0.1 64 1005 R
192.168.0.1 65 1003 CI,R
192.168.0.1 67 1005 Inv,U
192.168.0.1 68 1003 CI,R
192.168.0.2 71 1005 R
192.168.0.2 72 1003 C,R
192.168.0.2 74 1005 R
192.168.0.2 75 1003 C,R
192.168.0.2 77 1005 Inv,U
192.168.0.2 78 1003 C,R

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

installed 10.10.

installed 10.10.

installed 10.10.

installed 10.10.

installed 10.10.

installed 10.10.

installed 10.10.
installed 10.10.
installed 10.10.
installed 10.10.
installed 10.10.
installed 10.10.

10.100

10.2

10.100

10.2

10.100
10.2
10.100
10.2
10.100
10.2

def aul t

blue

privatel

blue

private2

blue
default
blue
privatel
blue
private2

ipsec

i psec

ipsec

i psec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec



yes active

53

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIE
10.10.10.100 100 up blue bTue 10.10.10.2 10.100.100.1 12366 ipsec 7
10.10.10.1 2 up def aul t default 10.10.10.2 10.11.11.1 12366 i psec 7
10.10.10.1 2 up  blue bl ue 10. 10. 10. 2 10.11.11.1 12366 i psec 7
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<tfroot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE  COLOR COLOR SOURCE IP IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes i nactive

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETEC
SYSTEM IP SITE ID  STATE COLOR COLOR  SOURCE IP IpP PORT  ENCAP MULTI
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP



ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1
yes inactive

wwsubsgoelo ldpuildd IJyblsgo

IJbosdoesl lJpuwegses

Hulb
Site ID 100
System P 10.10.10.100

Spoke 1 E_p{:l-:e 2
Site ID 1 Site 1D 2
System IP 10.10.10.1 System IP 10.10.10.2
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<ffroot>

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC
0 10 10.2.2.2/32
192.168.0.1 61 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 62 1003 U,IA 1installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 65 1003 U,IA 1installed 10.10.10.2 privatelipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 68 1003 U,IA 1installed 10.10.10.2 private2ipsec -
192.168.0.2 71 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 72 1003 U,IA 1installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -

192.168.0.2 78 1003 U,IA 1installed 10.10.10.2 private2ipsec -
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<tfroot>

Hub#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR. SOURCE IP IP PORT ENC/
10.10.10.2 2 up blue blue 10.10.10.100 10.12.12.2 12366 ipse
10.10.10.1 1 up default default 10.10.10.100 10.11.11.1 12366 ipse

2. 2288 pu pwslws 1JoSG gu IWbJe JJolds oo cupeso zese IJeslde S Bolisp
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|Jl o, show sdwan system guo IUbJdo

<ffroot>

Spoke 1#show sdwan system on- denmand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

1 10.10.10.1
yes active

10
Spoke 2#show sdwan system on- denmand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

2 10.10.10.2
yes active

10
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PS> sSwobse Juo lusse yusb sydup | 1ud

<#root>
hub#show sdwan run | inc TE
|
lJeJ
© Vs 030 lJelds Jp sup wpdsu @06 TE Bs p9de IJpsje- Jluadizol §p wodssuol Bs
zlow 1Jpsje:
<tfroot>

hub#config-trans
hub(config)# sdwan

hub(config-vrf-global )# service TE vrf gl obal

hub(config-vrf-global)# commit

© 02l pu lu 229 OMP Talk 1 §5 wés) sluowe 1o Jo o3l IJpuwly JAR Jdbsgld 1Jss
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Uipj show sdwan system gu» IJbJo <remote system ip> :

<tfroot>

Before interest traffic

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:
C -> chosen



I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER ID LABEL STATUS  TYPE TLOC IP COLOR ENCAP PREFEREN

0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10.10.100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA dinstalled 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2 ipsec -

While interest traffic

Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP



TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE NUMBER REGI

0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.1 62 1003 C/I,R installed 10.10.10.2 def aul t i psec - None None -
192.168.0.1 64 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.1 65 1003 C I,R installed 10.10.10.2 privatel i psec - None None -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec - None
192.168.0.1 68 1003 C I,R installed 10.10.10.2 private2 i psec - None None -
192.168.0.2 71 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.2 72 1003 C,R installed 10.10.10.2 default ipsec - None
192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec - None
192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec - None
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec - None
192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec - None

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR  SOURCE IP IP PORT ENCAP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 1ipsec
10. 10.10.2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 i psec
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)
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<#root>

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID

SYSTEM | P ON- DEMAND

STATUS IDLE-TIMEOUT-EXPIRY(sec)

10.10.10.2 no

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

SYSTEM IP SITE ID STATE COLOR

DST

SOURCE IP IP

PUBLIC

DST PUBLIC

PORT

DETECT TX
ENCAP MULTIPLIER I

10.10.10.100 100 up blue
10. 10.10.2 2 up def aul t def aul t
10. 10.10.2 2 up bl ue

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

bl ue

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH
FROM PEER ID LABEL STATUS

TENANT VPN PREFIX

ATTRIBUTE
TYPE

10.10.10.1 10.12.12.2

10.10.10.1 10.12.12.2

TLOC IP

10.10.10.1 10.100.100.1 12366

12366

12366

COLOR

ipsec 7
i psec 7 i
i psec 7 i

ENCAP PREFEREN



0 10 10.2.2.2/32 192.168.0.1 73 1005 R

nstalled 10.10. 10.2

192.168.0.1 74 1003 C I,R

192.168.0.1 76 1005 R
192.168.0.1 77 1003 C I,R installed 10.10.10.2
192.168.0.1 79 1005 Inv,U

nstalled 10.10. 10.2

192.168.0.1 80 1003 C I,R

192.168.0.2 89 1005 R
192.168.0.2 90 1003 C,R
192.168.0.2 92 1005 R
192.168.0.2 93 1003 C,R
192.168.0.2 95 1005 Inv,U
192.168.0.2 96 1003 C,R

lweduuled 1Jigble 9]l oJlzol

installed 10.10.10.

def aul t i psec -

installed 10.10.10.

privatel ipsec -

installed 10.10.10.

private2 ipsec -

installed 10.10.10.
installed 10.10.10.
installed 10.10.10.
installed 10.10.10.
installed 10.10.10.
10.

installed 10.10.

100

100

100

100

100

100
2

blue

None

blue

None

blue

None

blue
default
blue
privatel
blue
private2

ipsec -

None

ipsec -

None

ipsec -

None

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

1. 0288 po uwsluws 1o g IUbde JJolds po wippse zese Ipslde S Golise
Ipsl g 1Juozses 58l Jss ol (IJps, Is IJIJle)

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
I
action accept
set
tloc-action backup
tloc-Tist hub
I
I
]
default-action accept
I

Tists
site-Tist Spokes
site-id 1-2

!
tloc-Tist hub

tloc 10.10.10.100 color blue encap ipsec
tloc 10.10.10.100 color default encap 1ipsec



tloc 10.10.10.100 color privatel encap 1ipsec
tloc 10.10.10.100 color private2 encap ipsec
!
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 Te 32
|
|
!
apply-policy
site-Tist Spokes
control-policy ondemand out
!
[

2. 5288 ppl I3 JIy On-Demand sop wpdsue uluwagsle IJie, show sdwan run | inc g ue
I.JJo.JE.__, O Idpzadlo 1Jw,)e86 9s0p wpdso TE WS 1Jpyje wlgwegsle IJle, show sdwan
run | lgd

<tfroot>

Spoke 1#show sdwan run | inc on-demand
on-demand enabl e
on-demand idl e-tinmeout 10

Spoke 2#show sdwan run | inc on-demand
Spoke 2#
Hub#show sdwan run | inc TE

service TE vrf gl obal

lJedJ
* Vs 030 ldzlds Jl swp wpdsy "euve IdbJ" Ws Talk 2. Jlgadlzole $p wodsuol Vs
zlue Talk 2
<#root>

Spoke 2#config-trans
Spoke 2(config)# system

Spoke 2(config-vrf-global)# on-demand enabl e
Spoke 2(config-vrf-global)# on-demand idle-tineout 10

Spoke 2(config-vrf-global)# commit
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<#root>

Spoke 1#show sdwan system on-denand renpte-system
SI TE- I D SYSTEM | P ON- DEMAND STATUS | DLE- TI MEQUT- EXPI RY( sec)

2 10. 10.10. 2 yes inactive -

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

0 10 10.2.2.2/32 192.168.0.1 61 1005 C,I,R installed 10.10.10.100 blue i psec -
192.168.0.1 62 1003 I,U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U dinstalled 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private?2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA dinstalled 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA dinstalled 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U dinstalled 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA 1dinstalled 10.10.10.2 private?2 ipsec -

o g logble 2,96 0,9, 1JBks6. Bluol wpuod eds CR JJbgld 1Uss slos oo Talk 2
10.10.10.2. 0283 lsuol pu lo eduws god BFD wso Talk 19 Talk 2 §s> IJo g sJ.
Sedd lsuol pu o IJud s puwe IUbdo sepd wluwegsle 1Jie, show sdwan system gos
lJbJo uble wgs> <remote system ip>



<#root>
Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this nmight take tine, please wait
Code:

C -> chosen

I ->installed

Red -> redistributed

Rej -> rejected

L -> | ooped

R -> resol ved

S -> stale

Ext -> extranet

Inv ->invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresol ved

BR-R -> border-router reoriginated
TGMR -> transport-gateway reoriginated

PATH ATTRI BUTE
TENANT VPN PREFI X FROM PEER | D LABEL STATUS TYPE TLOC I P COLOR ENCAP PREF
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 bl ue i psec

192.168.0.1 62 1003 C I, R

nstalled 10.10.10.2 default ipsec

192.168.0.1 64 1005 R

nstall ed 10.10. 10. 100 bl ue i psec

192.168.0.1 65 1003 C I, R

nstalled 10.10.10.2 privatel ipsec

192.168.0.1 67 1005 Inv, U

nstall ed 10.10. 10. 100 bl ue i psec

192.168.0.1 68 1003 C I, R

nstalled 10.10.10.2 private2 ipsec

192.168.0.2 71 1005 R install ed 10.10.10.100 bl ue i psec

192.168.0.2 72 1003 C, R installed 10.10.10.2 default ipsec

192.168.0.2 74 1005 R install ed 10.10.10.100 bl ue i psec

192.168.0.2 75 1003 C, R installed 10.10.10.2 privatel ipsec

192.168.0.2 77 1005 Inv, U installed 10.10.10.100 bl ue i psec

192.168.0.2 78 1003 C, R installed 10.10.10.2 private2 ipsec
Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT

SYSTEM | P SI TE | D STATE COLOR COLOR SOURCE IP |IP PORT ENCAP MULTI PLIER 11
10. 10. 10. 100 100 up bl ue bl ue 10. 10. 10. 1 10. 100. 100. 1 12366 i psec 7 ]
10. 10. 10. 2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 :

10. 10. 10. 2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 :



Spoke 1l#show sdwan system on-denmand renote-system systemip 10.10.10.2

SI TE-1 D SYSTEM | P
ON- DEMAND STATUS

| DLE- TI MEOUT- EXPI RY( sec)

2 10. 10. 10. 2 yes active 41 ------ >on- demand tunnel established to Spoke 2 10.10.10.2 due

IJowsuliss 31 Jl sop cuwnse ks punble ot lzeslbs po Joes [Jssod l9
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<#froot>

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

COLOR

ENCAP PREFERENCE NUMB

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
0 10 10.2.2.2/32 192.168.0.1 108 1003
UlA
installed 10.10.10.2 default dipsec - None None -

192.168.0.1 113 1003



UlA

installed 10.10.10.2 privatel ipsec - None None -
192.168.0.1 141 1003

UlA
installed 10.10.10.2 private2 ipsec - None None -
192.168.0.2 112 1003
UlA
installed 10.10.10.2 default dipsec - None None -
192.168.0.2 117 1003
UlA
installed 10.10.10.2 privatel ipsec - None None -
192.168.0.2 144 1003
UlA
installed 10.10.10.2 private2 ipsec - None None -
Spoke 1#show sdwan run | inc on-demand

on-demand enabl e
on-demand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-denand
on- demand enabl e
on-demand idle-timeout 10

Hub#show sdwan run | inc TE
service TE vrf gl obal

lweduulad 1Jigble 9l oJlzol
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<f#froot>

viptela-policy:policy
control-policy ondemand

sequence 1

match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
|

action accept
set

tloc-action backup

tloc-Tist hub
!



default-action accept
!

Tists

site-list Spokes
site-id 1

tloc-1ist hub

tloc 10.10.10.100 color blue encap 1ipsec
tloc 10.10.10.100 color default encap ipsec
tloc 10.10.10.100 color privatel encap ipsec

tloc 10.10.10.100 color private2 encap ipsec
I

prefix-Tlist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 Te 32
!

!

I

apply-policy
site-Tist Spokes
control-policy ondemand out
|

lJeJ
© dledle IUss 0228 wper S 1Upade 2 09895 pu padle Blised Ipslde S Iduor. wed
U pswo dEgd Blispes IUpsde swp vovse puvble IJouw Idlzoslbs ouvdd Lozse:
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<{froot>

Spokes site list frompolicy before

Tists

site-1ist Spokes

site-id 1

Spokes site list frompolicy after

Tists



site-list Spokes

site-id 1-2

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENC

0 10 10.2.2.2/32 192.168.0.1 61 1005 C/ I, R installed 10.10. 10. 100 bl ue i psec -
192.168.0.1 62 1003 I,U,IA 1installed 10.10.10.2 default dipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA 1installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA 1installed 10.10.10.2 private2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default dipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIPLIER INTERVAL(

10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7 1000

10.10.10.2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 ipsec 7 1000

10.10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 ipsec 7 1000



Spoke 1#show sdwan system on-demand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10. 10. 10. 2 yes active 56 ------ >on-demand tunnel established to Spoke 2 10.10.10.2 due

i9|ro_) 69556

* |bol) uble SDWAN 2w lJbdy

* 1bol) Iduble g wes zuve Ibde

» show sdwan system on-demand remote-system-ip <system ip>
+ show sdwan run | u,Jé Inc g wo IUbJdo

« show sdwan run | oY

+ show sdwan ompo e, VPN <vpn number>
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