odgsy lewsl TLOC Jdbo 96 3

lJpzogsle

lJp 95,00
S 03l IUpwews Jsdess wdoso Ibuds 3(L3) Jlewsls TLOC g Lvods pobis sloues

28,96 L9l wbs IJuyolez (SD-WAN).

IJecbdole IJlgul jusé
lJpolbdole

w9os Cisco vig oJ9u s pgy9s wldpesluose 1Joldse:

. ulb,6 gleé eds yuvodd WAN 1UglLod wogusé SD
* I9lde

. lewsl> Tloc

. w9wsdsdle IJogzso

IJedoule [Jpuespd
ouwowd Idpedsele 1Uglyo WO o3l ldpuwews IJs luosble Ido)lez 9ldedsule 1Jebss Ideldss:

. wulez Cisco vManage IJ|_osl, 20.7 x Ig |osl, lzae

. vManage. |J|_o>1, 20.7.2

. vBond IJl_osl, 20.7.2

. Smart. IJ]_o>l, 20.7.2

. e9zole 1Jgsp6 IUpcdlods (ISR)4451/K9. 1] oo, 17.7.2

op louble Uro(C_.Jgfolu |J_9|J)o WIS o3l IJpwews pu I.Jiao_)o 1J 09296 WS wSiS6 pgpdso gluoo.

u)lu apgse |JICOJO |.JrDuUua)|oO g9.$ o5l IJrOuuuu) uqu_SgSu forouuja (ldu)luDgS) l)l !Jluu

pEJ9ple iu»'umsé



Suwee lpwsly TLOC Jegzo WAN Edge |Js:

© Mlogeld gwy v WAN (IJpoued wesze WAN Edge Ipels)) pu dld 9lzes lpcsls
TLOC.

C e waumst 9296 Iorde B 1U9esd I 1dwoss 1Jluwluwss (TLOC) Jdeuosd
eds pedd od)l) eds glow IJod.

ould bysyuly Jodssy lewsls TLOC:

1. ewldpuwoss ldelos
* 3 w9uosd pozo SD-WAN T3, Bis 1dpsde 1dplos wdwo.
2. eo ubdbé lUs o9 L3
© seolelds poze wlpdlole L3 1Jpuweses Jodsso Ls wasesdsd wozse.
. lJlouold wsu lzojé SD-WAN gzol; £, SD-WAN.
© Sev o sdsu euy G GRE Joguuse 9296 Idopde B 1dsuosd IJs
lJusd (TLOC).

lJodosy

lLuwe ldotbsbs Jduvods
Biz-internet _ blue /J

GigabitEthernet0/0/0
10.31.121.2/30

TenGigabitEthernet0/o/0
10.31.127.2/30

cEdge-01 Q e cEdge-02
BGP run between sdwan devices

TenGigabitEthernet0/0/6.50 and Router01
<n ‘glz 2' ) ﬁgesrg‘; / 3{;; TenGigabitEthernetd/0/6.51
. o 152.168.51.2/30
Interface as Tunnel . / —
e I tloc-extension-gre-from 192.168.50.2 xconnect TenGigabitEthernet0/0,/0

Router01

odosy lewsls TLOC L3 oy 9lzod lJpuwedspe lyum9peso
vManage



pdlzbs: szw wdasu wiswdsd wozse JJleuold wsu lzosé SD-WAN Llyucisle zols
£.5) SW-WAN. G5 03l IUpelJ: wp od9se BGP.

lJglogs 1. IJodosy eds cEdge-01
1.1 8p wodssu 1Jglzos Jlouold TLOC-L3 gogsswol eds 9lzoos [Jouwdd.

* Vs 9lzos IJpwegse Idyuw9pess VManage: lowdd IJs Idodsss > @9lde >
Ildo psid > wgdss goly > 9lzod VPN [se,ue .

o ddo luwlgus ogsdsd po IJBLu: esue guslu: Bs o030 IzlJé Bho
gigabitEthernet0/0/6.50.

* loodd s Suwe oS 98p woubgsde . luwogse 0Bduw IUdsw IUss sop
luwwéslpo pg zols SD-WAN IJI, Jsu peds: B 03l lduwsobss: g

1.2 0pdsu vwslu pdzd TLOC pu Ideol; 1U3s szued eJs TLOC.

* loodd lds vy > ¢sl)y po@sp > GRE Tunnel destination IP.



edlebé: szw o 9w gwsle IP 09 gudle 1Uslzos 1Uss wp wesswe Jzols SD-WAN 113,
Upu.uoé.)p J|QUDU L3.



pdlzbé: gldpcld gds 3JY 09 gugly IP gJs cEdge-02 1Ugl o w9lzod
TengigabitEthernet0/0/6.51.



BASIC CONFIGLIRATION

Shutdown iTn = RCE 0 no

Interface hame i~ | GigabrEthemet0/0/6.50

Description (SR

() Dynamic O Static

IPvd Address) prefie-lengih i -

[1=]
[

—_
-
=
Lh
[=]
1

[
=]

Secondary IP Address (Maximum: 4) () Add

DHCP Helper =-

Block Non Source 19 =- Yes Mo

Bandwidth Upstream () =

Bandwidth Downstream () =

Auto Detect Bandwedth =~ On CHff

unnel Interface G- O on Coff

Per-tunnel Qos =~ On CHff

Color @ - bhe -



2. 9p wupdsu wslu pded TLOC pu 2o szued IJzoly eJs TLOC.
loedd lJs IJud s > gsly pe@se > GRE Tunnel destination IP.
STw I SY9U g0l IP 09 g0l IP 1UElLo wldglgod IUos we wessuol Jgoly SD-WAN

IUTE )¢ 91J3s swp luwedsleo Jlouold L3 B o030 1Jzlds sdso guslo IP eJs cEdge-02 gl o
w9lzgodé TenGigabitEthernet0/0/6.51.

lJglogs 2. IJodysy eds cEdge-02



9lzod lJpwedse lyuw9pess 2.1 Ws vManage: oo dd Ids IJodyse > @9lde > Blde psjo >
oS goly > 9lzos VPN [seuw.

pdlebbé: B 030 1J9lz06: Szw v sJsw Tunnel @ss 1JlsBl.

+ wdJo lwlpws cuvdsd eu IJELo.
¢ Bp wotLosLo £uslo IP (TenGigabitEthernet0/0/6.51 s o0 1Jz1J3).



w  BASIC CONFIGURATION

Shutdown

Interface hame

Descripton

() Dynamic O Static

IPyvd tddress) prefia- e Mg i

Secondary P Address (Maximum: 4)

OHCE Helper

Block Mon Source 1P

Bandwidth Upstream

Bandwidth Downstream

Auto Delect Handwedth

ifh - Yes 0 Mo

M~ | TenGigakitCtherneed/0/6.51

E:.f

L]
[1=3
r
i
=
LN
L}
[~
=

- LR Ma

unnel Interfacs

2.2 1008 1Js Suve Ieodse sided Ipedssle 13,06 puos, 0§ GRE.



roJ|2_Jb6:

© Sew o sJ9u gusle IP og £09lu 1Uslzos 1Uss wp wesswo Jzoly SD-WAN IJIE,
Upuuoé)p J|QUDU L3.

* Sgv i SJ9u xconnect 9lzod WAN IJpwegsed JLhuwld erJds o9 doslole go)
TLOC IJp9we.



pdlzbé: gldpcld gds 3JY 09 gugly IP gJs cEdge-02 1Ugl o w9lzod
TengigabitEthernet0/0/6.51.



Duplex

MAC Address

IF AT

CP MES

Spead

A Timeout

Autonegotiation

Media type

LD Extension

Load Interval

racker

IChMPAICMPYE Redirect Dizable

GREE tunnel source 1F

Koonnect

IF Lrected-gdroadocast

Cin i

Cin i

(V5]

P
—_
e
Iz
n
=]
[ o

TenGigakitEtheer et /000

Cin i



od9sy lewsls TIOC L3 py CLI
O o3l Y p: [ Suvwlbse Veuow JsV swx9 lJogvdsd eds CLI wgs >9g $lde.

lJodosy eds cEdge-01:

cEdge-01#show sdwan running-config
system
system-ip

site-id

organization-name

vbond

|
hostname cEdge-01
|
ip route 0.0.0.0 0.0.0.0 10.31.121.1
interface GigabitEthernet0/0/0
no shutdown
ip address 10.31.121.2 255.255.255.252
exit
interface GigabitEthernet0/0/6
no shutdown
ip mtu 1504
mtu 1504
negotiation auto
exit
interface GigabitEthernet0/0/6.50
no shutdown
encapsulation dotlQ 50
ip address 192.168.50.2 255.255.255.252
exit
interface Loopbackl00
no shutdown
ip address 10.10.10.10 255.255.255.255
exit
interface Tunnel0
no shutdown
ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan
exit
interface Tunnel110101012



no shutdown
ip unnumbered GigabitEthernet0/0/6.50
no ip redirects
ipv6 unnumbered GigabitEthernet0/0/6.50
no ipvé6 redirects
tunnel source GigabitEthernet0/0/6.50
tunnel mode sdwan
exit
router bgp 65001
bgp Tog-neighbor-changes
bgp router-id 10.10.10.10
neighbor 192.168.50.1 remote-as 65003
address-family ipv4 unicast
neighbor 192.168.50.1 activate
network 192.168.50.0 mask 255.255.255.252
exit-address-family
|
sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color biz-internet
allow-service all
exit
exit
interface GigabitEthernet0/0/6.50
tunnel-interface
encapsulation ipsec
color blue
tloc-extension-gre-to 192.168.51.2
exit
exit
cEdge-01#

lJodgse gJs cEdge-02:

cEdge-02#show sdwan running-config
system
system-ip

site-id

organization-name



vbond

hostname cEdge-02
|
ip route 0.0.0.0 0.0.0.0 10.31.127.1
ip nat inside source list nat-dia-vpn-hop-access-Tist interface TenGigabitEthernet0/0/0 overload
interface TenGigabitEthernet0/0/0
no shutdown
ip address 10.31.127.2 255.255.255.252
ip nat outside
exit
interface TenGigabitEthernet0/0/6
no shutdown
mtu 1504
exit
interface TenGigabitEthernet0/0/6.51
no shutdown
encapsulation dotlQ 51
ip address 192.168.51.2 255.255.255.252
exit
interface Loopback200
no shutdown
ip address 10.200.200.200 255.255.255.255
exit
interface TunnelO
no shutdown
ip unnumbered TenGigabitEthernet0/0/0
ipv6 unnumbered TenGigabitEthernet0/0/0
tunnel source TenGigabitEthernet0/0/0
tunnel mode sdwan
exit
router bgp 65002
bgp Tog-neighbor-changes
bgp router-id 10.200.200.200
neighbor 192.168.51.1 remote-as 65003
address-family ipv4 unicast
neighbor 192.168.51.1 activate
network 192.168.51.0 mask 255.255.255.252
exit-address-family
|
sdwan
interface TenGigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color blue
allow-service all
allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun



allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface TenGigabitEthernet0/0/6.51
tloc-extension-gre-from 192.168.50.2 xconnect TenGigabitEthernet0/0/0
exit
cEdge-02#

IJozdd pu lduogs
lJozdd pu lduozsé eJs cEdge-01:

Sew Iu s89p cEdge-01 Uloile louoldle lJozde oluwegsle TLOC IJpeeds (biz-internet)
9lpesls TLOC (15,.8).

cEdge-01L#show sdwan control connections

PEER

PEER PEER PEER SITE DOMAIN PEER PRIV PEER

TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vsmart dtls 10 1 192.168.21.34 32953 172.18.121
vsmart dtls 10 1 192.168.21.34 32953 172.18.121
vbond  dtls 0 0 172.18.121.105 32853 172.18.121
vbond  dtls 0 0 172.18.121.105 32853 172.18.121
vmanage dtls 10 0 192.168.28.25 32953 172.18.121

cEdge-01#show sdwan control local-properties

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT  IPv4 IPvo
GigabitEthernet0/0/0 10.31.121.87 32853 10.31.121.87
GigabitEthernet0/0/6.50 10.31.127.62 5063 192.168.50.2

lpwod ol IJIzble 9] odlzol

B 2lJs 929> pubdJd. e lJs:

loweduld Izble |looolle ozde b5 SD-WAN o] o JIzol



https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/214509-troubleshoot-control-connections.html
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