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Ws vSmart: e wbousy 03l lJodssy:

lists
vpn-list VPN _40
vpn 40
!
site-list sites_40 60
site-id 40
site-id 60
!
prefix-list SITE_ 40
i p-prefix 192.168. 40.0/ 24
!
prefix-list SITE_60
i p-prefix 192.168. 60.0/ 24
!
!
control -policy RED RECT_VI A VEDGE2
sequence 10
mat ch route
prefix-list SITE_ 40
!
action accept
set
tloc-action primary
tloc 192.168.30. 105 col or biz-internet encap ipsec
!



!
!
sequence 20
mat ch route
prefix-list SITE_60
!
action accept
set
tloc-action primary
tloc 192.168.30. 105 col or biz-internet encap ipsec
1
!
1
defaul t-acti on accept
!

appl y- policy

site-list sites_40_60
control -policy RED RECT_VI A VEDGE2 out
!
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vedgel# show onp routes | b PATH

PATH ATTRI BUTE

VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE
40 192. 168. 40. 0/ 24 0.0.0.0 68 1002 C Red,R installed 192.168.30.104
bi z-i nternet i psec -

0.0.0.0 81 1002 C, Red,R installed 192.168.30.104
privatel i psec -
40 192. 168. 50. 0/ 24 192. 168. 30. 103 4 1002 CI,R installed 192.168.30.105
bi z-i nternet i psec -

192. 168. 30. 103 10 1002 CI,R installed 192.168.30.105
privatel i psec -

40 192.168. 60. 0/ 24 192.168.30.103 8 1002 Inv,U installed 192.168. 30. 105 bi z-internet ipsec -
192.168.30.103 9 1002 C I,R installed 192.168.30. 106 biz-internet ipsec -

vedge3# show onp routes | b PATH

PATH ATTRI BUTE
VPN PREFI X FROM PEER 1D LABEL STATUS TYPE TLOC I P
COLOR ENCAP PREFERENCE

40 192.168.40.0/24 192.168.30.103 19 1002 Inv,U installed 192.168. 30. 105 bi z-i nternet ipsec -
192.168. 30.103 20 1002 C |,R installed 192.168.30.104 biz-internet ipsec - 40 192.168.50.0/24
192.168. 30.103 16 1002 C |,R installed 192.168.30.105 biz-internet ipsec - 192.168.30.103 21
1002 C,I,R installed 192.168.30.105 privatel ipsec - 40 192.168.60.0/24 0.0.0.0 68 1002 C Red, R
installed 192.168. 30.106 biz-internet ipsec - 0.0.0.0 81 1002 C Red,R installed 192.168. 30. 106
privatel ipsec -
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vedgel# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLI C DST PUBLI C DETECT X
SYSTEM | P SITE ID STATE COLOR COLOR SOURCE | P
I P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
192. 168. 30. 105 50 up bi z-i nt er net bi z-i nternet 192. 168. 109. 181
192. 168. 109. 182 12366 i psec 7 1000 0: 02: 52: 22
192. 168. 30. 105 50 up privatel privatel 192. 168. 110. 181
192. 168. 110. 182 12366 i psec 7 1000 0: 00: 00: 12
192. 168. 30. 106 60 up bi z-i nt er net bi z-i nternet 192. 168. 109. 181
192. 168. 109. 183 12366 i psec 7 1000 0: 02: 52: 22
192. 168. 30. 106 60 up privatel privatel 192. 168. 110. 181
192. 168. 110. 183 12366 i psec 7 1000 0: 00: 56: 28
vedge3# show bfd sessions

SOURCE TLOC REMOTE TLOC
DST PUBLI C DST PUBLI C DETECT X
SYSTEM | P SITE ID STATE COLOR COLOR SOURCE | P
I P PORT ENCAP MULTI PLI ER | NTERVAL(nsec) UPTI ME
TRANSI TI ONS
192. 168. 30. 104 40 up bi z-i nt er net bi z-i nternet 192. 168. 109. 183
192. 168. 109. 181 12366 i psec 7 1000 0: 02: 54: 25
192. 168. 30. 104 40 up privatel privatel 192. 168. 110. 183
192. 168. 110. 181 12366 i psec 7 1000 0: 00: 58: 30
192. 168. 30. 105 50 up bi z-i nt er net bi z-i nternet 192. 168. 109. 183
192. 168. 109. 182 12366 i psec 7 1000 0: 02: 54: 25
192. 168. 30. 105 50 up privatel privatel 192. 168. 110. 183
192. 168. 110. 182 12366 i psec 7 1000 0: 00: 57: 26

S IRl Iesuosds Jeuslh Idesue omp. o)s lo tloe o cessuo wuvdd Lozse sksual 1o
untimate-tloc v vgsswo 9JJu 1Jglds os InviU 9 wow IUguwlhé s, wolde:

vedge3# show onp routes 192. 168. 40. 0/ 24 det ai

RECEI VED FROM

peer 192. 168. 30. 103

path-id 19

| abel 1002 status Inv,U loss-reason invalid |ost-to-peer 192.168.30.103 |lost-to-path-id 20
Attributes: originator 192.168.30.104 type installed tloc 192.168.30.105, biz-internet, ipsec

ultimate-tloc 192.168.30.104, biz-internet, ipsec -- primary domain-id not set overlay-id 1
site-id 40 preference not set tag not set origin-proto connected origin-nmetric 0 as-path not set
unknown-attr-len not set RECEI VED FROM peer 192.168.30.103 path-id 20 | abel 1002 status CI,R

| oss-reason not set |lost-to-peer not set lost-to-path-id not set Attributes: originator
192.168.30. 104 type installed tloc 192.168.30.104, biz-internet, ipsec ultimte-tloc not set
domain-id not set overlay-id 1 site-id 40 preference not set tag not set origin-proto connected
origin-metric 0 as-path not set unknown-attr-len not set
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lJewluiny Jel 09 p9soe eJds Idpuosed pu lduvods 1, g0 192.168.40.0/24:

traceroute -n 192. 168. 60. 20
traceroute to 192.168. 60.20 (192.168.60.20), 30 hops max, 60 byte packets
1 192.168.40.104 0.288 ms 0.314 ns 0.266 ns

2 192.168.60.106 0.911 nms 1.045 ns 1.140 ns

3 192.168.60.20 1.213 ns !X 1.289 ms !X 1.224 nms !X
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vedge2(config)# vpn 40
vedge2(confi g-vpn-40)# service ?
Possi bl e conpl eti ons:
FW IDP IDS TE netsvcl netsvc2 netsvc3 netsvcd
vedge2(confi g-vpn-40)# service TE
vedge2(confi g-vpn-40)# conmi t
Conmmit conpl ete.

luo sgd lJpuvdJd |dpoed 96 wuog IJozdp e g§v)i vEdge2 ws IJlgdlo gu 1Ug>po TE:

vsmart 1# show onp services | b PATH

PATH
VPN SERVI CE ORI G NATOR FROM PEER I D LABEL STATUS
40 VPN 192.168. 30. 104 192. 168. 30. 104 68 1002 Cl,R
192. 168. 30. 104 81 1002 Cl,R
40 VPN 192.168. 30. 105 192. 168. 30. 105 68 1002 Cl,R
192. 168. 30. 105 81 1002 Cl,R
40 VPN 192.168. 30. 106 192. 168. 30. 106 68 1002 Cl,R
192. 168. 30. 106 81 1002 Cl,R


https://tools.cisco.com/bugsearch/bug/CSCvm64622
/content/en/us/td/docs/routers/sdwan/command/sdwan-cr-book/config-cmd.html#wp1662194301

40 TE 192. 168. 30. 105 192. 168. 30. 105 68 1007 C I, R 192.168. 30. 105 81 1007 C I,R

Sd9p lJlbo,l5lu VEdget 9 VEdge3 1Jly wovuse Ipuuble woele: Jigb 1o 1Jz1ds wp wgsswol
eJs CdR:

vedge3# show onp routes 192. 168. 40. 0/ 24 det ai

RECEI VED FROM

peer 192. 168. 30. 103

path-id 19 label 1002 status C |,R | oss-reason not set |ost-to-peer not set |lost-to-path-id
not set Attributes: originator 192.168.30.104 type installed tloc 192.168. 30. 105, biz-internet,
ipsec ultimate-tloc 192.168.30.104, biz-internet, ipsec -- primary domain-id not set overlay-id

1 site-id 40 preference not set tag not set origin-proto connected origin-netric O as-path not
set unknown-attr-len not set RECEI VED FROM peer 192.168.30.103 path-id 20 | abel 1002 status R

| oss-reason tloc-action |ost-to-peer 192.168.30.103 |lost-to-path-id 19 Attributes: originator
192.168. 30. 104 type installed tloc 192.168.30.104, biz-internet, ipsec ultimte-tloc not set
domai n-id not set overlay-id 1 site-id 40 preference not set tag not set origin-proto connected
origin-metric 0 as-path not set unknown-attr-len not set vedge3# show ip routes 192.168. 40.0/ 24

| b PROTOCOL PROTOCOL NEXTHOP NEXTHOP NEXTHOP VPN PREFI X PROTOCCOL SUB TYPE | F NAME ADDR VPN TLOC
I P COLOR ENCAP STATUS - - - - - - - o oo s o oo oo oo oo oo o oo o o o o e oo

- 192.168.30.105 biz-internet ipsec F, S
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