
 هئاطخأ فاشكتساو راسملا يف مكحتلا مهف
 رادجل SD-WAN رشن تايلمع يف اهحالصإو
نمآلا ةيامحلا

تايوتحملا
ةمدقملا

ةيساسألا تابلطتملا

تابلطتملا

ةمدختسملا تانوكملا

ةزيملا تامولعم

رشنلا ويرانيس

جودزملا (ISP) تنرتنإلا ةمدخ دوزم عم ثدحتلاو جودزملا عزوملا

ساسألا ايجولوبوط

ةيشغتلا ططخم

نيوكتلا

اهحالصإو ءاطخألا فاشكتساو ةحصلا نم ققحتلا

ةزهجألا عيمج ربع عئاشلا نيوكتلا

TALK12 و (IBGP عم HUB1 و EBGP عم HUB2)

Hub1 (IBGP Peering عورفلا عم)

HUB2 (EBGP Peering with Spokes)

هيجوتلا ططخم

1 ثدحتلا مت

1 عزوم

2 عزوملا

2 قطن

رارقلا

ةلص تاذ تامولعم

ةمدقملا

 هيجوتلا ىلإ ةدنتسملا VPN تاكبشل BGP يف هيجوتلا يف مكحتلا دنتسملا اذه فصي
.نمآلا ةيامحلا رادج ىلع Cisco SD-WAN مادختساب

ةيساسألا تابلطتملا

تابلطتملا

:ةيلاتلا عيضاوملاب ةفرعم كيدل نوكت نأب Cisco يصوت

IKEv2•
•راسملا ىلإ دنتست VPN ةكبش
•(VTI) ةيرهاظلا قافنألا تاهجاو



IPsec•
BGP•
•راسملا سكاعو عمتجملا تامالع لثم BGP تامس
•نمآلا ةيامحلا رادج ىلع SD-WAN ةزيم

ةمدختسملا تانوكملا

 :ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Cisco Secure Firewall Threat Defense 7.7.10•
Cisco Secure Firewall Management Center 7.7.10•

 .ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
 تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ليغشتلا ديق كتكبش

ةزيملا تامولعم

 ىلإ عقوم نم راسملا ىلإ ةدنتسملا VPN ةكبشل ةديدجلا SD-WAN ةكبش رشن لالخ نم
 ةيساسألا BGP تامس ىلع Cisco زكرت ،ةيشغتلل BGP لوكوتورب نيكمت عم عقوم
 ةيساسألا تاكبشلا ءاقب نمضي امم ،راركتلا نم يلاخلاو نمآلا يعرفلا هيجوتلا ذيفنتل
 يودي لخدت يأ ىلإ ةجاحلا مدع اضيأ رشنلا اذه نمضيو .ططخملا ربع ةلصفنم ةيشغتلاو
.ةلصلا تاذ تامسلا ليدعتل

رشنلا ويرانيس

 جهنلا اذه رفوي .ةثدحملاو ةرصلا نيب eBGP و iBGP تالاصتإ نم الك نمضتت ايجولوبط ددح
 لح نم ءزجك اهذيفنت متي يتلا هيجوتلا يف مكحتلا رصانع يف ةيؤرلا نم ىصقألا دحلا
SD-WAN نم ةنمآلا ةيامحلا ناردج ىلع Cisco.

جودزملا (ISP) تنرتنإلا ةمدخ دوزم عم ثدحتلاو جودزملا عزوملا

ساسألا ايجولوبوط



ةيشغتلا ططخم

نيوكتلا
ذلا هيجوتلا يف مكحتلا رصنعل حضاو مهف ريفوت وه دنتسملا اذهل يساسألا فدهلا نأ امب

 .SD-WAN نيوكت جلاعم لالخ نم رماوألا رطس ةهجاو مسق يف تانيوكتلا عيمج قيبطت متي
 BGP نيوكت ىلع لصفنم لكشب تاليدعت وأ تارييغت ءارجإ متي ال
.راسملا ةطيرخ تانيوكت وأ

اهحالصإو ءاطخألا فاشكتساو ةحصلا نم ققحتلا
ع روثعلا نكمي .ءاوس دح ىلع ةرداصلاو ةدراولا تائدابلا ةيفصت نع ةلوؤسم عمتجملا ةمئاق

ةزهجألا عيمج ربع عئاشلا نيوكتلا
�

firepower# show running-config community-list

 



 
community-list standard FMC_VPN_COMMUNITY_101010 permit 101010 

<<<<<<<<<<

 
community-list standard FMC_VPN_COMMUNITY_202020 permit 202020 

<<<<<<<<<<

 

 نأ نم مغرلا ىلع ططخم لكل ةرداصلاو ةدراولا تاراسملا طئارخ نم دحاو جوز دوجو ةظحالم ءاجرلا
 يف .ططخم لكل ديرف ةيمستلا حالطصا نأ الإ ،ايجولوبوطلا نم لكل ةقباطتم تانيوكتلا
 FMC_VPN_RMAP_COMMUNITY_IN_8589939614 ،انب صاخلا ويرانيسلا
 امنيب 1 ططخملا لجأ نم امه FMC_VPN_RMAP_COMMUNITY_OUT_8589939614و
FMC_VPN_RMAP_COMMUNITY_IN_858942200 وFMC_VPN rmap_community_out_8589942200 
.2 ططخملل يه

 
<#root>
firepower# show running-config route-map

 
 
Topology 1 
Inbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
 
set community 202020  
 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589939614

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
 
Outbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set metric 1 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100 
 
route-map 



FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 deny 100 
 
Topology 2 
Inbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589942200

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
 
set community 202020  
 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589942200

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
 
Outbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set metric 1 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 deny 100 
 
Common Across All The Hubs & Spokes Wherever Redistribution Of Inside Network Is Present 
 
route-map 

FMC_VPN_CONNECTED_DIST_RMAP_101010

 permit 10 
match interface inside 
set community 101010

 

:ططخملا يف ةزهجألا ربع BGP نيوكت ضرع متي

TALK1 2 و (IBGP عم HUB1 و EBGP عم HUB2)

 
<#root>



firepower# show running-config router bgp

  
router bgp 65500 
bgp log-neighbor-changes 
address-family ipv4 unicast 
neighbor 198.51.100.1 remote-as 65500 

<<<<< tunnel from spokes to HUB 1 via ISP1

 
neighbor 198.51.100.1 activate 
neighbor 198.51.100.1 send-community 
neighbor 198.51.100.1 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.1 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.2 remote-as 65510 

<<<<< tunnel from spokes to HUB 2 via ISP1

 
neighbor 198.51.100.2 ebgp-multihop 2 
neighbor 198.51.100.2 activate 
neighbor 198.51.100.2 send-community 
neighbor 198.51.100.2 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.2 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.3 remote-as 65500 

<<<<< tunnel from spokes to HUB 1 via ISP2

 
neighbor 198.51.100.3 activate 
neighbor 198.51.100.3 send-community 
neighbor 198.51.100.3 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.3 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
neighbor 198.51.100.4 remote-as 65510 

<<<<< tunnel from spokes to HUB 2 via ISP2

 
neighbor 198.51.100.4 ebgp-multihop 2 
neighbor 198.51.100.4 activate 
neighbor 198.51.100.4 send-community 
neighbor 198.51.100.4 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.4 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
redistribute connected route-map FMC_VPN_CONNECTED_DIST_RMAP_101010 

<<<<<<< route-map to redistribute inside network into BGP

 
maximum-paths 8 
maximum-paths ibgp 8 
no auto-summary 
no synchronization 
exit-address-family

 

Hub1 (IBGP Peering عورفلا عم)

 
<#root>
firepower# show running-config router bgp



  
router bgp 65500 
bgp log-neighbor-changes 
address-family ipv4 unicast 
neighbor 198.51.100.10 remote-as 65500 

<<<<< tunnel from HUB 1 to Spoke 1 via ISP 1

 
neighbor 198.51.100.10 activate 
neighbor 198.51.100.10 send-community 
neighbor 198.51.100.10 route-reflector-client 
neighbor 198.51.100.10 next-hop-self 
neighbor 198.51.100.10 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.10 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.11 remote-as 65500 

<<<<< tunnel from HUB 1 to Spoke 2 via ISP 1

 
neighbor 198.51.100.11 activate 
neighbor 198.51.100.11 send-community 
neighbor 198.51.100.11 route-reflector-client 
neighbor 198.51.100.11 next-hop-self 
neighbor 198.51.100.11 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.11 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.70 remote-as 65500 

<<<<< tunnel from HUB 1 to Spoke 1 via ISP 2

 
neighbor 198.51.100.70 activate 
neighbor 198.51.100.70 send-community 
neighbor 198.51.100.70 route-reflector-client 
neighbor 198.51.100.70 next-hop-self 
neighbor 198.51.100.70 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.70 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
neighbor 198.51.100.71 remote-as 65500 

<<<<< tunnel from HUB 1 to Spoke 2 via ISP 2

 
neighbor 198.51.100.71 activate 
neighbor 198.51.100.71 send-community 
neighbor 198.51.100.71 route-reflector-client 
neighbor 198.51.100.71 next-hop-self 
neighbor 198.51.100.71 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.71 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
no auto-summary 
no synchronization 
exit-address-family

 

HUB2 (EBGP Peering with Spokes)

 
<#root>
firepower# show running-config router bgp

  
router bgp 65510 



bgp log-neighbor-changes 
address-family ipv4 unicast 
neighbor 198.51.100.40 remote-as 65500 

<<<<< tunnel from HUB 2 to Spoke 1 via ISP 1

 
neighbor 198.51.100.40 ebgp-multihop 2 
neighbor 198.51.100.40 activate 
neighbor 198.51.100.40 send-community 
neighbor 198.51.100.40 next-hop-self 
neighbor 198.51.100.40 as-override 
neighbor 198.51.100.40 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.40 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.41 remote-as 65500 

<<<<< tunnel from HUB 2 to Spoke 2 via ISP 1

 
neighbor 198.51.100.41 ebgp-multihop 2 
neighbor 198.51.100.41 activate 
neighbor 198.51.100.41 send-community 
neighbor 198.51.100.41 next-hop-self 
neighbor 198.51.100.41 as-override 
neighbor 198.51.100.41 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589939614 in 
neighbor 198.51.100.41 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 out 
neighbor 198.51.100.100 remote-as 65500 

<<<<< tunnel from HUB 2 to Spoke 1 via ISP 2

 
neighbor 198.51.100.100 ebgp-multihop 2 
neighbor 198.51.100.100 activate 
neighbor 198.51.100.100 send-community 
neighbor 198.51.100.100 next-hop-self 
neighbor 198.51.100.100 as-override 
neighbor 198.51.100.100 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.100 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
neighbor 198.51.100.101 remote-as 65500 

<<<<< tunnel from HUB 2 to Spoke 2 via ISP 2

 
neighbor 198.51.100.101 ebgp-multihop 2 
neighbor 198.51.100.101 activate 
neighbor 198.51.100.101 send-community 
neighbor 198.51.100.101 next-hop-self 
neighbor 198.51.100.101 as-override 
neighbor 198.51.100.101 route-map FMC_VPN_RMAP_COMMUNITY_IN_8589942200 in 
neighbor 198.51.100.101 route-map FMC_VPN_RMAP_COMMUNITY_OUT_8589942200 out 
no auto-summary 
no synchronization 
exit-address-family

 

هيجوتلا ططخم



 ةددحم عمتجم ةقاطبب BGP يف ،192.0.2.8/29 ،ةيلخادلا مهتكبش نع نوثدحتملا نلعيو
 راسملا ةطيرخ يف اهنيوكت مت امك ،101010 غلبت
FMC_VPN_CONNECTED_DIST_RMAP_101010.

•

1 ثدحتلا مت

 
<#root>
Spoke1# show bgp community 101010 exact-match <<<< to verify the exact network redistributed into BGP

 
BGP table version is 4, local router ID is 203.0.113.35 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 

https://192.0.2.8/29


Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*> 192.0.2.8/29     0.0.0.0              0         32768  ? 

<<<<<<<<<<< local inside network

 

 ىلإ اهنع نلعيو ،192.0.2.8/29 ،ةيلخادلا هتكبشل ةيرتملا ةميقلا ملكتملا لدعي
 راسملا طئارخ يف لكشي امك ،رواحملا
FMC_VPN_RMAP_COMMUNITY_OUT_8589939614 
.FMC_VPN_RMAP_COMMUNITY_OUT_8589942200و

•

 
<#root>

route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set metric 1 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 deny 100

 

 ريغيو ،1010 عمتجملا ةمالع مادختساب Talk 1 192.0.2.8/29 ةكبش ىلع Hub1 فرعتي
 ،ىرخأ تاهبج ىلإ ههيجوت ةداعإ لبق سايقملاب ظافتحالا عم 202020 ىلإ عمتجملا ةمالع
.اهنيوكت مت يتلا راسملا طئارخ يف ددحم وه امك

•

1 عزوم

 
<#root>

Route-Map for ISP1 DVTI 
Inbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set community 202020 
 

https://192.0.2.8/29
https://192.0.2.8/29


route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589939614

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
 
Outbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set metric 1 
set ip next-hop 198.51.100.1 

<<<<<<<<<< only next-hop is changed in ISP2 tunnel route-map with ISP2 DVTI IP

 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100 
set ip next-hop 198.51.100.1 

<<<<<<<<<< only next-hop is changed in ISP2 tunnel route-map with ISP2 DVTI IP

 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 deny 100 
 
Route-Map for ISP2 DVTI

 

Inbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589942200

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set community 202020 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589942200

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
 
Outbound 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 



set metric 1 
set ip next-hop 198.51.100.3 

<<<<<<<<<< only next-hop is changed in ISP2 tunnel route-map with ISP2 DVTI IP

 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100 
set ip next-hop 198.51.100.3 

<<<<<<<<<< only next-hop is changed in ISP2 tunnel route-map with ISP2 DVTI IP

 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589942200

 deny 100

 
 
<#root>
HUB1# show bgp community 202020 exact-match <<<< this will confirm if received prefixes have community tags flipped

 
 
BGP table version is 5, local router ID is 198.51.100.3 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
* i192.0.2.8/29     198.51.100.70        1    100      0  ? 
*>i                 198.51.100.10        1    100      0  ? 
* i192.0.2.16/29    198.51.100.71        1    100      0  ? 
*>i                 198.51.100.11        1    100      0  ?

 
 
<#root>
HUB1# show bgp 192.0.2.8 <<<< this will display available paths in BGP for the network

 
 
BGP routing table entry for 192.0.2.8/29, version 4 
Paths: (2 available, best #2, table default) 
  Advertised to update-groups: 
              1          2 
  Local, (Received from a RR-client) 
    198.51.100.70 from 198.51.100.70 (203.0.113.35) 

<<<<< spoke 1 ISP 2 tunnel to HUB 1

      Origin incomplete, metric 1, localpref 100, valid, internal 
      Community: 202020 



  Local, (Received from a RR-client) 
    198.51.100.10 from 198.51.100.10 (203.0.113.35) 

<<<<< spoke 1 ISP 1 tunnel to HUB 1

      Origin incomplete, metric 1, localpref 100, valid, internal, best 
      Community: 202020 

<<<<< community updated as per the route-map configured on spoke side

 
 
<#root>
HUB1# show route 192.0.2.8

 
Routing entry for 192.0.2.8 255.255.255.248 
  Known via "bgp 65500", distance 200, metric 1, type internal 
  Last update from 198.51.100.10 0:09:18 ago 
  Routing Descriptor Blocks: 
 

* 198.51.100.10, from 198.51.100.10, 0:09:18 ago

      Route metric is 1, traffic share count is 1 
      AS Hops 0 
      MPLS label: no label string provided

 
 
<#root>
HUB1# show bgp ipv4 unicast neighbors 198.51.100.10 routes <<<<<< to check specific prefixes learnt via ISP1 spoke1 tunnel 

BGP table version is 5, local router ID is 198.51.100.3 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*>i192.0.2.8/29     198.51.100.10        1    100      0  ? 

<<< preferred route

 
Total number of prefixes 1 

 
 
<#root>
HUB1# show bgp ipv4 unicast neighbors 198.51.100.70 routes <<<<<< to check specific prefixes learnt via ISP2 spoke1 tunnel 

BGP table version is 5, local router ID is 198.51.100.3 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
* i192.0.2.8/29     198.51.100.70        1    100      0  ? 
 
Total number of prefixes 1 



 

 ،101010 عمتجملا ةمالع مادختساب Talk 1 192.0.2.8/29 ةكبش ىلع اضيأ Hub2 فرعتي
 تاهبج ىلإ ههيجوت ةداعإ لبق 100 ىلإ سايقملا ثدحيو 202020 ىلإ عمتجملا ةمالع ريغيو
 رييغتلا اذه لوعفم يرسي .اهنيوكت مت يتلا راسملا طئارخ يف ددحم وه امك ،ىرخأ
 ةمس يه (ذفانملا ددعتم زيمم) MED نأل كلذو .eBGP لوكوتورب ءيزجت ببسب يرتملا
BGP قيرط نع ةدراولا رورملا ةكرح ىلع ريثأتلل مدختست ةيلاقتنا ريغ ةيرايتخإ 
 لخاد iBGP نارقأ نيب ماع لكشب MED رشن متي الو .AS يف ةلضفم لوخد ةطقن حارتقا
 يف نييجراخلا BGP (eBGP) نارقأ ىلإ كلذ نم الدب اهنع نالعإلا متي لب ،AS سفن
.ةفلتخملا ةيتاذلا ةمظنألا

•

2 عزوملا

 
<#root>
HUB2# show bgp community 202020 exact-match <<<< this will confirm if receieved prefixes have community tags flipped

 
 
BGP table version is 5, local router ID is 198.51.100.4 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*  192.0.2.8/29     198.51.100.1 

100

             0  65500 ? 

<<<<<< advertised back by spoke 2 ISP1 to HUB2 previously learnt via HUB1 iBGP

*                   198.51.100.1 

100

             0  65500 ? 

<<<<<< advertised back by spoke 2 ISP2 to HUB2 previously learnt via HUB1 iBGP

*                   198.51.100.100       1             0  65500 ? 

<<<<<< advertised by spoke 2 ISP tunnel

*>                  198.51.100.40        1             0  65500 ? 

<<<<<< advertised and preferred by spoke 1 ISP 1 tunnel

*  192.0.2.16/29    198.51.100.1       100             0  65500 ? 
*                   198.51.100.1       100             0  65500 ? 
*                   198.51.100.101       1             0  65500 ? 
*>                  198.51.100.41        1             0  65500 ?

 
 
<#root>
HUB2# show bgp 192.0.2.8 <<<< this will display available paths in BGP for the network

 

https://192.0.2.8/29


 
BGP routing table entry for 192.0.2.8/29, version 4 
Paths: (4 available, best #4, table default) 
  Advertised to update-groups: 
              1          2 
  65500 
    198.51.100.1 (inaccessible) from 198.51.100.41 (203.0.113.36) 

<<<<<< advertised back by spoke 2 ISP1 to HUB2 previously learnt via HUB1 iBGP

      Origin incomplete, metric 100, localpref 100, valid, external 
      Community: 

202020

  65500 
    198.51.100.1 (inaccessible) from 198.51.100.101 (203.0.113.36) 

<<<<<< advertised back by spoke 2 ISP2 to HUB2 previously learnt via HUB1 iBGP

      Origin incomplete, metric 100, localpref 100, valid, external 
      Community: 

202020

  65500 
    198.51.100.100 from 198.51.100.100 (203.0.113.35) 

<<<<<< advertised by spoke 1 ISP 2 tunnel

      Origin incomplete, metric 1, localpref 100, valid, external 
      Community: 

202020

  65500 
    198.51.100.40 from 198.51.100.40 (203.0.113.35) 

<<<<<< advertised and preferred by spoke 1 ISP 1 tunnel

      Origin incomplete, metric 1, localpref 100, valid, external, best 
      Community: 

202020

 
 
<#root>
HUB2# show bgp ipv4 unicast neighbors 198.51.100.40 routes <<<<<< to check specific prefixes learnt via ISP1 spoke1 tunnel

 

 

BGP table version is 5, local router ID is 198.51.100.4 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*> 192.0.2.8/29     198.51.100.40        1             0  65500 ? 

<<<< preferred

*  192.0.2.16/29    198.51.100.1       100             0  65500 ? 
 



Total number of prefixes 2

 
 
<#root>
HUB2# show bgp ipv4 unicast neighbors 198.51.100.41 routes <<<<<< to check specific prefixes learnt via ISP1 spoke2 tunnel

 
 
BGP table version is 5, local router ID is 198.51.100.4 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*  192.0.2.8/29     198.51.100.1       100             0  65500 ? 

<<<<<<

*> 192.0.2.16/29    198.51.100.41        1             0  65500 ? 
 
Total number of prefixes 2 

 
 
<#root>
HUB2# show bgp ipv4 unicast neighbors 198.51.100.100 routes <<<<<< to check specific prefixes learnt via ISP2 spoke1 tunnel

 
 
BGP table version is 5, local router ID is 198.51.100.4 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*  192.0.2.8/29     198.51.100.100       1             0  65500 ? 

<<<<<<

*  192.0.2.16/29    198.51.100.1       100             0  65500 ? 
 
Total number of prefixes 2 

 
 
<#root>
HUB2# show bgp ipv4 unicast neighbors 198.51.100.101 routes <<<<<< to check specific prefixes learnt via ISP2 spoke2 tunnel 

BGP table version is 5, local router ID is 198.51.100.4 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*  192.0.2.8/29     198.51.100.1       100             0  65500 ? 

<<<<<<

*  192.0.2.16/29    198.51.100.101       1             0  65500 ? 



 
Total number of prefixes 2 

 

Talk 2 لا ملتسي Talk 1 لا الك نم 192.0.2.8/29 ةكبش hub1 isp1 و HUB1 ISP2 عم قفن 
 عم قفن HUB2 ISP2 و hub2 ISP1 لا نم ةكبش هسفن لا ملتسي وه امنيب ،1 سايق
.HUB1 نم ةيلاتلا ةوطخلا ثيدحت

•

2 قطن

 
<#root>
Spoke2# show bgp community 202020 exact-match <<<< this will confirm if receieved prefixes have community tags flipped

 
 
BGP table version is 8, local router ID is 203.0.113.36 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*mi192.0.2.8/29     198.51.100.3         1    100      0  ? 
*

>

i                 198.51.100.1         1    100      0  ? 

<<<< HUB1 ISP1 route preferred

*                   198.51.100.2       100             0  65510 65510 ? 
*                   198.51.100.4       100             0  65510 65510 ? 
*  192.0.2.16/29    198.51.100.4       100             0  65510 65510 ? 
*                   198.51.100.2       100             0  65510 65510 ?

 
 
<#root>

route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
 
set community 202020 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_IN_8589956263

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match

 

• ددحم وه امك ،HUB2 ىلإ HUB1 نم اهيلع فرعتلا مت يتلا تاكبشلا نع اضيأ Talk 2 نلعأ

https://192.0.2.8/30


.ثدحملا سايقملا عم ،اهنيوكت مت يتلا ةرداصلا راسملا ةطيرخ ةطساوب

 
<#root>

route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 10 
match community FMC_VPN_COMMUNITY_101010 exact-match 
set metric 1 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 permit 20 
match community FMC_VPN_COMMUNITY_202020 exact-match 
set metric 100

 <<<<<

 
 
route-map 

FMC_VPN_RMAP_COMMUNITY_OUT_8589939614

 deny 100

 
 
<#root>
Spoke2# show bgp ipv4 unicast neighbors 198.51.100.2 advertised-routes <<<<< to check specific prefixes advertised via ISP1 HUB2 tunnel back to HUB2 

BGP table version is 8, local router ID is 203.0.113.36 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 
*>i192.0.2.8/29     198.51.100.1         1    100      0  ? 

<<<<<<<

*> 192.0.2.16/29    0.0.0.0              0         32768  ? 
 
Total number of prefixes 2 

 
 
<#root>
Spoke2# show bgp ipv4 unicast neighbors 198.51.100.4 advertised-routes <<<<< to check specific prefixes advertised via ISP2 HUB2 tunnel back to HUB2 

BGP table version is 8, local router ID is 203.0.113.36 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 



*>i192.0.2.8/29     198.51.100.1         1    100      0  ? 

<<<<<<<

*> 192.0.2.16/29    0.0.0.0              0         32768  ? 
 
Total number of prefixes 2

 

رارقلا

 رصانع ىلع زيكرتلا عم ،يفلخلا هيجوتلا رشنل رمم ريفوت وه دنتسملا اذه نم ضرغلا
.راركتلاو ئراوطلا نم لك نامضل BGP لخاد اهذيفنت متي يتلا هيجوتلا يف مكحتلا

 نع نالعإلا دنع ةقيرطلا سفن ططخملا يف ىرخأ ةعومجم يأ كلذكو 2 مدختسي ،راصتخاب
 ةمئاق ةيفصت وه ويرانيسلا اذه يف هيجوت مكحت رصنع مهأو .BGP لاجم يف مهتاكبش
 ،نيرخآ ءارظنل اهنع نالعإلا متي طقف ططخملا اذه لخاد تاكبشلا نأ نمضت يتلاو ،عمتجملا
.دوصقم ريغ لكشب ةكبشلا رشن عنمي امم

 ديدحت ىلع ريثأتلل MED يف ذفانملا ددعتم زيمم ةمس مادختسإ متي ،كلذ ىلإ ةفاضإلابو
 ريظن ربع اهيلع فرعتلا مت يتلا تاراسملا ليضفت نمضي امم ،eBGP ءارظنل راسملا
iBGP عزوملا نم اهيلع فرعتلا مت يتلا تائدابلا ىلع يسيئر روحمك هنيوكت مت يذلا 
.eBGP ربع يوناثلا

 ةلازإ كنكمي ،يوناثلا روحملل iBGP لوكوتورب نيوكت لثم ،ططخملا تاليدعت ءارجإ لالخ نم
 نالعإلا لبق عمتجملا تامالع بلقت يتلا ةدراولا راسملا طئارخو MED يف بعالتلا ىلإ ةجاحلا
.ىرخأ ةيعرف تاكبش ىلإ ةكبشلا سفن نع

ةلص تاذ تامولعم

 تاهج :حلاص معد دقع مزلي .TAC ب لاصتالا ىجري ،ةيفاضإ ةدعاسم ىلع لوصحلل
.Cisco نم ةيملاعلا معدلا لاصتا

•

 لوح تاشقانمو ةيفاضإ ىؤر ىلع لوصحلل Cisco VPN عمتجم ةرايز اضيأ كنكمي
.تاهاجتالا

•

https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/routing-bgp.html#ID-2100-0000002e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/routing-bgp.html#ID-2100-0000002e
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://www.cisco.com/c/ar_ae/support/web/tsd-cisco-worldwide-contacts.html
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn
https://community.cisco.com/t5/vpn/bd-p/6001-discussions-vpn


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


