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FirePOWER Threat Defense (FTD) IJ3s wwpe bhwoe w9lywlos FMC.
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eSS pud3 SSL/DTLS J AnyConnect

1. loedd [Js Jizess > VPN > 1909 £0 wes 3028 uwsluws IJsuesd go wes 1Jeldss.

2. 1o08d [Js Suwe Sleole 1Jsuesd 98 wotss) s8p puds Idsuosd Ids IUssw 9DTLS 180
lJpw93 Iuwdd leshle SSL IJs pudds pu lgoshy.

SSL Settings
Web Access Port Number:* 444
DTLS Port Number:* 444

CESS) pud3 SSL 9 DTLS J AnyConnect
3. leb IJoJssu.
eSS pudd IKEV2 J AnyConnect

1. 1oedd Ids ize;s > VPN > 1Js 09 £0 wes 9ozus) umsluws Isuosd eu wes IJzldss.

2. luedd IJs Guvpe tsble podred wp loodd IUs IPsec > ¢ )lisb o ds). Gp vozys)
lJuoz swess) [Jpouwds |Us IJpuwds IUss wysso.

| LeVICES § VI [ B0 ATVancea
Edit Crypto M [+]
RAVPN_FTD-HA e =

Enter Description Interface Group:
FTD=HA-OUTSIDE Policy Assignments (1)
IKEvZ IPsec Proposals: Local Realm: LOCAL Dynamic Access Palicy: None
Connaction Profile Access Interfaces Advanced AES-GCM |
—
Crypto Maps
Crypto Maps ane aute generated fo
Following are the list of the interfac [ Enable Reverse Route Injection o this VPN configuration in “Access Interface” tab.
¥ Enable Client Services
Interface Group Port: RRI
FTD-HA-OUTSIDE 444 true '

Mota: Engure the port ugsed in VPN configuration |2 not used in other services

Enable Perfect Forward Secrecy
Medulus Groug:

Lifetime Duration®:
28800
Lifetime Size:

4608000

CEsS) puds IKEV2 J AnyConnect

3. 8p web IJodssy slduyiv.



pdlebo: gus luwwdsle 1Jpeuds Idpguoue pe pddle og)swd AnyConnect Client: Jlz b
lo 28 g0slu IJpuosd Vs Blispes 1Jggbe Szw lu szess eds puwds XXX X:Port
(192.168.50.5:444) JJloolJ.

IJoedd pu lduogs

1. o> 1oy Spdu Idoz 8l pu lJodssy wluweesle igl,pJ show run webVPN gshow run crypto
ikev2:

<#root>
>

show run webvpn

webvpn

port 444 <----- Custom Port that has been configured for SSL



enable outside

dtls port 444 <----- Custom Port that has been configured for DILS

http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
X-content-type-options
X-XSss-protection
content-security-policy
anyconnect image diskO:/csm/cisco-secure-client-win-X.X.X.X-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable

<{froot>
>

show run crypto ikev2

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 21 20 19 16 15 14

prf sha512 sha384 sha256 sha

Tifetime seconds 86400

crypto i kev2 enable outside client-services port 444 <----- Custom Port configured for IKEv2 dient

2. o288 pu edld IUsuesd s 1dsuesd g0 wed pu ldpuvogyuololbous AnyConnect 19>
CPUIS pLUOLO!

& G & https:/f192,168,50.5:444/+CSCOE+logon.htmisform_title_text m 0 Q

28 O vpn O (M whatsApp 9¥ RDB Ik NetSim 2.0 il Attendance = EU Y @l Weekond Roster E il BM (1.xisx @l Warfoom = ElGs.x) M Gmail Cisco VPN Techna, E [ All Baokmarks

Groap | RAWPN-DHCP ~
Usarname
Fassword

Lagon

IJe2dd eo U 109009d 1Js AnyConnect Ll wegsle 1dpods IUps oo

Ser\
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