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wwslwd 21 IJzelss os w9e pu wor Ilelo 1dpeds IUss Suvpe wS2uo ©rd8 e19) wslole TCP
9 UDP 3 ICMP 2w 1J2lJé. sogweie 0909, lJpolb$: soldolds: suvee Jusvgle 2yJ6
U9 Idos cuuil Bs pulb$s pesus wldeuos Us pulbds 2)s luvoobl |ds Idgvslgws

vsu ldpubdosu.

lJpeulo 96 05 pge9ed pu 9lerd ig id&_) eu uwvodle VPN ueg 1Jpulb 9 1Jp9e9sé eJs ZBFW os:

* e 1dpu03) preses pu Ubodle VPN 0@9e Cluuble or88le 2,36 o)) Idoslule.

Spdu lu oday Gwds VPN giel oo pub 96 91236 B §b.

* pubb 86 1Ugzod: pze9es pu Ubodle VPN IJos wuos waxd@le 2yds py9) Iduslule. spdu

lo odes v ds VPN ziel oo pul 86 9lero W 3b.

* Interzone: 9sbJ§ gdsol Iwpe Interzone gus x99 2)Js 1Upr9) wsu ldpulb @ IJpgodds
(swp 902 Ilouold wuvdd 1o e,luss).
* Lld IJpub§o: 95w e luwesglgol Lopu Idpulb 96 guspl wwsd§ 2,96 1Up)9) vy wdw

lJeulb 96 (vuvdd lWe,)luos: sop lduwele wldlouoldle).

* Selfzone: sop luvodsleol Jdozdp B 96 1dpas) IJos sop lJzuesd edsol pu ldesze
udwo g wozsool ldso (Ideulb§s 11V, loss IJes wp luublyel sodssuel puwodl

w9luwloo IJublec 9swp [duwele ldlouoldle wuvdd 1ol os).
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Jsup wbousgo Vs puwess Iduslule. 9p8 3JY sdjpe IJelds eu wdsy puwe9s lJugde
9lduwpele Jdzobs wldleuold wopsle Idozde s SD-WAN Joule logoldle IJozde.

N pdlebs: pl Il v Sbu WAN 390 o) DHCP. 03 Gou9ss o $2ds Bless 1o suvee
lJpeul 96 |._J'>|o:§6 (BLY) lu swdg 1Ugbgo IJolds gusly W glds ol 131 bls Jgle wzpsd
9ldeszo seule lu szued ewslu eoso.

puwods ldogde

1. Op wluuble g)sbé pedpsd Uz 0!

parameter-map type inspect-global
multi-tenancy
vpn zone security

alert on

log dropped-packets
max-incomplete tcp timeout

Swp lgwogsle max-incomplete tep
o Iodsss Jops e Wlguas Jgss loualio £ Ipdopds God losdlb 2uws £pd
TCP.

i,o_) multi-tenancy lJoJd9su ewlyo g0 pedped glpod plodyws Vs wdssy ZBFW. gus wdysy ZBFW
g 9lzod IJpuwegse Iyuu9pss SD-WAN Manager. oo p luolWo IUgb wuvdd o)l os.
e pl swp wdssy ZBFW g, 9lzos yulo, 1JI9le, (CLI). sdjp o196 o3l Idwlo,.

2. louble pulb 6 Lvods WAN:

zone security wan
vpn 0

% pdlebs: swp logule Idpoub§é [Usloss ouyudd losluos: 9dsuw pu IJuo)9)s wdysuol.

3. Op wodssu presesd IUdlsule Jeolssu 1deues) sldseos:

object-group network CONTROLLERS
host 172.18.121.103
host 172.18.121.106
host 192.168.20.152
host 192.168.22.203
object-group network WAN_IPs
host 10.122.163.207



4. louble Blisps 1Us o9 U IP:

ip access-1list extended self-to-wan-acl

10 permit tcp object-group WAN_IPs object-group CONTROLLERS
20 permit udp object-group WAN_IPs object-group CONTROLLERS
30 permit ip object-group WAN_IPs object-group CONTROLLERS
ip access-1ist extended wan-to-self-acl

10 permit tcp object-group CONTROLLERS object-group WAN_IPs
20 permit udp object-group CONTROLLERS object-group WAN_IPs
30 permit ip object-group CONTROLLERS object-group WAN_IPs

5. 9p wlouvle rsbs IJdsé:

class-map type inspect match-all self-to-wan-cm
match access-group name self-to-wan-acl
class-map type inspect match-all wan-to-self-cm
match access-group name wan-to-self-acl

6. 9p wluuble Hsbo IUuuslyws Jluoldeoel |Js 9z 1Jpeulbs:

policy-map type inspect wan-to-self-pm
class type inspect wan-to-self-cm
inspect

class class-default

policy-map type inspect self-to-wan-pm
class type inspect self-to-wan-cm
inspect

class class-default

7. 9p clouble j9z 1Upub§6 9)0b )sbd IJuwsluws o

zone-pair security self-to-wan source self destination wan
service-policy type inspect self-to-wan-pm

zone-pair security wan-to-self source wan destination self
service-policy type inspect wan-to-self-pm

v Iduwelz woddd puweys Idopde spdu obosd wdssu puvaess Ideslule.

JJozdd pu woes louoldle IJeede: luveése 1o, EXEC:

<tfroot>



Device#

show sdwan control connections

u;:glc Je swp odsy ZBFW JJeulb o 1Usloss 9pub §6 wan-zone o vdd Logse: w9 9>
IJIzoj6 louoldle Idozde sozuod eds bl 9236 wpdp ppled JUgbl IJolds:

<tfroot>

*Qct 30 19:44:17.731: 9% OSXE- 6- PLATFORM RO/ 0: cpp_cp: QFP: 0.0 Thread: 000 TS: 00000004865486441431 %WV 6-

puvoss IJoslule

1. lousle pulb @6 loly JIJ gpdsé wozso slelss wogso bloyss (VRF) pbJoué:

zone security user
vpn 10

zZonhe security server
vpn 20

3. 8p wodosu peeses IJdlsule Jeubsu Ideuos) sldszos:

object-group network USER
host 10.10.10.1

host 10.10.10.2

host 10.10.10.3
object-group network SERVER
host 10.20.20.1

host 10.20.20.2

4. louvle 8lsps 1Usuosd |Us IP:

ip access-Tlist extended user-to-server-acl

10 permit tcp object-group USER object-group SERVER
20 permit udp object-group USER object-group SERVER
30 permit ip object-group USER object-group SERVER
ip access-Tlist extended server-to-user-acl

10 permit tcp object-group SERVER object-group USER
20 permit udp object-group SERVER object-group USER
30 permit ip object-group SERVER object-group USER


https://urldefense.proofpoint.com/v2/url?u=http-3A__10.122.164.184-3A32168&d=DwMGaQ&c=pApUd0AUA6FmKRo01iR_VA&r=Gs7aZDIzfpmgDiIk_BkkS0X8qie-buS3BgEjsNj7VGE&m=8dnbY5rjtcxz6aOzOBveobXVu5EcIMgzzcjT5KTYzvGG-MtXWFOyJKob4cTEXUen&s=oUEMl20iYsESRGvKc6SqpwPj9XC77b6ilnohOZUUEJ4&e=

5. 8p wluuble gHsbo IJse:

class-map type inspect match-all user-to-server-cm
match access-group name user-to-server-acl
class-map type inspect match-all server-to-wan-cm
match access-group name server-to-user-acl

6. Bp wlouuvle gHsbo IJgwsluws Jluoldcol |Us sz 1dpeulbs:

policy-map type inspect user-to-server-pm
class type inspect user-to-server-cm
inspect

class class-default

policy-map type inspect server-to-user-pm
class type inspect server-to-user-cm
inspect

class class-default

7. 3p clouble 9z IJpub§6 9,0 b )sbd I yusluws o

zone-pair security user-to-server source user destination server
service-policy type inspect user-to-server-pm

zone-pair security server-to-user source server destination user
service-policy type inspect server-to-user-pm

S pdleloe: JdauosJ eds e3> 0 ldpedsple 29d luweole 99lJw slzod ub, IJisle, lze
5 1l olodsé J CLI 9,8al e 9lz06 wlo, 1Jigle,.

IJozdd pu lduogs
JJozdd pu Loes Ersbs 1UWss IJos wp wdssuol luvegse le, EXEC:
<#root>

Device#

show cl ass-map type inspect

JJozdd pu LoEs Easbs IUuwsluws IJos op wdssvol: luwegse 1oy EXEC:


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html

<#root>
Device#

show policy-map type inspect

JJozdd pu woes 39z Idpulbd 1Uss wp odosuo: luuegspe loy EXEC:

<#root>
Device#

show zone-pair security

JJoedd pu woes Blisps 1UsLosd IJos we wdssvol luuwgse le) EXEC:

<#root>
Device#

show i p access-1i st

JJozdd pu woes peeses IUdlisule IJos wp odssuol luvegsp 1o, EXEC:

<#root>
Device#

show obj ect - gr oup

Jerue 2lds eduwé gpd ZBFW. Iwegse 1o, EXEC:

<#root>
Device#
show sdwan zonebfwdp sessions

SRC DST TOTAL TOTAL UTD
SESSION SRC DST SRC DST VPN VPN NAT INTERNAL INITIATOR RESPONDER APPLICATION POLICY
ID STATE SRC IP DST IP PORT PORT PROTOCOL VRF VRF ID ID ZP NAME CLASSMAP NAME FLAGS FLAGS BYTES BYTES T

8 open 172.18.121.106 10.122.163.207 48960 32168 PROTO L4_UDP 0 O 0 65534 wan-to-self wan-to-self-cm- (

5 open 10.122.163.207 172.18.121.106 32168 32644 PROTO_L4_UDP 0 0 65534 0 self-to-wan self-to-wan-cm -

7 open 10.122.163.207 172.18.121.103 32168 32168 PROTO L4_UDP 0 0 65534 0 self-to-wan self-to-wan-cm - (



6 open 172.18.121.106 10.122.163.207 60896 32168 PROTO_L4_UDP

65534 wan-to-self wan-to-self-cm -
9 open 10.122.163.207 172.18.121.106 32168 34178 PROTO_L4_UDP 5

000
0 0 65534 0 self-to-wan self-to-wan-cm -

5

Jerue lewolissle jog IJpolbd. igucgspe o) EXEC:

<#root>
Device#

show sdwan zbfw zonepair-statistics

zbfw zonepair-statistics user-to-server
src-zone-name user

dst-zone-name server

policy-name user-to-server-pm
fw-traffic-class-entry user-to-server-cm
zonepair-name user-to-server

cl ass-action | nspect

pkts-counter 0
bytes-counter 0
attempted-conn 0

current-active-conn 0

max-active-conn 0
current-halfopen-conn 0
max-halfopen-conn 0
current-terminating-conn 0
max-terminating-conn 0

ti me-since-last-session-create 0

Jeowo lewolissle luwdll ZBFW. [quegspe oy EXEC:

<#root>
Device#

show sdwan zbfw drop-statistics

zbfw drop-statistics catch-all 0



zbfw drop-statistics 14-max-halfsession 0
zbfw drop-statistics 14-session-limit 0
zbfw drop-statistics 14-scb-close 0
zbfw drop-statistics insp-policy-not-present 0

zbfw drop-statistics insp-sess-m ss-policy-not-present 0

zbfw drop-statistics insp-classification-fail 0
zbfw drop-statistics insp-class-action-drop 0
zbfw drop-statistics insp-policy-misconfigure 0
zbfw drop-statistics 14-icmp-err-policy-not-present 0
zbfw drop-statistics invalid-zone 0
zbfw drop-statistics ha-ar-standby 0
zbfw drop-statistics no-forwarding-zone 0
zbfw drop-statistics no-zone-pair-present 105 <<< |If no zone-pair configured

Jeowe lewolissle luvdlb pelde QuantumFlow (QFP). [guwgspe oy EXEC:

<#root>
Device#

show pl atform hardware qf p active statistic drop

Last clearing of QFP drops statistics: never



BFDoffload 194 14388

FirewallBackpressure 0 0
Firewal | I nval i dZone 0 0
FirewallL4 1 74
FirewallL4Insp 372 40957
FirewallL?7 0 0
Fi rewal | NoFor war di ngZone 0 0
Fi r ewal | NoNewSessi on 0 0
FirewalINonsession 0 0
FirewalINotFromInit 0 0
FirewalINotInitiator 11898 885244
Firewal | Policy 0 0

Jerwo gpdsle luwdlb zl) zplss QFP. Iquegse 1o, EXEC:

<#root>
Device#

show pl atform hardware qf p active feature firewall drop al

Drop Reason Packets
TCP out of window 0
TCP window overflow 0
<snipped>

TCP - Half-open session 1imit exceed 0
Too many packet per flow 0
<snipped>

ICMP ERR PKT:no IP or ICMP

ICMP ERR Pkt:exceed burst Imt
ICMP Unreach pkt exceeds Imt
ICMP Error Pkt invalid sequence
ICMP Error Pkt invalid ACK

ICMP Error Pkt too short

Exceed session Timit

Packet rcvd in SCB close state
Pkt rcvd after CX req teardown
CXSC not running

[eNeNeoNolNolNolNeNeNoNol



Zone-pair w thout policy 0 <<< Existing zone-pair, but not

Sanme zone w t hout Policy 0 <<< Zone without policy configt

<shipped>

No Zone-pair found 105 <<< |If no zone-pair configured
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