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Sew 200 L2906 NFVIs .iso Lyl wlos 306 0 8J IUpdle Ios spdo 1Usue9d lJsol w9luubo
lJzols. spdu luwwesle 030 ldu,9esdsdle Jodo 1UE>pé:

- FTP

SFTP

HTTP

HTTPS
lJpolbdole

w9os Cisco vig oJ9u s pgy9s wldpesluose IJoldse:

© 9236 12036 pugld §6/5le |edlule 9psle wiisy pouods wlduvwds (NFVI) 05936 wolbusd
CIMC.



+ Sew lu $d9u J CIMC wdasy uivwds Il gus go) 9lzos [3hs CIMC JJguosd IUs 1ghe
lJogss wluwogsle 09,6 NFVIs |JroQ9t_§J6.
* pg,96 Iuwlwss w CIMC CLI g WebUI.

IJedoule [Jpuuedpd
ouwowd Idpedyele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jebss Ideldss:

* Jpuos Jposse) wess pi9> wledloss IUsuesd ewn HTTP [Us IP 1Jglue wblé CIMC

* 1Jizo;6: ENCS5412/K9

. ool IJosulez IJeloe J CIMC: 3.2(14.19)
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UEFI.
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gl CIMC Jol). olds pu luoel slisel B §p6 oyose 1o poss. 903l o) luvluws Jive sop
cuunsbol wule gds b)s 96 COLSW 23536 pESUS.
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v Actual Boot Devices

v CD/DVD
Cisco vKVM-Mapped vDVD1.22
Cisco CIMC-Mapped vDVD1.22

v HDD
SSD
HDD Slot 0
Cisco vkVM-Mapped vHDD1.22
Cisco CIMC-Mapped vHDD1.22

HDD Slot 1

1296 1 - peld lpy 1Jeposs o 9lzos Idpuueese Idyuusess (GUI) J CIMC w9 UEF

I3l Jp sop wibsb ls yuse pg VKVM 9 CIMC. s p welod 2038 [Joposs 030 95wp luweésle
IJzoly IJelde s @lisps oyose Idopoess Jdwposs (JJuo9yo 1: 030 os SSD)

oSy ldupos> pg UEFI
IJoble IJiuwlus J ENCS

ob,l Jogs, lguegsle CIMC Jodssy ley wposs UEFI gJs Izoj6 ENCS. szo wéss) lesl
BootOrderRules [Js "¢s) pedp" gus wpdsu lJoposs IUleu. Vs gldé wessy BootOrderRules
£Js €5, pedp Sop CEss o) 1Joposs B $lises |esh BIOS. guspl sup covse uble
ouvgsd Vs 9uoe IJeposs IJleu: sboj gsly wposs UEFI IUzsss Juble IJouvgsd oddlssl
B leds lises Isle) wppsd wble 1JbEl slIlz Iipsluvs (BIOS). Joposs uble IJoubgsd



Jogssy BootOrderRule gJs €5, pedpe:

DEVICE# scope bios/advanced

DEVICE /bios/advanced # set BootOrderRules Loose

DEVICE /bios/advanced *# commit

Changes to BIOS set-up parameters will require a reboot.
Do you want to reboot the system?[y|N]

suuole Catalyst 8000 uUCPE

eJs Izoj6 Catalyst 8000 UCPE. spdud wéss) lesble o) IJeposs po CIMC gus wpdso
secure-boot.



Boot Order 3~

Name

| | UEFIMAP

|' UEFIOS

lJuo9,6 2 - pold ilpJ lJoposs po 9lzod IUpuwegsp IUyuusess (GUI) 1Jgluos wozrs Ideede Bs bblho IJosdd (CIMC) pg UEFI

* 89S UESSU Leyd Jo lJs wuunsb UEFIMAP 9,0 b 09,6 lJposd wouwsh
lJogisy oll.

* S90S LESSU U6 J9236 wede Jogs Idpudlese 9lUsrs9 9ldplaw IUs cusbsb

UEFIOS 5,0k 09,6 Idpuosd waumsh IJegise o3l e 2led peud IGlue eds
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10.82.227.88/24
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12906 3 - pold Iyuwe IJegbslbs Jdpt bl

ould |pIdluss 9,09d LU 038U IJpsdesy. ould gbe HTTP suuow eds IJpewuwds 80 slgd
PRSI IJdpws9o) Iduiguas. sedo Jebe CIMC IUsosd Ids Idpuosad Idwgso.

Couse wibslb (09,8 puosd NFVIs gu) 9lzoé Lulbo, 1Ul9le,
(CLI) J CIMC

1U¢9s 1. $p wouisd w098 NFVIIJebdyws eds IJpuosd IJogss pu uodz6 Lase
lJ2lood wouisd oolpz Cisco Software.

lJgb9s 2. ywed 1J>¢9d |Js CIMC g Idlouold 1,8,
lJglo9s 3. pu IJ9er6 IUb,s6: luwdd Ids ublg wibsb Lo9,6 IUp oS!

<#root>
DEVICE# scope

host - i mage- mappi ng

DEVICE /host-image-mapping #

IJ¢b9o 4. eds o3l IJubl@ Bp wouisd 1Juo9y6 pu Idpuosed IJogso:


https://software.cisco.com/download/home
https://software.cisco.com/download/home
https://software.cisco.com/download/home

pdlzbo: ldugwes Jodl Idsdsd: seess Idpuosyd Idegss eds pJwd Cisco NFVI
4.15.31S0 IJ5s wp wuisdo 9p099) euy w9w9ded HTTP. spdud wessu wogy 1ISO
V9 9lJgle wesswol.

<#root>

DEVICE /host-image-mapping #

downl oad-i mage http 10.24.57.179 Ci sco_NFVI S-4.15. 3-FCl.i so
Username: admin

Password:
Image download has started.

SpJdu 1ozl po wdse IJudd oluwegsle 1Uie, show detail:



DEVICE /host-image-mapping # show detail
Current Mapped Image : None
Host Image Status: "Downloading ..Please wait: 2.9%"

o wuisd IJue9,s wldded: sop 0o suwlds oldss:

DEVICE /host-image-mapping # show detail

Current Mapped Image : None

Host Image Status: Image Downloaded and Processed Successfully
DEVICE /host-image-mapping #

DEVICE /host-image-mapping # show filelist

Index Name

1 Cisco_NFVIS-4.15.3-FCl.1iso

1J21o96 5. gds IJubld o wor §p wogssu IJues)d Idelbdscs IJos uvsope wowseol:

<#root>
DEVICE /host-image-mapping #

map-i mage G sco_NFVI S-4.15. 3-FCl.i so

Please check the status using "show detail".

DEVICE /host-image-mapping # show detail

Current Mapped Image : Cisco_NFVIS-4.15.3-FCl.iso

Host Image Status: Image mapped successfully, set CDROM as the Boot device.

IJgbb9s 6. luwdd lJs wbl g BIOS 9z3» ifJ IJoeoss Jlousle pz,yd IUIG,1uo 1Ubloys 1Uss sop
WVso wepsd IUuo9ye Jgolj IJwposs IJleJ:



pdlelbs: weops Gsp les 1Jopos> eds Idlzess. Jeis> pu ldpedssle lze Suwe lzess
lJoposs.

<#froot>

DEVICE# scope

bi os

DEVICE /bios #

set boot-order CDROM Vi rt ual - CD, CDROM Cl MC- VDVD, HDD: SSD, HDD: HDDs| ot 0

To manage boot-order:

- Reboot server to have your boot-order settings take place

- Do not disable boot options via BIOS screens

- If a specified device type is not seen by the BIOS, it can be removed
from the boot order configured on the BMC

- Your boot order sequence can be applied subject to the previous rule.
The configured 1ist can be appended by the additional device types



seen by the BIOS
DEVICE /bios *#
DEVICE /bios *#

show det ai |

BIOS:

BIOS Version: "ENCS54_3.06 (Build Date: 05/04/2022)"

Boot Order: CDROM:Virtual-CD,CDROM:CIMC-VDVD,HDD:SSD,HDD:HDDsTot0
FW Update/Recovery Status: None, OK

Active BIOS on next reboot: main

UEFI Secure Boot: disabled

Password: %%

IJglog6 7. Iz 8o IJodosu sles wepsd 1Jzols.

<{froot>
DEVICE /bios *#
comnmi t

DEVICE /bios # top
DEVICE#

scope chassi s

DEVICE /chassis #

power cycle

This operation can change the server's power state.
Do you want to continue?[y|N]y
DEVICE /chassis #

oY Epdsd lJovuse ues lebé Idogpesd pl s@v pu 30 1Js 60 595.96.

lJgb9é 8. wes 1Jupld IJovwse: §p wldele vessu 1Uuo9)6é.

<#root>
DEVICE# scope

host - i mage- mappi ng

DEVICE /host-image-mapping #

unmap-i mage G sco_NFVI S-4.15. 3-FClL. i so

DEVICE /host-image-mapping *#

conmi t



DEVICE /host-image-mapping # show detail
Current Mapped Image : None
Host Image Status: Unmap successfull!!!

OULUSY CESSU U290 puosO NFVIs g, WebUI

IJgogs 1. ywed 1U>¢sd IJs CIMC.

CIMC-Training
Cisco Integrated Management Controller

Version: 3.2(14.19)

IJuo9,o 4 - guluvs ogwzsd 1Usgsd IJs CIMC

lJglogs 2. Vs J9go IJoowz: lud) eds Blisps zouwwo.



A / Chassis / Summary

Chassis ./ .
Server Properties
Summary
Product Name: ENCS
Inventory
Serial Number: FGL223781BV
S PID:  ENCS5412/K9
Faults and Logs UuUID:  706D15A0-0C14-0000-199F-263B4498D293
BIOS Version: ENCS54_4.00 (Build Date: 04/04/2024)
CompU[e Description:
_ Asset Tag: | Unknown
Networking
Storage
Admin 4 Chassis Status

[ = IR Cdmdm s . TN

1Ju29,6 5 - 1Juodzs Il el uoss wes ouwesd 1Usgsd (/chassis/summary)

A / Compute / Inventory

Inventory BIOS Remote Management Troubleshooting Power Policies Host Image Mapping

CPU Memory PCIl Adapters Cisco NIM Modules TPM

CPUs
Socket Name Vendor Family Number of Threads Version S
CPUA Intel Xeon 24 Intel(R) Xeon(R) CPU D-1557 @ 1.50GHz 15

1Ju29,6 6 - eJlps wusse wibsb o906 lUpuosd (lcompute/host image mapping)

IUgss 4. p0 IJuod2s Idpesus Juosys IJeuosd: lud) B98 Iuol9s Log)s. sdue prwe 29b
>8> lopo IJ spled peld:



Server Type:

Server IP Address:

File Path:

User Name

Password:

1Ju29,6 7 - pywg 1deol Idpow e

HTTP
10.88.247 .88
lete/Cisco NFVIS-4.15.3-FC1.iso

admin
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IJgloo oldglse
. HTTP

- HTTPS
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IJlywp IJs o9

JJpd 1Jpu9) 1JEluos wluwe IJpumwedse.
PasswordField ]
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IJo96.
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f /| Compute | Host Image Mapping

Inventory BIOS Remote Management Troubleshooting Power Policies Host Image Mapping

v Host Image Mapping Information

Status  Image mapped successfully, set CDROM as the Boot device.

Mapped Image  Cisco_NFVIS-4.15.3-FC1.iso

Current Mappings Selected 0/ Total 2 {3 ~
Add Image Unmap Image
Image Name Image Size MD5 Checksum Last Modified Time
O Cisco_NFVIS-4.15.3-FC1.is0 2706950144 Sae164ad295de325dbbd TaifbbGco0e? Wed, 11 Jun 2025 20:31:15 GMT
() Cisco NFVIS_Upgrade-4.7.... 438254629 b53446f1b45301282aa2e6396d06d63e Fri, 21 Oct 2022 14:04:00 GMT

1Jue9,6 8 - edlps Idowsse wilbslb (09,6 1dpuosy wes wujsd IJuesss

Sop wesSu IJues)s sueesdel eds perd IUIG,ILo 1dbloss 1Elue w9238 wede USB. spdu lu
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cisco

A / Compute [ BIOS

Inventory BIOS Remote Management Troubleshooting Power Policies Host Image Mapping

Enter BIOS Setup | Clear BIOS CMOS | Restore Manufacturing Custom Settings

Configure BIOS Configure Boot Order Configure BIOS Profile

BIOS Properties

Running Version ENCS54_4.00 (Build Date: 04/04/2024)
UEFI Secure Boot | |

Save Changes

¥ Actual Boot Devices
¥ Configured Boot Devices ! -

¥ CDROM v CD/OVD
Virtual-CD Cisco vikVM-Mapped vDVD1.22
; X i
CIMC-VOVD Cigco CIMC-Mapped vDVD1,22
¥ HDD ¥ HDD
S8D HDD Slot 0
H lot 1
HDDslotd DD Slo
Virtual-HiF D 85D
CIMC-VHDD Cisco vKVM-Mapped vHDD1.22
HDDslot1 Cisco CIMC-Mapped vHDD1.22
¥ FDD ¥ FCD
IntFlash Internal Flash
Ci KWVM-M d vFDD1.22
Virtual-Floppy isco v apped vl
EFI Internal EF1 Shell

UEFI Image Map

Configure Boot Order

[Juo9,0 9 - odosu edlpsd [Jowssy i,oJ lJoposs (/lcompute/bios)



pdleks: gds uwosd Idpeld: odou Iuegrs Idos e cessuel 092926 eds IUguwlsb
IJblo,s6 J CIMC CDROM. Isd 9 08 Jg wlislo KVM CDROM IJblo,s6 9JJo wlbyl Jgse
929> Ubse WIS o030 IJpuwlzs o §9p CIMC Logpsd lJyuwlsb IJoldss Idpwlzs.

IJeb96 8. ol po wdoso ey Idopess IJuorse: wors izess IUblo,ss Ipesws woluwbs
VKVM 9 CIMC W lJlgds: wsupl w9z gumlisb 1o poss Vs Idpdly IJelde: Wozs x Jezydle
Il 8,loo 1Jp5956 w3118 pLoLIES pu pdsule Lodus (SSD) 9 perdle IUIE,luo IJoluws (Bs
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Basic

CDIDVD ¥ CD/DVD
HDD () Cisco vKVM-Mapped vDVD1.22
FOD O Cisco CIMC-Mapped vDVD1.22
() UEFI Image Map . ¥ HDD

O ssp

(O HDD Slot 0

() cCisco vKVM-Mapped vHDD1.22
(O cisco CIMC-Mapped vHDD1.22
(O HDD Slot 1

v FOD

s

lJu09,6 10 - )0 1ol Idpuwed

IJglo96 9. lp bbb IJogss)le sles ouvgsd IUghe.

A / Compute / BIOS

Inventory BIOS Remote Management Troubleshooting Power Policies Host Image Mapping

Host: Powered On |

Enter BIOS Setup | Clear BIOS CMOS | Restore Manufacturing Custom Setlings Power Off

Configure BIOS Configure Boot Order Configure BIOS Profile

. Hard Reset
BIOS Properties

Shut Down
Running Version ENCS54_4.00 (Build Date: 04/04/2024)

UEFI Secure Boot

I Save Changes |

IJue9,8 11 - edleé lJowssy le,y IJoposs
o9 Epdsd lJovuse ves lghs Idogpsd el s@)v pu 30 1Js 60 585.96.
IJgb9s 10. wes Idopld lJoouso: e vouwesd 1Usgsd p6 18,8 1Js CIMC 9i5J wessu

29,6 B gdlpd IJowdse wessSu u29,6 Idpuosd wuesss 1Jue9ss sldud) W9l IJgle
wessu IJuey,sé.



A / Compute | Host Image Mapping

Inventory BIOS Remote Management Troubleshooting Power Policies

* Host Image Mapping Information

Status  Image mapped successiully, set COROM as the Boot device.

Mapped Image  Cisco_NFVIS-4,15.3-FC1.iso

Current Mappings

Add Image Map Selected Image

Image Size

Delete Selected Image

Image Mame MD5 Checksum

Cisco_NFVIS-4.15.3-FC1.iso 2706950144

{0 Cisco_NFVIS_Upgrade-4.7.... 438254629

Sael164ad295de325dbb4 TadfbbGealer

b53446f1b453e1282aa2e6306d06d63e

Host Image Mapping

Selected 1/ Total 2 {3 ~

Last Modified Time

Wed, 11 Jun 2025 20:31:15 GMT

Fri, 21 Oct 2022 14:04:00 GMT

IJue9,6 12 - |Jéle wessu IJue9,6 B edlps ousse wibsb o906 IUpuosd

Sup &ue 030 ldpedyple wgs ol Idlg)le:

- ]
-)- CISco

A / Compute / Host Image Mapping
Inventory BIOS Remote Management

v Host Image Mapping Information

Status  Unmap Successful!!

Mapped Image None

IJu29,6 13 - edles IJowgse wessu w296 Idpuossd wg> Unmap

NXK

Troubleshooting

Power Policies Host Image Mapping

wpTd Igoelc IJocwse: spdoud 1J9ue9d [Js NFVIs CLI o) o3 9236 wedpe lJpeldzo
IJey 556 (19 e Idbbys88 ldouwd uwdsé g Idubeds 1dpzdsé (LAN) oo CIMC CLI)

luwodsle wslole Idlgw el 1JIG el o so:



pdlz b6 Lslole Il els Il el oss J NFVIS os admin Jlw e I poueés e
UGl uos 9SAAMIN23# Jddes 1,0, IJIBe,l oss.

lweduiuld IJlgble gl oJlzol

+ sl ep erup suwlds IJgbl "bde Luss” wes IJod) 998 1ds) cuisd $9uos wldozdd pu
o 1Jghe IJwgss Jase pigs Idesuosd Ideolz JJwisesdsd IUpblus.

o 3l Ilo "gbol IJoosd512 sozs Ipelads 06 18,8" sop &up tbllcule gpdss IJow s
903l sgus i IJlouoldle wso CIMC gldeuos Ideess Jl wgpd wuvdd woese. Id)zle
IJozdd pu ledluss 1J9uo9d gws Idpduun 3 Idluveésle 19 pelads [uuagsle wog ¢lp
peodV Spduo 3006 IJuo9,)0.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



