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https://www.cisco.com/c/en/us/td/docs/routers/wireless-wan/Cisco-Catalyst-Cellular-Gateways/b-cisco-catalyst-cellular-gateways-hig/m-overview-Cisco-catalyst-cellular-gateway.html

o Jl o960 Jdoegdpe Vs Idesd g
* username: pw99J
* JJpé 1Jpu9t ILhSe IJouwdunds JJeols

23> p98¢8 11dp IJouwdumds JJzob wldols, s Iuvdd 19z36. wbo, lsuol Jops wumdund
e ldogugsd. wbo, odo IU,uwlJé:

Device is using default day0 password: XXXXXXXXXXX

1Js,o9d JJs CG522-E py ¢JIJ SSH

SpIJu 1J9uo9d |Js CGO22-E oy ¢JIJ SSH g, 9lzod IUb w96 2 pu pead/p9zo. olds py
oeSssu uslu IP JJslzos slgd Iduveds 18,886 192.168.1.X 2o wp wesSu udlyu IP
JJglzos IJl el sse CG522-E gJs 192.168.1.1.

eJs zols 1Jesvosd (Ipesdlesz0) Bp wodsse 1Jisle, IJolss:

Switch# configure terminal
Switch(config)# interface

Switch(config-if)# no switchport
Switch(config-if)# ip address 192.168.1.2 255.255.255.0
Switch(config-if)# exit

Switch(config)# exit

Switch# ssh -1 admin 192.168.1.1
Password:

b CG522-E. IJpg ol 1wl wsé os:

* eu9ly IP: 192.168.1.1
* username: p_w99J
* Jded 1deiss LG ldouudunds Jdzoly

23> 098¢ 1Ldp IJouwduwds JJzols wldols; [Js Iuwdd 1Usess. wlbo, ls ol Lops wuvduwd
e ldogvgsd. wbo, 030 Id)ywldé gds 9236 IJwgde:

Device is using default day0 password: XXXXXXXXXXX



odpse: lue sywebse SSHslgd SVI po pele wes SSHslgd IJ CG522-E pg 030
IJb,s86¢ popl Iy SVI Jsuw JIW |y szad IJ CG522 gzol; Iy ods. lue suwgs
owopue lJL2 9L sopu 19uods Bhu pu IJ CG522-E.

OESS) JJpd 1Jp,9)

ol 16 00l 9258 bbb sé JJwedp I9 SSH puds. £syw IJ username 9JJpé oo |J CG522-E o o3l
o,

CellularGateway# configure terminal
CellularGateway(config)# aaa authentication users user admin change-password old-password



w8 LuWds) 030 IJisle) Jligb Ipbldule:

Value for 'old-password' (

) = dedededededefeek

Value for 'new-password' (

)  YeYedevevevee N

Value for 'confirm-password' (

Js9ss g2 Idedssu IJehhs wuvgsdo

Bp wouvgsd 03l 1Jle, Jeruo Iedsss Izhs wubgsdo J CG522-E:

CellularGateway# show running-config

JSsVI9S6 &y 986 wyuleg CG522-E Jrs
o0 I od )86 CG522-E §od IUlpuegsle.
Iwegse 03l IJlz)le Jogpsd luosh IJusulee CG522-E 9o, dswo.

* lewod edss ebe TFTP lod Jdsuosd: slouwe wo9,8 Idesulez eds 1Jghe: ol oo lo
IJ390le 1Jp92956 eds IJpdW wpdu puwegses TFTP IUezosdsu pu IUsuesd IUs
IJpJb.

Jdzuosd gds vdsd odssu yiled Jouisd Iduslpz soowsooli o8, oul.

loJle $p woldss [Lool, CG522-E:

CellularGateway# show version


https://www.cisco.com/c/en/us/support/docs/routers/catalyst-cg522-e-cellular-gateway/222713-upgrade-cellular-gateway-and-modem-firmw.html

Active image

Product name = Cisco Cellular Gateway

Build version = 17.04.01a.0.211.1608270185. .Bengaluru

Software version = 1.0.0

Build date = 2023-08-08_23.41

Build path = /sanl/BUILD/workspace/CCO_c174_throttle_EIO/base/build_eio
Built by = aut

Firmware info
Uboot version = 2018.03-7.1.0-cwan-0.0.16
Uboot date = 10/06/2020

Last reboot reason = SoftReset

w3 3JY lguegsp o3l Il le:

CellularGateway# gw-action:request software upgrade
tftp://192.168.1.2/cg-ipservices-17.09.04.SPA.bin

System is about to download and install the selected software, Continue? [no,yes] yes
Software successfully upgrade

CellularGateway# gw-action:request system reboot
System is about to reload, Continue? [yes,no]



pdlzbo: Vs 03l lJuwsulisy swp luvedsle IUpzad Jebhe TFTP. IULoolb 1UElue
wueeo IJuslpz 929> W o3l IJhoulb IJobsws.

Jsds6 £)02 [Buwle 1ue9,8 sldowssd wsuvol:

CellularGateway# show gw-system:system partition
Primary Image

Partition = image2

File name = cg-ipservices-17.09.04.SPA.bin
Version = 17.09.04.0.0.1691563291. .Bengaluru
Build Date = Wed Aug 9 06:41:31 2023

Install Date = Sun Jun 4 02:03:23 2000

Boot Status = Boot Successful.

Backup Image

Partition = imagel
File name = cg-ipservices.17.04.01a.SPA.bin
Version = 17.04.01a.0.211.1608270185. .Bengaluru

Build date = Fri Dec 18 05:43:05 2020


https://software.cisco.com/download/home/286326885?catid=268437899

Fri Jun 22 11:13:59 2018
Boot Successful.

Install Date
Boot Status

CellularGateway# gw-action:request software activate

System is about to reload, Continue? [yes,no]

IJezdd po PID 998¢ IJovgsd 9lJ31d,6 9zee 31,6 1JSJl i

oo lJpgdsple IJp 9208 095506 2ol JJozdd eu IJe9ldd 9luwe Juuldd 1Jigble gluadlzol.
JJdeuesd eds sdsd luwedgilos 1JIgble 9l odlzol CG522-E 14,8, 89§ o3l IULhoulb
|, !C’l E &U!S .

CellularGateway# show gw-system:system status

SYSTEM INFO

Platform PID = CG522-E
Product Serial Number = FGL2504LB7Y
System Up Time = up 15 days
Current Time = Thu Aug 24 22:37:22 UTC 2023
Current CPU Usage = 5%

RAM

Total Memory in KBytes = 993852
Memory Used in KBytes = 557760
Memory Free in KBytes = 436216
STORAGE

Disk type = Bootflash
Disk Size in KBytes = 999320

Disk Used in KBytes = 88944

Disk Available in KBytes = 841564

Disk Used Percentage = 10%
TEMPERATURE

Ambient temperature = 53 deg C
Power source = AC

B2 pedvele 1Ulzoss

Ipedsele IJpde6 00l pd$36 23l JJezdd pu IJesldd sluved sl Il ble sluadlzol.
JJzueod eJs sdsd luwedunlad 1Jigble 9l odlzol CG522-E. 16,9, 398 o3l IJLoulb
lJogvgos.
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CellularGateway# show cellular 1 hardware

Modem Firmware Version = SWIX55C_01.07.13.00 000000 jenkins
Device Model ID = EM9190

International Mobile Subscriber Identity (IMSI) = XXXXXXXXXXXXXXX
International Mobile Equipment Identity (IMEI) = yyyyyyyyyyyyyyy
Integrated Circuit Card ID (ICCID) = zzzzzzzzzzz77777772ZZ

MobiTle Subscriber Integrated Services Digital Network Number (MSISDN) = XXXXXXXXXXX
Factory Serial Number (FSN) = yyyyyyyyyyyyyy

Current Modem Temperature = 43 deg C

PRI SKU ID = zzzzzzz

PRI Version = 016.006_004

Carrier = GENERIC

OEM PRI Version = 001.002

Modem Status = MODEM_STATE_NETWORK_READY

IJozdd pu louald eduwe 1dgpd
cuupe Jd 030 IUpgdsple wopass APN 1 e, 9216 2duws IJgpd el lUs 5J9.

031 peld £ 2lJo eduws gad £) pouods:

CellularGateway# show cellular 1 connection
Profile ID = 1

APN = broadband

Connectivity = Attach and Data

Session Status = Disconnected

Call end mode =

Session disconnect reason type = (0)
Session disconnect reason = (0)

Cellular Interface = 1/1

Backoff timer = NOT Running

Back off error count = 0

Back off timer index = 0

Back off timer array (in minutes) = 0111 15 10 15 30 60
Period of Backoff = 0 minute(s)

o3l pold gds glds gduws loold:

CellularGateway# show cellular 1 connection
Profile ID = 1

APN = broadband

Connectivity = Attach and Data

Session Status = Connected

IPv4 Address = x.x.Xx.X
IPv4 Gateway Address = y.y.y.y
IPv4 Primary DNS = z.z.z.z

IPv4 Secondary DNS = X.x.X.X

Tx Packets = 6821, Rx Packets = 6
Tx Bytes = 1301756, Rx Bytes = 888



Tx Drops = 0, Rx Drops = 0
Tx Overflow Count = 0, Rx Overflow Count = 0

IJo288 pu pedsele 1Usbs9

030 IJpgdyple IJpé)fé PIERSYS ,J,Jc:aéé o 19l g gl wed il I.Ji'ablc sluodlzol.
JJzuosd gds sdsd luwedilw Iz ble 9l odlzol CG522-E. 16,9, 998 o3l Lo ulb
|, !C’l E &U!S .

CellularGateway# show cellular 1 radio
Radio Power Mode = online

Radio Access Technology(RAT) Selected = LTE
LTE Rx Channel Number(PCC) = 0

LTE Tx Channel Number(PCC) = 0

LTE Band = 66

LTE Bandwidth = 20 MHz

Current RSSI = -60 dBm

Current RSRP = -94 dBm

Current RSRQ = -14 dB

Current SNR = 2.8 dB

Physical Cell Id = 119

Network Change Event = activated LTE

CellularGateway# show cellular 1 radio-details
Carrier Aggregation Status = Disabled

LTE RX Channel Number (PCC) XXX

LTE TX Channel Number (PCC) yyy

LTE Band = 66

LTE Bandwidth = 20 MHz

PCC CA information:

LTE band class = 66

E-UTRA absolute radio frequency channel number of the serving cell = 0
Bandwidth = 20 MHz

Physical Cell Id = 119

Current RSRP in 1/10 dBm as measured by L1 -94 dBm
Current RSSI in 1/10 dBm as measured by L1 = -63 dBm
Current RSRQ in 1/10 dBm as measured by L1 -12 dB
Measured SINR in dB = 3.8 dB

Tracking area code information for LTE = 31891

5G CC information:

Current ENDC RSRP in 1/10 dBm as measured by L1 -101 dBm
Current ENDC RSRQ in 1/10 dBm as measured by L1 = -14 dB
Measured ENDC SINR in dB = 4 dB

Suinss eedsele Izsd Igleuw CC IJS luvepsle 1Jzsd 1Jeleuw. wesue IJubld 1Jeess 2lds!
lovegslp LTE 9dJu Jzols NSA: swp weass ubl@ LTE cuvow 830 9295 2yJd p)9) O 030
lJpeldls 1Jpee>r6.
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IJozd8 pu luwe 08b6 1dsue9d 1UgJssé (APN) sodssyo
9el6 pl Iy CGH22-E 3yl eds wdssu APN wdilissl vule gds SIM [Ugluo wo. o3l Idlg)le

09 J S50 oid§) pJO og)sW APN gubb. Vs weLo Uiadg. ould gl Jodssy pdwd
o)W APN elow.

CellularGateway# show cellular 1 profile

PROFILE ID APN PDP TYPE STATE AUTHENTICATION USERNAME PASSWORD
1 Broadband 1IPv4 ACTIVE none - -
2 ims IPv4ve INACTIVE none - -

JsI9s6 wd9su APN oo 0!

CellularGateway# configure terminal

CellularGateway(config)# controller cellular 1
CellularGateway(config-cellular-1)# sim slot <# of sim slot in use>
CellularGateway(config-slot-0)# profile id <#> apn

pdn-type IPv4v6 authentication

username

password

CellularGateway(config-slot-0)# attach profile <#>
CellularGateway(config-sTot-0)# commit



odpse: :JI cobde veuo vl IJsuosd (APN) Idpol> 96 ppl SEUS Iwe JI w9z cleo
Jozsss s puolb 36 13l Jp oI ould 2lzs IJsol. peld: pgyd pdud IJog s <#> apn
pdn-type IPv4v6 <— o3l I, LolJg.

Js 856 |1Js pJd o sd APN:

CellularGateway# config term

Entering configuration mode terminal

CellularGateway(config)# controller cellular 1
CellularGateway(config-cellular-1)# sim slot 1
CellularGateway(config-sTot-1)# no attach-profile 1
CellularGateway(config-sTot-1)# no profile id 1 apn broadband
CellularGateway(config-sTot-1)# commit



edlglbs: Jl w9zs puolb 96 plodewé J LTE.



pdlebs: wobdo Jiyds Verizon oy osidsy eJs IJIEJ: pJd wg s oyl (g6 ol
sJ9o VZWIMS 1 IMS) 90J0 wg)rs wslule/lBe,lios. oolbdo AT&T pJud og s
9lz> Vb e 1Jzles JJoslule/pddle IJog s IUIGG,)losé 99 0s3le 1)l
(IJobly 1Jo)sss 1Jgysuo).

oJ9su Bopé SIM IJlwluss 9lsle, wely; Wy SIM

Bp wouvgsd odo 1Jigle, Jorss> Bogs SIM I ul ussd slowopsle 938 i G welsy Suvd
SIM. spJu IJegde eds IJlgbld s9s! Jogsss Wozo SIM IUluwlgwss o6 13)s.

CellularGateway# config term

Entering configuration mode terminal
CellularGateway(config)# controller cellular 1
CellularGateway(config-cellular-1)# sim primary-slot <0/1>
CellularGateway(config-cellular-1)# commit

Commit complete.

CellularGateway(config-cellular-1)# end



CellularGateway# config term

Entering configuration mode terminal
CellularGateway(config)# controller cellular 1
CellularGateway(config-cellular-1)# sim max-retry 5
CellularGateway(config-cellular-1)# sim failovertimer 7
CellularGateway(config-cellular-1)# commit

Commit complete.

CellularGateway(config-cellular-1)# end
CellularGateway#

Vo Idwlpz IJelows JJp9sp CG522-E 9o dgsyol
Iowegse o3l IJlg)le Jogpsd luosh Idusolez IJelow oo 0930 CG522-E 90,8 swo.

* lzued gds ebe TFTP Glod Jdsuesd: slouwe wessé Idwsulee eds 1Jghe: 9olds pu o
IJis90le 1Jp9z9:8 eds IdpdB wpdu pumcses TFTP IUpzosdso eu Idsuesd 1s
IJpJus.

* Op vlouble sydsd Bes Jleeuslb Lldo,ulez IJoloo JJesse.

* Bp woldss IUwolez IWelos Iduozse IJdlse eds 2led wblds SIM (spdu &r000 B
w2926 Luyulep).

o logwg pdole Iduslez IJelows (.cwe 9.nvu) [Js 03l 1UsJsJ.
Jdeuesd eds ddsd wosisé uulpd Joujsd Idu)lpz IUelows goouswol: [69, oul.

Iowegse Idlg)le bolo:

CellularGateway# gw-action:request file download tftp://192.168.1.2/EM9190_01.07.13.00.cwe create_dir

INFO: Created folder

INFO: Accessing file EM9190_01.07.13.00.cwe from tftp://192.168.1.2/EM9190_01.07.13.00.cwe
INFO: Please wait while the file is being downloaded to /flash/

/EM9190_01.07.13.00.cwe
file received /flash/

/EM9190_01.07.13.00.cwe size(Bytes): 88960399

CellularGateway# gw-action:request file download tftp://192.168.1.2/EM9190_01.07.13.00_GENERIC_016.006_


https://software.cisco.com/download/home/286329294
https://www.cisco.com/c/en/us/support/docs/routers/catalyst-cg522-e-cellular-gateway/222713-upgrade-cellular-gateway-and-modem-firmw.html

INFO:

Directory already exists
INFO: Accessing file EM9190_01.07.13.00_GENERIC_016.006_004.nvu from tftp://192.168.1.2/EM9190_01.07.13
INFO: Please wait while the file is being downloaded to /flash/

/EM9190_01.07.13.00_GENERIC_016.006_004.nvu
file received /flash/

/EM9190_01.07.13.00_GENERIC_016.006_004.nvu size(Bytes): 69051

CellularGateway# cellular 1 upgrade firmware

I9le) JJo2dd pu 2lds Idwlee IJelows:

CellularGateway# show cellular 1 firmware
Firmware Activation Mode = AUTO
INDEX CARRIER FW VERSION PRI VERSION STATUS

1 GENERIC 01.07.13.00_GEN 016.006_004 ACTIVE

CellularGateway# show cellular 1 hardware

Modem Firmware Version = SWIX55C_01.07.13.00 000000 jenkins
Device Model ID = EM9190

International Mobile Subscriber Identity (IMSI) = XXXXXXXXXXXXXXX
International Mobile Equipment Identity (IMEI) = yyyyyyyyyyyyyyy
Integrated Circuit Card ID (ICCID) = zzzzzzzzzz77777727277Z

Mobile Subscriber Integrated Services Digital Network Number (MSISDN) = XXXXXXXXXXX
Factory Serial Number (FSN) = yyyyyyyyyyyyyy

Factory Serial Number (FSN) = 4H0355006001A1

Current Modem Temperature = 43 deg C

PRI SKU ID = 1104703



PRI Version = 016.006_004

Carrier = GENERIC

OEM PRI Version = 001.002

Modem Status = MODEM_STATE_NETWORK_READY

pdlzbos: Bs 03l 1wl sop luueesle p2od Iduveds Jgbe TFTP. JuoWbes

IUesolez IJeloe ol 09 el Lo s s

JsWso lehbo Jooub 1Jpe9s e

Jlcpuwe lghs vessu IUpsse s pzeses cdssole. ogpd lehs IJoubésd.

CellularGateway# cellular 1 modem-reset
cellular_modem_reset :


https://software.cisco.com/download/home/286329294

sedod lsuol luvepsle I9le, AT Jlghs Lowlo 1Jpsse.

CellularGateway# cellular 1 modem-at-command
at!reset



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



