od9sy Thousand Eyes - 9dsJ Enterprise
JJicJJb,oé IJl_wlwsé ASR1k 9 ISR4k 9 CATSK (
Docker Install )

lJpzogslo

[NFXIYY

lpclodole Ll wlw.sé
lewlo ol
lledoule | D06

wouso ISR4KS Docker
wouso ASRIK Docker

woouse Catalyst 8K Docker

wJo.sy, Catalyst 8200
wJasy, Catalyst 8300
~Jo.sy, Catalyst 85001

|Jp 95006
Suod 03l 90888 Jsd Iy subdJ IJBEyes gJ.s cisco I0S-XE® oy 06.

IJpobdole 1wl guss

lJeobdolo

w9u2s Cisco wldezdd pu ldpobdole Vs wylwo 9elisd ThousandEyes:
9996 | Jog p 1 JLd

lJpdovlo Idpuwespd
ouvows Idpedspele 1Jgle WBs 03l Idpuwows IUs pozole wluwegsle Cisco IOS-XE.

op louvle IJPEJ_SP'U |,J3|_).>o Os o3l IJp e pu I.Jlao_)o 1J 092926 WS wSiS6 pgpdso gluoo.
u>|u apse Ulao_,o U,ouuua)roo ds 03l |Jr0u.Uuu) uu-J_9..5u ,orouu_ga (Idquuos) Bl Jlpo


https://docs.thousandeyes.com/product-documentation/global-vantage-points/enterprise-agents/installing/cisco-devices#support-matrix

oowse ISR4KS Docker

lJ¢logs 1.

Bp wouisd gpsd IJIGEyYes oo https://app.thousandeyes.com (o peu |J8lspes 93Jle Cloud 9
Enterprise > |gsble [J9dsd > |uolWo 9dsd Enterprise zas> > [ woolvs wbos@ Cisco:

Cloud & Enterprise Agents > Agent Settings

Enterprise Agents

Agents otifications

Assigned to Account Group v % Addafiter ~ @
C, Search,. 7 Enterprise Agents | Add New Enterprise Agent

Add New Enterprise Agent b 4

®

Appllance Custom Appllance | Cisco Application Hosting | Linux Package Docker Cloud Templates

Account Gmup Token @ eeeesssssssnssssassssassnnnsenns & Cow

Catalyst Switches Nexus Switches | Routers @

Cisco 10S XE Docker Appliance
Catalyst 8000 Series Routers @ Download - TAR
* Browser tests are not currently supported. S50 not required.

Installation Guide

Integrated Services Routers (ISR)

* Browser tests are not currently supported. S50 not required.

Aggregation Services Routers (ASR)

* RBrowsar tasts ara not curranthe sunnored - S5N nof ranoired

IJz b9 2.

louwe pdod tar lds 31956 [Jopoess 1Jedwo (bootflash) IJgl oo wldesze. 9spdu IUSSle w3JY
e w9099 TFTP. 9 §p wouisd Ided eds pud lG)lue WJluv USB guwio IJs 31,6
lJoposs 1Jpadws JJpezo.

<tfroot>

Router#
dir bootflash: | sec .tar

24577 -rw- 186705920 May 19 2022 16:26:31 +00:00 thousandeyes-enterprise-agent-4.2.2.cisco.tar


https://app.thousandeyes.com

IJg 96 3.

e woedso Idu,olee IJgSds 10X eds IJpgzo wluwesle 1le) 10X ldozdd po 2lds 1Jgsp6.

<#root>

Router(config)#

i 0Xx

*May 19 16:40:48.485: %UICFGEXP-6-SERVER_NOTIFIED_START: R0O/0: psd: Server iox has been notified to sta
Router#

show i ox-service

I0x Infrastructure Summary:

I0x service (CAF) : Not Running
I0x service (HA) : Not Supported
I0x service (IOxman) : Not Running
IOx service (Sec storage) : Not Supported
Libvirtd 5.5.0 : Running

IJg o9é 4.

Bp woiwse IJeled 1Jpgso puvwdl eds 31956 1Joposs 1Jeddwé (bootflash) Ll uegsle [Jle,
app-hosting install appid <agent_name> package bootflash:<file.tar>.

<tfroot>
Router#

app-hosting install appid | SRAk_Agent package bootfl ash:thousandeyes-enterprise-agent-4.2.2.cisco.tar

Installing package 'bootflash:thousandeyes-enterprise-agent-4.2.2.cisco.tar' for 'ISR4k_Agent'. Use 'sh

IJglbgo 5.
Sedd pu wouse IUgpsd vuvdd Loese wluwegsle IUie, show app-hosting list.
<#root>

Router#

show app-hosting |ist

ISR4k_Agent DEPLOYED



|Jz bbgs 6.

oJ9su 9lzos puds blojs.

<#root>
interface Virtual Port G oupl

ip address 192.168.2.254 255.255.255.0
no mop enabled

no mop sysid

end

|Jz bbgs 8.

Ip wodsso VNIC Jlgweols Idobosyle.

<#root>

Router(config)#

app- hosting appid | SRAk_Agent
Router(config-app-hosting)#

app-vnic gatewayl virtual portgroup 1 guest-interface 1
Router(config-app-hosting-gatewayl)#
guest -i paddress 192. 168. 2. 10 net mask 255. 255. 255.0
Router(config-app-hosting-gateway#)#

exit

Router(config-app-hosting)#

app-defaul t - gat eway 192.168. 2. 254 guest-interface 1
Router(config-app-hosting)#

name-serverl 8.8.8.8

Router(config-app-hosting)#

end

edlebs: spdu lo sJ9u guslo IP IJglue wlJie, name-server glse slgJs 19 ¢hes J DNS.

lJglogs 7.



lesls Docker. spdu IJzue9d eds 1U)es Idpes) Idelbdse gJs https://app.thousandeyes.com
200 1d8lis 8 99Ie 1Jbodle 9ldpdmumle > leable IUsdsd > 150188 995 pdmums 2os> >
luvouols cbosd Cisco.

fdd Naw Enterprize Agani b

Appllanca Cuniom Appllance  Chico Applicafion Hoadeg  Liree Pochsge Docher Cloud Templabes

'
o
il
L
o
&
=
E
"
i
|
.9
:'\-

Catalyef Switchee HNezus Swilichkss Houbsm

lody eds ks 890 IJesu 1Juogs)é. serue 03l Lde e Idpess £8) puivd). logwe Iduwd s
sulog ldJovose gds 1dpsgo.

I9lp, w&wse Docker:

<#root>
Router(config-app-hosting)#
app-resource docker
Router(config-app-hosting-docker)#
pr epend- pkg- opt s
Router(config-app-hosting-docker)#
run-opts 1 "-e TEAGENT_ACCOUNT_TOKEN= EACGENT_ACCOUNT_TOKEN= XXXXXXXXXXXXXXXXXXXX"
Router(config-app-hosting-docker)#
run-opts 2 "--hostnane | SR_Agent"”
Router(config-app-hosting)#

start

Router(config-app-hosting)#

end

Router#
*May 30 20:10:00.282: %SYS-5-CONFIG_I: Configured from console by console
*May 30 20:10:06.980: %IM-6-START_MSG: RO/0: ioxman: app-hosting: Start succeeded: ISR_Agent started su

lJ¢logs 9.

S2dd pu o 1Jsdsd vuvb luwegsle 11, show app-hosting list.

<ffroot>


https://app.thousandeyes.com

Router#

show app-hosting Iist

ISR_Agent RUNNING

oowse ASRTK Docker

lJglbgs 1.
Ip wvouisd L@@;é lJgpsd tar oo p99¢ ThousandsEyes g¢Js 19 s ThousandsYes-
Enterprise-agent-x.x.cisco.tar.

IJ 96 2.

louwg pJ tar |Js 319,06 IJoposs IJps 9w (bootflash) 1Jgl oo wldesze. 9spdu IUBSle w3JY
) w9w9ded TFTP. 9 9p woujsd Idpdd eds peud 1G)lue WJlus USB gouuwgo IUs 319,56
lJoeoss e dwo JJeszo.

<#root>
Router#

dir bootflash: | sec .tar

16 -rw- 186705920 Sep 21 2022 15:02:21 +00:00 thousandeyes-enterprise-agent-4.2.2.cisco.tar

IJz bbgs 3.

Sp woedso Idwulpz IJeds 10X eds Ipsze wluwedle Ile) i0X sldezdd po 2lds 10gses.

<#root>
Router(config)#
i OX

Router#

show i ox-service

IOx Infrastructure Summary:

I0x service (CAF) : Running
IOx service (HA) : Not Supported
I0x service (IOxman) : Running
IOx service (Sec storage) : Not Supported

Libvirtd 5.5.0 : Running



IJs 96 4.

Ip vodwse IUglpd 1dptio puvedl eds 319,06 Idoposs 1Jesdws (bootflash) Lluwwgsle IJi,o_,
app-hosting install appid <agent_name> package bootflash:<file.tar>.

<#root>
Router#
app-hosting install appid ASR TE package bootfl ash: t housandeyes-enterprise-agent-4.2.2.cisco.tar

Installing package 'bootflash:thousandeyes-enterprise-agent-4.2.2.cisco.tar' for 'ASR_TE'. Use 'show ap
*Sep 21 16:10:12.900: %IOXCAF-6-INSTALL_MSG: RO/0: ioxman: app-hosting: ASR_TE installed successfully C

<tfroot>
Router#

show app-hosting |ist

App id State
ASR1k_TE DEPLOYED
lJglogé 5.

I wodsy 9lzod puds bloys wluwwgsle gugly IP Eluo.

<#root>
interface Virtual Port G oup0

ip address 192.168.2.254 255.255.255.0
no mop enabled

no mop sysid

end

lJ¢logé 6.
Ip wodssy VNIC Jlwoolws IJobosyle.

<#root>

Router(config)#

app- hosting appid ASRLk_TE
Router(config-app-hosting)#

app-vni c gatewayl virtual portgroup O guest-interface 0



Router(config-app-hosting-gatewayQ)#
guest -i paddress 192.168. 2.1 net mask 255. 255. 255.0
Router(config-app-hosting-gatewayQ)#

exit

Router(config-app-hosting)#

app-defaul t-gateway 192.168. 2. 254 guest-interface 0
Router(config-app-hosting)#

name-server0O 8.8.8.8

Router(config-app-hosting)#

app-resource docker
Router(config-app-hosting-docker)#

pr epend- pkg- opt s

Router(config-app-hosting-docker)#

run-opts 1 "--hostnane ASRLKTE"
Router(config-app-hosting-docker)#r

un-opts 1 "-e TEAGENT_ACCOUNT_ TOKEN=XXXXXXXXXIXXHKKKKXK
Router(config-app-hosting-docker)#

exit

|Jz oo 7.

cugssh [gwouolvs IJobosdle Jegyw Idobosd lJpuvoioes wo.

<#root>
Router(config)#

app- hosting appid ASRLk_TE

Router(config-app-hosting)#

start

|Jz bbgs 8.

Bp wotuso £psd IUIBEYes 9olds oy lue wuvl wlguegsle 1Ule, show app-hosting list.

<tfroot>

Router#



app-hosting install appid ASRLk_TE package bootfl ash:thousandeyes-enterprise-agent-4.2.2.cisco.tar

Installing package 'bootflash:thousandeyes-enterprise-agent-4.2.2.cisco.tar' for 'ASR1k_TE'. Use 'show

<tfroot>
Router#

show app-hosting |ist

ASR1k_TE RUNNING

oSy Catalyst 8K Docker

wdgsy Catalyst 8200

lJ¢logs 1.

I wouisd pdu IJgled tar pu 098¢ ThousandEyes gJs IJ9sw ThousandsYes-Enterprise-
agent-x.x.cisco.tar

IJ 96 2.

louwe pdo tar lds 1J@)ue Idelow JJzol).

<#root>
C8200k#
di r harddi sk: t housandeyes-ent erprise-agent-4.3.0.cisco.tar

Directory of harddisk:/thousandeyes-enterprise-agent-4.3.0.cisco.tar
12 -rw- 123064320 Nov 12 2022 21:35:06 +00:00 thousandeyes-enterprise-agent-4.3.0.cisco.t

15239921664 bytes total (14280880128 bytes free)
C8200k#

lJ¢logé 3.
Bp wopdsu wulez 10X 1Jgs eds 1Upszo wluwogsle 1die, i0X sldoz 88 pu elds 1Ugs eé.

<ffroot>



C8200k(config)#

i ox

*Nov 12 21:46:51.539: %UICFGEXP-6-SERVER_NOTIFIED_START: RO/0: psd: Server iox has been notified to sta
*Nov 12 21:46:52.443: %SYS-5-CONFIG_I: Configured from console by console
*Nov 12 21:47:13.866: %IM-6-I0OX_ENABLEMENT: RO/0: ioxman: IOX is ready.

C8200k#

show i ox-service

IOx Infrastructure Summary:

IO0x service (CAF) : Running

IOx service (HA) : Not Supported
IOx service (IO0xman) : Running

IOx service (Sec storage) : Not Supported
Libvirtd 5.5.0 : Running

IJg boos 4.

cdosu wbusd e9 IJuble Ilgulws IUpded. §p vedb wissle Idodsso slels cepsd
IJosIJ.

<#root>
C8200k(config)#

pl atform resource service-pl ane- heavy

C8200k(config)#

end

C8200k#

wr

C8200k#

rel oad

lJglbgs 5.

oJ9sy 9lzos puds bloys.

<#root>
interface virtual portgroup 0

ip address 192.168.2.254 255.255.255.0
exit



|J¢ b9 6.

Ip wodsso VNIC Jlgweols Idobosyle.

<#root>
C8200k (config)#

app- hosting appi d TEcat 8k
C8200k (config-app-hosting)#

app-vni c gatewayl virtual portgroup O guest-interface O

C8200k (config-app-hosting-gatewayl)#

guest -i paddress 192. 168. 2. 10 net mask 255. 255. 255.0

C8200k (config-app-hosting-gatewayl)#

exit

C8200k (config-app-hosting)#
app-defaul t - gat eway 192.168. 2. 254 guest-interface 0O

C8200k (config)#

app- hosting appi d TEcat 8k

C8200k (config-app-hosting)#
app-resource docker

C8200k (config-app-hosting-docker)#
pr epend- pkg- opt s

C8200k (config-app-hosting-docker)#

run-opts 1 "-e TEAGENT_ACCOUNT_TOKENEXXXXXXXXXXXXXXXXXXXX"

C8200k (config-app-hosting-docker)#

run-opts 2 "--hostnane TEcat 8k"

C8200k (config-app-hosting)#

nane-server0 8.8.8.8

C8200k (config-app-hosting)#

end

lJ¢logs 7.
cudbsh luvouolvs ldobosyle Jegy IJobosd IJpgvoivos wo.



<#root>
C8200k(config)#

app- hosting appi d TEcat 8k

C8200k(config-app-hosting)#

start

lJglbss 8.

Ip vudusy gpsd ThousandEyes 9oleds pU wuEsdo.

<tfroot>
C8200k#

app-hosting install appid TEcat 8k package harddi sk:t housandeyes-enterprise-agent-4.3.0.cisco.tar

Installing package 'harddisk:thousandeyes-enterprise-agent-4.3.0.cisco.tar' for 'TEcat8k'. Use 'show ap

*Jan 21 21:30:17.194: %IM-6-INSTALL_MSG: RO/0: dioxman: app-hosting: Install succeeded: TEcat8k installe
*Jan 21 21:30:41.019: %IM-6-START_MSG: RO/0: ioxman: app-hosting: Start succeeded: TEcat8k started succ

C8200k#

show app-hosting |ist

TEcat8k RUNNING

wJdgsy Catalyst 8300

lJglbgs 1.
I wouisd pdud IUgled tar oo p9 8¢ Thousand Eyes gJs IJ9sw ThousandsYes-Enterprise-
agent-x.x.cisco.tar

|Jz oo 2.

louwg pdod ar s I8 IJeloe JJzoel.

<tfroot>

Router#



di r harddi sk:t housandeyes-enterprise-agent-4.2.2.cisco.tar

Directory of harddisk:/thousandeyes-enterprise-agent-4.2.2.cisco.tar

12 -rw- 186705920 Sep 14 2022 19:02:02 +00:00 thousandeyes-enterprise-agent-4.2.2.cisco.tar

IJz bbgs 3.

e wopdsu woler 10X 1Jgds eds IUpszo wluwegsle IJley 10X 8lJozdd pu 2lJé 1gsp6.

<#root>
Router(config)#
i ox

*Sep 5 17:48:31.952: %UICFGEXP-6-SERVER_NOTIFIED_START: RO/0: psd: Server iox has been notified to star
*Sep 5 17:48:40.953: %IM-6-I0X_ENABLEMENT: RO/0: ioxman: IOX is ready.
Router#

show i ox-service

IOx Infrastructure Summary:

IOx service (CAF) : Running

IOx service (HA) : Not Supported
I0Ox service (IO0xman) : Running

IOx service (Sec storage) : Not Supported
Libvirtd 5.5.0 : Running

IJg boos 4.

oJ9su 9lzos puds blojs.

<#root>
interface Virtual Port G oupl

ip address 192.168.2.254 255.255.255.0
no mop enabled

no mop sysid

end

lJg 9o 5.
Ip wodsso VNIC Jlgweols Idobosyle.

<#root>
Router(config)#
app- hosting appid Cat8k_TE

Router(config-app-hosting)#



app-vnic gatewayl virtual portgroup 1 guest-interface 1
Router(config-app-hosting-gatewayl)#

guest -i paddress 192. 168. 2. 1 net nask 255. 255. 255.0
Router(config-app-hosting)#

app-defaul t - gat eway 192.168. 2. 254 guest-interface 1

Router(config-app-hosting)#
app-resource docker
Router(config-app-hosting-docker)#
pr epend- pkg- opt s
Router(config-app-hosting-docker)#
run-opts 1 "--hostnane C8k_TE"
Router(config-app-hosting-docker)#
run-opts 2 "-e TEAGENT_ACCOUNT_TOKENEXXXXXXXXXXXXXXXXXXXX"
Router(config-app-hosting)#
name-serverl 8.8.8.8
Router(config-app-hosting)#

start

IJg 196 6.

Bp wodssu IJie, start Jose IJobosd.

<#root>

Router(config)#

app- hosting appid Cat8k_TE
Router(config-app-hosting)#

start

lJglbgs 7.
Ip vudusy gled ThousandEyes 9oe 99 pu wULo.

<#root>
Router#
app- hosting install appid TEcat 8k package harddi sk:

t housandeyes-enterpri se-agent-4.2.2.cisco.tar



Router#

show app-hosting Iist

Cat8k_TE DEPLOYED

wJgsy Catalyst 8500L

Uz oo 1.

I wouisd pdu IJgled tar pu 098¢ ThousandEyes sJs 19 ThousandsYes-Enterprise-
agent-x.x.cisco.tar

IJ 96 2.

louwe pdo tar eds IUyue Idelee JJdzols.

<#root>
Router#
di r harddi sk: t housandeyes-enterpri se-agent-4.2.2.cisco.tar

Directory of harddisk:/thousandeyes-enterprise-agent-4.2.2.cisco.tar

12 -rw- 186705920 Sep 14 2022 19:02:02 +00:00 thousandeyes-enterprise-agent-4.2.2.cisco.tar

lJglogs 3.
Bp wopdsu wulez 10X 1JeBs eds 1Jpdzo wluweesle IUie, i0X sldeedd po 2ldé 1Ugses.

<#root>
Router#
conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

i ox
Router(config)#
end

*Sep 15 15:41:23.992: %UICFGEXP-6-SERVER_NOTIFIED_START: RO/0: psd: Server iox has been notified to sta
*Sep 15 15:41:25.006: %SYS-5-CONFIG_I: Configured from console by console
*Sep 15 15:41:32.914: %IM-6-I0X_ENABLEMENT: RO/0: ioxman: IOX is ready.

Router#

show i ox-service



IOx Infrastructure Summary:

I0x service (CAF) : Not Running
IOx service (HA) : Not Supported
IOx service (IO0xman) : Not Running
IOx service (Sec storage) : Not Supported
Libvirtd 5.5.0 : Running

IJg boos 4.

I wodasy 9lzos 1Jeuds IUbloys.

<#root>
interface Virtual Port Goupl

ip address 192.168.2.254 255.255.255.0
no mop enabled

no mop sysid

end

lJglbgs 5.

Ip wodsso VNIC Jlgweols Idobosyle.

<#root>

Router(config)#

app- hosting appid Cat 8500L_TE
Router(config-app-hosting)#

app-vni c gatewayO virtual portgroup 0 guest-interface 0O
Router(config-app-hosting-gatewayQ)#
guest -i paddress 192. 168. 2. 1 net nask 255. 255. 255. 0
Router(config-app-hosting-gatewayQ)#

exit

Router(config-app-hosting)#

guest - gat eway 192.168. 2. 254 guest-interface 0
Router(config-app-hosting)#

app-resource docker

Router(config-app-hosting-docker)#prepend-pkg-opts
Router(config-app-hosting-docker)#

run-opts 1 "--hostnane Cat8500L_TE"

Router(config-app-hosting-docker)#



run-opts 2 "-e TEAGENT_ACCOUNT_TOKEN=TEAGENT_ACCOUNT_TOKEN=XXXXXXXXXXXXXXXXXXXX"

Router(config-app-hosting)#

nane-serverl 8.8.8.8

Router(config-app-hosting)#

start

|J¢ bbgs 6.

cI9s0 wbusd 9 [Joble Idluulgus 1dpded. wp lpdb wiss)le IJodsso sles wepsd
lJosIJJ.

<#root>
Router(config)#
pl atform resource app-heavy

Please reboot to activate this template
Router(config)#

exit
Router#
Wr

Router#

rel oad

lJ¢glogs 7.

I voiwsw gled ThousandEyes 902909 pu wub)o.

<#root>
Router#

app- hosting install appid Cat8500L_TE package harddi sk: t housandeyes-enterprise-agent-4.2.2.cisco.tar

Installing package 'harddisk:thousandeyes-enterprise-agent-4.2.2.cisco.tar' for 'Cat8500L_TE'. Use 'sho

Router#

show app-hosting |ist

Cat8500L_TE DEPLOYED

pdlebé: spdu luwegsle NAT pe ThousandEyes.




SpIdu luwedslp 9lzoo IJeuds IJblo,ys Jglzos slgdso J NAT.

roC>|JZ

<#root>

Router(config)#

ip nat inside source list NAT interface gi 0/0/0 overl oad
Router(config)#

ip access-1ist extended NAT

Router(config-ext-nacl)#

permt ip 192.168.2.0 0.0.0.255 any

interface Virtual Port G oupl

description ThousandEyes
192.168.2.254 255.255.255.0
ip nat inside

interface G gabitEthernet0/0/0

description WAN interface
192.168.114.10 255.255.255.252
ip nat outside



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
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