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ould usubsgole ptodds cobdy lwdsul peds! Jeb, 2098 1Jps) 19 IJuwele wol I
pbloBool. wopde JJ bys96 Vs 1Usuesd IJs 1desze 19 wupps 9u09d IUzse IJs 1Jzols
9peldewol.

w99 pozolw cEdge IJBs,0 eds wdysy uwsluws pedss pu gJld CLI l9 vManage Jeblo9s
Uingb 2Js 1Jes) 9oz lols.

030 g IJleeds Jeuolsue Iz IJpedss:

b [Jeble §5:

- ulbo Jg> U'@plo |Jpp§j6 (DSCP)
- bed 1Jejpd

- Jossesdsd

- wbss ldoslule 1Jeuoes)

© pUS3 IJpuod)

- obise wslule 1Uggzoes

- glsd psule

Jlplelo:

- 9w9d luolss: g3l DSCP. ywzdle nexthop: §lispes uuweg poble @ Wisér pub e
- Wby luolws: s yugd

IJodssu

Wyowe Iogbsbes JJubyds

eds uvosd Idpeld: [Jossd 09 2ho) 2596 1,9, pu Idubeds 192.168.20.0/24 s cEdge2 e
lowlow U892 91duwele Jengwsdsd ICMP oy 9lzos |uwe,zle cEdges.



172.16.30.10

% cEdge2
30.30.30.1

172.16.30.0/24
VRF10

192.168.60.0/24

SD-WAN \ _ Y
-

T cEdge1 . Li] cEdge3 Loopback1
50, 40.40.40.1 R
192.168.60.137 =it 1 :R11:

IJezdd po lzooh IUleuold po ldpuassd 11Js 1Jgle s cEdge2.

[Host2 ~]$ ping -I ethl -¢ 5 172.16.30.10
PING 172.16.30.10 (172.16.30.10) from 192. 168. 60. 137 ethl: 56(84) bytes of data.
64 bytes from 172.16.30.10: icnp_seq=1 ttl =253 tine=20.6
64 bytes from 172.16.30.10: icnp_seq=2 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=3 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=4 ttl=253 tine=20.5
64 bytes from 172.16.30.10: icnp_seq=5 ttl=253 tine=20.5

3333 3

--- 172.16.30.10 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt mn/avg/ max/ ndev = 20.527/20.582/20.669/0. 137 ns

lJozdd pu ldovl) IUlouold po cEdgeld |Js 1Jglp s cEdge2.

cEdge3# ping vrf 10 172.16.30.10 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 172.16.30.10, tineout is 2 seconds:
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 72/73/76 ms

Wubsb lpume36:

- Sew lu seess cEdge2 edis $ldv zobs @86

- Sew 1o sJou Jbs JIss CEdges louoldle wpdp wuibs.

- JJ cEdges suwes sodds wuliss logle forwarding J i (BFD) gduws uuvlb.

- Sew 1o ozess zese Isle eds pusble wososdsd IJbLs Iecd,es (OMP) Jds s
IJs Idubodle 1Jzlowss JJgspes VPN10.

IJodssulo

IJgbogs 1. 10w 1Juoe IJpeze.



O wulpz Cisco vManage: lyw9d |Js Configuration > Policies > Localized Policy. |9, Add Policy

= Cisco vManag . Configuration - Policies

Contralired Policy  WEEHELISIE

icies added, add your fiest Policy
Add Policy

IUgle9s 2. 9p Clouble pzesele puolde Jdpblods IUpdue9ss.
lu 9, Data Prefix O 1J8lises lJSuw)ys 925> New Data Prefix List.
Sp vleble luwe Jelds IJeblod 98p wogrsd wi909dd lJluc,ow: sluplds Llxss wslule.

o9 Add 9,00 O p Next gus Configure Access Control List o€ )9,0.

= Cisco vManag t R - Configuration - Policies

Hame Entrins Intemat Protoco Rufevenco Count Updated By Last Updatne Action

IJelo9é 3. $p wlouvle §lisps 1d9uesd Jobosd zlJs IJeblods.

Og2Sd Add IPv4 ACL Policy e Add Access Control List Policy (9liseé puw>Jé.



= Cisco vManage ./ Select Resource Group Configuration - Policies

> Add Policy

° Create Groups of Interest Q Configure Ferwarding Classes/QoS . Configure Access Control Lists
Q. Search
ess Control List Policy Add Device Access Policy (Add an Access List and configure Match and Actions)
Add IPva ACL Policy
Add IPvE ACL Policy
Import Existing ioti
g bl Description Maode Reference Count

No data available

pdlelbs: syue s 03l ldpuwows IJs pusluws Slises Idozde Bs IJ9uesd 9szw €30 IUedb
wSUo 9usu wog 1Jsuesd IJs IJzols. sgpd wor 1Usuosd IUs 1ol B ¢los 1o de
JJesele 1dpedss pod wi9e9dsd bbhs IduveJds IJouwsle (SNMP) 95,6 plgs
IJeguosd Ilews (SSH). Bb. B 2o o uvsluws Slises Idoede S 1Usuo9d prus
JJE_.)MQ |JPéQJk_.96 Suu9b |pr|.__;L§<").

IJgbb96 4. opas> ounduwd Blised IJoede Bs 1Jsuosd (ACL)

B Uulus wdysu Blised ldezde O 1Jsuo9d (ACL) §p wouwpess Jlises IJezde B
lJoo9d (ACL) 908380 9,09. 1§y Add ACL Sequence 9,00 &p Sequence Rule.

O Ylisps Jiygb IJelolo§6: 2> Source Data Prefix & o iéo_) Slisps wbsle Idoslule po Source Data
Prefix List IJ9lis06 |JpouwsJs.

= Cisco vManage t Sroup Configuration - Policies

CMP block from cEdge 1

= .
|"‘g| Access Control List

DSCP | Packetlength  PLP  Protocol ({8

Source Port Destination Data Prefix Daestination Pont TCP Class

Match Conditions Actions

1Jgb96 5. $p wogrs IUlple IUEluo wldouwdund 58p voumeseo

loedd lJs Action wga$> Drop, 91§ 999 Save Match 9 Actions.



Access Control List

Match Conditions Actions

Save Mateh And Actioas

pdlglbs: o3l lUlp)le provl wubvdd 2uoss wldouwduwd vdwo 9dsuw wlduwsluws
IJIToJ5 1Jpcnzns.

- Access Control List

Sequence Rule  Dragand drop to re-arrange rules
o = Match Conditions Actions £
o = e
Sou P 92.168_60, Drop Enabled -
S0 a
Counter ICMP_block_counter =

IJ¢b9s 6. Vs IJ8lispes [Jsuwys: 22> Default Action b 910,96 Edit, 9ogwl) Accept.

= Cisco vMa - Configuration - Policies

Default Action

Ty Drag & drop to receder ER _Enabied D

pJIE_Jbi?: -§L§E, o3l IJlp)le Ul el os WS wolso IJuoz 1ps e JI ouweése drop. glJl.
Spedu lu wole) 2)ds p9) Idoslole olddled soouwen s ludble IJugbeJs.

|9 Save Access Control List Policy.

A a0 Aceess List and configu Mat 1 A
Tod

Name Typs Description Mode Raference Count Upnted By Last Updated

GMP_Biock B Access Control List (Pwd) ICMP block from cEdge 1 croated o ericgar 21 Aug 2022 5:55:54 PM COT

IJgb9s 7. 9p vouwpss IJuog

|9 Next guss Policy Overview 9 wpe9ol. ey lJ9se Uibs Wgs. lu @, Save Policy



» Add Policy

@ Create Groups of Interest

Enter name and description fer your localized master policy

Policy Name Policy_ICMP

Policy Description Policy_ICMP

Pelicy Settings

[j Netflow 3 MNetflow IPvE E Application

Log Frequency
FINF IPv4 Max Cache Entries Enter the cache size (range 16 - 2000000)

FNF IPvG Max Cache Entries Enter the cache size (range 16 - 2000000)

@ Configure Forwarding Classes/QoS

() Application IPvé ] Cloud QoS [ Cloud QoS Service side

© cConfigure Access Control Lists © Configure Route Policy

:] Implicit ACL Logging

How often packet lows are logged (maximum 2147483647) (D

®

G
(i

H - . - .
JJolds po Lozs [Juog: w8y 899 Preview.
Hame Description Devices Attached Device Templates Updated By Last Updated
Policy_ICMP Policy_ICMP 0 0 ericgar 21 Aug 2022 6:05:06 PM CDT e

Vi

Copy
Edit

Detote

o2l pu woed ldogsdund sldeulue) B Iduoe.



Policy Configuration Preview

policy
access=1list ICMP_Block
sequence 1
match
source-data-prefix-list Prefix_192_168_60_0 #—
]
action drop «f—
count ICMP_block_counter =
I
!
default-action accept «#—
lists
data-prefix-list Prefix_192_168_60_0
ip-prefix 192.168.60.0/24 «—
1
I

logwg luwe Slises IJczdp B 1J9u09J (ACL). 9031 plodsy Bes ¢logs 1)
IJgo96 8. 16,10 1Juoz Idpcnze wéldo IUzols.

223 93¢ Ve IJzols 1dpy 98 wldeszo: sl Idudlb Idedle: 9lud@,) 999 Edit.

= Cisco vManags t Resour roup Configuration - Templates

Name Description Type .. Dovice Mode.. Device Role ... Resource Group Featuwre Templates DOraft Made Devices Attached Updated By Last Upelated Template ¢

Template c1000w-Base-T.. Feature CSRIG00w SOWIAN Edge  glob 14 Disabled wricgar 21 hug 2027 4:5... InSync EI

OgS> Additional Templates gluod lJuoe Idpwsze IJs 28d lJuoe 9lu 8, 99,9 Update > Next > Configure
Devices J>W¢ IJodgsy |Js cEdge.



Additional Templates

AppQoE

Global Template *

Cisco Banner

Cisco SNMP

TrustSec

CLI Add-0On Template

Choose...

Factory_Default_Global_CISCO_Templ...

Choose...

Choose...

Choose. ..

Choose. ..

Policy

Policy_ICMP

Probes

Security Paolicy

Push Feature Template Confguration | @ Valdaton

Choose. ..

Choosge. ..

Initinted By: ericgar  From: 72.163.2.247

Q. Search
Status Message Chassls Number Device Model Hostname System P Site D
@ Success Done - Push Feature Templat... CSR-E4T16CEE-A536-ATSC... CSR1000v cEdge? 30.30.30.1 3o

[20-Aug-2832 23:31:47 UTC] o
[21-Aug-2022 23:31:47 UTC] Ch
[21-Aug-2022 23:31:48 UTC) Ge:
[21=Aug-3822 73:31:49 UTC] De
[21=Aug=32022 23:31:43 UTC] Updatin
[21-Aug-2022 23:31:50 UTC] Sending cor t
[21-Aug-2022 23:31:58 UTC) Completed template push to device.

ate: c1bblv-Base-Tesplate

Tatal Rows: 1

pdlzbsé: gus 030 IJudbsé: s 99p VManage Clouvle $lisps Idozde S 1dsue9d (ACL)
I,J.uuul)l |J6 I.JL)ugSk}uO IJugS o |Uuu|_90|_9)k.9£ IJU&;SgS)IU |Jg$ CEdge‘ _)Ero Iuol £6J
p)uubo u|6 3'&00 J).J'J .J..Sw .JOI Igs uIUgS_) k.96 u)L.9,.9 D\JO |.Jp_)_9_)

IJg 96 9. 235> Vldu lJpsjile JJslzgesd zse swp ldogbsb Jobosd IJIp)le eds 2yJs [Je)9)

Os Sldo IJzols.



P Idpoe wodsd p9de BlJw IUps)io ese sdip 2lb) rJé 1e)9)-

VO o3l ldpeld: wuwps 9lzos GigabitEthernet3 |Js 1JuveJo 1UglLo6 IJbloyso 3 (UveJs Jglse
lJogzsoe IUblo,sé 3).

loeldd IJs Suwe uveds VPN JJgses slud, Edit JJyuesd Ids @olde Idgveds 1Jgl o
IJblo,s6 (VPN).

WO o3l IJpulde wewss 9lzos GigabitEthernet3 sJs $ldw ps36 ¢1000v-Base-VP10-IntGi3
NFSNKY

Edit VPN - ¢1000v-Base-VP10

Additional Cisco VPN Templates
Cisco VPN Interface Ethemet €1000v-Base-VP10-Lo1 - Sub-Templates ~
Cisco IGMP

Cisco Multicast

Cisco VPN Interface Ethermet ¢1000v-Base-VP10-IntGi3 - Sub-Templates - Cisco PIM

Cisco BGP

Cisco OSPF

Cisco OSPFy3

Cisco VPN Interface Ethernet
Cisco VPN Interface IPsec
EIGRP

IJgbo95 10. Lok |wpe Blises [Jopde B 1Usuo9J (ACL) wldslzos.

loe®d lJs Configuration > Templates > Feature. o o936 |J99lJw 9lJw 8, Edit

= Cisco vManage foupT Configuration - Templates

=

VKT ACL/Qo_SpopgSJ@o loglo 2,96 IJ,o_,_9J_ Jdzew: IJoo lywe Blispes Idozde Vs 1U9o9d (ACL)
lJpeoumst Vs 1Jgbeé 7. 1u@,) Update 959¢ IJogs)le.



= Cisco vManage ) Select Resource Groupw Configuration - Templates

> VPN Int I > e 1000v-Base-VP10-1nGi3
Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP TrustSec Advanced
Adaptive Q05 k:,\ - on Off
xha ] Rate (Kbhps /:; -
QoS Map =~
N QoS Map G":) -
Fewrite Rule =
qress ACL Pwd .:v-r - Or i f
Egress ALL - 1Pwvd E’ - D. on Off
Pud Egress Access List &h ™ | ICheR_Block
i A Pk G_‘\_I - O W f
e55 A 3 /:_'J' it Or aff

pdlelod: oged lsuol £pdss logble 1duwsluws IJpzdisé oso J VEdges Jlo wusé yusluwé
vManage os u O wol JJJ pu ldousosu. sop w99, IJeie Idpeodod wsluwbs Sldy
lJzol) [J3s s89p wluusle vusé wdosu pusle 96 pe cEdge |9 VEdge.

IJo2dd pu lJuors

1Jglo9s 1. 1Jez 88 pu IJodssole vuvdd uozse B 1deszo

cEdge2# show sdwan running-config policy

policy

lists
data-prefix-list Prefix 192 168_60_0 <<<<<<<<<
ip-prefix 192.168.60.0/24 <<<<<<<<<



1
!
access-1ist | CVP_BIl ock
sequence 1
mat ch
source-data-prefix-list Prefix_ 192 168 _60_0 <<<<<<<<<
!
action drop <<<<<<<<<
count ICMP_block counter <<<<<<<<<
!
1

default-action accept <<<<<<<<<

cEdge2# show sdwan running-config sdwan | section interface GigabitEthernet3
interface G gabitEthernet3
access-1ist | CMP_Bl ock out
IJg 1096 2. po Host1 1Upoz9s Bes vwds 1206 IJglLos o cEdgelt. huwld 5 uwlsd lgoul
Ilouold 1Js 1J¢glse B cEdge2

[Hostl ~]$ ping -I ethl -¢ 5 172.16.30.10

PI NG 172.16.30.10 (172.16.30.10) from 192. 168. 60. 137 ethl: 56(84) bytes of data.
--- 172.16.30.10 ping statistics ---

5 packets transmitted, O received, 100% packet |oss, tinme 4088ns

leaJ'oé_: eds wwwsd ldpeld ldpuosd 109 zolj Jsusduw. sped "I" IUslzole IJos
S€lyy Vol ool IJlouold 1Jpszoe 9speed "-C" £33 Huwlsd ool IUlouold.

IJgb9é 3. pu cEdge2. IJuz 83 pu &5ble $lisps IJozde Vs 19 09d (ACL)

cEdge2# show sdwan policy access-list-counters
NAME COUNTER NANME PACKETS BYTES

| CvP_Bl ock | CVMP_bl ock_counter 5 610
default _action_count 0 O

blod IJgsh gpuw (5) 2ip zlew pu I wds 192.168.60.0/24, Jpl 09 o235 B U usluws.

I¢b96 4. oo CEAgE3. $p Lluwld 4 Huwlisd lzeoly louold 1Us 1ghe 172.16.30.10

cEdge3# ping vrf 10 172.16.30.10 source loopback 1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.30.10, tineout is 2 seconds
Packet sent with a source address of 1.1.1.1

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 72/76/88 ns

o 1Jzsp £ IJpsze 1Us 1Uglse Jio 1w ds epodds (B odo 1zlJs os 1.1.1.1/32) 9Jl o925
2lJ6 pbolods Jol B I uslows.

IJgb96 5. w288 pu e3ble Blispes IJopde B 1909 Bs cEdge2 p)6 12 ).

cEdge2# show sdwan policy access-list-counters
NAME COUNTER NANME PACKETS BYTES



| CVMP_Bl ock | CMP_bl ock_counter 5 610
defaul t _action_count 5 690

s> gs1> default_action_count g 5 250 pyuwddé w9l wlos cEdge3.

Jeuwe IJesbloc §p wovgsd clear sdwan policy access-list erasecat4000_flash:.

I9lo, JJozdd b VEdge

show running-config policy

show running-config

show policy access-list-counters
clear policy access-list

lweduld IJizble 9] oJlzol
bl p)ze £5) Blugus Jluvp Blisps IJezdp Lldsuesd (ACL) B IUslzos

sew L3I 1Jooz 1ss szess eds $lisps IJozde B 1dsuo9d (ACL) lodl wslde 1Jzobs. we>
3JI spdu wpasd luwe Slises Idozde B 1dsuosd (ACL) WO Slde zol Ipesi6 Jdslzoes.

Push Feature Template Configuration | @ L Imitinted By; ericgar  Fromy: 72.163.2,247

pedsple dlo LoJé

- 3Jsd wdosy wslwle Cisco SD-WAN. Cisco 10S XE. IJl o>l 17X
< lddep ldo 906 9lde wo e - Cisco Systems



/content/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/localized-policy.html
https://www.cisco.com/c/ar_ae/support/index.html
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