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Vlan 100 : 192.168.10.2/24 éd_b_,
[23,
[«

IJoYdssule
IJe9 8¢ I: p9loudle ED:

Site_A_l#show run Site_A_2#show run

Building configuration... Building configuration...

otv site bridge-domain 99

otv site-identifier 0000.0000.0001

crypto isakmp policy 10

hash md5

authentication pre-share

otv site bridge-domain 99

otv site-identifier 0000.0000.0001

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key cisco address 30.0.0.1 crypto isakmp key cisco address 30.0.0.1

crypto isakmp key cisco address 40.0.0.1 crypto isakmp key cisco address 40.0.0.1


/content/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/117158-configure-otv-00.html 
/content/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/117157-configure-otv-00.html

crypto ipsec transform-set tset esp-aes
esp-md5-hmac

mode tunnel

crypto map cmap 1 ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99

no ip address

otv join-interface GigabitEthernet0/0/1
otv adjacency-server unicast-only
service instance 100 ethernet
encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet
encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0
no ip address

service instance 99 ethernet
encapsulation dotlg 99

bridge-domain 99

crypto ipsec transform-set tset esp-aes
esp-md5-hmac

mode tunnel

crypto map cmap 2 ipsec-isakmp
set peer 30.0.0.1

set transform-set tset

match address cryptoacl2
crypto map cmap 3 ipsec-isakmp
set peer 40.0.0.1

set transform-set tset

match address cryptoacl3

interface Overlay99
no ip address

otv join-interface GigabitEthernet0/0/1

otv use-adjacency-server 10.0.0.1 30.0.0.1

unicast-only

service instance 100 ethernet

encapsulation dotlg 100

bridge-domain 100

service instance 101 ethernet

encapsulation dotlg 101

bridge-domain 101

interface GigabitEthernet0/0/0

no ip address

service instance 99 ethernet

encapsulation dotlg 99

bridge-domain 99



service instance 100 ethernet . .
service instance 100 ethernet

encapsulation dotlg 100 .
encapsulation dotlg 100

bridge-domain 100
+ag * bridge-domain 100

service instance 101 ethernet . .
service instance 101 ethernet

encapsulation dotlg 101 .
encapsulation dotlg 101

bridge-domain 101
+ag * bridge-domain 101

interface GigabitEthernet0/0/1 . . .
interface GigabitEthernet0/0/1

ip address 10.0.0.1 255.255.255.0 .
ip address 20.0.0.1 255.255.255.0

crypto map cmap crypto map cmap

ip access-1list extended cryptoacl . .
p P ip access-list extended cryptoacl2

permit gre host 10.0.0.1 host 30.0.0.1 .
permit gre host 20.0.0.1 host 30.0.0.1

ip access-list extended cryptoacl3 } .
p P ip access-list extended cryptoacl3

permit gre host 10.0.0.1 host 40.0.0.1 .
permit gre host 20.0.0.1 host 40.0.0.1

lJe99e ! psluodle ED:

Site_B_1l#sh run Site_B_2#sh run
Building configuration... Building configuration...
otv site bridge-domain 99 otv site bridge-domain 99
! !
otv site-identifier 0000.0000.0002 otv site-identifier 0000.0000.0002
crypto isakmp policy 10 crypto isakmp policy 10
hash md5 hash md5
authentication pre-share authentication pre-share
crypto isakmp key cisco address 10.0.0.1 crypto isakmp key cisco address 10.0.0.1
crypto isakmp key cisco address 20.0.0.1 crypto isakmp key cisco address 20.0.0.1

crypto ipsec transform-set tset esp-aes crypto ipsec transform-set tset esp-aes



esp-md5-hmac esp-md5-hmac

mode tunnel mode tunnel

| |

crypto map cmap 1 ipsec-isakmp crypto map cmap 1 ipsec-isakmp
set peer 10.0.0.1 set peer 10.0.0.1

set transform-set tset set transform-set tset

match address cryptoacl match address cryptoacl
crypto map cmap 2 ipsec-isakmp crypto map cmap 2 ipsec-isakmp
set peer 20.0.0.1 set peer 20.0.0.1

set transform-set tset set transform-set tset

match address cryptoacl2 match address cryptoacl2

| |
interface Overlay99 interface Overlay99

no ip address no ip address

otv join-interface GigabitEthernetl/0/2 otv join-interface GigabitEthernet2/2/0

otv use-adjacency-server 10.0.0.1 unicast- otv use-adjacency-server 10.0.0.1 30.0.0.1

only unicast-only

otv adjacency-server unicast-only service instance 100 ethernet
service instance 100 ethernet encapsulation dotlg 100
encapsulation dotlg 100 bridge-domain 100

bridge-domain 100 !

service instance 101 ethernet
service instance 101 ethernet encapsulation dotlg 101
encapsulation dotlg 101 bridge-domain 101

bridge-domain 101 !

! interface GigabitEthernet2/2/1

interface GigabitEthernetl1/0/3 no ip address

no ip address service instance 99 ethernet
service instance 99 ethernet encapsulation dotlg 99
encapsulation dotlg 99 bridge-domain 99

bridge-domain 99 !

service instance 100 ethernet



service instance 100 ethernet

encapsulation dotlg 100
encapsulation dotlg 100

bridge-domain 100

bridge-domain 100

|
!

service instance 101 ethernet
service instance 101 ethernet

encapsulation dotlg 101
encapsulation dotlg 101

bridge-domain 101

bridge-domain 101
|

interface GigabitEthernet2/2/0

interface GigabitEthernetl1/0/2
ip address 40.0.0.1 255.255.255.0

ip address 30.0.0.1 255.255.255.0
crypto map cmap
crypto map cmap

|
ip access-list extended cryptoacl

ip access-list extended cryptoacl

permit gre host 40.0.0.1 host 10.0.0.1
permit gre host 30.0.0.1 host 10.0.0.1

ip access-list extended cryptoacl?

ip access-list extended cryptoacl?2
permit gre host 40.0.0.1 host 20.0.0.1

permit gre host 30.0.0.1 host 20.0.0.1

IJoz2dd pu lduors

lowegse o3l 9w e Joid§> epd IJodssy vuvdd Loese.

1. 0288 pel Bl IlL @5 wp ldog) eds guglo MAC 1Jgluo wpuosed Juwds VLAN IUsIgJso
(W o030 1Jelds IJ SVI gds IJpz9ed 2960 Catalyst Switch) eJs z>l9d puwl, OTV.
2. 023848 ppl Bl op lple ldovos) Idoguvds) IJouvds) 9 IJouvds) Jeyds e)9)
IJogbsle (OTV).
pl 1o o, IJOTV wes lu suvdd lue I erypto gysbé eds 1J sodlds Shu: beoow I uuil
P23 J VLAN peds (B odo IJzlds VLAN 100 9 101). o3l s9og lo SITE_A 19 SITE_B_2 opl
lJeszslo IJugvsbly Jduveds 1Jpedss [Jbloyss (VLAN) IJeouwlsss JIod gwe@ye wlgool)
oUbIS) Yo o9 Ideslule JJlRovble IJos wp wigol po givwds VLAN ;90 100 Ws
1Jp98 A1 Lbods VLAN 34 100 Bus IJps e B:

Site_A_l#show otv vlan
Key: SI - Service Instance, NA - Non AED, NFC - Not Forward Capable.

Overlay 99 VLAN Configuration Information



Inst VLAN BD Auth ED State Site If(s)

0 100 100 *Site A 1 active Gi0/0/0:S1100
0 101 101 Site_A_2 inactive (NA) Gi0/0/0:81101
0 200 200 *Site A 1 active Gi0/0/0:SI1200
0 201 201 Site_A_2 inactive (NA) Gi0/0/0:81201

Total VLAN(s): 4

Site_B_2#show otv vlan

Key: SI - Service Instance, NA - Non AED, NFC - Not Forward Capable.

Overlay 99 VLAN Configuration Information

Inst VLAN BD Auth ED State Site If(s)

0 100 100 *site_B_2 active Gi2/2/1:S1100
0 101 101 Site_B_1 inactive (NA) Gi2/2/1:81101
0 200 200 *Site B 2 active Gi2/2/1:S1200
0 201 201 Site_B_1 inactive (NA) Gi2/2/1:81201

Total VLAN(s): 4
in order to Wz Low lu Iyl seuod 28l sEJW 958 Jowdo eJs el ed. [ @Qy.&@ n
Geuow lu IJIpsEC eduws sdsu wuivb gldesl §sps Ws IJ crypto gduwo in order to I 1y
|yl sJ9y UUng Swp w9 ol 9u8Y uuudsjol JJozdy pu el Bl Jlue gduwé IPSec
uuubé. ulb)l Jigol oUW ugubs VWb Bl wpe Wi I5 oJo py9) v LQUCL9L9 ou 12)lz show
crypto isakmp sa. ool swp ldezdd pu pele IJgpdle Iouvbso JIo Sew Iv sbo, o3l
IJelJs 1Juuivlbs gds JJ ED J OTV over o v ds) lo s pd.

Site_A_l#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
10.0.0.1 30.0.0.1 QM_IDLE 1008 ACTIVE
10.0.0.1 40.0.0.1 QM_TIDLE 1007 ACTIVE

Site_B_2#sh crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
20.0.0.1 40.0.0.1 QM_TIDLE 1007 ACTIVE
10.0.0.1 40.0.0.1 QM_TIDLE 1006 ACTIVE

NP ICJ oldss ol Bl op oubds, UE)P 98 oS ol wpolz ol [Us perds ol seu

w9980 VS pele udlua..sJ 2Juwd o) IJeHue. J5J: gud wre 2jps uods ICMP oy
Sw_A switch 29 SW_B. Bpu lJpwsde lu:



- wsupl SEly L3S ICMP oy Site_A_1 ED 909 IJpszo ol Juswds VLAN 100. Bluo
SISUESU £JS0 wLopSU 2p9Js OTV (ICMP ECHO + MPLS + GRE)

C Op wped 9u29d Leds ICMP |Js Site_B_2 ED 909 IJpszo lJuuul Juwdé VLAN 100.
wSIIu edso BY Jowds zesds OTV (ICMP ECHO + MPLS + GRE)

cAJlo wpzss 1o sedds SITE_B_2 ED 5 ICMP ECHO oo SW_B. Lusdos £Jso o6 18
CUPPSU 2p9J6 OTV (ICMP ECHO + MPLS + GRE)

- 9upe lu suod > ICMP ECHO |Js SITE_A_1 ED. usosso £Js o6 126 LiJs Jouwds
2,9Jé OTV (ICMP ECHO + MPLS + GRE)

o8 loouble IJleuold 1Julzes oo SW_A |Js SW_B. w98¢g 1956 3o wpdsl) 5 esble weo
Ouwpe "enc” 9"dec" pu 13l oVluosd 2Jduws ged show crypto eJs JJ pu ED 1dpeszo IJuuib.

Ilo: 0288 pu v duw IJubsis pu ldpznsu:

Site_A_l(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 4608000/3345

Outbound: #pkts enc'ed 10 drop 0 life (KB/Sec) 4607998/3291 <<<< 10 counter before ping

Site_A_l(config-if)#do show crypto session detail | section dec
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 4608000/3343

Inbound: #pkts dec'ed 18 drop 0 life (KB/Sec) 4607997/3289 <<<< 18 counter before ping

Site_B_2(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
Outbound: #pkts enc'ed 18 drop 0 life (KB/Sec) 4607997/3295 <<<< 18 counter before ping

Outbound: #pkts enc'ed 9 drop 0 life (KB/Sec) 4607999/3295

Site_B_2(config-if)#do show crypto session detail | section dec
Inbound: #pkts dec'ed 10 drop 0 life (KB/Sec) 4607998/3293 <<<< 10 counter before ping

Inbound: #pkts dec'ed 1 drop 0 life (KB/Sec) 4607999/3293

Sw_A(config)#do ping 192.168.10.1 source vlan 100

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.10.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/10 ms

Sw_A(config)#

Site_A_l(config-if)#do show crypto session detail | section enc



K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 4608000/3339

Outbound: #pkts enc'ed 15 drop 0 life (KB/Sec) 4607997/3284 <<<< 15 counter after ping
(After ICMP Echo)

Site_A_l(config-if)#do show crypto session detail | section dec
Inbound: #pkts dec'ed 0 drop 0 life (KB/Sec) 4608000/3338

Inbound: #pkts dec'ed 23 drop 0 life (KB/Sec) 4607997/3283 <<<< 23 counter after ping
(After ICMP Echo Reply)

Site_B_2(config-if)#do show crypto session detail | section enc
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation

Outbound: #pkts enc'ed 23 drop 0 life (KB/Sec) 4607997/3282 <<<< 23 counter after ping
(After ICMP Echo Reply)

Outbound: #pkts enc'ed 9 drop 0 life (KB/Sec) 4607999/3282

Site_B_2(config-if)#do show crypto session detail | section dec

Inbound: #pkts dec'ed 15 drop 0 life (KB/Sec) 4607997/3281 <<<< 15 counter after ping
(After ICMP Echo)

Inbound: #pkts dec'ed 1 drop 0 life (KB/Sec) 4607999/3281
§€d¢ Jdsd IJodssy o3l udd ol osd IJodssu IJpbdsws wluwedsle IPSec Jlgsh IJow e
Ilebs 1dyssums 1dess9z.

lwedunldd IJigble gl oJlzol

Jl oo9d,) eldsl pedsple pesé Jluwed vl IJigble sl odlzol Jodl IJedssy.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



