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- Cisco Group Encrypted Transport VPN (GETVPN)

- 1douss IUlguluuss JJpdole IJgle (PKI)
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¢l>p CA# show crypto PKI

¢l>p ca-server crypto PKI

o pld puvess Blgsé Idoslule

Luisd Bless ldoslole pkes12 IJps 1e 9, 7 1511021f07257a767073
|Jeuo>,-name cn=Root-CA.cisco.com ou=lab

o Idogjss IJoddlissé SHA255

Uiol3s IJg o Il el s 5000



wwolxs lJp,ze IUpues8 pos ldeslse 7300
pueb 8 IUgpsd JJehe 1JElLe o EKU
URL nvram Jglg»é Idoslole

1.- Bs gpdsle oy 1J8lses eds PRl szo IJzuosd eds uivelss 0956 pu pize e (CA)
JJJ zolj. B pozole ghe ldpSlose sleuols Idpreses: Je cluuble j9z pdlose RSA swope
lovegslpo BOs wdssu udlb IJe8s 1Jglos wop.

edlelbs: 9JIg )l Lo 500 03l 1Usdsd: wuvend zese 1Jesbpe Il guss 9pszole lg uole
lJpzp9g0 Vs 03l IJpg bl Vs IJodysy udwo.

IJgbe lssuvs

KS(config)# crypto key generate rsa modulus 2049 gener al-keys label pkikey The name for the keys will be: pkikey % The key modulus
sizeis 2049 bits % Generating 2049 bit RSA keys, keyswill be non-exportable... [OK] (elapsed time was 0 seconds) K S(config)# crypto pki
trustpoint GETVPN KS(config)# enrollment url http://10.191.61.120:80 K S(config)# subject-name OU=GETVPN_K S KS(config)#



http://10.191.61.120:80

revocation-check none KS(config)# rsakeypair pkikey KS(config)# auto-enroll 70

gues Idpeeses

GM (config)# crypto key generate rsa modulus 2049 gener al-keys label pkikey The name for the keyswill be: pkikey % The key modulus
sizeis 2049 bits % Generating 2049 bit RSA keys, keys are non-exportable... [OK] (elapsed time was 0 seconds) GM (config)# crypto pki
trustpoint GETVPN GM (ca-trustpoint)# enrollment url http://10.191.61.120:80

GM (cartrustpoint)# subject-name OU=GETVPN_GM
GM (cartrustpoint)# revocation-check none
GM (cartrustpoint)# r sakeypair pkikey

GM (ca-trustpoint)# auto-enroll 70

pizlos: sop lglss lovetsle Ive pdclz RSA £ zast Iizoss JUzoll g s
lIJoulugwd 9dl s9e) eds IJlgshble 1JIR)s Jlo JJ pdelz RSA W85 Vs Bspwo
lJzuwloso.


http://10.191.61.120:80

2.- Sgu wousw ldyuolss pu Urf.)&& IJpuo58 l9dl Wb TrustPoint. 9.spJ IJdsle w3J el oo
eJlJ IJpob 96 eds TrustPoint 19 IJouwzsd poluuyé. wlboyl Jgse 929> uolxs CA powwd
puwudl sop wuvgsd lple puols s TrustPoint I Jl.

IUghe ILssuns
KS(config)# crypto pki enroll GETVPN % Y ou must authenticate the Certificate Authority before
you can enroll with it. % Attempting authentication first.

Certificate has the following attributes: Fingerprint MD5: CD60821B 034ACFCF D1FD66D3 EA27D688  Fingerprint SHAL:
3FOC3A05 9BC786B4 8828007A 78A3973D B507FIC4 % Do you accept this certificate? [yes/no]: yes Trustpoint CA certificate accepted. %
Start certificate enrollment .. % Create a challenge password. Y ou need to verbally provide this password to the CA Administrator in order to
revoke your certificate. For security reasons your password is not saved in the configuration. Please make a note of it. Password: Re-enter
password: % The subject name in the certificate includes: OU=GETVPN_KS % The subject name in the certificate includes: get-KS % Include
the router serial number in the subject name? [yes/no]: no % Include an |P address in the subject name? [no]: no Request certificate from CA?
[yes/no]: yes % Certificate request sent to Certificate Authority % The 'show crypto pki certificate verbose GETVPN' command will show the

fingerprint.

euPs Idpeeses

GM(config)# crypto pki enroll GETVPN % Y ou must authenticate the Certificate Authority before
you can enroll with it. % Attempting authentication first.

Certificate has the following attributes: Fingerprint MD5: E184D9EC 2D6499B3 D5D78E8A CD0B910C Fingerprint SHA1:
A31EE77D A4FFA2B7 90F39933 00337A6D 46CBE32E

% Do you accept this certificate? [yes/no]: y % Trustpoint CA certificate accepted. % Start certificate enrollment .. % Create a challenge
password. Y ou need to verbally provide this

password to the CA Administrator in order to revoke your certificate.
For security reasons your password is not saved in the configuration.
Please make a note of it.

Password:

Re-enter password:

% The subject name in the certificate will include: OU=GETV PN % The subject name in the certificate will include: get. GM % Include the
router serial number in the subject name? [yes/no]: n % Include an | P address in the subject name? [no]: n Request certificate from CA?
[yes/no]: y % Certificate request sent to Certificate Authority % The 'show crypto pki certificate verbose GETVPN' commandwill show the

fingerprint.

3-5080w eds JJl IJzolisu I IJuioble Iduslsys sl swpe luvesbel Vs udlb 1o 96
IJpuo38 edsol 1JglLoé wol (szw luwas,ly yolss CA ls o) wlguegsle 1l 'show crypto pki



certificates verbose'.

IUghe Issums
K S# show crypto pki certificates verbose GETVPN

. Certificate Status: Available Version: 3 Certificate Serial Number (hex): 05 Certificate Usage: General Purpose Issuer: cn=Root-

CA .cisco.com OU=LAB Subject: Name: get-K S hostname=get-KS ou=GETVPN_KS Validity Date: start date: 11:58:27 UTC Sep 9 2025
end date: 11:58:27 UTC May 19 2039 Subject Key Info: Public Key Algorithm: rsaEncryption RSA Public Key: (2049 bit) Signature Algorithm:
SHA256 with RSA Encryption Fingerprint MD5: 51576B28 1203C5EC 06FF408E FOOBOEA47 Fingerprint SHA1: 9D5B10E5 E9418C00
895E6DC7 9BE86624 B273CF15 X509v3 extensions: X509v3 Key Usage: A0000000 Digital Signature Key Encipherment X509v3 Subject
Key ID: 3A1012CD 1FB41EQ7 5B64742B 778B1E24 E1F07A 92 X509v3 Authority Key ID: 4F0F7126 6D21324A 585A0BF3 652EB561
17D18B2F Authority Info Access: Extended Key Usage: Client Auth Server Auth Certinstall time: 11:58:28 UTC Sep 9 2025 Associated
Trustpoints: GETVPN Storage: nvram:Root-CAcisco#5.cer Key Label: pkikey Key storage device: private config CA Certificate Status:
Available Version: 3 Certificate Serial Number (hex): 01 Certificate Usage: Signature |ssuer: cn=Root-CA.cisco.com OU=L AB Subject:
cn=Root-CA .cisco.com OU=LAB Validity Date: start date: 11:28:11 UTC Sep 9 2025 end date: 11:28:11 UTC Sep 4 2045 Subject Key Info:
Public Key Algorithm: rsaEncryption RSA Public Key: (1024 bit) Signature Algorithm: SHA256 with RSA Encryption Fingerprint MD5:
E184D9EC 2D6499B3 D5D78E8A CDOB910C Fingerprint SHAL1: A31EE77D A4FFA2B7 90F39933 00337A6D 46CBE32E X509v3
extensions: X509v3 Key Usage: 86000000 Digital Signature Key Cert Sign CRL Signature X509v3 Subject Key ID: 4F0F7126 6D21324A
585A0BF3 652EB561 17D18B2F X509v3 Basic Constraints: CA: TRUE X509v3 Authority Key I1D: 4FOF7126 6D21324A 585A0BF3
652EB561 17D18B2F Authority Info Access: Cert install time: 11:58:16 UTC Sep 9 2025 Associated Trustpoints: GETVPN Storage:
nvram:Root-CA cisco#1CA .cer

g9 Ipepsgs

GM# show crypto pki certificates verbose GETVPN Certificate Status: Available Version: 3 Certificate Serial Number (hex): 08 Certificate
Usage: General Purpose Issuer: cn=Root-CA.cisco.com OU=LAB Subject: Name: get. GM hostname=get_GM ou=GETVPN Vdidity Date:
start date: 12:05:19 UTC Sep 9 2025 end date: 12:05:19 UTC May 19 2039 Subject Key Info: Public Key Algorithm: rsaEncryption RSA Public
Key: (2049 bit) Signature Algorithm: SHA256 with RSA Encryption Fingerprint MD5: CA8AF53B B7424CD6 4C94F689 6FDD441F
Fingerprint SHA1: BACE3BC0 5BC6BBF1 D9696805 2998AFDB 2A73A65E X509v3 extensions: X509v3 Key Usage: A0O000000 Digital
Signature Key Encipherment X509v3 Subject Key ID: F3C5E024 F93B09A0 4F99215E 34EBICB88 553C7CAD X509v3 Authority Key ID:
4F0F7126 6D21324A 585A0BF3 652EB561 17D18B2F Authority Info Access: Extended Key Usage: Client Auth Server Auth Associated
Trustpoints: GETVPN Storage: nvram:Root-CAcisco#8.cer Key Label: pkikey CA Certificate Status: Available Version: 3 Certificate Serid
Number (hex): 01 Certificate Usage: Signature Issuer: cn=Root-CA.cisco.com OU=LAB Subject: cn=Root-CA.cisco.com OU=LAB Validity
Date: start date: 11:28:11 UTC Sep 9 2025 end date: 11:28:11 UTC Sep 4 2045 Subject Key Info: Public Key Algorithm: rsaEncryption RSA
Public Key: (1024 bit) Signature Algorithm: SHA256 with RSA Encryption Fingerprint MD5: E184D9EC 2D6499B3 D5D78ES8A CD0OB910C
Fingerprint SHA1: A31EE77D A4FFA2B7 90F39933 00337A6D 46CBE32E X509v3 extensions: X509v3 Key Usage: 86000000 Digital
Signature Key Cert Sign CRL Signature X509v3 Subject Key |D: 4FOF7126 6D21324A 585A0BF3 652EB561 17D18B2F X509v3 Basic
Constraints: CA: TRUE X509v3 Authority Key 1D: 4FOF7126 6D21324A 585A0BF3 652EB561 17D18B2F Authority Info Access: Associated
Trustpoints: GETVPN Storage: nvram:Root-CAcisco#1CA.cer



edlzbé: LlJouwws Jpuols§6 1duiolsé. olds pu 1o Idyuolss 1Jeds06 weoss eJs
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odJ9so GETVPN

wewed Idpsile 1doles J GETVPN gds IJodysu Iduwlod 1U3s s9uos vodssue Yod psile
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4.- 8s ¢lp I.Jegélo..ga Il owsée B wlouile pldolz RSA GBlud JJouoss) seed lJouuess
"getKey". szw lu sY9yu o3l ldpdelz pblodl eds JJ "¢he ldpdlose”. J3dJ: By 1dps o
IJSIeds Jdouess) veanss Jdebsle Ideldse:

KS(config)# crypto key generate rsa general-keys label getK ey modulus 1024 exportable The name for the keyswill be: getK ey % The key
modulus size is 1024 bits % Generating 1024 bit RSA keys, keys are exportable. .. [OK] (elapsed time was 0 seconds)

5.- 9p wuedsd Blisps 1Uguo9d [Jpauwes wluwaesle 2)Jds 1,9, 1Updsrs IJos sew eds



pozole leole IUpzeses wuvds ol £0s IJpas) ewsol. B Ehp ldedlose IJelugss: $p
L8> U Blised 1Jsuosd Cluwesle uduw IJluwe.

b IJpdole 1wl us

KS(config)# ip access-list extended data_plane KS(config-ext-nacl)# 10 permit ip 10.0.0.0 0.0.0.255 172.16.0.0 0.0.255.255 K S(config-ext-
nacl)# 20 permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255

'ablp |Jp;9u|t |\JL'.'J|L'J_915

KS2(config)# ip access-list extended data_plane K S2(config-ext-nacl)# 10 permit ip 10.0.0 0.0.0.255 172.16.0.0 0.0.255.255 K S2(config-ext-
nacl)# 20 permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255

6- Bp wodssu ywsluwo ISAKMP g IPsec trasnform set 90Jw wg)5W9 IPsec Idpwegse Jlogile
IJlouold IJTro.;, & GMs Jose wold juwlisd pgpe9edé GDOIL.

KS(config)# crypto isakmp policy 10 KS(config-isakmp)# encryption aes 256 K S(config-iskamp)# hash sha256 K S(config-iskamp)# group
14 KS(config-iskamp)# lifetime 3600

KS(config)# crypto ipsec transfor m-set get-ts esp-aes esp-sha-hmac KS(config)# crypto ipsec profile gdoi-pr ofile KS(i psec-profil e)# set
security-association lifetime seconds 7200 K S(ipsec-profile)# set transfor m-set get-ts

wdgsy COOP

7- 8Os IJoudss IJogloos: sew o odss JJgolbe I)ssunsd Ipeossd ouvdsds poplaJs.
Gp wou2d$) pdulz RSAIJSIGY JJouos) Idss wp lugblo puucdl pu the ldpslose
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lJelugss W Idoede Vs plz Jls i@_o_jé GM 1lgd 1Jpzpsgs.

shp IUpBdolz Il us

KS(config)# crypto key export rsa getKey pem terminal 3des ciscol23 % Key name: getKey Usage: General Purpose Key Key data: -----
BEGIN PUBLIC KEY ----- MIGFMAOGCSqGSIb3DQEBAQUAAA4AGNADCBIQKBgQCHHBAIGYV 3ZPaGQcsAqO
1H9gMIWINEeQVTND/0SrhN+jSSm+8f27RvDnIMY L DI9MndZ+rPqCPM/3NXEQ7

5bOsr T7B2uOpCBmMA JK 9ii Tsfro1Qc4! zusfwWeK 2CN50vL hyR2pK PvigqwkSmGS zbaErQCH7evvjutY HEGDhOTTLubxQIDAQAB -----END
PUBLIC KEY ----- ----- BEGIN RSA PRIVATE KEY ----- Proc-Type: 4 ENCRY PTED DEK-Info: DES-EDE3-
CBC,AA98923B28E00DCCtolWym6cRvaEX BIt97UZdGyusf3cW/iumb70D9/09g5if 40ucE

brPykL 3NoOWM | 7Th56WQPiAHzL U5l Z+CTQHwWwWgY vX wHNpOHjmTM Ogf9FG856GosM 3kj PS8QDUpSc1W70+C9
zsCM 3QmwbRs6JGB P5Rb36f+895x0yqzWA 8G5sQlizE10P4IM 3Zx5DukgT X L zI DL 7wOdPEY Bd1aDhA JQf8dB/Zu
GvQWxad4gL 6SssEyzighzdSARwB S+0DL Om05hOUU8rNiWit1TCsT PflwuTjlyxgRbyK vtXdoURvuTP3M 6/DOppe2
n26bX C2DcURk8nMtIrIHA Pvvh5K bxdyHtBrvgml ZH/ryK fx33fPoV u/TaY ggM oWFTizf Bgr643UoFOI cFgdhasQsn8L b
Al1286GHqCOwW2AxDcoMzcanQY w1V NgHG7SUsbaday 7enudtwhbf 2P kf QuOvo7bw2y80i I X grhQ9FOugNV gL +1k7C

2PKLiQuQwWUY i8J9SgM+391aFrfONRX FHrM 7T9M QcBBI cho0Btf G4l CBul ltpG+BpCty/X W99dvuhghohj gfy 2sK gF 4H



K3EGAMhHSTV 2wax TvK/UQbNt7zbXwL Gy326tDdY g6BSQY NjcaT ADwPzd1PBa5J1J1v9ZI RISy42l 7wWeuY AZpJ
9CRNK pLvW1CGhNgk5kmJzypgmurWtuzxJQi Jhysp5hal Oicdi EK V Vr1SHL OxxmCJ09rJe27degR2iwvvWQjewrAOK

5Bu+jzxSeQAXbUAX GilfpOhCL 8jgdac/g+Oaf CqyHETJd8mS5Y r6W9/0bGL nsEzNL bhgPR7A==

the ldpolz IJelugs
KS2(config)# crypto key import rsa getK ey pem exportable terminal ciscol23
% Enter PEM-formatted public General Purpose key or certificate.

% End with ablank line or "quit" on aline by itself. ----- BEGIN PUBLIC KEY -----

MIGFMAOGCSqGS| b3DQEBAQUAAA4GNADCBIQK BgQCFtHBAAGY 3ZPaGQcsAqO
1H9gMIWINEeQVTND/0SrhN+jSSm+8f27RvDnIMY L DI9MndZ+rPqCPM/3NXEQ7

5bOsr T7B2uOpCBmMA JK 9ii Tsfro1Qc4! zusfwWeK 2CN5OVL hyR2pK PviqwkSmGSz baErQCH7evvjutY HEBDhOTTLubxQIDAQAB -----
PUBLIC KEY ----- quit % Enter PEM-formatted encrypted private Genera Purpose key.

% End with "quit" on aline by itself. ----- BEGIN RSA PRIVATE KEY -----

Proc-Type: 4 ENCRY PTED

DEK-Info: DES-EDE3-CBC,AA98923B28E00D CCto1Wym6cRvgEX BIt97UZdGyusf 3cW/iumb70D9/09g5i f4ouoE
brPykL 3NoOWM | 7Th56WQPIAHzL U5 Z+CTQHwWwgY vX wHNpOHjmTM Ogf9FG856GosM 3kj PS8QDUpSC1IW70+C9
zsCM 3QmwbRs6JGB P5Rb36f+895x0yqzWA 8G5sQlizE10P4IM 3Zx5DukgT X L zI DL 7wOdPEY Bd1aDhA JQf8dB/Zu
GvQWxad4gL 6SssEyzighzdSARwB S+0DL Om05hOUUS8rNiWit1TCsTPflwuTjlyxgRbyKvtX doURvuTP3M6/DOppe2
n26bX C2DcURk8nMtIrIHA Pvvh5K bxdyHtBrvgml ZH/ryK fx33fPoV u/TaY ggM oWFTizf Bgr643UoFOI cFgdhasQsn8L b
Al1286GHqCOwW2AxDcoMzcanQY w1V NgHG7SUsbaday 7enudtwhbf 2P kf QuOvo7bw2y80i I X grhQ9FOugNV gL +1k7C
2PKLiQvQwuY i8J9SgM +391aFrfONRX FHrM 7T9M QcBBI cbo0Btf G4l CBul ltpG+BpCty/X W99dvuhgh9hjofy 2sK gF4H
K3EGAMhHSTV 2woxTvK/UQbNt7zbXwL Gy326tDdY g6BSQY NjcaT ADWPzd1PBa5J3J1v9ZI RISy 42l 7wWeuY AZpd
9CRNK pLvW1CGhNgk5kmJzypgmurWtuzxJQiJhysp5hal Oicdi EKVVr1SHL OxxmCJ09rJe27degR2iwvvWQjewrAOK

5Bu+jzxSeQAXbUAX Gil fpOhCL 8jgdac/g+Oaf CqyHET Jd8m5Y r6W9/0bGL nsEzNL bhgPR7A ==

quit
% Key pair import succeeded.

8- sev wdgsy ISAKMP 19,8 pu iaJ COOP KSs. 9u030 IUb,s596: spdu J KS IJiwluu§6



ol 906 g9 IJpdlose IJelugss

b IJpbole 1wl us

KS(config)# crypto isakmp keepalive 15 periodic

égbp |Jpg.9|o..§a |JC’;|Q9§6

K S2(config)# crypto isskmp keepalive 15 periodic

woubd g9lse COOP IJiwluss IJlouold B loglo slzs po IJlguluws [Js IJeluss. I3l Jp sop
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Jlow pogileod Woil sgwps eds leds guslu IP. Bp wodssy uduw pzpoes GDOI eds JJ
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e IJpdelz Iloulus

KS(config)# crypto gdoi group GETVPN KS(config-gkm-group)# identity number 484 K S(config-gkm-group)# server local KS(gkm-local-
server)# rekey lifetime seconds 86400 K S(gkm-local-server)# rekey retransmit 40 number 2 KS(gkm-local-server)#rekey authentication
mypubkey rsa getK ey KS(gkm-local-server)# rekey transport unicast

9.- Lopu WO lesble IJghbe lJpeds: Op vopdsu uwsluwle Jogvls) [Jpguouos JeyJds
290 pur s Idwslule 908lises IUsuesd Idos wp wdssuel puwadl.

KS(gkm-local-server)# sa ipsec 10 KS(gkm-sa-ipsec)# profile gdoi-profile KS(gkm-sa-ipsec)# match addressipv4 data_plane

gds lesble IJghe IJpeds 09 puwwss IJodsso 1dss wp Sso wedso 9bss ¢he pcle
COOP. o225 Wlsdgess 1p36 29, ehe Iplowsz o3l szw odiso tabe e Slast Iolosss
wubdd LossE 2o wdu zese KS gds 2l woguool Iugo.

KS(gkm-sa-ipsec)# exit KS(gkm-local-server)# redundancy KS(gdoi-coop-ks-config)# local priority 100 KS(gdoi-coop-ks-config)# peer
addressipv4 172.18.5.2

9ldzje IJigs) pu dosy e COOP IU issuws 09 we s gulu IP Ip o, Jzies IJpdlose:
909 09l IP 1J3s wp wdsuo WS Izas 9lzole p9zo Ebe IUpWdlese.

K S(gdoi-coop-ks-config)# exit KS(gkm-local-server)# addressipv4 172.16.4.2

S woumt tbsle Idedssy uduwel eds e lplose Idelugss: sodsse lsdsss 15U
Jozass Idpsze Jebe Slugs souwesd euslo KS IJIuwluws.

ebe ldpole IJoluss

KS2(config)# crypto gdoi group GETVPN KS2(config-gkm-group)# identity number 484 K S2(config-gkm-group)# server local KS2(gkm-
local-server)# rekey lifetime seconds 86400 K S2(gkm-local-server)# rekey retransmit 40 number 2 KS2(gkm-local-server)# rekey
authentication mypubkey rsa getK ey KS2(gkm-local-server)# rekey transport unicast KS2(gkm-local-server)# sa ipsec 10 KS2(gkm-sa-
ipsec)# profile gdoi-pr ofile KS2(gkm-sa-ipsec)# match addressipv4 data_plane KS2(gkm-sa-ipsec)# exit KS2(gkm-local-server)#
redundancy KS2(gdoi-coop-ks-config)# local priority 78 KS2(gdoi-coop-ks-config)# peer addressipv4 172.16.4.2 KS2(gdoi-coop-ks-
config)# exit KS2(gkm-local-server)# addressipv4 172.18.5.2

10.- po 2JIJ p9z0 EL2S pre9Es: wodsu leslsle pzeses GDOI pu wdsse 18 pEbus Leslse
IJpeSlose: sdie 929> 8029 B¢ ldpzeses S9b Jodssu ywsluws ISAKMP. gl weisle o
1,586 1JpLol> 86 920986 GDOL. 9lJzo9d eds gulasy IP 1Jgluos wldgalbe IJluuluvss IJes
sedu Jdesee GM IJoywesd [Jsol.



eu”s lJpzeses

GM (config)# crypto isakmp policy 10 GM (config-isakmp)# encryption aes 256 GM (config-isakmp)# hash sha256 GM (config-isakmp)#
group 14 GM(config-isakmp)# lifetime 3600

GM (config)# crypto gdoi group GETVPN GM(config-gkm-group)# identity number 484 GM(config-gkm-group)# server addressipv4
172.185.2

GM (config)# crypto map getvpn 10 gdoi GM(config-crypto-map)# set group GETVPN

GM (config)# interface GigabitEther netl GM(config-if)# crypto map getvpn

eues lJpzeses 2

GM2(config)# crypto isakmp policy 10 GM2(config-isakmp)# encryption aes 256 GM2(config-isakmp)# hash sha256 GM 2(config-isakmp)#
group 14 GM2(config-isakmp)# lifetime 3600 GM2(config)# crypto gdoi group GETVPN GM2(config-gkm-group)# identity number 484
GM2(config-gkm-group)# server addressipv4 172.16.4.2 GM2(config-gkm-group)# server addressipv4 172.18.5.2 GM2(config)# crypto
map getvpn 10 gdoi GM2(config-crypto-map)# set group GETVPN GM2(config)# interface GigabitEther net1 GM2(config-if)# crypto map
getvpn

ozl pu lduozs

288w IJgpdss lesh pu I preds pu lJouvdsd Jol sds:

Golise IJozdp Bs 1dsuesd Jods e9) puvess IJoslole eds 1Ugshe IdIuvlgvss

soe luwopsle le) Ieup 03l Joldss 30 929> Igble pg 2598 1)) IUpesyé Jdlowelp 1eess6.

K S# show ip access-listsdata_plane Extended | P accesslist data_plane 10 permit ip 10.0.0.0 0.0.0.255 172.16.0.0 0.0.255.255 20 permit ip
172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255 K S2# show ip access-lists data_plane Extended | P accesslist data_plane 10 permit ip 10.0.0.0
0.0.0.255 172.16.0.0 0.0.255.255 20 permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255

2lJs wuwesd lJoygwsdsd IUIgoshs:

s&ue IJle, 'show crypto gkm coop' zlJé COOP lJglJsé wsu 1Jgslse |.J|u.u|uu50g uusjl IJs
e 09 ¢bp IJrodlu._sa IJlews 902986 GDOI lJos suwps IJsol _9|_9J3._so lJS)o 3|JIQJIU
12108 wop Slzess IJeadse Bl soedd wlduwlsd IJeldss Ides gusep busldel eo
129> 1l wluwss 1Js 1Jg9lse IJelusss.

ehe lJpdclz 1wl us

K S# show crypto gkm ks coop Crypto Gdoi Group Name :GETVPN Group handle: 1073741826, Local Key Server handle: 1073741826 Local
Address: 10.191.61.114 Local Priority: 100 Local KS Role: Primary , Local KS Status: Alive Local KS version: 1.0.27 Primary Timers: Primary
Refresh Policy Time: 20 Remaining Time: 5 Per-user timer remaining time: 0 Antireplay Sequence Number: 63046 Peer Sessions: Session 1:
Server handle: 1073741827 Peer Address; 10.191.61.115 Peer Version: 1.0.23 Peer Priority: 75 Peer KS Role: Secondary , Peer KS Status:
Alive Antireplay Sequence Number: 0 IKE status: Established Counters: Ann msgs sent: 63040 Ann msgs sent with reply request: 3 Ann msgs
recv: 32 Ann msgs recv with reply request: 4 Packet sent drops: 3 Packet Recv drops: 0 Total bytes sent: 42550002 Total bytesrecv: 22677

thp ldpulz IJelugs



K S2# show crypto gkm ks coop Crypto Gdoi Group Name :GETVPN Group handle: 1073741829, Local Key Server handle: 1073741827
Local Address: 10.191.61.115 Local Priority: 75 Local KS Role: Secondary , Local KS Status: Alive Local KS version: 1.0.23 Secondary
Timers: Sec Primary Periodic Time: 30 Remaining Time: 11, Retries: 0 Invalid ANN PST recvd: 0 New GM Temporary Blocking Enforced?:
No Per-user timer remaining time: 0 Antireplay Sequence Number: 4 Peer Sessions: Session 1. Server handle: 1073741828 Peer Address:
10.191.61.114 Peer Version: 1.0.27 Peer Priority: 100 Peer KS Role: Primary , Peer KS Status: Alive Antireplay Sequence Number: 30 IKE
status: Established Counters: Ann msgs sent: 2 Ann msgs sent with reply request: 1 Ann msgs recv: 28 Ann msgs recv with reply request: 1
Packet sent drops: 1 Packet Recv drops: O Total bytes sent: 468 Total bytes recv: 16913

&2 pedsple GETVPN JJezesed spedsple IUluosh 2od ehe ldpvclz IJoglsus.

K S# show crypto gdoi group GETVPN ks coop version Cooperative key server infraVersion: 2.0.0 Client : KS_POLICY_CLIENT Version :
2.0.0 Client : GROUP_MEMBER_CLIENT Version: 2.0.1 Client: SID_CLIENT Version: 1.0.1

ouwesd guo9 [Upeeses

GM# show crypto gkm group GETVPN Group Name : GETVPN Group Identity : 484 Group Type : GDOI (ISAKMP) Crypto Path : ipv4
Key Management Path : ipv4 Rekeys received : 0 IPSec SA Direction : Both Group Server list : 10.191.61.115 Group Member Information For
Group GETVPN: IPSec SA Direction : Both ACL Received From KS: gdoi_group_GETVPN_temp_acl Group member : 10.191.61.116 vrf:
None Local addr/port : 10.191.61.116/848 Remote addr/port : 10.191.61.115/848 fvrf/ivrf : None/None Version : 1.0.25 Registration status :
Registered Registered with : 10.191.61.115 Re-registersin : 5642 sec Succeeded registration: 1 Attempted registration: 1 Last rekey from :
UNKNOWN Last rekey seq num : 0 Unicast rekey received: 0 Rekey ACKs sent : 0 Rekey Received : never PFS Rekey received : 0 DP Error
Monitoring : OFF IPSEC init reg executed : 0 IPSEC init reg postponed : 0 Active TEK Number : 1 SA Track (OlD/status) : disabled Fail-Close
Revert : Disabled allowable rekey cipher: any allowable rekey hash : any allowable transformtag: any ESP Rekeys cumulative Total received : O
After latest register : 0 Rekey Acks sents: 0 ACL Downloaded From KS 10.191.61.115: access-list permit ip 10.0.0.0 0.0.0.255 172.16.0.0
0.0.255.255 access-list permit ip 172.16.0.0 0.0.255.255 10.0.0.0 0.0.0.255 KEK POLICY: Rekey Transport Type : Unicast Lifetime (secs) :
85185 Encrypt Algorithm : 3DES Key Size: 192 Sig Hash Algorithm : HMAC_AUTH_SHA Sig Key Length (bits) : 1296 TEK POLICY for
the current KS-Policy ACEs Downloaded: GigabitEthernetl: IPsec SA: spi: 0x535F673B(1398761275) transform: esp-aes esp-sha-hmac sa
timing:remaining key lifetime (sec): (5988) Anti-Replay(Counter Based) : 64 tag method : disabled alg key size: 16 (bytes) sig key size: 20
(bytes) encaps: ENCAPS_TUNNEL KGS POLICY: REG_GM: local_addr 10.191.61.116 overall chech P2P POLICY: REG_GM: local_addr
10.191.61.116

e duuld 1izble ol oJlzol

lgosh ¢lpe COOP IJiwl us

Spdu lu ogules suwlisd syslog s wedu ldpuvddle IUpoe 86 wgpdsé COOP guzsssol. §p
vupdsu uuogse lgble GDOI gJs g9lp pdlese COOP Jg)uo Idpsdsple IUpeed 86 wodo
lJepdso V3 b.

K S# debug crypto gdoi ks coop

gwpl ol gpdsé lposl, COOP. oo, 5 ulds syslog lJeldss eds IJ 1Jgslse 1dIuwluss.

%GDOI-5-COOP_KS_ELECTION: KS entering election mode in group GETVPN (Previous Primary = NONE)



908> loplp 1Ug pdiss IJlootloss: wg s |JyuulJs COOP_KS_TRANS_TO_PRI pgsele 29U
tbhe lJpdulz [JIL}Ulu.IJL"S I.J@g__s.)._gcfu;blo.) lJyuwldo gds ¢9lbpe |ka-§|0§§ lJlwluso sldelysss.
9p0 Idpesde lu sbo, IJodys) IUlads Iduwlod Jl givse" S 1dp)s IUlvds JJgpdsé
lJloegloss.

%GDOI-5-COOP_KS_TRANS_TO_PRI: KS 172.16.4.2 1in group GETVPN transitioned to Primary (Previous Primary

B glJs el lposl) Key Server. wouopu |Jyuwlds souslo IP 1Jgluo wlJéhe IJIowl gus
lJuwled.

%GDOI-5-COOP_KS_TRANS_TO_PRI: KS 172.18.5.2 1in group GETVPN transitioned to Primary (Previous Primary

g pl swp V9 IJlouold Ll e CO(?P JdpeVdlose IJolusss: swpe oo Huwldo
COOP_KS_UNREACH. suuwog KS IJlgulyus 2ldé zpse KSs 1Joly9s86 9suwwesp odo lUyuwldé
JJluvhs Ids vy IJleuold o KS Idelyss. s¥9e KS Ideluss wib voooe 2lds KS

Il wss. oy, 030 IUyuwldé 1Je92956 eds KS 1Jeluss [Js B@sly IJlouold o KS

I ul .

%GDOI-3-COOP_KS_UNREACH: Cooperative KS 172.18.5.2 Unreachable in group GETVPN

swpl wop luwoghs Idloold wsu COOP KSs: swe g0 yuwldé coop_KS_REACH".

%GDOI-5-COOP_KS_REACH: Reachability restored with Cooperative KS 172.18.5.2 in group GETVPN.

puildJ ouwesd PKI
ewd wuoese leble cuvesd 19 puolb 86 pusldd TrustPoint. Iwegse wuozse Iglble PKI.

debug crypto pki messages debug crypto pki transactions debug crypto pki validation debug crypto pki api debug crypto pki callback
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