v bl gble o556 1Jppluwd ISG
9luedlzol gJs ASR1000 Lluegsle Cisco
|IOSRg: XE

lJpzosslo
| Jp, 9506

lJedoule | U200

ozl woo ISG

b9u9J9zsl

lJodosy

wJosy RADIUS

oJosy PPP-Client-1

wJosy, BRAS-ASR1K

lolp, show IOS® XE », Cisco
Ibol, 29lbbpo AAA

g1 p2lwod §olise | wldse AAA
S0 gduwlo g0 AAA

100 pJle wE s $306 AAA
bol, 8aa pwegse

lbol) | we pwede zdwéd lJpgbed

|bol, |, wp 2Ip0 |.J=o. wo

lbol) | we pwede zdwéd lJp ey d

show subscriber session username PPPoE-Client-1 | i lJowasd
show ssm switch id

l9l, £,0 Kernel

show platform software subscriber fp active accounting

show platform software subscriber fp active segment

show platform software subscriber fp active segment id

show platform software subscriber session username

lalp, £,0 QFP (pelJz w588 1JJp) I ESP (pgeldz lJpze] e 0 p0)

bol 6 o ucyd | |o| uloo QFP Io'ol 'Jbl IJI ol

ol D 6 | odul '|o|' Joél 5 0 uzolj lJoble 1L wl

bol S 2 wd leoiend Uldesile ouubs 1gls wzelj lduble Il wl

ouozse Izble Cisco I0S® XE

I2)lz wuozse UG ble

NFX YY)



Sued o3l IJpwows luadlz psi6 pzluves ISG Idplbw$s eds eduws gpd PPPOE Clueésle
W96 2yJs py9) Idoslule "lueyue" eds ASR1000 Cluwwgsle Cisco IOS® XE.

IJpdoule IJpyuwagspd
o louile 1Jegdsele 1shss s o3l Ipumens po 112036 10092956 s wisisé pepdss $luob.

u.)lu apgse Ulao_)o UPU“UC-‘PO l..96 o5l lJPL}”UU-) uudﬁ;Su PPLJ‘UBC (ldu)lws) I.)l -Jluu

PUUPPL IS 03l 98886 wuvdsd: IJozdd pu lduwpsd B cisco I0S® XE. IJoeds pu lJwprd
s linux kernel IUoz 88 pu wyped Iduwpes WS zoly (QFP/ESP) souozse IJIgble 1Jpyowlbs
e wossé IJgduwsé |Js 1UIJe pld.

ozt £ peluwed ISG leuolissle Iluvegsle 29 eduws IJged 19 1g08 1Ulzeldss JJepsd.

Vs o3l ldpeldi wp wbosd peluvesd ISG gds ¢>00 !Q';.'J)QCJ slc_, W96 2y IJo py9) Idwslule IJos
wp wbosdol oy uwpele RADIUS oy ldpguegse 9pJW og)sed [ ed eds élbe RADIUS.

Sedu Idews) eds piss po ldpedsple eds:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-
accounting.html

by9J9zs!
RADIUS Server
oo/ ==
PPP-Client-1  gigiai0 Gi2/3/4 w Gi2/0/4.200
lJodssu

o3l pC‘;LJ od9su .Jroduu-__;é E_Juuo E.r°'J 9¢>p0 ISG.
oJd9syu RADIUS

eSS puuese RADIUS 5pJ0d o s 1Ugsps Idpuwaise oul:


/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html
/content/en/us/td/docs/ios-xml/ios/isg/configuration/xe-3s/isg-xe-3s-book/isg-accounting.html

#HHH 08 )9 pdV wg)sY lJpuwegs e HiH

PPPoE-Client-1 ClearText-Password := "Cisco"

w999l IUlbl)le = PPP.

U9 1Jg>pes = framed.

Cisco-account-info += "ainternet".

HitH o&@@ pJW ©g )W 00 IUlueyue HitH

IJolbise IUlve,)luoss == "lueoa" u9g 1dpuol> 86 == Susd
Cisco-AVPair += "ip:traffic-class=in access-group name ACL-Internet-in".
Cisco-AVPair += "ip:traffic-class=u.s |Jlwdlb 1JIG o)l jos"
Cisco-AVPair += "ip:traffic-class=out access-group name acl-internet-out".

Cisco-AVPair += "ip:traffic-class=drop default drop".
Cisco-AVPair += "accounting-list=ACCNT_LIST1".
oJd9 sy PPP-Client-1

I

interface GigabitEthernet0/3/0

9o HHHHIHIHE o0 1ISG |Js BRAS-ASR1K gi2/3/4 #H#HH#HHHH
Jls9e> euslo IP

IJbuwld euoliss Idlegle IJod@liss

lJow,eé Idodslissé

rer9es wpdsu PPPOE IJgesesé

PPPoE-client dial-pool-number 2

!

pwued 1Jslzos 2

|Jo oo #HHHHHHE pood PPP |Jolo o #HHHHHE
926 IJg> IJiduos JJudd (MTU) 1492

op ldovdly o eds guslo IP

ouopsu PPP



et Idpoued 2

pods 9 o¢ IJlouold Vs 9 oe 1Ugpsd 0

pouod wldpdopyw

92,6 PPP MTU gJs IJodsed

luwwsgle PPP Jp ol 86

PPP PAP send-username PPPoE-Client-1 JJeé 7 104D000A0618
oJd9su BRAS-ASR1TK

!

up9de AAA s>

RADIUS_AUTH Jgbse pze9e6 AAA
¢hp 192.168.111.9

9lz06 o>, IP RADIUS GigabitEthernet2/0/4.200
PSY-3

ehe welod Idpdod - luudsw pobius IUezesd IJIEJ wulgl

I
!

ouwesd 229d puohd6 AAA Idpeds IJIBe)luas

puol> 96 AAA PPP IJpzpeseo Idpedso IJIe,)lose RADIUS_AUTH

pee9e6 RADIUS_AUTH IJeedss IJIVe )luoso Juvedo wdgs o AAA

lJpzpeseo Il )lsose Jodysy wvyso AAA RADIUS_AUTH

AAA Authorization Subscriber-Service IJlWe,)los Jdpzeses Idpzdso RADIUS_AUTH
AAA Authorization Subscriber-Service Test Local Group RADIUS_AUTH

AAA I Jpzlawons Glgsywe 1JIJ

lJozsse 1Us9ys Jegluveé AAA 21



Couopy ptluved AAA pJu wg s Idpeolb 96 framed-ip-address
SULopU EpJS6 peluvod AAA Clbisé framed-ipV6-profile

CouopyU ptluved AAA Lbise pdud o)W IUpuol> 96 |Jpe89 os-IPVE
pTPIES wie-lsBlW el ose JuvwJs pzluve o AAA RADIUS_AUTH
JvwJo peluveo AAA ACCNT_LISTT pze9es wre-ls$led RADIUS_AUTH
I

AAA nas psule p9 e

!

BBA-Group PPPoE Static-PPPoE

lJélJe IUblo,s 2

I

lovo,zle 1Jslzosd 2

9o HHHHIHE 2 Jwo gpd PPP IJolo e IUluwe zle #HiHIHH

eusly IP 192.0.2.0 255.255.255.255

I
9lzos GigabitEthernet2/0/4.200

gpdss Joywds dot1Q 200

eus9ly IP 192.168.111.1 255.255.255.0

!
9lzos GigabitEthernet2/3/4

|Jo oo #HHH#HHIH# oo ISG |Us PPP-Client-1 gi0/2/0 #HiHHH#

Jlsozs ewslo IP

1Jsé IJowly o

PPPoE v pdsy IJpgeses Static-PPPoE

wedsy CDP

!

lJ9lzoé virtual-template2



|Jo o b #HHHHHE oo o-PPPOE #HHHHHE

lowesele IP gsy 1dpsde 2

ip verify unicast p_o>, reachable-via rx

ip tcp adjust-mss 1452

2lJs bovlb g IJouwesd

syd-dhecp IJgluo wozpee soldsu IP IJIGe)los JJubs,)
Jnsb yuwlisd cougvsb IJloold 60

92,6 PPP MTU gJs IJodsd

PPP Je_ol> 86

PPP IPCP DNS 192.0.2.4 192.0.2.5

ip pzJes wyJé syd-dhcp 192.0.2.1 192.0.2.6

Il o, show IOS® XE py Cisco
IJozdd pu peluwws ISG B Cisco 10S® XE sll el wgslse AAA/RADIUS.
[bol, 3910 AAA
¢9l>o BRAS-ASR1K#show aaa
RADIUS: id 1. priority 1. IJp_os® 192.168.111.9. auth-port 1645, acct-port 1646
Iz1Jé: 1J s 6 Izldss JJigds: 1 e 73946s. 1Ups6 I ulu s 0s
£33 IJdeds: lzelds 1dsde 0. 1Jgss 0
IJeze: JI
authen: bJo 2902, Go,le IJuodlzss 0. welys 1w ud 0. lglé 1 eld O
1,5 9w9d gle 2897, ,0 0 5. IJwpss 0
Ilgweelos: gy posde 0. ol ¢hp 0. gy Loz 0: IUsde 2 pddis cluss
IJpglods: IJozlz 2902, 1J8ud 0
peoud: 1Je,9s 0. 1dp0ds 0. IJBuJ 0

IJpsJd: IJbJo 8690, Wele IUpods 0. wely IJduid 0. Jghé IJluwld 0



29le: ¥w9d 8690 ;0 o 0. wpss 0
IJlgwezlos: £5) po9de 0. gl glap 0. g5y Loz 0: IS 2 pdds wloss
IUpeleds: Iduzle 8690, I iJ O
peeud: 1zds 0. 1Jp0ds 0. IUSud 0
IJeuwle: IUbJo 18 2lJle losols 1Jpods 0. welys U id 0. 1glss IULuwld O
lJbJe: olso 5. p9 e 10 998 3
IU)s: [Joshss 5 IJpypJs 1Jpd$es 10 [Jpplos 3
Ilverlod: g poode 0 gl gbp 0 gy Lozesz 00 1Usde 7 pddes Sluss
IJpeleds: IJogle 18 IJB s 0
peoud: IJeyds 0. 1Jpods 0. IJSuJ O
s IJeuduas pus ) puwe JJesble: 20 pwlgs 32 o
Ile 1dsuosd €y Idpws36 1,60 Lo,
Jerdle 1l umsd €55 1pums 1pd2,6: Lo,
Ile 1Usuosd 1dpeeses [Jo®r8,86: Lo,
IJedle Idpzluwess [dpdsyo Idos e ldoede bsol: 0
IUz> IiGuos Jdzrdle 1degesds: 1J9ue9d 0. 1deeluuws 0
IJbdole Bs 1d>y8s@6 Idos coglys 24 wlgs:
eldsl - pud 20 ywlgsd 9 30 59596
PUEIUD - pud 20 wlgd 9 32585861 LOI,
lJpwywlb: 9
&2 peluwed Golisp luvldsw AAA
peluve 6 BRAS-ASR1K#show aaa method-lists
lJ9o9d lJs Blispes [Jluwbly=aaa_ml_acct_shell
lJoo9d lJs Blispes [Jluwbly=aaa_ml_acct_auth_proxy
lJoo9d |Js Blisps IJluwbly,=aaa_ml_acct_net

name=ACCNT_LIST1 _olJz=true id=ae000012 action=start stop:state=live : server_group
radius_auth



&2 eduslo gpd AAA
BRAS-ASR1K#show aaa gJ_wo
peeot IJeduwle pus lelbs Iozesd igs)s: 2921
&) IJgdywo: 2922
lJpgrd 1Js,)8>: 2931
luwe IJpuweésp: PPPOE-Client-1
eusly IP: 192.0.2.3
99 IJepsd: 0
p8wo louold CT: Low,
&P pJOlo OEysS 00 AAA
pJVle wg ) s BRAS-ASR1K#show aaa service-profile
1> lgwp 1> p6: IJlocyue
&u2o aaa pywogdpe <UID>
BRAS-ASR1K#show aaa user 2931
lJeerd 18,85 2931 §6o IJluwesle 2ldsl.
Jl w9z wslule JJduse 0
Jl w9gs wslule JJusg EXEC
Jl w9z wslule JJuge CONN
NET: Igwpe |Jpguoé> p=PPPoE-Client-1
P& zdwo 1Jg o J=00000b6a pg,9 9,5>=00000b73
o Idbuwld=1 ls$ld B §lb=N
stop_has_be_send=N
Ilspo 1, §=7F742FA2D8F8 : IJl e = Ul ol os
Olispd [dwpelw:
7F7430450570 000001 session-id(408) 4 2922(B6A)

7f74304505b0 0000001 start_time(418) 4 g jwlow 2016:13:06:47



7F74304505F0 0000081 clid-mac-addr(42) 14 35 30 35 37 2e 61 38 64 38 2e 30 32 64 38
7F7430450630 000002 session-type(692) 4 ipV4-only

7F7430450670 000001 Framed-Protocol(111) 4 PPP

7F7430451998 000002 media-protocol-state(980) 4 sl

7F74304519D8 0000001 addr(8) 4 192.0.2.3

7F7430451A18 0000001 95939 (337) 4 IP

NET: Iuwp IJpuuwegr po=PPPoE-Client-1
&) zduwo 1Jg oJ=00000b6b pg ;8 9,5>=00000b73
wie IJbuwld=1 ls$ld B §b=N
stop_has_be_send=N
Ilspd 1Jb, §=7f7419c2CE40 : |Jljupe = ACCNT_LIST1
Olispd Idywpelw:
7F7430450D80 000001 session-id(408) 4 2923(b6b)
7F7430450DC0 0000001 start_time(418) 4 I¢ julo_w 2016:06:48
7F7430450E00 000001 Framed-Protocol(111) 4 PPP
7F7430450E40 0000081 SSG-service-info(489) 9 Ethernet
7F7430450E80 000081 parent-session-id(404) 80000b6a
7F7430450ED8 0000001 addr(8) 4 192.0.2.3
7F7430450F18 0000001 9999 (337) 4 ip
p&) 9 [Jw>9@ 09 1
CLI HDL o9 4A00002
Jl o9z walule Toss
Jl w9z wslule Jduse CMD
Jl w9es wslule Juble IJuse

Jl w9gs wslule JJuse VRRS



JI w9es valule Jugg luwwsels RM
Jl w9es wslule Jduse RM VPDN
Jl o9z wslule Jsdsd puolbds 1duse
Jl w9z wslule JJduge DOT1X
JI oo wslule Juge 1Jpdlded
JI wges vslule Jugse VPDN-TUNNEL
Jl &92> wslole Juse VPDN-tunnel-link
Jl o9z wslule JJusg IPSec-Tunnel
Jl oges wslule JJduge MCAST
Jl w9z> wslule Juge 1Jes)»
Jl w9 wslule Juse SSG
JIw9gs walule Jogss IJuge
JI wog> wslule JJuse ConnectedApps
IJpelwes:
log=0x100000020c241
LJia:I& lJpuwzJé :
we Ipdldps
[uvewsld ATTR
wolds Jigds
IPCP_PASS
wol$6 p9 96
VPDN NET UP
sl Jigds
lundow (2d) IJease :
DS
IJSIod 1U5p0s JJogsse = 1260

wedle 1oy Idely 6 : 0



Olispd I wele IUssulpsdss:
7F7430450ED8 000001 Connect-Progress(75) 4 LAN Ses Up
7F7430450F 18 0000001 $wd 99w IJeduws (334) 4 0(0)
7F7430450F58 0000001 nas-tx-speed(481) 4 10000000(3b9ACA00)
7F7430450F98 0000001 NAS-RX-speed(78) 4 10000000(3B9ACA00)
7F7430450FD8 0000001 Iy 9o _time(414) 4 958(3BE)
7F7430450D80 0000001 wlse_in(146) 4 1592(638)
7F7430450DC0 0000001 lse_out(311) 4 1574(626)
Ibol) &VlLosd luve puvcEsp 2Juwé gpd IUpubcyd <username>
BRAS-ASR1K#show pieyd gJuwé username PPPoE-Client-1 & osJ
IJusg: PPPoE. UID: 900. IJzIJs: authen. Identity: PPPoE-Client-1
gusly IPv4: 192.0.2.3
99 wuvesd IJpduws: 00:21:13. T wéss): 00:21:13
IJsglzoo: Virtual-Access2.1
p&)9 lJpe9d: 15701
pedsple Iduwslywe:
lJuwsld 7TF7439B43390: IJeglJz 8BOOOF38
AAA_ID 0000B73: Flow_handle O
2lJo ldpuob§o: gds 1Jwy,
pJV 088V IUpuwodsde IU3s op oujsdo: wlpwadule g plo:
IJeu9e9dsd Iesb, 0 1 [PPP]
U9 1Jg>p6 0 2 [framed]
ssg-account-info 0 "Alternet"
pJV &g 8V IJpuwedsp IUss op oujsdor wel W 3JJ 1Ug>ple:
lJen9w9dsd Idpsb, 0 1 [PPP]

U9€ 1Jg>po 0 2 [framed]



ssg-account-info 0 "Alternet"
ssg-service-info 0 "Ethernet"
ACL-Internet-In Judisé 2,96 19, 0 "B luup pzpoes 19 09"
Wis6 296 1Jp)9) 0 "B IJluvdlb IJIb )l o s"
W6 2yJs 1Jp)9) 0 "ACL-Internet-Out Jlw e pzp9e06 lJ909J"
Wisé 296 1Jpy9,) 0 "lIJluwdlb Il e,lgos JJouuwy"”
lJpzlyuweo-list 0 "ACCNT_LIST1"
odosu ppdble gduws IJgpd (Uizse [Js 1UIS>p):
09e 19uo9d: gpsd wuwesd 1Usg9d IJs €306 IJ9se: SM
2> oozt IJzuesd eds Ideiss pu IpSlost (1J800)
luwe pJS IJogrsd: lucyuw: 3 p)lee
ssg-service-info 0 "Ethernet"
ACL-Internet-In Judisé 2,396 1Jp9, 0 "B luup pzp9ed 19 09J"
W86 296 1Jp)9) 0 "B IJluvdlb IJIde,)los"
Wis6 )96 1Jp,9) 0 "ACL-Internet-Out Jlw e pgpoes lJ9o9J"
WOis6 2396 1Jpy9) 0 "IJluvdlb Il e,)ljos JJouw)yL"
lJpelyvwo-list 0 "ACCNT_LIST1"
w9g IJsuesd: gpsd PPP:SM
22¢ ooz IJeuesd eds pis pu ldpdlose
luwe pJd IJog s9: PPPOE-Client-1. 3 p)lze
lJen9e9ded IJpsl, 0 1 [PPP]
U9 1Jg>p6 0 2 [framed]
ssg-account-info 0 "Alternet"
u9e 1Jsuosd: £ psd PPP: SM
22¢ ooz IJeuesd eds pis pu ldpdlose
luwe pJd IJog s PPPOE-Client-1. 3 p)lze

lJea9w9dsd IUpsl, 0 1 [PPP]



u9¢€ 1Jg>p06 0 2 [framed]

ssg-account-info 0 "Alternet"
IJg>plo IJogblbs 1Jpdo,06 weduws IJgpd:

luwe "locros”
lJsles sldlzylele 9lduisgbo [Jpond36:
Ilesxo wessu ldpuveyd IUlGe,)luose - 1J8less [UslgJso
w3 OUbEsd 2206 U dlisel JJuis b

luwpe 83006 P& 306 U9E IUE>006 1 Service-Policy
lJpuoudlo:
Class-id DIR Packet Bytes PRI. IJog)sw
0 Ws 55000 pbole 6 ls
1 p& 500 0 pbolu 86 s
11584 s 500 o blw B Slisps IJozYdp Bs 1909 (ACL)-Internet-In
11585 gz 5500 cblu@ Slisps IJozdp Vs 1U9o9d (ACL)-Internet-Out
4294967294 S5 0 - | w bl
4294967295 ¢ ,9z 0 - | wlb
lJps)le:
IJpeluveo:
pu2d) ool IJulse Jgjp DIR Judiss pg s IJusiss
115684 s 500 |uoyue
11585 oy Iuod 5500 oo,
pwolb) Idodysu:
lJow luwp pe)d 2306 AAA JJs e Iduib
SVC 00:21:13 385875970 Internet
USR 00:21:13 - pwwidpe

INT 00:21:13 - 3l bloys 2



1bol) luwpe 83006 IJpJvcyd <name> wlJowvwosJ
Bluosd luwpe £306 1Jpuive,d BRAS-ASRIK#Show oo
&2p0 "lJlue,yue™
IJl,osl, 1:
o€, SVM: B20001F1
pEd 1JBis6 s 00011584
52 pEyd IJBiss: 00011585
2800 wluubs: blugs SVM [1]
op wlpswo wluwbs: PM-Service [1]
0500 w9l wlos: FM-Bind [1]
P9 w9luwbd: ps;6 Idpelumes [1]
pJuV IJog s 7TF7439BF3510
luwe pJO IJog s luoyue: 3 pilze
ssg-service-info 0 "Ethernet"
ACL-Internet-In Jbisé 2,96 119 0 "Bes luwp p2p9es I 09"
856 2,98 I p9) 0 "B IUluwdlb IJIBe,los"
Bisé 2y 1,9, 0 "ACL-Internet-Out Jlwp 2096 19 09"
Wes6 296 1)) 0 "IJluwdlb Il e,)lgos JJouuys"”
lJpzluweo-list 0 "ACCNT_LIST1"
lJpes50 : IJpeluwed
w9e IDB JJpssé: lel Soes 19 £ plodse
wslule 1dps)é: 32 wlsw:
: 00000 000 B2 001 F1 000 0O ........
: 00008 00 000 000 7F 74 3a 09 .....o:.
: 00010 31 58 000 7 5,6 pis9sé 00 00 1x..|..

: 00018 000 01 00 000 00O ........



pedople IJpuve,d 1Upldss wlugwegsle 1Ugsed "loc,oe”

peede lUxg)le: 1

IJidgls: LTERM - IJp ooz Ipedis: FWD - IJpgls wozsoo: £, Ipuolds - €8 puot wo -
pu238: TC CT. - £33 Wisle 2yJ6 1dp)y9) S Ideduws 1Usssunsd

UNIQ ID Interface State Service Up-time TC CT. IJpg

900 VI2.1 authen Lterm 02:17:59 1 PPPoE-Client-1
oluosd peluved ps36 <username> show subscriber session username

oluosd peluved |Upsjlo BRAS-ASR1K#show subscriber session username pppOE-Client-1

IJugg: PPPoE. UID: 900. IJzIJs: authen. Identity: PPPoE-Client-1
guwsly IPv4: 192.0.2.3

989w wae pduws IUgpd: 02:16:05. 13, wéss): 02:16:05
IJslzos: Virtual-Access2.1

&S 1Jpz9d: 15701

lJesle:

IJpeluveo:

Class-id Dir Packet-v4 bytes-v4 Packet-v6 Bytes-v6 o o>,
115684 W 5000 |ueyue

11585 oy luod 5500 0 oo IJloc)ow

Slises IJozdp Ss IUsuesd (ACL) IJublsgs:

Class-id Dir Packet-v4 bytes-v4 Packet-v6 Bytes-v6 o 0>,
CEsIle $9lse ldopde Vs 1dsuesd (ACL) Idublses:

show subscriber session username PPPoE-Client-1 | i IJowssJ

BRAS-ASR1K#show e i yd gduwé username PPPoE-Client-1 | i IJowsysd

show ssm switch id <Switch ID>



BRAS-ASR1K#show ssm switch id 15701
21Js Switch-ID 15701: p 5,926

P&, |Uinses: 23895 1Juse: Lterm[21]
per |Jpz9J: 15701
ptuP L2 pU Sodi 9226 IUpgldes 1dpydsé 00
£9p0 wSluwbs: SIP [1]

lJwso: SSS
lJegldé: ouvl
wwsle ozssd LTERM:
w0loz IDB VI2.1
peldz pzod SSS 0x0
P 2duws IJgpd 900
pee9gs psile L21dol,6

lJwseso: ADJ
lJeldé: vuul
sl wz9sd LTERM HW:
P& eduws IJgpd 900
e Idozssd 1
ree98s psile L21d0l 56

PErS [Juiyszs: IJuse 19798: PPPOE[19)]
pEy8 U pz9J: 15701
PELPLP PO Jwd: 9226 IJpeldes 1Up,djs6 030
£9p0 w9lywlos: SIP [1]
£9p0 w9l wlos: SSS [1]
P9p0 w9luwlbos: SSF [2]

|Jwo:so: SSS

lJeldé: vuul



sl wessd PPPoE:

£, 1z ws: 2902

pE LB yu53: 900

»£lJz PPP: 0x38000B56

sduLo SSS: 0000000

booulb IJuols,: GI2/3/4

51206 13,09 1Jblo,s: VI2.1

eu9lu MAC peds: 0027.0d2b.4fb4 L gs>: 5057.a8d8.02d8
wduwdé wuppsu PPPOE [20 Ulsol:
5057a8d802d800270d2b4fb4886411000b56000

lJwisoe: ADJ
lJeglde: ouvl
u9e p9bg HW: L2HW_PPPoE

IJp$log ESS= 0x7{742a544bb0. | g Jlole= 0x16. EVSI= 80. IJpdlog |Je9 we_id=
0x00000500004D56

lJe9be IJulbs, ESS= 0x7F742A544AC0. IJugge= 19. seghandle= 0x7F7430243F30
P& IJpsjo: 7512 IJyge: ISG Classification Fier[14]
&) IJuiysgo: 19798

PELPLP PO Jwd: 9226 IJpeldes 1Up,djsé 030
|Joiso: SSS

lJeglde: ouvl
lJwsse: ADJ

lJeglde: ouvl

per 1Jps6: IJuse 11609: 1ozl u5[6]

p&)8 IJuiyszs: 19798

IJlozlo: dJlopl [11584.11585]

peueLP U Jud: 9226 1Jpeldes 1Up)djsé odo



|JSes6: SSS
lJegldé: ouvl
lJsso: ADJ
lJ>9dé: IJSluso
Iole, &,u0 Kernel
Oz peluveod ISG Vs w9ls Jsugdw
show platform software subscriber fp active accounting
BRAS-ASR1K#show platform software subscriber fp 1Jezluvw6 IJouiloé

wedle peluves Idpubesd: Ipzese 1

pE, Bisé IJpbog s¢Jlé sz EVSI QFP HDL AOM

0x00000500000404d56 11584/11585 16908315 81 1U3s <p luublyo
show platform software subscriber fp active segment

BRAS-ASR1K#show platform software subscriber fp p 9bbog v vl
Iblgle IJpgvoyd: [Jpeese : 2

lJpdlbbg SegType EVSI s¢gs) 2ldo pg) 9 AOM

0x000000500004004d56 PPPoE 8000x000000 13008 1J3s wp luuilye

0x00000500005000d57 LTERM 80 0x0000000 13009 1J3s wp luoubl9e
show platform software subscriber fp active segment id <PPPoE Segment ID>

BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000500004d56

lJpdlbbg SegType EVSI s¢gs) 2ldo pg) 9 AOM

0x000000500004004d56 PPPoE 8000x000000 13008 1U3s wp Juublyo
‘DEJJ E\JU“O PPPoE 0xb56

ouvds, MAC 0x1



5o Ipesd 0x2
IUz> UiGuas Jogss Ides Iiduos JJudd (MTU) 0x5d4

VLAN CoS 0x8

PHY INTF (gJs CPP) 0x31

ls3IS wuvgsd wuszst IJighble I, bs

£u9lo MAC pzJ.s: 00270d2b4fba

gu9lu MAC IJogs>: 5057a8d802d8

wduwds oo pesu PPPOE [20 Llsw]:5057a8d802d800270d2b4fb4886411000b56000
pedople IUoré:

lJosvile Idugilboe/lde,996: 1/1

Sisle Ibeld: 1 (1dluwdlb IUIG el os)

098 glod oS pE B pre9ed WBisé EVSI Jusbd 19J9sé IUpg )ud:

luwe gled IJouo9s6

11584 0 16908315 157320256.1 $lispo IJcedp B 1U9o9d (ACL) IJpupls:
ACL-Internet-In
Sssle IJIlz: 1 (luwdle e e)luas)
098 glod oS pE B preoed WBisé EVSI Jusb§ 19J9ss IUpg ud:

luwe gled IJouo 956

11585 0 16908315 158997875.1 Slispo IJoeYp WBs 1J9o9d (ACL) IJpuwu elé:
ACL-Internet-Out
show platform software subscriber fp active segment id <LTERM Segment ID>
BRAS-ASR1K#show platform software subscriber fp active segment id 0x0000500005d57
IJpbbog SegType EVSI sé.s) 2lJé o8, AOM

0x00000500005000d57 LTERM 80 0x0000000 13009 1J3s wp luoubl9e



LCP Magic 0x2b68bfb2

9uog IJpzod 0x2

Iz IJiGuas Jsess Iz IIduos JJudd (MTU) 0x5d4
LCP PFC: |s8lWd o yugsd

ouoese IJigble Ui, bs: lsdled IJoigsd

show platform software subscriber session username <username>

BRAS-ASR1K#show platform software subscriber session username PPPoE-Client-1
— P&y eduwd gpd puv eI fp 2o LS 80 —

zJuwé Segment1 SegType1 Segment2 SegType2 AOM »9J6

80 0x000005000050005d57 LTERM 0x000005000004056 PPPoE IJ3s wp luubldo

— show plat ha qfp act feat wl,s¢ eduwé lJpuve,d 80 —
pEr 2duws 1Jg e J: 80

u9e EVSI: PPP

p&)9 Sblg SIP: 0x500004d56

u9e pdbe SIP: PPPoE

p&)9 p 9bg FSP: 0x500005d57

u9& p9bg FSP: LTERM

91y QFP: 80

luwp 9lzod QFP: EVSI80

SIP TX SEQ num: o,

SIP RX SEQ num: o,

FSP TX SEQ num: oW,

FSP RX SEQ num: o,

wuoese leble 1Jpuueos: 00000000

Up wpdsu psjo TC



2Juwo
— show plat so subscriber act segment id 0x00005000004d56 —
lJe9loge SegType EVSI s¢s) 2lJs pgy 9 AOM
0x000000500004004d56 PPPoE 8000x000000 13008 1J3s we luvlgo
p&)S 2Juwé PPPoE 0xb56
oubds) MAC 0x1
902 1Jpzed 0x2
12> IJiGuas Jsess Iz IIduos JJudd (MTU) 0x5d4
VLAN CoS 0x8
PHY INTF (e Js CPP) 0x31
lsBld wuvgsd wuoese IJigble IJ i, bs
gu9lu MAC peds: 00270d2b4fb4
guslu MAC lJugs>: 5057a8d802d8
wduwdo oo psu PPPOE [20 Llsw]:5057a8d802d800270d2b4fb4886411000b56000
pedple IJe>9d:
lJosvile IJougiloo/lde,996: 1/1
Wslo IJbgld: 1 (1dluedlb IJIBe,los)
09 Elpd ©LOWBSE pE IV presesd Wisé EVSI Jusd§ lsdess IUpe ) :

luwe gled IJouo9s6

11584 0 16908315 157320256.1 $lisped IJcedp B 19 o9J (ACL) IJpwupls:
ACL-Internet-In
Wslo IJIplz: 1 (Juvdlb 1ol os)
09 Elpd ©LOWBSE pEIW presesd Wisé EVSI Jusd§ lsdess IUpe ) :

luwe gled IJouo9s6



11585 0 16908315 158997875.1 $§lispé lJopdp B 1Jsuo9J (ACL) IJpuwelé:
ACL-Internet-Out
— show plat hard gfp act Jueé puve,d pdlbe pube,d 0x00005000004D56 —
08,3 1Jui,szé: 0x500004d56
oesl) EVSI: 80
P& pdbe 1Julbs,: 0x500005d57
e9Ub) elJé QFP VSI: 80
luup 9lz0d QFP: EVSI80
w9 |Juinseé: PPPOE
wuoese IJigble IJ i, bs: 0
SIP: 1
clJé ldpgbog: pyoub
bod IJuduudé: 20
000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
0000010 0b56 0000000000000000000000000000
oeldz Jubd peJsele ENCAP: 0x0
pg,8 | zdwé: 2902
lJSyue IJpupesb: 0
926 Iz IJiduos JJudd (MTU): 1492
IJbeds B 2lJs 1Jpdi): 49
Bspé o isé: 0x00003f00
Gisle IJelJ: 1
HDL Jpg,b b IJdiss EVSI CG ID QFP

11584 16908315 1573220256.1 81
Isle 1JJglz: 1

HDL Jeg,w® w9 IJwise EVSI CG ID QFP



11585 16908315 1589997875.1 81
— show plat so subscriber act segment id 0x00000500005D57 —
lJpedlbbg SegType EVSI s¢gs) 2ldo pg, 9 AOM

0x00000500005000d57 LTERM 80 0x0000000 13009 1J3s <p luublye
LCP Magic 0x2b68bfb2
902 1Jpzed 0x2
12> IJiGuas Jsess Iz IIduos JJudd (MTU) 0x5d4
LCP PFC: |sylw IJoyvgsd
wuoese IJigble Ui, bs: lsdled IJo g sd
— show plat hard gfp act weé puve,d pdlbg puue,d 0x00005000050005D57 —
08, 1JGblg: 0x500005d57
p&sh EVSI: 80

P& pdbg IJubbs,: 0x500004d56

09U zlJé QFP VSI: 80

luupe 9lgos QFP: EVSI80

u9e IJuiysee: LTERM
ouoese IJigble IJ sy bs: 0
SIP: 0
el ldpdbe: pyoub
byJ IduwduwJs: 0
peldz Juvd pedsple ENCAP: 0x0
Osle 1Jgld: 1

HDL Jeg,w® w9y IJwisse EVSI CG ID QFP

115684 16908315 1573220256.1 81



esle 1JIle: 1
HDL Jpg,& oo IJdiss EVSI CG ID QFP
11585 16908315 1589997875.1 81

— |bol) pgyd gdwd gpd Idpuvend wpsjo Idlgle Idpeess (QFP) JJb,l; 16908315 —
perd I zduws: 16908315
o9& EVSI: TC_FLOW

pE)S Sblg SIP: 0x500004d56

u9€ pdbog SIP: PPPOE
&) p9log FSP: 0x0
U9E p9bg FSP: —

090y QFP: 81

luwp 9lzos QFP: EVSI16908315
SIP TX SEQ num: _ow9,
SIP RX SEQ num: o,
FSP TX SEQ num: _ow9,
FSP RX SEQ num: Lo,
ouoese leble |Jpuwaws: 0x0000000
Op wpdsu ps)o ldeeluwas

eJduwo
lole, 500 QFP (pglde <233 1Jp)  ESP (peldz Ip2sd IJpuopv)
lJozdd pu W6 2yJs 1de,y9) "Jloe,ue" 9peluved ISG 1Jpw)pezs WS wy9e9dsd QFP/ESP
[bol, 2duwé pubend Ipsile IJuuubs J QFP Jizess IJuble IJigsluvs
BRAS-ASR1K#show platform hardware qfp vl ywpé puve ) gduwo

£33 aduwle Igpd IelJsé: 1

o398 TC JU)ép IJelds: 1



w9 lJps6: A=Accounting D=Policing(DRL) F=FFR I=L4redirect P=PortBundle T=TC
o9& eJuws Segment1 SegType1 Segment2 SegType2 Lwpeé Ig)
80 PPP 0x000005000040004d56 PPPoE 0x000005000057 LTERM —T-

16908315 TC_FLOW 0x000005000004d56 PPPoE 0x00000000000 — a—
show platform hardware qfp vl Jwped puvo,d Sbgé <LTERM gJwé>

BRAS-ASR1K#show platform hardware qfp uvl Jwpeéd puvc,d Sbgs id 0x0000500005d57
p&)S I blg: 0x500005d57
ogsl) EVSI: 80
P& pdbe IUubs,: 0x5600004d56
p9Ui) 2IJé QFP VSI: 80
luwp 9lzod QFP: EVSI80
u9e IJuises: LTERM
wuoese IJigble IJ i, bes: 0
SIP: 0
clJé ldpgbog: pyoub
byJ I wduwJs: 0
peldz Y pedsple ENCAP: 00
Weslo 1JbglJ: 1
HDL Jpg ) b IJudiss EVSI CG ID QFP

11584 16908315 1573220256.1 81
Sislo JIle: 1

HDL Jpg 8 38§ IUdiss EVSI CG ID QFP

11585 16908315 1589997875.1 81



02 P aduws god [Upuvond wIdpsi6 IJouilbs Jzolj QFP IJigul s <session>
BRAS-ASR1K#show platform hardware qfp v il Juvpé puve,yd gJuws id 80
eI 2duwd IUgpd: 80

u9e EVSI: PPP

P& Sble SIP: 0x500004d56

u9e p9bg SIP: PPPoE

o) pdbge FSP: 0x500005d57

u9e p9bg FSP: LTERM

09 i, QFP: 80

luwe 9lzoo QFP: EVSI80

SIP TX SEQ num: _ow9,

SIP RX SEQ num: o,

FSP TX SEQ num: _ow9,

FSP RX SEQ num: Lo,

ouoese leble IJpuueos: 00000000

Op wpdsu psié TC

eJuwé

show platform hardware gqfp vl Jwped puvc)d pdlbg <Segment ID>

BRAS-ASR1K#show platform hardware qfp uuuvlo yuwpeé puve,d Gbgo id 0x0000500004d56
p&)S IJiseé: 0x600004d56

pesh EVSI: 80

P& pdbg IJubbs,: 0x500005d57

e9 i) zlJé QFP VSI: 80

luupe 9lgos QFP: EVSI80

uoe IJuiysgé: PPPoE

wuoese IJigble IJ sy bs: 0



SIP: 1
clJé ldpgbog: pyoub
byd Iduvduvdo: 20
000000 5057 a8d8 02d8 0027 0d2b 4fb4 8864 1100
0000010 Ob56 0000000000000000000000000000
pelde Juvd pedyple ENCAP: 0x0
&) lJgduwe: 2902
IJSyue IJpupesb: 0
926 Iz IJiduos JJudd (MTU): 1492
lJoeds Vs gldo [Jpeyuivy: 49
IS pd IJogiss: 0x00003f00
Wsle 1Jbgld: 1
HDL Jeg,w® w9 IJwisse EVSI CG ID QFP
11584 16908315 1573220256.1 81
sle 1JIgle: 1
HDL Jeg,wd w9 IJwisse EVSI CG ID QFP

115685 16908315 1589997875.1 81

02 perS 2Juwsd gpd IJpuiond wldpsis IJuuilbs Jeol; QFP 1Jigul us <session>
BRAS-ASR1K#show platform hardware qfp o il yuwpé pube,d gduwo id 16908315
&) lJedwo: 16908315
u9e EVSI: TC_FLOW

oS Sble SIP: 0x500004d56

u9e p9bg SIP: PPPoE

&) p9log FSP: 0x0



0S¢ plog FSP: —

9 ) QFP: 81

lwe Slzoé QFP: EVSI16908315

SIP TX SEQ num: _ow9,

SIP RX SEQ num: o,

FSP TX SEQ num: o9,

FSP RX SEQ num: o,

ouoese leble IJpuwaws: 0x0000000

Sp Updsu psib IUpeluwed

eJuwé

&2 peluwwsd psis 2lds Idpuic,d Lidpsss IJouuubs Jzols QFP Iigslws
BRAS-ASR1K#show platform hardware qfp uuvlo yuwpeé puve,d IJelJs peluved
clJs peluved IJpgvo,yd:

lzelds IJovuso: 2

IJLiIJ6 1Jleeldss @ 1

leplds IUlgwogdle 1 0

lJozsse IJlgelds: 0

perdE IJodrs) (Cldeaued): Lo,
lzelds Idodus) (Eb2): wod)

lzelds 1o @rs) 1d3s Wuvd (w9u26) 1 0
lzelds IJodus) 1d3s Buvd (8be): 0
QFP 1,3, 0

acct_dbg_cfg: 0x000000

peldz SBS (31¢,6 IJ]>¢lJ): 0x111bd9a8

pdwuo SBS (Ig,le dir): 0x111bda80

ouonse leble Cisco I0S® XE



cuoese Iigbls 1Jezeses Jeduws PPP og wbusd peluves ISG.

opdsy luwedse le) wuoese IJigble pg ©9ts 1Jzs) wubdd glec $9ups wluwagsle oso
Ilsle, B8l oo wozse ppod IUep IUSUs JJesze Josd gus peldes publdd pesus.
sedo o 98 cpdso wuorse Iigble lUs websd wuvésd [Upsze ewdpl wlzo
IJobodle ldosuss eldle wresd prode. soldolds: bl op cpdso Idouvesd: spdu
Jebe 1dsuosd wresso wubdd podbe wers Szpsd puds 9226 IJoede wubdd Skiss
wuwlsd Idgwed.

Sozs Izog 1ds o3l ldhoulb Gud wpdso bs isle, ouozse lgble:
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-
isdn-channel-associated-signaling-cas/10374-debug.html

Jinb oozt Jighle <ip | gusly MAC>
ouoese lsble radius

S peluwed luwe psi6 IUpube,d debug

el Bes peluvws luvp e IJpube,d debug
oVluosd peluved luvp o6 1Jpubeyd debug
cuoest leble vog IJpubend 1JIJ

&30 pubcd wuose Iigble

debug ssm fhm aJoI
debug ssm fhm IJiz>le

cuopse leble SSM cm
[z>le debug ssm cm
cuopse leble SSM sm
iz>le debug ssm sm

¢ bl debug ssm xdr

debug ssm xdr 2>&

lLle cuorse Wigble

i'&,ubu» 3002:06:47.698: 1Jp o> 36 9lJod9suo sldezluwes (AAA)IJIle ! auth_need: user=
'cisco’ ruser= 'BRAS-ASR1k'rem_addr="10.137.80.251" priv= 1 list=" author-type="lJIgl o'

[g vl w 3002:06:47.976: SSM CM: g, p29J SSM 15701 [0x3D55] I e 0L0

£ b 3002:06:47.976: SSM CM: 09 8.s) 23 p29d: perd [Jpzod 15701


/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

ig uulow 3002:06:47.976: SSM CM[19798]: wéosue Bbgs: IJpg s IUptuou0
ig¢ uwlbw 3002:06:47.976: SSM CM[19798]: wéosue IJzie: closo peyd SSM

g Julbow 3002:06:47.976: 8] pg,d SSM SM: [wyulez I ild PPPOE:id_lock:19798]
1B <sip>: £33 0 —> 1

i€ Jwlbw 3002:06:47.976: SSM CM[19798]: w2 o520 pdbe: §lises IJluebly a9l s

g ulow 3002:06:47.976: 1Jp o156 SlJcdas o Sldpelusws (00000073): IUSIJw IUbloys 2 J
Bind iff

¢ Julbbw 3002:06:47.976: Jp sop < pdss SSS PM: ANCP g "GigabitEthernet2/3/4" - g3,
lowesls Bspes 1ol s IUlBe,loss

iéu.ubu.u 3002:06:47.976: Jp swp wpdsy SSS PM: ANCP gJs "GigabitEthernet2/3/4" - g5,
luovesh Wspes Idublgvo Il oss

Ig b w 3002:06:47.977: 9 B8J pe, 8 SSM SM: [ ulpz 1Joild PPPOE:id_lock:19798] pes>
0998 <SSS>: £550—>1

£ pulow 3002:06:47.978: SSM CM[19798]: wéLosL0 Bbes: perd IJEble IJezzs)

1g ywlow 3002:06:47.978: 58J pe, 8 SSM SM: [, SSS:id_lock:19798] 1J §8J <SSS>: g5 1
—>2

g Julbow 3002:06:47.979: SSS PM [7TF7439B43390] [ 8 AAAD]: Jouile usld
7F7439B43390

£ wlo_w 3002:06:47.979: SSS PM [uid:900][7F7439B43390][ o6 ;8 AAA2931]: wasse 1JzlJs
lJodslkss: o9 IJls "¢, authen”

¢ Julbw 3002:06:47.979: SSS PM [uid:900][7F7439B43390][AAA 1D:2931]: IDMGR: idss
IJz1Js "¢, authen”

Ig yulow 3002:06:47.979: SSS PM [uid:900][7F7439B43390][0¢ ,® AAA:2931]: IDMGR: |, wlJ
wedse pduws IUgpd

£ wlo_w 3002:06:47.980: SSS PM [uid:900][7F7439B43390][ o6 ;8 AAA:2931]: Jp sop lJg s,
eds pdulz luwe Idpuuese B 9lzos wyprs cbosile pBdulz pzeses IUpeld

i£ wlo_w 3002:06:47.980: SSS PM [uid:900][7F7439B43390][ o¢ ;8 AAA2931]: Jp o IJg o,
eds pSCle lgwe [Jpwegsp B 9lzos woprs wbusdle pdulz preses IJpeld

g pulo_w 3002:06:47.980: SSS PM [uid:900][7F7439B43390][o¢ ;<8 AAA:2931]: pid5 NAS
IJpzses Jpgrd AAA 2931

Ig yulow 3002:06:47.980: SSS PM [uid:900][7F7439B43390][0¢ ,® AAA:2931]: IDMGR: |, wulJ
oIS pduwd IUgpd

i ulo_w 3002:06:47.981: SSS PM [uid:900][7F7439B43390][ o, AAA2931]: JoJs IJg pesJ
SHEs Vs Jodb IUzuosd eds IUgpsd wluwedsle 1Ues i, 8BOOOF38



iéu.ubu.u 3002:06:47.981: SSS PM [uid:900][7F7439843390][,pg,g_'9 AAA:2931]: 8lisped Upg'9|o.,§a
lJpeswe:

i€ Jwlow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: AAA-ACCT-ENBL
=1 (vep)

g Julow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ ¢ <8 AAA:2931]: SHDB-Handle =
1426064214 (55000356)

i€ swlbw 3002:06:47.983: p.s;6 SSS PM [uid:900][7F7439B43390][p¢ ;. AAA:2931]: glz06
IJ>¢lJ = "GigabitEthernet2/3/4"

£ wlo_w 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ 0 .8 AAA:2931]: u9¢ U9 o9 = 3
(PPPOE)

To/ig swlow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][p¢ ;. AAA:2931]: u,9¢
lJo,9w9ded = 0 (w,9w9d9d 1Uso9d IJs wy9wsdad IJloold pu v ¥bs |Us u9bé (PPP)

I§ uwlbw 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ 0,8 AAA:2931]: o,9¢ | 9 wlisb =
1 (lse,ow)

¢ Jwlbw 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: 21Ué IJp_ol> 86 =
1(es) pu2>8)

g Julbw 3002:06:47.983: SSS PM [uid:900][7F7439B43390][AAA id:2931]: Nasport = PPPoE:
slot 2 polses 1 peds 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

i£ Julow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ 06 0 AAA:2931]: Je sop lJg s,
eds pBCle lgwe IJpwegsp B 9lzos woprs wbusdle pdlz preses IJpeld

g yulow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][og 8 AAA:2931]: Jp sop IJe s,
eds pulz luwe Idpuuese B 9lzos w)yprs cbosdle pBdulz pzeses IUpeld

i€ Jwlow 3002:06:47.983: SSS PM [uid:900][7F7439B43390][ g ;<8 AAA:2931]: JeJs I s
Bhgs B Jods IJeuosd eds IUgpsd wluvegsle 1Jpsuis, 8BO00F38

iéu.ubu» 3002:06:47.983: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: §lisps IJpdlose
lJpe>ué:

i€ Jwlbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: AAA-ACCT-ENBL
=1 (vep)

g Julow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ ¢ ;<8 AAA:2931]: SHDB-Handle =
1426064214 (55000356)

To/ig ulow 3002:06:47.985: p.s;6 SSS PM [uid:900][7F7439B43390][0¢ ;6 AAA:2931]: 9lzos
IJ1>¢lJ = "GigabitEthernet2/3/4"

& wlow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][¢ , 8 AAA:2931]: 1o 9 09 = 3
(PPPOE)

To/ig swlow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][o¢ ;. AAA:2931]: u,9¢
lJo,9w9ded = 0 (w,9w9d9d 1Uso9d IJs wy9wsdad IUloold pu 0 ¥bs |Us u9bé (PPP)



& wlow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][0¢ , 8 AAA:2931]: 1o U9 wlisls =
1T (lsenoe)

¢ Jwlbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: 21Ué IJp ol> 86 =
1(es) pu2>8)

g Julbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][AAA id:2931]: Nasport = PPPoE:
slot 2 polses 1 peds 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

i€ Jwlbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ ¢ .8 AAA:2931]: Session-handle =
2902460078 (ADOOBAE)

ié:_uubu» 3002:06:47.985: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: | yuwosgle
wSluwd SM - bdo weass 1Jgsped

¢ Jwlbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ e <8 AAA:2931]: &,9¢ U9 09
PPPoE

ig wlbow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][pg ,d AAA:2931]: wpu | olds
lJuge IJoses Jdpdolz vugle_op wzasde IUs bl

iéuubuu 3002:06:47.985: SSS PM [uid:900][7F7439B43390][pe)g§ AAA:2931]: IJslesé: Idoew
eu 8legxs Jose gduwd gpd U0

g Julbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: IJGlesé:
CloneSrc VT2 oy INTF: $less 1Ugsp6 Any: JI Lise

i€ Jwlow 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g , 8 AAA:2931]: 1UGless: |sglJ I/f
Gi2/3/4: §lg>6 1Ug>p6 Any: JI Linse

¢ Julbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: U less: glob:
$8les6 10306 Any: JI Linse

i€ Jwlbw 3002:06:47.985: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: &p g bos
RM/VPDN: JI sJjp pdJ<d RM/VPDN

& wlo_w 3002:06:47.986: SSS PM [uid:900][7F7439B43390][ pg 8 AAA:2931]: IJzlzé [Js
IJpule: puueise sy puslpu

Tolig Lulbw 3002:06:47.986: spde J SSS PM [uid:900][7F7439B43390] (o 5 AAA:2931]:
$eJdu J SIP [PPPOE] 09, pjs> pu Idpllese

iéuubu» 3002:06:47.986: SSS PM [uid:900][7F7439B43390][o& 5 AAA:2931]: by 1Ug>ps IUds
e wdVso

iéuubuu 3002:06:47.986: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: IUz>& <need
keys>. |JzlJé: req initial to need-init-keys

1€ Jwlow 3002:06:47.986: SSS PM [uid:900][7F7439B43390][ og ,d AAA:2931]: 1,5 £Jss IJwog -
IU2lzs Ids piss pu ldpdlose

i£ Julow 3002:06:47.986: SSS PM [uid:900][7F7439B43390][0¢ ,d AAA:2931]: IDMGR: IJzlz5:
PUNLEIP ES) PECPD



I¢ wlow 3002:06:47.986: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: bJw pjs> pu
IJeSlose pu ldepsd

1€ wlow 3002:06:47.986: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: 1,5 £Js IJwog -
IJzlzé 1Us piss pu ldelose

iéuubu.u 3002:06:47.986: §9J pg 9 SSM SM: [p>s, SSS:id_unlock:19798] IJ §9J <SSS>:
lJgs>> 2 —>1

Tligwlow 3002:06:47.986: SSM CM[19798]: $bogs IJcojse: perd SSMIss JI sl Bis>
lJlgweesle: olzsd IJogjse

i€ sulbw 3002:06:47.986: 19939 IJleuold po wdbs [Us udbs: Iduusld 1dpuie,d
[7F74247B3350]

T/ig ulow 3002:06:47.986: PPP900 PPP: Lse IJp,pJs

1§ uwlbw 3002:06:47.986: SSM CM[19798]: p b 1Je9bs): wJds RP B 9 o8 [Jlgueesls
p&)d| r°9@.9>| U RP |Juu.ub

I¢ Julow 3002:06:47.986: SSM XDR[19798]: pdbog w9ds, SSM. Bzl wigo Bugle (0x0)
0x0 g zlojée wp pug lUyuwlJs

O i&u.ubuu 3002:06:47.986: oz9J SSM SH[19798]: §lg36 I wl usé Lvw s OXTF7430243E88
eI l9)lue wlows 4D56

I§ uwlow 3002:06:47.986: SSM CM[19798]: [PPPOE] w985, I9J Blgsé peLou06 IJIu: pez9sé
VS 99e uwloy

I& uwlbw 3002:06:47.986: SSM CM[19798]: CM FSM: st Idle. ev Prov Seg->Ji_ubJ

Ig uwlbow 3002:06:47.986: ,9:9J9J SSM SH[19798]: $les8 pbog IJl>¢lJ

1§ Julow 3002:06:47.986: ,99J9J SSM SH[SSS:PPPOE:19798]: Wisé pdlbog IJl>¢lJ
iéuubuu 3002:06:47.986: ,9-99J9J SSM SH[adj:PPPoE:19798]: W6 pdbg IJI>glJ

Ig uwlbw 3002:06:47.986: SSM CM[SSS:PPPoE:19798]: IJzje lJpoedd wosds, 1Jpesl)s 1
I§ uwlouw 3002:06:47.986: SSM SM[SSS:PPPoE:19798]: pdbog |Joj985: ¢led -> Prov

I§ uwlbw 3002:06:47.986: SSM CM[adj:PPPoE:19798]: IJzje lJpwedd wldesoss 1

I§ uwlow 3002:06:47.986: SSM SM[adj:PPPoE:19798]: s dbog IJoj985: ¢led -> Prov

1§ uwlbw 3002:06:47.986: SSM SM[adj:PPPoE:19798]: s8¢ lJu9d.s,

I& wlbw 3002:06:47.986: SSM CM[19798]: [PPPOE] LuwlJ 234 IJg psd: IJuse=zs>o 1S ble
1§ Julow 3002:06:47.987: PPP900 PPP: | juwgsle logle IJpdldele Jpepses svwdle VPN

s 30 Tufig pulbw 02:06:47.987:PPPI00 PPP: oeldzs IUle old Jib lo olJ



Te 3002:06:47.987: ppp900 PPP: nd i, Iz ws[38000b56] o ;0 |z ws[900]

¢ Jwlbw 3002:06:47.987: ,9:939J PPPI00 LCP: 21Js 1Uz>e [Idpde92] [ow IJwslss JJs
Idoolsé]

I§ uwlbw 3002:06:47.987: PPP900 PPP LCP: x¢J s og 1Jgled: 1UzlJ8 [ls8ld]
iéuubuu 3002:06:47.991: ppp900 Icp: | confreq [ls¥ld] id 1 len 14

1§ uwlbow 3002:06:47.991: ppp900 Icp: MRU 1492 (0x010405D4)

I& uwlow 3002:06:47.991: ppp900 LCP: MagicNumber 0x5BFE77FB (0x05065BFE77FB)
I§ uwlbow 3002:06:47.991: ppp900 Icp: o confreq [=9.§<8] id 1 len 18

I& uwlow 3002:06:47.991: ppp900 Icp: MRU 1492 (0x010405D4)

I§ uwlbw 3002:06:47.991: PPP900 LCP: AuthProto PAP (0x0304C023)

I& uwlouw 3002:06:47.991: ppp900 LCP: MagicNumber 0x2B68BFB2 (0x05062B68BFB2)
o 3002:06:47.991: ppp900 Icp: o Confack [stop] id 1 len 14

I& uwlouw 3002:06:47.991: ppp900 Icp: MRU 1492 (0x010405D4)

I§ uwlbw 3002:06:47.991: ppp900 LCP: MagicNumber 0x5BFE77FB (0x05065BFE77FB)

I§ uwlouw 3002:06:47.991: ppp900 Icp: 2> [luweduld ConfReq+] 5906 [wp lsdldo |Js
ACKsent]

T, 3002:06:47.992: ppp900 LCP: iz w. [ACKsent]id 1 len 18

iéuubuu 3002:06:47.992: ppp900 Icp: MRU 1492 (0x010405D4)

1§ uwlbw 3002:06:47.992: PPP900 LCP: AuthProto PAP (0x0304C023)

iéuubuu 3002:06:47.992: ppp900 LCP: MagicNumber 0x2B68BFB2 (0x05062B68BFB2)

1§ uwlbw 3002:06:47.992: PPP900 LCP: 25& [luwedwld ConfAck] 39J6 [ACKsent to Open]
I§ uwlow 3002:06:48.008: PPP900 PPP: e lJpLolb 86 eds Ipseds: oo gJIJ 030 IJwolss
1§ uwlbw 3002:06:48.008: PPP900 LCP: IJzlJé o896

I§ uwlouw 3002:06:48.017: PPP900 PAP: ¢ ,08 | AUTH-REQ 1 len 25 oy "PPPoE-Client-1"
1§ uwlbow 3002:06:48.017: PPP900 PAP: »_ol3 86 PPPoE-Client-1 JJulbs,

I§ uwlow 3002:06:48.018: PPP900 PPP: |18 wozso lJpseds: pzlods lehé IJegzso

g pulow 3002:06:48.019: Jl sz pdele SSS PM [uid:900][7F7439B43390] [0 8 AAA:2931];
Jlszess plole luwe Idpuwetse £Js 2> Bs slzod wypes wbusdle plule peld IJpzeses



g yulow 3002:06:48.019: SSS PM [uid:900][7F7439B43390][ og 8 AAA:2931]: Jp sop IJe 9,
eds pulz luwe Idpuuese B 9lzos wyprs cbosdle pBdulz pzeses IUpeld

i€ Jwlbw 3002:06:48.019: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: JeJs I s
Bhgs B Jods IJeuosd eds IUgpsd wluvegsle 1Jpsus, 8BO00F38

i£ wlow 3002:06:48.019: SSS PM [uid:900][7F7439B43390][pg ,c® AAA:2931]: Blispé |Jpdlesy
lJpeswe:

i€ Jwlow 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: &,9¢ U909 = 0
(PPP)

¢ Julbw 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ ¢ ;.8 AAA:2931]: AAA-ACCT-ENBL
=1 (uvep)

i€ Jwlbw 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ e .8 AAA:2931]: SHDB-Handle =
1426064214 (55000356)

1§ Julow 3002:06:48.021: o536 SSS PM [uid:900][7F7439B43390][o£ , 8 AAA:2931]: glzoé
IJI>gld = "GigabitEthernet2/3/4"

& wlow 3002:06:48.021: SSS PM [uid:900][7F7439B43390][¢ , 8 AAA:2931]: 2 wé IJg pJ
lJez9ds =0 (JI)

I§ uwlbw 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ 0,8 AAA:2931]: (98 | 9 wlisb =
1 (lsesow)

¢ Jwlbw 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ g 8 AAA:2931]: 21Ué IJp ol> 86 =
1(es) pu2>8)

iéuubu» 3002:06:48.021: SSS PM [uid:900][7F7439B43390][AAA id:2931]: Nasport = PPPoE:
slot 2 polsis 1 pod93 4 IP 10.66.79.146 VP10 VCI 0 VLAN 0

T 3002:06:48.021: SSS PM [uid:900][7F7439B43390][ ¢ ;.8 AAA:2931]: Session-Handle =
2902460078 (ADOOBAE)

1§ Jwlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][pg ;8 AAA:2931]: u9¢ IJw 90939
=0 (wu9w99Y9d 1Usuo9d 1Js wi9e9ded IUloold pu wdbo |Js udlbs (PPP)

1§ uwlbow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][og ,d AAA:2931]: pwegsp €S
p&up> = "PPPoE-Client-1"

g uwlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ og ,d AAA:2931]: | uesgle
wslywé SM - 1Jeuosd eds piss pu ldpdlose

& wlo_w 3002:06:48.022: SSS PM [uid:900][7F7439B43390][o¢ ;.8 AAA:2931]: u9¢ U9 o9
PPP

iéu.ubu.u 302:06:48.022: SSS PM [uid:900][7F7439B43390][ 0,9 AAA:2931]: IJYles0: Iwze
eu 9lexs Juse gduwd gpd Ideoo

iéuubuu 302:06:48.022: SSS PM [uid:900][7F7439B43390][ 0 ;-9 AAA:2931]: IJBlg>s: CloneSrc
VT2: 8lgxé 1Jg>ped Any: Jl yuse



g Julbw 302:06:48.022: SSS PM [uid:900][7F7439B43390][o¢, AAA:2931]: I Sle6: >glJ
INTF Inputl/f Gi2/3/4: $le>s 1Ug>p6 Any: JI Livse

1§ uwlbw 302:06:48.022: SSS PM [uid:900][7F7439B43390][ 0,8 AAA:2931]: 1J5lg6: glob:
9lexé 1Jgs>pd Any: Jl Juse

& wlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][pe 8 AAA:2931]: o | uwedle
e po IdpSlose IJlsdss

i€ Jwlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: IJz>& <pdlese
RCVD>. 1Jz1Js: pldlese lJzlzé-init Jdzo-auth IJplodsé

¢ wlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ g ;0 AAA:2931]: peldzs IJez b
pu IJoss o

& wlbw 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ og 8 AAA:2931]: sjp lJo2 88
pu IJpdJs

Ig ulow 302:06:48.022: SSS PM [uid:900][7F7439B43390][o 5 AAA:2931]: pzeoes
|Jpedlosz: Unauth-user. nasport. slzoé IJ1>¢lJ. ACCie-HDL. AAA-id. AAA-Acct-Enbl. SHDB-
handle. u9¢ lJyuwlslo. wog IJwu9esdsd. wag eduws IUepd: IUzlds wes 3 eduwsé gpd pr9dé

|E_uubu.u 3002:06:48.022: SSS PM [uid:900][7F7439B43390][p& )5 AAA:2931]: pzp9ed pleSE
Want: pwegse ldpuol> 96

g Julow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: oJ Jssul
IJpbelz: 'Auth-User's

Ig Jwlow 3002:06:48.022: spJu o $93, SSS PM [uid:900][7F7439B43390] [pg 15 AAA:2931]:
SpIJu lu 99, SIP [PPP] IJpjs> pu ldpdlese

iéu.ubu.u 3002:06:48.022: SSS PM [uid:900][7F7439B43390][p& 5 AAA:2931]: subdo IJuog
pule "ldpuwese IUodBliss”

£l w 302:06:48.022; SSS PM [uid:900][7F7439B43390][0g ;8 AAA:2931]: 1Up>e <solz 1
pSlose> 1Jeldo: sdje [Jozdd o lUpuolb 96 Jelzod IUs 08 pu ldpvdlose

1€ wlow 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ g, AAA:2931]: 1,5 £Jss IJuog -
IUeles 1Js piss pu ldplose

& wlo_w 3002:06:48.022: SSS PM [uid:900][7F7439B43390][o¢ , 8 AAA:2931]: IDMGR: 1Jzlz6:
pur e Ideuol 96

g Julbw 3002:06:48.022: SSS PM [uid:900][7F7439B43390][ ¢ ;.8 AAA:2931]: IDMGR: b Jo
suoe IJouugsd

I& vl w 3002:06:48.022: SSS PM [uid:900][7F7439B43390][0¢ ;6 AAA:2931]: IDMGR: bJ..
eduwo luwogedle 2ldé wp ldpuolb 96 gdsol

I¢ wlow 3002:06:48.023: SSS PM [uid:900][7F7439B43390][ o& ;& AAA:2931]: IDMGR: IJ,>.
2lJé eduwé god Iluwogdle Ideuos8 gdsel = Je sop ey, eds uwed

I§ uwlouw 302:06:48.023: SSS PM [uid:900][7F7439B43390][o¢ ;& AAA:2931]: IDMGR: zJ w6



IJged €5y puPr8 edsol

Ig ulow 302:06:48.023: SSS PM [uid:900][7F7439B43390][p ;5 AAA:2931]: IUzse <idmgr Je
Sewed eds Idpslose> 1delds: 1Jzlzs [Us a5 pu IdpBlose Jeuwosd eds s pu
leSlose

I¢ wlow 302:06:48.023: SSS PM [uid:900][7F7439B43390][0¢ ;8 AAA:2931]: o p)s> pu
IJeSlose pu ldepsd

Ig wlow 302:06:48.023: SSS PM [uid:900][7F7439B43390][o¢ .8 AAA:2931]: I, gds IJuog -
IJ2lzé 1Us piss pu ldedlose

1§ Jwlow 3002:06:48.023: PPP900 PPP: |Je,2Jé 05 puold 86 puvcésp £8) puodd

1§ Jwlow 3002:06:48.023: AAA/AUTHEN/PPP (00000B73): §lises b,d Il sle 'default!
I¢ Jwlow 3002:06:48.024: RADIUS/ENCODE(00000B73):Orig. component type = PPPoE
Ig Julow 3002:06:48.024: ¢ oo |olds Lwple pesd ¢lo DSL wuogle

Ig yulow 3002:06:48.024: RADIUS(0000b73): &Jose NAS IP: 192.168.111.1

1§ yulow 3002:06:48.024: RADIUS(0000b73): &Jose NAS IPV6:

1§ uwlbw 3002:06:48. 024: RADIUS/IJo v ds,: Jp swp lJee9, eJs IDB! goly IP 1pess és)
PP LU

i€ Jwlbw 3002:06:48.024: RADIUS/ENCODE(0000b73): acct_session_id: 2922
Tlig ulow 3002:06:48.024: RADIUS(0000b73): | ulJ

ig¢ uwlow 3002:06:48.025: RADIUS(0000b73): LuwlJd bdw 199 lJs 192.168.111.9:1645
P& 21691/86. len 140

ig¢ uwlow 3002:06:48.025: RADIUS: |Jp 0> 61 FF 91 F9 08 29 2F DD - DC 1D 4D 62 BC A5 CC
03

g vlow 3002:06:48.025: 999 RADIUS: o999 FRAMED [7] 6 w9939 IJodbs
IJs IJudbs (PPP) [1]

g wlou 3002:06:48.025: RADIUS: | up |Jpuwoése [1] 16 "PPPOE-Client-1"
£ vl w 3002:06:48.025: RADIUS: JJpé p,9) Idpuwcsesp [2] 18 *

g ulow 3002:06:48.025: 9989 RADIUS: puuds 9236 I o Idpcuods wlduiuds
(NAS) [61] 6 Il o [5]

Ig wlow 3002:06:48.025: 19939 RADIUS: o83 NAS [5] 6 738197504
g yvlow 3002:06:48.025: RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

Ig¢ uwlow 3002:06:48.025: RADIUS: Llisg. Cisco [26] 41



Ig wlow 3002:06:48.025: RADIUS: oz Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
[g wlow 3002:06:48.025: RADIUS: ¢9¢ U306 [6] 6 IJ[bl, [2]

g wlow 3002:06:48.025: ,9,9¢)9) RADIUS: NAS-IP-Address [4] 6 192.168.111.1

£ wlow 3002:06:48.025: RADIUS: IUblog 1J5p0s JJpae [55] 6 1472522808

g vlow 3002:06:48.025: RADIUS(0000b73): [y wlJ 2506 IPv4 RADIUS

[g wlow 3002:06:48.025: RADIUS(0000b73): wole pods 5 &9l

T, 3002:06:48.026: RADIUS: < p IUlgvedle pu IJpgd 21691/86 192.168.111.9:1645, §.9J
IJoo9J: len 49

ig¢ uwlbw 3002:06:48.026: RADIUS: 1Jp 0> 40 8A 85 44 B9 61 A0 80 - 2C 1e 18 1b ed 29 87 57

ig uulow 3002:06:48.026: «;9:9¢)9) RADIUS: w 99¢)9) FRAMED [7] 6 w9999 IJodlbos
IJs Joudbs (PPP) [1]

ig¢ wlow 3002:06:48.026: RADIUS: ¢9¢ |05 [6] 6 IJ|bl, [2]

ig¢ uwlou 3002:06:48.026: RADIUS: Ll:sg. Cisco [26] 17

ieuubuu 3002:06:48.026: RADIUS: ssg-account-info [250] 11 "AiEthernet"

Tofig Julbou 3002:06:48.026: RADIUS(0000b73): e IJlgvedle po lJped 21691/86
ig¢ uwlow 3002:06:48.027: PPP900 PPP: |gl>6 c9z.s0 lJerzds: pzlods Jehs lJeszso

iéuu.louu 3002:06:48.027: SSS PM [uid:900][7F7439B43390][o& )5 AAA:2931]: wedse IJelJd
IJoJslkss: o9 1T, "authen”

g wlbw 3002:06:48.027: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: IDMGR: olds>
IJz1J5 "authen"

ig ulow 3002:06:48.027: SSS PM [uid:900][7F7439B43390][ o& ;.8 AAA:2931]: IDMGR: |y ulJ
oS eduws IJgpd

ig¢ wlow 302:06:48.027: SSS PM [uid:900][7F7439B43390][ ¢ ,<d AAA:2931]: IDMGR: Ll wp
IJpuweg>p "PPPoOE-Client-1"

& wlow 3002:06:48.028: SSS PM [uid:900][7F7439B43390][o¢ .8 AAA:2931]: CuLinsh 2 wé
e pd: el 53

Ig wlow 3002:06:48.028: Jl 529 pdele SSS PM [uid:900][7F7439B43390][og 8 AAA:2931]:
Jl sewss pule luwe [Jpuueése eds p22> BOs 9lzod wypes wbusdle pvule ldezld IUpgsu

g Julow 3002:06:48.028: Jl sz pdele SSS PM [uid:900][7F7439B43390] [0 8 AAA:2931];
Jlszess plole luwe Idpuwetse eJs 22> Bs 9lzod wypes wbosdle plul ldeeld Idpesu

Ig wlow 3002:06:48.028: SSS PM [uid:900][7F7439B43390][pg ;<8 AAA:2931]: Jods IUg psd
Shgs Vs Jods Ideuosd eds IUgpsd wluweésle IJpesui, 8BO00F38



i£ wlow 3002:06:48.028: SSS PM [uid:900][7F7439B43390][pg ,cd AAA:2931]: Blispé |Jpdlesy
lJpeswe:

i€ Jwlbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ e <8 AAA:2931]: AAA-Attr-List =
05001CFF

Tv/iguujouu 3002:06:48.032: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: IJw 9wl
Framed-Protocol 0 1 [PPP]

iéuubuu 3002:06:48.032: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: u9¢ 1Jg>06 0 2
[framed]

¢ wlo_w 302:06:48.032: SSS PM [uid:900][7F7439B43390][ og & AAA:2931]: ssg-account-info 0
"AiNet"

i€ Jwlbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: &,9¢ U909 = 0
(PPP)

& wlo_w 302:06:48.032: SSS PM [uid:900][7F7439B43390][ £, AAA:2931]: p wiisp £,
o8& p> = "PPPOE-Client-1"

i€ Jwlbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ e .8 AAA:2931]: AAA-ACCT-ENBL
=1 (uvep)

¢ Julbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: pd s, SHDB =
1426064214 (55000356)

i€ swlbw 3002:06:48.032: p.s;6 SSS PM [uid:900][7F7439B43390][p¢ ;5 AAA:2931]: glz06
IJ>¢lJ = "GigabitEthernet2/3/4"

€ wlow 3002:06:48.032: SSS PM [uid:900][7F7439B43390] (o , 8 AAA:2931]: 2 wé IJg pJ
Idpz9Js = 0 (JI)

i€ Jwlbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ g , 8 AAA:2931]: &,9¢ s wlish =
1T (lseuoe)

iéu.ubu.u 3002:06:48.032: SSS PM [uid:900][7F7439B43390][0& ;5 AAA:2931]: IUg o€
lJodiliss =0 (pue>9)

iéuubuu 3002:06:48.032: SSS PM [uid:900][7F7439B43390][AAA id:2931]: Nasport = PPPoE:
slot 2 polsis 1 pu93 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

Te 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ o¢ & AAA:2931]: Session-handle =
2902460078 (ADOOBAE)

i£ Julbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][0¢ 0 AAA:2931]: 09¢ lJw9esds
=0 (wu9w999d 1Usuo9d IJs wi9eedsd IUloold pu wdbo IJs udls (PPP)

¢ Julbw 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ g 8 AAA:2931]: woliss = 1 (ugp)

£ wlo_w 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ 0 .8 AAA:2931]: pucisp
IJpLol>96 = "PPPoE-Client-1"



1€ uwlow 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ og ;5 AAA:2931]: | uesgle
wwSlgws SM - 1dzo9d eds w52 pu ldplese

i£ wlo_w 3002:06:48.032: SSS PM [uid:900][7F7439B43390][ o¢ 8 AAA:2931]: 98 lJ9 09
PPP: IJpwclz [Juoliss

Ig yulow 3002:06:48.032: SSS PM [uid:900][7F7439B43390][o¢ ;. AAA:2931]: szw Clbusd
IJodssu God ldpclogs

Ig ulow 302:06:48.032: SSS PM [uid:900][7F7439B43390][pe ;& AAA:2931]: peldzs bdou
lJodssu pu ldgpsd

Ig uwlow 302:06:48.032: SSS PM [uid:900][7F7439B43390][¢ ;<8 AAA:2931]: IUz>e <op
IJzuo9d edss config req>. I1Jzlde: IUzlzs 1Us piss pu ldpSlose Jeuesd eds piss pu
|JPK.§ICJ;§C

& wlow 3002:06:48.032: SSS PM [uid:900][7F7439B43390][0¢ , 8 AAA:2931]: pelzé w9
lJgpdso

iéu.ubu.u 3002:06:48.032: SSS PM [uid:900][7F7439B43390][p& )5 AAA:2931]: cbosd bdy
lJodosu Idpesu eds Blispes AAA

config: framed-protocol 0 1 [PPP]
config: service-type 0 2 [framed]
config: ssg-account-info 0 "Alternet"

¢ Julbw 302:06:48.032: SSS PM [uid:900][7F7439B43390][o¢ ;5 AAA:2931]: |, wlJ bJo
PPPOE-Client-1 |Js IJpuol>86 9lJewss o sldeeluvws (AAA)

& wlow 302:06:48.032: SSS PM [uid:900][7F7439B43390][ ¢ ;.6 AAA:2931]: SSS PM:
SEursSwe pedIple pdo werse JJ puueise

i£ wlow 302:06:48.032; SSS PM [uid:900][7F7439B43390] [0 ,cd AAA:2931]: SSS PM: | ol
pedsple pd oessd JJ puwede lds uwsld Iduwsluws

Tufig ulbw 3002:06:48.032: 5Jcd SSS AAA [uid:900][pg ,d AAA:2931]: w9939 SIP 125,
PPPOE

g wlow 3002:06:48.032: 05Jd SSS AAA [uid:900][eg ;8 AAA:2931]: & pdse weds] PPPOE
g wlow 3002:06:48.032: p5 )b SSS AAA [Uid:900][pg . AAA:2931]: & pdss weJsd PPP

iéu.ubu» 3002:06:48.032: SSS PM [uid:900][7F7439B43390][o& ;-5 AAA:2931]: Active Handle[O]:
Jobs pJo9bs Vs wsld uwyvb

iéuubuu 302:06:48.032: SSS PM [uid:900][7F7439B43390][0& -9 AAA:2931]: Active Handle[O0]:
sl vyl we lugulyo

To/ig ulow 3002:06:48.032: p5Jd SSS AAA [Uid:900][pg ,d AAA:2931]: Izse <Make request>.
wEsyw IJelds pu 9o 1Ugesd lds IJovss o



i£ Julow 3002:06:48.032: p5Jcd SSS AAA [Uid:900][pe ,d AAA2931]: ¢ p cEsS ldpdolz
IJodblo |Js puweise IUpuolb 96

T /ig sulow 3002:06:48.032: p5Jd SSS AAA [uid:900][eg )b AAA:2931]: o dss o pldcle
PPPoE-Client-1

g Julbow 302:06:48.033: 05 )b SSS AAA [Uid:900][og ;5 AAA:2931]: & o Luwld 5> AAA
IJpoceds JJedolz PPPOE-Client-1

& wlow 3002:06:48.033: psJcd SSS AAA [Uid:900][pg ,d AAA:2931]: & p IJzL09d £JS ©posy
AAA

i£ wlow 302:06:48.033; o5 cd SSS AAA [Uid:900][pg b AAA:2931]: [TF7439B43390]:,_ulJs
1,5 €5, 092926

lJensesdsd 1Jpdlo, Iisdes O-1 [PPP]

ATTR IJisJs wog 108 0 2 [framed]

ATTR SSG-account-info 0 "Alternet" IJisJ.s

1§ uwlbow 3002:06:48.033: SSS PM [uid:900][7F7439B43390][ o0& ;& AAA:2931]:
Jl czeas Ylises plose IJuog eds susly IPv4

iéuubu.u 3002:06:48.034: COA_HA: [ERR] ¢, 8ls) eds IUzuesd eds COA_CTX oo SHDB
0x55000356

1§ uwlbow 3002:06:48.034: SSS PM [uid:900][7F7439B43390][ 0 ,d AAA:2931]: IJ$le»6: I wpe
|Jg>p6 = Internet Ok

g pulow 3002:06:48.034: SSS PM: 2936 1J#306 5l Ipgledle: pedaele 2936 1Us06

I§ uwlouw 302:06:48.035: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: IJSles6: J9080
wedsd VRF:

IJos9e9dsd Ipdl, 0 1 [PPP]

U9 1Jg>p6 0 2 [framed]

ssg-account-info 0 "Alternet"

I& wlbw 3002:06:48.035: SSS PM: Jp swpe lJge9, £Js guple I wog VPDN

g wlow 3002:06:48.039: 5 b SSS AAA [Uid:900][pg 8 AAA:2931]: SIP PPP[7F756CC2B030]
e wedsdo eds lwe wele

I§ uwlow 3002:06:48.039: 09J 5 SSS AAA [uid:900][o¢ ;8 AAA:2931]: SIP PPP[7F756DAD3800]
wpe wedsdo J J Ignore

1§ Julow 3002:06:48.039: p5Jb SSS AAA [uid:900][pg , 9 AAA:2931]: SIP
PPPoE[7F756CCD6BFO0] wp wedsdo eds lue wlze



Tofig ulo w 3002:06:48.039: o9 b SSS AAA [Uid:900][AAA ID:2931]: 1Jzse <Jp sop IJges,
edso> wp wessy IUelds po IUegesd IJs 1J1Y el

I& uwlouw 3002:06:48.039: 09 o SSS AAA [uid:900][og ;8 AAA:2931]: Jeo sop lJEe9) eds
ped9ple ©99s o 1JE>p0

g Julow 3002:06:48.039: 5 s SSS AAA [uid:900][pe 8 AAA2931]: 1 pduin, IJouivl 9295 -
B6000D41

¢ wlow 3002:06:48.039: ¢p e ssu SSS PM [Uid:900][7F7439B43390][0g 5 AAA:2931]:
busd pduiy lJedsse [82001D03] 1JTy eJs [EA001CDB]

Ig yulow 302:06:48.039: SSS PM [uid:900][7F7439B43390][0¢ ;<8 AAA:2931]: Active Handle[0]:
Jibs prozes pu lduwsly Idouibl |Js gwsl 1duwsluws

|E_uubu.u 3002:06:48.039: 09J9 SSS AAA [uid:900][eg ;0 AAA:2931]: ey IJpsuiy IJuuib:
eelde uwsly uvsluwé SSS = 8b000f38

g Julow 3002:06:48.039: SSS PM [uid:900][7F7439B43390][ g 8 AAA:2931]: IJpglJz
IJouibbo[29305]: 1 e, IJouib 1036 op luosle

i€ Jwlow 302:06:48.039: SSS PM [uid:900][7F7439B43390][0g, AAA:2931]: pJd U g s5ud:
pJd 8,50 lJpez, "PPPOE-Client-1"

¢ Julbw 302:06:48.039: SSS PM: Profile-DB: pJ &g 508 "PPPOE-Client-1" 3.5 DB

i€ Jwlbw 3002:06:48.039: SSS PM: Profile-DB: (§.506 lJoz jis6 1Jpzo mes = 4099343087
¢ Julow 3002:06:48.039: SSS PM: Profile-DB: JI. o $lispé 23556

i€ Jwlbw 3002:06:48.040: SSS PM: Profile-DB: |oile "PPPoE-Client-1"

iéu.ubu.u 3002:06:48.040: SSS PM: Profile-DB: |y ule "PPPoE-Client-1"/7F7439BF34E0 HDL
A1001D54 ref 1

¢ wlo_w 3002:06:48.040: SSS PM [uid:900][7F7439B43390][ 0 8 AAA:2931]: pJd IJog 58
louble 7F7439BF7DAO. ref 1

L_,/ig_uubuu 3002:06:48.040: p9Jd SSS AAA [uid:900][pe 0 AAA:2931]: IUzse <bJe pelus>:
weEsyw IJelds pu 1UIYeeld [Js 1Jggso 1Jb,yvse

& wlo_w 3002:06:48.040: 05Jb SSS AAA [uid:900][¢ 8 AAA:2931]: [éle [JbJe

i'&,ubu» 3002:06:48.040: SSS PM [uid:900][7F7439B43390][o& )5 AAA:2931]: peldzs IJpoJwd
ES) £I29>

iéu“bu}“ 3002:06:48.040: SSS PM [uid2900][7F7439B43390][,08)k§ AAA:2931]: wbosy
lJodssy puwos: 1Uz9e

i£ o 3002:06:48.040; SSS PM [uid:900][7F7439B43390][0¢ ;8 AAA:2931]: | uesgle
wwSlws SM - 1Jzo9d s 053 pu ldpdlese

¢ wlo_w 3002:06:48.040: SSS PM [uid:900][7F7439B43390][ o , 8 AAA:2931]: I §les6: 1oz



g0 Vless Jose gduws gpd IJere

1§ uwlbw 3002:06:48.040: SSS PM [uid:900][7F7439B43390][ 0,8 AAA:2931]: 1J5lg8:
CloneSrc VT2 oy INTF: Qlgsé 1Ugs>ed Any: JI Juse

g Julbow 302:06:48.040: SSS PM [uid:900][7F7439B43390][og, AAA:2931]: I Sle6: >glJ
INTF Inputl/f Gi2/3/4: $le>s 1Ug>p6 Any: JI Livse

I& uwlbw 302:06:48.040: SSS PM [uid:900][7F7439B43390][ 0, 8 AAA:2931]: 1J5lg»6: glob:
9lgxé 1Jg>ps Any: Jl Juse

g Jwlow 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ £, d AAA:2931]: &p | uedlp
IJeiss pu ldpSlose

i€ sulbw 302:06:48.041: SSS PM [uid:900][7F7439B43390][ o <8 AAA:2931]: [ Uz <pudlisy,
RCVD>. 1Jz1J6: 1Uzlz6 1S p5 pu ldedlese Jbzuo lde ol3$6 1 pbss

I¢ wlow 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: peldzs IJcz b
pu IJoss o

& wlbw 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ og 8 AAA:2931]: sjp lJc288
pu IJpsJs

Ig ulow 302:06:48.041: SSS PM [uid:900][7F7439B43390][AAA ID:2931]: pzeoeé IJpdlese:
£y Ipuob @6 sldowsso sldeeluwws (AAA-ID) 9 AAA-ACCT-ENBL 9 wzsss 1Jeslhs 9pellz
SHDB su9g IJd9uwlsb sldwn9esded 9pelde Idedusle wp ldpuob$é Idelde: eduws god pr9dé

|E_uubu.u 3002:06:48.041: SSS PM [uid:900][7F7439B43390][p& )5 AAA:2931]: pzp9ed pIleSE
Want: puegse ldpuol> 96

g Julow 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ g <8 AAA:2931]: oJ Jssul
IJpbelz: 'Auth-User's

L_;/i'euubuu 3002:06:48.041: SSS PM [Uid2900][7F7439843390][ro&g§ AAA:2931]: lJg>o <Send
auth>. |.Ja|J6: ._SJJ'ro |.JuaL9L9 V-1V) |qu0|>é5 -J-Juur°|t

iéqubu.u 3002:06:48.041: psjo SSS PM [uid:900][7F7439B43390][ & ;5 AAA:2931]: peldeo
U99S 2 op6 AAA

£ wlo_w 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ g 5 8 AAA:2931]: |, wlJ o AAA
J 'PPPoE-Client-1'

iéu.ubu.u 3002:06:48.041: SSS PM [uid:900][7F7439B43390][0& )5 AAA:2931]: SSS PM:
LewPswe pedIele pdu weHs I pumeide

iéuubuu 3002:06:48.041: 09J9 SSS AAA [uid:900][eg ;0 AAA:2931]: o995 o:8lispo
luwldse IJleuol o SIP:PPPoE

lg wlow 3002:06:48.041: o5 b SSS AAA [uid:900][pe ,d AAA:2931]: IJeBdss oy Lesd [Js
Slisps 1db,$ 1JSlvds pu SIP:PPPOE

I§ uwlouw 3002:06:48.041: ¢lol b5 SSS PM: Lwsld Iduwsluws o9 lz)le ¢ld 19 p 8895 Bes 9lzos
weed wbousdle Slises Jdele p)9) p9JS AAA



Tulig ulow 3002:06:48.041: 05 J SSS AAA [uid:900][ o, AAA:2931]: L 95939 SIP 125,
PPPoE

g Julow 3002:06:48.041: 05 Jd SSS AAA [Uid:900][pe 8 AAA:2931]: &pdso wedsd PPPOE
g Julbow 3002:06:48.041: 05 Jd SSS AAA [Uid:900][pg 58 AAA:2931]: & pdse wedsd PPP

i€ Jwlow 3002:06:48.041: SSS PM [uid:900][7F7439B43390][ g .8 AAA:2931]: Active Handle[0]:
Jdbs pdedlbs Bs Gusld vuvb

I¢ yulow 3002:06:48.041: SSS PM [uid:900][7F7439B43390][0¢ ;& AAA:2931]: Active Handle[0]:
wslY vyl we luuulye

Tofig Qulow 3002:06:48.041: 0308 SSS AAA [Uid:900][p 8 AAA:2931]: Iz <Make request>.
wesyo IJelds po 9 e 1UEesd IJs lewpels

£ Julow 3002:06:48.041: p5Jcd SSS AAA [Uid:900][pe ,d AAA2931]: ¢ p CEsS ldpdolz
IJodblo |Js puweise IUpuolb 96

L,/ig:_uubuu 3002:06:48.041: o9J5 SSS AAA [uid:900][0& 9 AAA:2931]: ©99s 2 pdulz
PPPoE-Client-1

g Julbw 3002:06:48.042: 1Jp 01556 9l dss o sldpzluwasd (0XBT3): Glisps by 113 os)
"TJlS el os"

I§ uwlow 3002:06:48.042: 555 SSS AAA [uid:900][og ;8 AAA:2931]: LESST LIE pJd CE S
IJogosd IUIBe,lgos - Idpuweise

Tolig Gulow 3002:06:48.043: p5Jcd SSS AAA [Uid:900][pg . AAA2931]: & p |huwld b AAA
Jpdelz PPPOE-Client-1

i€ Jwlbw 3002:06:48.043: SSS PM [7F7439B42FBO][AAA ID:0]: |ouile Lusl§ 7F7439B42FBO

1§ uwlbow 3002:06:48.043: SSS PM [7TF7439B42Fb0] [pg ;.8 AAA:2931]: §9lisp IJpdlose IJos
wSope lJdzlgel Wlhgs

I§ uwlow 3002:06:48.043: SSS PM [7F7439B42FBO][AAA ID:2931]: wasse glds Idpuol>§6
9ldogs o 9ldpzluwes IJlG "gs, authen”

i'&,ubu» 3002:06:48.043: SSS PM [7F7439B42FBO][AAA ID:2931]: IDMGR: oid@ lJzlJs "es)
authen"

g wlow 3002:06:48.043: SSS PM [7TF7439B42FB0] [og 55 AAA2931]: 10g306 [IJlocsoc]:
IUloJ 7TF7439B43390

£ wlo_w 302:06:48.043: SSS PM [TF7439B42FB0] [pg,c AAA:2931]: 106 [IJlocmos]: od wp
|JL..J-)Q u&)¢ Jl

I& uwlow 3002:06:48.043: SSS PM [7F7439B42FBO][AAA 1D:2931]: Jp wusl 1Jgsps st JI
Spedu wearswol

g pwlow 3002:06:48.043: SSS PM [7f7439b42fb0][ o ;8 AAAI2931]: Jp Sop oo 2ldé
IJpuol386 9lJed9s o sldeeluvws IUs IDMGR



i§ wlow 3002:06:48.043: SSS PM [TF7439B42FbOJ[AAA ID:2931]: Jp sep lJees, s pldcle
luwe Ideuwegse B 9leos wyped lobosdle (API) 1UElL06 welelz ppld pzeses

£ Julb_w 3002:06:48.043: SSS PM [TF7439B42FbOJ[AAA ID:2931]: Jp o e IJeos, eds pbole
luwe IJpwospe B 9lzos w)prs IJobosdle (API) IElLos webelz peld pzeses

g Julbow 3002:06:48.043: SSS PM [7TF7439B42FB0] [og 8 AAA:2931]: o83 NAS I pzs
Jpe s AAA 2931

I§ uwlouw 3002:06:48.043: SSS PM [7TF7439B42FB0] [eg <8 AAA:2931]: IDMGR: |, wlJ wesse
eJuwé lJg>o

g uwlow 3002:06:48.044: SSS PM [7TF7439B42Fb0][ e, AAA:2931]: Jods IUg psd BLgs Bs
IJzuo9d £ Jods IUg psd oluweesle 1Jedi, DBO0OF3B

Ig¢ uwlbow 3002:06:48.045: SSS PM [7F7439B42FBO0] [pe ,® AAA:2931]: $lisps IJplese
lJpe>eé:

g pulow 3002:06:48.046: SSS PM [7TF7439B42FB0] [og,05 AAA:2931]: £306 wumzsd Isesd =

”J!QCJ_)QCJ"

i€ Jwlbw 3002:06:48.046: SSS PM [7F7439B42FbO][AAA id:2931]: Nasport = PPPoEGE: slot 2
adapter 1 port 4 IP 10.66.79.146 VPI 0 VCI 0 VLAN 0

iéuubu.u 3002:06:48.046: SSS PM [7F7439B42FBO][p&)~_'9 AAA:2931]: e Idsuesd = 11
(ouwesd 1Usgad IJs €306 1U9so)

& Julow 3002:06:48.046: SSS PM [7TF7439B42Fb0] [g ;6 AAA:2931]: 21Js IUp ol 86 = 1 (£,
PUP>S8)

g pulo_w 3002:06:48.046: SSS PM [7TF7439B42FB0][pg ;08 AAA:2931]: peldz Iz ws =
2902460078 (ADOOGAE)

|E_uubu.u 302:06:48.046: SSS PM [7f7439b42fb0][pg ;8 AAA:2931]: [ wesgle yuslws pelde
lJI9lo) JJE>06 - woe 1Jg>pd

Ig ulow 3002:06:48.046: SSS PM [7f7439b42fb0][pg ;8 AAA:2931]: ouwzsd 1J59d 1Us $306
lJ9se pu s [J9u09J

iéuubuu 302:06:48.046: SSS PM [7F7439B42FB0] [0& w9 AAA:2931]: IG8lere: Idwee gu WBlgso
Jude oubesd 06 lJpro

iéu.ubu.u 302:06:48.046: SSS PM [7F7439B42FBO][AAA ID:2931]: IJlg>s: CloneSrc VT2 Ws
lJpowuwd Idogdspss: 8less 1Ugsps Any: JI Juse

Ig¢ uwlbw 302:06:48.046: SSS PM [7F7439B42FB0][AAA 1D:2931]: IJ$les>é: Inputl/F Gi2/3/4:
9lesé 1Jgs>pes Any: Jl Juse

g pulow 302:06:48.046: SSS PM [7TF7439B42FB0][og , 8 AAA:2931]: I 5lg~6: glob: Glgss
IJg306 Any: 1UGless IJIBe,l oss sl Jss

1§ uwlbw 302:06:48.046: SSS PM [7F7439B42FBO][AAA 1D:2931]: IJSlesé: wdssp "Default-
Internal-rule” Jose 1Ug> 06



iéuubu.u 302:06:48.046: SSS PM [7f7439b42fb0][AAA 1D:2931]: Jl voblo g 1JSle>é: "default-
internal-rule/always event-logon |Jz wlo"

iéuubuu 302:06:48.046: SSS PM [7F7439B42FBO][AAA 1D:2931]: IJ8lg>é: JI wlble g "default-
internal-rule/always event idle-timeout"

iéu.ubu.u 302:06:48.046: SSS PM [7F7439B42FBO][AAA ID:2931]: IJSlg>é: JI whbly @ "default-
internal-rule/always event session-timeout"

iéuubuu 302:06:48.046: SSS PM [7F7439B42FBO][AAA 1D:2931]: IJ8lg>é: JI wlble g "default-
internal-rule/always event keepalive-timeout"

i'&,ubu» 302:06:48.046: SSS PM [7F7439B42FBO][AAA 1D:2931]: IJ8lg>é: JI wblo g "default-
internal-rule/always event flow-timeout"

iéuubuu 302:06:48.046: SSS PM [7F7439B42FBO][AAA 1D:2931]: IJ8lgsé: pulole 96 "default-
internal-rule/always event service-start"

iéu.ubu.u 302:06:48.046: SSS PM [7F7439B42FBO][AAA ID:2931]: IJslg»s: wblo g "Default-
internal-rule/Always event service-start/1 service-policy type service identifier service-name"

i€ Julbw 3002:06:48.046: SSS PM [7F7439B42Fb0] [pg 8 AAA:2931]: IJSless [0]: IUwos

iéu.ubu.u 302:06:48.046: SSS PM [7F7439B42FB0] [AAA 1D:2931]: IJ8lg>é [0]: wblp slgds
loe)lupsluble cuvgsd 2206 28 dlispll LIE 2206 - Yusluwd - eI 306 p) D luwp IUEs 00

i€ Jwlow 3002:06:48.046: SSS PM CCM: pglJz SHDB 69295 0x55000356 Jwsl [Jusluwé
Ox7F7439b4390

¢ wlo_w 3002:06:48.046: SSS PM CCM: [z wé 23¢ PM] IUzse = bJo zass (tx:
0x7f7439b43390. 1JJz)le: < lbwsd 1Ugs06)

g Julbw 3002:06:48.046: SSS PM HA: pucele és) plbdswé SHDB = 0x55000356 spol_ctx =
0x7f7439b43390

iéu.ubu.u 3002:06:48.046: SSS PM CCM: wessu PM HA Jgs) zloj (gduwé gpd 0x55000356)
wuele

iéuubu.u 3002:06:48.046: SSS PM HA: |_olwW6 lg)le (u9g wlbwsd 1Ug>e0) IJs Blispeo luwbl)
PM HA

i'&,ubu» 3002:06:48.046: SSS PM HA: NE: ws policy_ha_add_session_info. shdb=0x55000356.
last=APPLY-Service (6)

I§ uwlow 302:06:48.046: SSS PM HA: s policy_ha_net_effect_process: ctx=0x7F742BC552A8.
w9 IJlg,le=APPLY-SERVICE. event=SERVICE-START. state=init-state

1§ uwlbow 3002:06:48.046: SSS PM HA: Je swp lJees) eds ls lole pd)) Jobosd 1Ugsed
I& uwlbow 3002:06:48.046: SSS PM HA: |g51> 1J]bl, IJzlJs: oo 0X0 |Js 0x7F742bc50ee0

i'&,ubu» 3002:06:48.046: SSS PM CCM: gJ_wd gpJ pgesd z3536 (shdb 0x5500356). ctx
0x7f7439b43390. dsess_hdl 0x0. APPLY-service ok



iéu.ubu.u 302:06:48.046: SSS PM [7f7439b42fb0][ce )0 AAA:2931]: IJ8le>6[0]: 3006 wwzsd
IU>eod s IJpscle

iéuubu.u 3002:06:48.047: SSS PM [7F7439B42FBO][AAA 1D:2931]: IU8le>s [0]: swp 9,08 edlpd
"esy pJES" eJs luo,yue 1Ugsed ol

£l 3002:06:48.047; SSS PM [uid:900][7F7439B42Fb0][pg < AAA:2931]: 1Jz1Js: req IsJes
Jbzuo IJpuolb$6 1dplodys

Tolig ulow 3002:06:48.047: SSS PM [uid:900][7F7439B42Fb0] [AAA 1D:2931]: IJz> <Luwld
IJeuob 96> 1Jelds: sdip IJozdd pu ldpuob$é Jdouosse

iéu.ubu.u 3002:06:48.047: SSS PM [Uid2900][7F7439842FBO][9&)Q9 AAA:2931]: pelded Q;ég@u'o
Cop0 AAA

i€ Jwlbw 3002:06:48.048: SSS PM [uid:900][7F7439B42FB0] [og, AAA:2931]: | wlJ bJo
AAA J Tl o

iéu.ubu.u 3002:06:48.048: SVM [uid:900][7F7439842FBO][pg)u_§ AAA:2931] [IJlue,ow]: IJelzé
IJs IJoujsd

I¢ ulow 3002:06:48.048: SSS PM [uid:900][7F7439B42Fb0] [AAA ID:2931]: 506 "lUlocoo"
Josuwe Vs sldye IJegisu ldpsdes sdje lJoujsd

g Julow 3002:06:48.049: SVM [uid:900][7F7439B42FB0] [ 8 AAA:2931] [B20001F1/Internet]:
Jluosy Iptuou0 1

i€ swlbw 3002:06:48.049: SVM [uid:900][7F7439B42FB0][0¢,<5 AAA:2931] [B20001F 1/Internet]:
[D800OF3B]: s_oe IJgpsd B Slisps Idlue bl

iéuubu.u 3002:06:48.049: SVM [B20001F1/Internet]: [PM-download:D8000F3B] p9,0 0->1

iéuubu.u 3002:06:48.049: SSS PM [Uid2900][7F7439842Fb0][lobg§ AAA:2931]: sdipe wujsd
|.Jé_)ro<3

iéu.ubu.u 3002:06:48.049: SVM [B20001F 1/Internet]: [aaa-download:7f743125EECO0] p9, 0->1

I& uwlouw 3002:06:48.049: 55J 5 SSS AAA [uid:900][og ;8 AAA:0]: IJebss oileuol) Blisped
lJb)9 pu SIP:ogwzsd 1Usgad IJs 2206 lJ9sw

iéu.ubu.u 3002:06:48.049: p9J5 SSS AAA [uid:900][e& )9 AAA:0]: IJovysoildsuesd IJs
Slisps 1,9 1JBlLvdo po SIP:owzsd 1U>89d IJs 8306 [J9sw

I§ uwlouw 3002:06:48.049: 55J 8 SSS AAA [uid:900][og ;8 AAA:0]: 95939 SIP PPPOE 1Jg3,
1§ Jwlow 3002:06:48.049: p3J8 SSS AAA [Uid:900][pg ,d AAAD]: wpIdsu wedsd PPPoOE
Ig¢ uwlbow 3002:06:48.050: 09Jd SSS AAA [uid:900][ps . d AAAQ]: wpdsy wedsd PPP

& wlow 3002:06:48.050: pJcd SSS AAA [Uid:900][pg b AAAD]: ¢ pdss wedsd Guvzsd
1J>29d U 306 lU9sw

iéuubuu 3002:06:48.050: SSS PM [uid:900][7F7439B42Fb0][0¢ ;.9 AAA:2931]: Active Handle[O]:



Jobs pdodbs s Idywsld lJuvlb

I& uwlow 3002:06:48.050:

wsld vuvb wpe logulse

SSS PM [uid:900][7F7439B42Fb0][ & .8 AAA:2931]: Active Handle[0]:

Tv/iéu.ubu.u 3002:06:48.050: p9Jd SSS AAA [uid:900][AAA ID:0]: IJz>< <make request>. IJzlJo
IJos wp wesssol po 9uoe 1Jgesd Ids IJoss o

I& uwlow 3002:06:48.050:

l-J;.S ubu;SLS |Ja)ro(3

£5J5 SSS AAA [Uid:900][pg 8 AAAD]: wp wesso ldpdalz Iduuil

To/ig ulow 3002:06:48.050: p5Jcd SSS AAA [Uid:900][pe 58 AAAD]: w295 pdele IJloc ue

I& uwlow 3002:06:48.050:

"TJlde,l os"

I§ uwlbw 3002:06:48.050:

IJossuo eds 1Ues 06

I& uwlow 3002:06:48.050:

oo,

I§ uwlbw 3002:06:48.050:

e300 "IJloe,yue”

I& uwlouw 3002:06:48.050:
I§ uwlbw 3002:06:48.051:
I& uwlouw 3002:06:48.051:
I§ uwlbw 3002:06:48.051:
I§ uwlow 3002:06:48.051:
I§ uwlbw 3002:06:48.051:
I§ uwlow 3002:06:48.051:
I§ uwlbw 3002:06:48.052:
I§ uwlow 3002:06:48.053:
I§ uwlbw 3002:06:48.053:
I§ uwlow 3002:06:48.053:

ig¢ uwlow 3002:06:48.053:

pE)d 21691/87. len 134

IJeuob$6 sldedssuo sldeeluves (0X0): Slises )8 IUluw$le

£9J SSS AAA [uid:900][pe 8 AAAD]: LeSSU LIE pJB LE S

£9J5 SSS AAA [Uid:900][pg 8 AAAD]: wp Luwld bdo AAA Jeldclz

SSS PM [uid:900][7F7439B42Fb0] [AAA 1D:2931]: 1J3le36[0]: s

SSS PM [uid:900][7F7439B42FB0][ee ;9 AAA:2931]: IJBle>o[1]: IJwoe
RADIUS/ENCODE(00000B73):Orig. component type = PPPoE

Opu [uoles Juele pesd glb DSL wuele

RADIUS(0000b73): wJgsu NAS IP: 192.168.111.1

RADIUS(0000b73): wJgsu NAS IPVE:

RADIUS/ENCODE(0000B73): acct_session_id: 2922
RADIUS(0000b73): |, w!J
RADIUS/ENCODE(000000):0RIG y9¢ Idpdss = £y wolde
RADIUS(000000): wdssu NAS IP: 192.168.111.1
RADIUS(000000): wJ9sy NAS IPV6:

RADIUS(0000000): |, w!J

RADIUS(0000b73): L uwlJ bdo 1ds,osd [Js 192.168.111.9:1645

[g wlow 302:06:48.053: RADIUS: 0> AB 9b 13 37 28 45 B9 5F - 8A 45 C 479 DE 03 67 9A

ig¢ uwlow 3002:06:48.053:

RADIUS: |yupe IJpyv o> e [1] 16 "PPPoE-Client-1"



ig¢ wlbow 3002:06:48.053;

ig¢ uwlow 3002:06:48.053:

(NAS) [61] 6 Il s [5]

ig¢ wlbow 3002:06:48.053;
ig¢ uwlow 3002:06:48.053:
ig¢ uwlow 3002:06:48.053:
ig¢ uwlow 3002:06:48.053:
ig¢ uwlow 3002:06:48.053:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:

ig¢ uwlow 3002:06:48.054:
21691/88. len 66

ig¢ uwlow 3002:06:48.054:
B5 FB 35 9a

ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:
ig¢ uwlow 3002:06:48.054:

ig¢ uwlow 3002:06:48.054:

RADIUS: JJpé 039, lJpuwise [21 18 *

w29999J RADIUS: p 3 9236 IJogisu IJpouods wldyvwds

RADIUS: NAS-Port [5] 6 738197504

RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

RADIUS: Jlisg: Cisco [26] 41

RADIUS: j9z Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
RADIUS: ¢9¢ 106 [6] 6 IJols, [5]

RADIUS: NAS-IP-Address [4] 6 192.168.111.1

RADIUS: IUblog 1Jp0s JJg>& [65] 6 1472522808
RADIUS(0000b73): LuwlJ 2ieé IPv4 RADIUS

RADIUS(0000b73): sl pods 5 &sle

Jp sop lJeds) eJs RADIUS: NAS-Port-ID(87) Bes I by

RADIUS(000000): [wlJ bJw 1J9uesd 1Js 192.168.111.9:1645 o b

w999Y9J RADIUS: |Jp o> $ 88 26 9b 9d 00 39 F7 BB - 95 D3 93 67

RADIUS: JJpé 09, lJpuucespe [2] 18 *

RADIUS: | e lJpuwegse [1] 10 "locsos”
RADIUS: o9¢ 1J#>06 [6] 6 IJ ol [5]

RADIUS: NAS-IP-Address [4] 6 192.168.111.1
RADIUS: IUblog 1Jje0s JJpae [55] 6 1472522808
RADIUS(000000): |, ulJ 2506 IPv4 RADIUS

RADIUS(000000): wsle pods 5 &slo

I, 3002:06:48.055: RADIUS: < p IJIgvedlp pu 1Jpgd 21691/87 192.168.111.9:1645. §.9J

IJ9_29J: len 49

g vlow 302:06:48.055: RADIUS: IJp o> 2¢ 28 38 54 02 DF 34 8a - ad A4 C6 6a CB E3 AB

E9

ig¢ uwlow 3002:06:48.055:
lJs IJudbs (PPP) [1]

19%99J9J RADIUS: «,959¢J9J FRAMED [7] 6 w9999 1Jo§loé



Ig¢ uwlow 3002:06:48.055: RADIUS: ¢,9¢ 1Jg>06 [6] 6 1]l [2]

ig¢ uwlow 3002:06:48.055: RADIUS: Ll:sg. Cisco [26] 17

i'e,_,ub,_,u 3002:06:48.055: ,9<9¢99J RADIUS: ssg-account-info [250] 11 "Alternet”

T /ig sulow 3002:06:48.056: RADIUS(0000b73): < p Iluwedle pu IUpe b 21691/87

Tullg Julbouu 3002:06:48.056: 05 b SSS AAA [Uid:900][pe,cd AAA2931]: op lJzu09J £
weosy AAA

£l 3002:06:48.056: nd s SSS AAA [uid:900][og 3 AAA:2931]: [TF7439B43390], ulJs
1> &8) £92926

IJos9e999d 1dedlo, 1Jisds 0-1 [PPP]

ATTR IJisJs w9 1Jgs06 0 2 [framed]

ATTR SSG-account-info 0 "Alternet" IJlgJ.s

I§ uwlouw 3002:06:48.056: SSS PM [uid:900][7F7439B43390][0¢ & AAA:2931]:
Jl wzwss Blisps pudlosz Iduog eds gusly IPv4

I§ uwlow 3002:06:48.057: SSS PM [uid:900][7F7439B43390][o¢ . AAA:2931]: IJ8le6: I w e
IJgsp0 =lJlueyue vl oldwed Ws Idzgduws: peldes [Jgspo IUoldso

g pulow 3002:06:48.057: SSS PM: 2936 1J#306 5l Ipgledle: pedaele 2936 1Us06

I§ uwlouw 302:06:48.057: SSS PM [uid:900][7F7439B43390][ g ;8 AAA:2931]: IJSles6: J9080
wedsd VRF:

IJen9e9dsd IJpdlo, 0 1 [PPP]

U9 1Jg>p6 0 2 [framed]

ssg-account-info 0 "Alternet"

I& wlbow 3002:06:48.058: SSS PM: Jp swpe lJge9, £Js guple I wog VPDN

g wlow 3002:06:48.062: 5 b SSS AAA [Uid:900][pg 8 AAA:2931]: SIP PPP[7F756CC2B030]
wp wedsdo gds lue el

I& uwlbw 3002:06:48.062: 09 )b SSS AAA [uid:900][0g & AAA:2931]: SIP PPP[7F756DAD3800]
op wedsdo J JlIgnore

1§ uwlbow 3002:06:48.062: 05 Jd SSS AAA [uid:900][pg , 9 AAA:2931]: SIP
PPPoE[7F756CCD6BFO0] wp wedsdo eds lue wlze

To/ig Gulow 3002:06:48.062: 5 Jd SSS AAA [Uid:900][AAA ID:2931]: IUzse <Jp Ssop lJges,
£dso> p ogss) Uelds po ldegasd 1Js 1UIYeld

g wlow 3002:06:48.062: 05Jb SSS AAA [Uid:900][g ;8 AAA2931]: Jp sop lJecs) s



ped9ple &8s 1JEsp0

g Julbow 3002:06:48.062: £5Jd SSS AAA [Uid:900][pg 8 AAA:2931]: IUpgldz IUo il 9295 -
3D000D42

¢ Julbw 3002:06:48.062: SSS PM [uid:900][7F7439B43390][ g ;<8 AAA:2931]: Glisps ATR
st bosd pdui IJedssy [25001CF0] 590 lehs oessy

i£ Julb_w 3002:06:48.062: SSS PM [uid:900][7F7439B43390] [0, 5 AAA:2931]: Active Handle[0]:
JObé pedyws pu lduwsly ol |Js uwsld 1Juwslws

g Julow 3002:06:48.062: 05 Jd SSS AAA [uid:900][pe 8 AAA2931]: &2, I eduin IJo il
peldz Lusld uusluws SSS = 8b000f38

£l 3002:06:48.062: SSS PM [uid:900][7F7439B43390][o¢ ;8 AAA:2931]: 109 i,
lJouub[29305]: 1J ey, IJuuub 1J3s wp luosho

¢ wlow 302:06:48.062: SSS PM [uid:900][7F7439B43390][ g, AAA:2931]: pJd I g y5ud:
pJB g5 lJpeg, "PPPOE-Client-1"

I Julbow 302:06:48.062: SSS PM: Profile-DB: pJ og 50 "PPPOE-Client-1" (8.s DB
g Julbw 3002:06:48.062: SSS PM: Profile-DB: (§.506 |z jis6 1Upzouws = 4099343087

Ig yulow 302:06:48.062: SSS PM: profile-db: wlolud Bsps IJogiss $speé pdd 1o s
|Jp929>

g Julbw 3002:06:48.062: SSS PM: Profile-DB: 59188 o209 [Juwped s ol pg
i€ Jwlbw 3002:06:48.062: SSS PM: Profile-DB: ug p: 09 |osl) pe 9

¢ ywlo_w 3002:06:48.062: SSS PM [uid:900][7F7439B43390][ o .8 AAA:2931]: pJd IJog 58
louble 7F7439BF7D78. ref 1

To/ig swlow 3002:06:48.062: p9Jd SSS AAA [uid:900][og ;8 AAA:2931]: IJzse <bJu pelus>:
oesyo IJelds po 1Uled |Js [dpzlos 1Ub 856

g Julbw 3002:06:48.062: 05 Jd SSS AAA [Uid:900][pg 8 AAA:2931]: |Ugle IUbJu

iéuubuu 3002:06:48.062: SSS PM [uid:900][7F7439B43390][p& ;5 AAA:2931]: peldzo 1Upe9Jed
ES) £929>

g ulow 3002:06:48.062: RADIUS: p IJluwadlp po IJpg o 21691/88 192.168.111.9:1645,
Swod 1Usue9d: len 277

ig¢ vl v 3002:06:48.062: . ,9¢,9¢9J RADIUS: IJp 053 EE 5e FO 5e 63 B6 4C 3D - 5e C6 A6 4F
7a B8 43 66

ig¢ uwlou 3002:06:48.062: RADIUS: Ll:sg. Cisco [26] 17
ieuu.buu 3002:06:48.062: RADIUS: ssg-service-info [251] 11 "Ethernet”

ig ulow 3002:06:48.062: RADIUS: lsg. Cisco [26] 61



i'e,_,ub,_,u 3002:06:48.062: RADIUS: 9z Cisco AV [1] 55 "ip:traffic-class=in access-group name
ACL-internet-in"

ieuubuu 3002:06:48.062: RADIUS: Llisg: Cisco [26] 40
i'e,_,ub,_,u 3002:06:48.062: RADIUS: j9¢ Cisco AV [1] 34 "ip:traffic-class=in default drop”
ieuubuu 3002:06:48.062: RADIUS: Llisg: Cisco [26] 63

i'e,_,ub,_,u 3002:06:48.062: RADIUS: Cisco AVpair [1] 57 "IP:traffic-class=out access-group name
ACL-Internet-Out"

Ig¢ uwlow 3002:06:48.062: RADIUS: Llisg. Cisco [26] 41

i'e,_,ub,_,u 3002:06:48.062: RADIUS: j9¢ Cisco AV [1] 35 "ip:traffic-class=drop default drop"
ig¢ uwlow 3002:06:48.062: RADIUS: _l:sg. Cisco [26] 35

i'e,_,ub,_,u 3002:06:48.062: RADIUS: Cisco AVpair [1] 29 "accounting-list=accnt_list1"

ig wlow 3002:06:48.063: RADIUS/Decode(000000): JI s92> $lgsd wslule glps. Jp sop
ouwsd odluosd Ebe 1U)

T.._,/ié,_,ubuu 3002:06:48.063: RADIUS(000000): e IJlguadle pu 1Jpg 5 21691/88
ieuubuu 3002:06:48.063: p9J5 SSS AAA [uid:900][0& 8 AAA:0]: ©p IJzu29d eds ©pus) AAA
ATTR SSG-service-info 0 "Ethernet"

ATTR IJisdes 298 119, 1JBis8 0 "B lispd IJozdp B 19009 [Jis luwp pze9ed 1909
(ACL)-Internet-In"

weud 298 1Jps) Ulsds 0 "B Iluwdlle Ul os”

ATTR IJisJs 2,98 1 p,9, IJdisé 0 "ACL-Internet-Out Jl e pz09e6 lJ9_09J"
IJpods IJisds Jeuds 1es9) IJiss 0 "Ilusdlb IJIVo,luos JJoguo”
ATR Accounting-list 0 "ACCNT_LIST1"

¢ wlo_w 3002:06:48.063: SSS PM [uid:900][7F7439B42Fb0] e, |JpLol> 86 slJe s o
sldpelowes (AAA):2931];

Jl czeas Ylisps plose IJuog eds gusly IPv4
g wlow 3002:06:48.064: SSS PM: 2956 1Jg306 3lo U pglodlc: pedale 2956 [Jgsp6

& wlow 3002:06:48.064: SSS PM [uid:900][7F7439B42Fb0][pg ;8 AAA:2931]: 1J3le25: 19080
wedsd VRF:

ssg-service-info 0 "Ethernet"

ACL-Internet-In Judiss 2,35 1Jp19) 0 "Bes luwp pz9€6 1U9L09J"



Bisé 2598 1Jp 19, 0 "Bes Iluwddlb ISl os”
Bisé 2598 1,9, 0 "ACL-Internet-Out Jl_wp pze9e6 19 09J"
Bisé 296 U9, 0 "Uluwdlb IIBe,luos JJouuo”
|Jpel wwb-list 0 "ACCNT_LIST1"
g Julbw 3002:06:48.065: SSS PM: Jp sep lJees, eJs uuele VPDN s 1Ugoz
& Julow 3002:06:48.066: SVM [B20001F 1/Internet]: pg, bl Bisé U pzp9e6: 11584.11585

i'&,ubu» 3002:06:48.068: p9Jd SSS AAA [uid:900][0&,5 AAA:0]: SIP PPP[7F756CC2B030]
lJ3s wp wedsdoe Jugle

I§ uwlouw 3002:06:48.068: 09J 5 SSS AAA [uid:900][0g ;8 AAA:0]: SIP PPP[7F756DAD3800] v e
wedsdo Jignore

g wlow 3002:06:48.068: p5Jb SSS AAA [Uid:900][p¢ » 8 AAA:0]: SIP PPPOE[7F756CCD6BFO]
lJ3s wp wzdsde gds lue ulgz

To/ig wlow 3002:06:48.068: 05J SSS AAA [uid:900][AAA ID:0]: IUzse <Jp sop IJg &9,
£Jso> p ogss) Uelds po ldeasd 1Js 1UIYeld

Ig wlow 3002:06:48.068: p5Jd SSS AAA [Uid:900][pg 8 AAAD]: Jpo sop lJees) eds pedsple
S92 1JEsed

g Julbow 3002:06:48.068: 05Jd SSS AAA [uid:900][pg 8 AAAD]: IJpgldz IJuuil 09295 -
FD0O00D43

g ulow 3002:06:48.068: SSS PM [uid:900][7F7439B42FbO][AAA ID:2931]: $lises ATR ¢lJisé.
obosd esuy IJodssu [0] 290 lghé wessu

iéuubuu 302:06:48.068: SSS PM [uid:900][7F7439B42Fb0][ &, AAA:2931]: Active Handle[0]:
Jibé pyozes pu lduwsld Jouvb [Js gwsld Iduwslwé

¢ wlo_w 3002:06:48.068: 05 Jd SSS AAA [Uid:900][eg 6 AAAD]: &z sy e i [Jo il
peldz wsld Lusluws SSS = DBOOOF3B

i ulo_w 3002:06:48.068: SSS PM [uid:900][7F7439B42Fb0][og ;<6 AAA:2931]: 1 pd s,
lJouub[29305]: 1J ey, IJuuub 1J3s wp luosho

¢ Julbw 3002:06:48.068: SSS PM [7TF7439B42BD0] [pg ;8 AAAO]: louile Lusld
7F7439B42BD0

I§ uwlouw 3002:06:48.068: SSS PM: Profile-DB: pJd wg)s "lJluc,oe" Bs Bless IJuslole
1§ uwlbow 3002:06:48.069: SSS PM: Profile-DB: (8,506 lJwzjisé |Upe9ww6 = 4239442925
I§ uwlow 3002:06:48.069: SSS PM: Profile-DB: Jl. I_o$ $lisps z2536

g Julbow 3002:06:48.069: SSS PM: Profile-DB: o ble "loo o



iéuubu.u 3002:06:48.069: SSS PM: Profile-DB: |y ule "Internet"/7F7439bf3510 HDL 74001D20
ref 1

& wlbw 3002:06:48.069: SVM [7F7439B42BDO0] [og ,.8 AAA:0] [B20001F 1/Internet]: &g s
pSUL) Idpzluwed

i oo 3002:06:48.069: SVM [7F7439B42BD0] [o¢ 55 AAA-0] [B20001F 1/Internet]: Il os1,
IJlod 1U3s wp wujsdo

i£ Julbo_w 3002:06:48.069: p5 5 SSS AAA [Uid:900][AAA ID:0]: wuisd SVM J "lloc, oo
P99

To 3002:06:48.069: SVM [uid:900][7F7439B42FB0][ g 5.8 AAA:2931] [B20001F 1/Internet]:
[D8000F3B]: i IJepsd pold

iéuubuu 3002:06:48.069: SVM [B20001F 1/Internet]: [SVM-to-client-msg:D8000F3B] 9,y 0->1

ié_uulou» 3002:06:48.069: SVM [B20001F 1/Internet]: [aaa-download:7f743125EECO] ¢, p9pu 1-
>0

Tulig owlow 3002:06:48.069: p5Jd SSS AAA [Uid:900][AAA ID:0]: IJzse <bJu pzlos™ wésyo
IJ2lJs pu I eld [Us 1d9226 [Ub,080.56

g Julow 3002:06:48.069: 05 Jd SSS AAA [uid:900][pe 8 AAAD]: |Jgle IJbJo

i€ Jwlbw 3002:06:48.069: SSS PM [7F7439B42BD0] [og 8 AAAD]: &35 Iduwsld
7F7439B42BD0

iéuubu.u 3002:06:48.069: SSS PM: [Parameter-QoS]: in remove_from_rbpl_ctx_temp_hold
Jedwuo |Juog[8FO00F39

i€ Jwlbw 3002:06:48.069: SSS PM [7F7439B42BDO0] [AAA ID:0]: [Parameter-QoS]: JI 92>
sl Rabapol & e loublde wgs JJeeldzs [BFO00F39]. JI Sivse Jlzleo

g wlow 3002:06:48.069: COA_CCM: [z wé £pJ pzloss] Iuog cix: 0x7F7439B42BDO

|E_uubuu 3002:06:48.069: COA_CCM: a.Juuo E_p.J r°€.|'~:"~56 - C;a|o.J wsle IJuvslgué
0x7F7439B42BDO0 (Js v E_J._}JJQQD

£ wlow 3002:06:48.069: SSS PM CCM: [z wé & pJ pzlowss] Iduog ctx: 0x7F7439B42BDO

¢ Julow 3002:06:48.069: SSS PM CCM: [ERR] 2 wé & pJ pzluss - czlod uusld Iduuslws
0X7F7439B42BDO0 (Jsuw zJuwé HA Igluos wol)

1€ Jwlow 3002:06:48.069: SSS PM [7f7439b42bd0][pg ;8 AAAQ]: pJd IJeg psu: lodics IJ
lJodosy

i£ Julow 3002:06:48.069: SSS PM [7F7439B42BD0] [og,8 AAAD]: SSS PM: &) zose
pedople pJS eI Idpumadse po uwsld Iduvsluws

¢ Julbw 3002:06:48.069: SSS PM [uid:900][7F7439B42FB0] [AAA ID:2931]: tzle s ¢3,06
SVM



¢ wlo_w 3002:06:48.069: SSS PM [uid:900][7F7439B42Fb0] [AAA ID:2931]: 1 pJ 1o eisd J
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(NAS) [61] 6 I el oes [5]

ié_uubuu 3002:06:48.150: RADIUS: NAS-Port [5] 6 738197504

ieuu.buu 3002:06:48.150: RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

ig i v 3002:06:48.150: RADIUS: Llisg. Cisco [26] 41

ieuu.buu 3002:06:48.150: RADIUS: j9g¢ Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
ig ulou 3002:06:48.150: RADIUS: ¢9¢ 1Jg>06 [6] 6 1J|bl, [2]

ieuu.buu 3002:06:48.150: RADIUS: NAS-IP-Address [4] 6 192.168.111.1

ig i 3002:06:48.150: RADIUS: 0 lJ9 09J slJolg, [41] 6.0

ig¢ uwlow 3002:06:48.150: RADIUS(0000b73): |,uwlJ 25 IPv4 RADIUS



ig¢ wlbow 3002:06:48.150:

ig¢ uwlow 3002:06:48.151:
p&d 21691/90. len 211

ig¢ wlbow 3002:06:48.151:
BD A2

ig¢ uwlow 3002:06:48.151:

ig¢ uwlow 3002:06:48.151:
lJs IJodbs (PPP) [1]

ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ wlbow 3002:06:48.151:

ig¢ uwlow 3002:06:48.151:
192.0.2.3

ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:

ig¢ uwlow 3002:06:48.151:

(NAS) [61] 6 Il _os [5]

ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:
ig¢ uwlow 3002:06:48.151:

ig¢ uwlow 3002:06:48.151:

RADIUS(0000b73): wsle poJds 5 w9l

RADIUS(00000b73): | wlJ bJe lJpeluwws [Js 192.168.111.9:1646
w192939J RADIUS: IJeo58 3b 66 00 b4 Oa 1e 8b Oe - 88 8a f1 3e 4c

RADIUS: ACCT-Session-ID [44] 18 "2/3/4/0_0000b6b"

95999 RADIUS: ,95939J FRAMED [7] 6 95999 U §lboé

RADIUS: Jlksg: Cisco [26] 17

99999 J RADIUS: ssg-service-info [261] 11 "Net"

RADIUS: Jlisg: Cisco [26] 42

RADIUS: ;9z Cisco AV [1] 36 "parent-session-id=2/3/4/0_0000B6A"

w999d9d RADIUS: go9lo wy9e999d IJlucue (IP) IJpez>> [8] 6

RADIUS: |wp lJpuwcdspe [1] 16 "PPPOE-Client-1"
RADIUS: ¢ 215 19 o9J [40] 6 woe [1]

w29w99Y9J RADIUS: o093 9236 IJodisu IJpouods wldubeds

RADIUS: NAS-Port [5] 6 738197504

RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

RADIUS: Jlisg: Cisco [26] 41

RADIUS: j9z Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
RADIUS: ¢9g 1Jg>06 [6] 6 1J]bl, [2]

RADIUS: NAS-IP-Address [4] 6 192.168.111.1

RADIUS: jpu IJouesd sldolgs, [41] 6.0

RADIUS(0000b73): b wlJ 2506 IPv4 RADIUS

RADIUS(00000b73): wale pods 5 &9l

Tofig gulbou 3002:06:48.152: RADIUS: ¢ p IJlgwedle po 1pg b 21691/89 192.168.111.9:1646.
Accounting-Response. len 20

ig¢ uwlow 3002:06:48.152:

w999Y9J RADIUS: |Jp o> D4 05 9F FC 5¢ 10 86 93 - 9e 3F E1 E9



73 87 EB CB

Tg_;/iéuubuu 3002:06:48.153: RADIUS: pucdp pu I1Jpg 8 21691/90 192.168.111.9:1646.
Accounting-Response: len 20

ig¢ uwlbow 3002:06:48.153: ,9999J RADIUS: |Jpeo>5 E1 E1 BD 89 65 E2 9a C3 - 18 41 E3 71
21 4a E4 59

I§ uwlouw 3002:06:48.824: 1Jo0l596 9lJob9s o 9l ezl wwd (AAA)/IJ 08 Jus: auth_need: user=
'cisco’ ruser= 'BRAS-ASR1k'rem_addr="'10.137.80.251" priv= 1 list= " author-type="lJlgl 0,

<<snip>>
I€ wlow 3003:35:00.977: SSM SM[adj:PPPoE:19798]: £sble 1Jz 09d edws IJuble IJiuulus

iéu.ubu.u 3003:35:00.977: Jp swp wpdsy SSS PM: ANCP gJs "GigabitEthernet2/3/4" - g5,
luovesh Wspes Idublgvo Il oss

g sulbbw 3003:35:00.977: Jp sop <pdss SSS PM: ANCP gJ.s "GigabitEthernet2/3/4" - g3,
lowesls Bspes 1ol s IlBe,loss

¢ Julbw 3003:35:00.981: RADIUS/ENCODE(0000B73):0,9¢ lJeJ9e, ORIG = PPPOE

g Julbw 3003:35:00.981: RADIUS/ENCODE(0000b73): pg ;b 2 ws IJgpd IJptws pumwdl pe
ped> NAS = 2/3/4/0

¢ Julbw 3003:35:00.981: RADIUS(0000b73): oo NAS IP: 192.168.111.1
& Julow 3003:35:00.981: RADIUS(0000b73): &g NAS IPV6:
Tulig wlow 3003:35:00.981: RADIUS(0000b73): | ulJ

ig¢ uwlbw 3003:35:00.982: RADIUS(0000b73): huwlJ bdw 1Upeluvws |Us 192.168.111.9:1646
P& 21691/97. len 285

g wlbw 3003:35:00.982: 9,999 RADIUS: IJpe 038 6b d7 €9 30 d1 77 35 af - 48 3e 36 70 d
b9 91 ef

i¢ uwlow 3003:35:00.982: RADIUS: ACCT-Session-ID [44] 18 "2/3/4/0_0000b6a"

i wlbw 3003:35:00.982: ,9:,999J RADIUS: o)959¢s) FRAMED [7] 6 90999 lJodlos
IJs IJoshbs (PPP) [1]

£ wlbw 3003:35:00.982: ,95,999J RADIUS: gesle w9999 IJlocyoe (IP) IJpes> [8] 6
192.0.2.3

i,_é_,_,ub,_,u 3003:35:00.982: RADIUS: |jwp IJpuvogsp [1] 16 "PPPoE-Client-1"
ieuu.buu 3003:35:00.982: RADIUS: Llisg: Cisco [26] 35
i'e,_,ub,_,u 3003:35:00.982: RADIUS: j9¢ Cisco AV [1] 29 "connect-progress=LAN SES up"

Ig¢ uwlow 3003:35:00.982: RADIUS: _lisg. Cisco [26] 31



Ig¢ vl v 3003:35:00.982: RADIUS: j9z Cisco AV [1] 25 "nas-tx-speed=10000000"
ig¢ uulow 3003:35:00.982: RADIUS: l:sg. Cisco [26] 31

Ig¢ wlouw 3003:35:00.982: RADIUS: 9z Cisco AV [1] 25 "nas-rx-speed=10000000"
Ig¢ uulow 3003:35:00.982: RADIUS: ACCT-session-time [46] 6 5292

ig wlow 3003:35:00.982: ,9c999J RADIUS: ble &elus wdlb IUs o9J (ACCT-Input-Octets)
[42] 6 9200

[g wlbuw 3003:35:00.982: 19,9¢)9J RADIUS: wble &plus wilb 19 o9J (ACCT-Output) [43]
6 9182

& ulow 3003:35:00.982: RADIUS: 20 Acct-Input-Packet [47] 6 627

g wlbouw 3003:35:00.982: RADIUS: 250 lUsuo9d [Jis 11z [48] 6 625
g ulow 3003:35:00.982: RADIUS: RADIUS: _op.sz [45] 6 RADIUS [1]
g wlouw 3003:35:00.982: RADIUS: 9¢ 2lJ6 19 09 [40] 6 o)l [3]

g vlow 3003:35:00.982: ,9c989J RADIUS: puuds 9236 It isw Idpcuods wlduiuds
(NAS) [61] 6 Il o [5]

Ig¢ wlow 3003:35:00.982: . 9-999J RADIUS: poud3 NAS [5] 6 738197504

ig¢ uwlow 3003:35:00.982: RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

ig¢ uwlow 3003:35:00.982: RADIUS: Llisg. Cisco [26] 41

ig¢ uwlow 3003:35:00.982: RADIUS: 9z Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
ig¢ uwlow 3003:35:00.982: RADIUS: ¢9¢ 1> 05 [6] 6 IJ|bl, [2]

ig uulow 3003:35:00.982: «,9,9¢)9J RADIUS: L j99¢)9J NAS-IP IJgusle [4] 6 1J]osl,
192.168.111.1

ig¢ uwlow 3003:35:00.982: . 9-999J RADIUS: 50 IJ9 oo sldelés) [4116 0
Ig wlow 3003:35:00.982: RADIUS(0000b73): |, uwlJ 256 IPv4 RADIUS
Ig¢ uwlow 3003:35:00.982: RADIUS(0000b73): wole pods 5 &slo

Tofig Juwlbou 3003:35:00.983: RADIUS: puucdp oo Ipe b 21691/97 192.168.111.9:1646,
Accounting-Response. len 20

g uwlow 3003:35:00.983: 9999 RADIUS: IJp 053 78 14 A6 05 ED FA E1 5A - 68 67 96
108 92 2A F8

Ig wlow 3003:35:35.914: o ,90,999J EPC CP: IJoze g0 sble IJpdBle luweobl IJs sgp
IJlzo;6 1UJlgwddsé



g Julbw 3003:35:35.914: L 95939J EPC CP: JI s p 58 Wireshark
g Julbow 3003:35:35.914: ,9¢,939J EPC CP: $sl,le Wireshark 9lJeJod g, p3£906

¢ b w 3003:35:35.915: 1 pol>$6 slJodas o 9ldeeluuns (AAAYIJIIoL: auth_need: user=
'cisco' ruser= 'BRAS-ASR1k'rem_addr='10.137.72.162" priv= 15 list= " author-type= "lJisl '

I§ uwlow 3003:35:35.915:  ,90,9d9J EPC CP: 2338 IJIJw bl

1§ uwbw 3003:35:35.915: ,9,9J9J EPC CP: 2338 IJodlb

I& uwlouw 3003:35:35.915: 90,999 EPC CP: s epc_free_cp

1§ uwbw 3003:35:35.915: ,9,999J EPC CP: we,s) IJe bl mycap
I& uwlbw 3003:35:35.915: ,9,999J EPC CP: wubsdd IJglzole

To 3003:35:35.915: ;90,999 EPC CP: IJoz 8 pw 929> ol

Ig uwbw 3003:35:35.915: ,95999J EPC CP: s p LWl 1dluesl, bl Jlue Guvwds
GigabitEthernet2/0/4.200 dir 3. z>s> Vs glds Ldlg puwess [Jogdpe dir 1

£ wlow 3003:35:35.915: 95995 EPC CP: Jp sop 1Jges, £ 1Josd
Te 3003:35:35.915: 9939 EPC CP: 1Ucedd oo 9295 ol

I§ uwbw 3003:35:35.915: ,99d9J EPC CP: IJlosl) 1Jp, 8.6 131 Jly, GigabitEthernet 2/0/4.200
dir 3c g>s> Bl Il swp LWlE puwess Idogdpe dir 2

1§ uwlouw 3003:35:35.915: ,90,9d9J EPC CP: Jp swp lJe e, eJs 1Josld

Ig¢ uwbw 3003:35:35.915: ,929J9J EPC CP: 23 zpse IJslzole

I& uwlbw 3003:35:35.922: EPC CP: IJo@lb ¢ [jldoe. #0

1§ uwlbw 3003:35:36.966: ZCDP-4-DUPLEX_MISMATCH: o p IJo il g3p wlblod 1dLuwld
sulss Ilezle eJs FastEthernet0/0/0 (Jsuw IJbuwld Soliss 1dleglo 1JJled): pg STLD1-
630.06.08-7600-RU25 GigabitEthernet1/3 (IJLuwld coliss 1dlezlo 1JI1eJ).

& ulow 3003:35:39.726: wy90999J EPC CP: IJoee £0 gsble ldedBle luwoolsl 1Js sge
Iizos6 1JJlgudJdisé

iéu.ubu.u 3003:35:39.726: w,9u999d EPC CP: Jl swpe >gp Wireshark
I& b w 3003:35:39.726: ,929I9J EPC CP: ¢slyle Wireshark glJeJ és) p3£906

¢ ywlbw 3003:35:40.305: w,9¢99sJ EPC CP: IJoze g0 ésble 1JpdBle lauaubl s sgp
IJlzo;6 1UJlgwddsé

1§ uwlbw 3003:35:40.305: ,99J9J EPC CP: Jl swp >¢ o Wireshark

iéu.ubu.u 3003:35:40.305: ,9¢99d9d EPC CP: ¢shle Wireshark 9ldeJwd g5, 038900



¢ ywlbw 3003:35:41.049: U ,9¢99sJ EPC CP: IJoze g0 ésble 1JpdBle lpuaubl s sgp
IJizos6 1UJlgwdJsé

i€ Jwlbbw 3003:35:41.049: 9,939 EPC CP: Jl sep ¢ p Wireshark
I Julbw 3003:35:41.049: L 95,939J EPC CP: g.sl,le Wireshark slJeJud g5, p3£906

g wlow 3003:35:41.404: o y90999J EPC CP: Idoee 0 gsble IdpdSle luuveolsl 1ds sgp
IJizos6 IUJlgwdJsé

g Julbow 3003:35:41.404: L 95939J EPC CP: JI s p 58 Wireshark
g Jwlbbw 3003:35:41.404: 9,939 EPC CP: shle Wireshark 9l eJd &) 38906

¢l w 3003:35:41.404: 1 pol> 86 5lJod9s o 9leeluuns (AAAYIJIIcL: auth_need: user=
'cisco' ruser= 'BRAS-ASR1k'rem_addr='10.137.72.162" priv= 15 list= " author-type= "lJisl '

g Julow 3003:36:32.726: #CDP-4-DUPLEX_MISMATCH: < IJeuild g3p wblod IULuslJ
aoliss IUlezle gJs FastEthernet0/0/0 (Jsuw IJbuwld eolss IUlezlo 1JIle). pg STLDA-
630.06.08-7600-RU25 GigabitEthernet1/3 (IULuwld Soliss Idlezlo IUI1eJ).

Tv/iguulouu 3003:36:42.885: |Jpgl v 6[uid:900]: wesse gsble IJpzluved po puwe9s
lJoslole

i£ Julow 3003:36:42.885: & lbu.sd SSM FH FH[19798:ft 11609:11609]: lz_oJ £Js lJodasy:
P99

¢l w 3003:36:42.885: gol> SSM FH FH[19798:ft 11609:11609]: w8,y ps36 IJzuosd £dis
Idoble Uil pus

i€ swlbw 3003:36:42.885: SSM FH FH[19798:ft 11609:11609]: &,s, 9luoe: 9l

¢ Jwlow 3003:36:42.885: SSM FH FH[19798:ft 11609:11609]: & éys) pusi6 puwe IJublp
IJlgwlpws

I& wlbow 3003:36:42.885: SSM CM FH[ §5 11609:11609]: IJw@,s) pdepd
i€ swlbw 3003:36:42.885: SSM CM FH[$5>, 11609:11609]: 2 oJ £Js IJodss,y Jlpel
Tolig yulow 3003:36:42.885: 1J el v 6[uid:900]: z e IJuvedle Jpeluwwd 1o §

I§ uwlbow 3003:36:42.885: |J ezl yuw6[uid:900]: wsl wzese IJuvedle IUssolesdss J CTX
7F743A303CF0

I& uwlow 3003:36:42.885: 1J ol uw6[uid:900]: Lsl wzese uvedle pedsple IJoedpe J CTX
7F743A303CF0

L_../ig_uubuu 3003:36:42.885: |Jpzl v s[uid:900]: wesse gxble lJpzluved po puwe9s
lJoslole

£ wlbw 3003:36:42.886: wlowsd SSM FH FH[19798:ft 11609:11609): lzoJ £J.s lJodssy!
P99



I§ uwlbw 3003:36:42.886:

IJoble Ul ulgus

I§ uwlow 3003:36:42.886:

g wlow 3003:36:42.886:

IJlgwlpws

I& uwlow 3003:36:42.886:
I§ uwlbw 3003:36:42.886:
I& uwlow 3003:36:42.886:

I§ uwlbw 3003:36:42.886:

I§ uwlow 3003:36:42.888

£515> SSM FH FH[19798:ft 11609:11609]: &.,s) 56 IJzuo9d £Js

SSM FH FH[19798:ft 11609:11609]: =, 9l oe: el

SSM FH FH[19798:ft 11609:11609]: 8,5y pSi6 puwe IJuble

SSM CM FH[$>p 11609:11609]: IUed,s, pdopd

SSM CM FH[$5p 11609:11609)]: Iz oJ £Js lJodrsy Jled!
IJpzlwos[Uid:900]: eease [ ues: i0:500
IJp2lwos[Uid:900]: oease [Juwes: O0:500

: RADIUS/ENCODE(0000B73):¢,9¢ |JpJ9e ORIG = PPPOE

T/ig ulow 3003:36:42.888: RADIUS/ENCODE(00000b73): pg ;0 2duws IJgpd IJpdwc

Pl pg pud3 NAS =

2/3/4/0

Tufig ulow 3003:36:42.888: RADIUS/ENCODE(00000b73): pg 0 2w IJgpd IUpwc

Pl pg pud3 NAS =
I§ uwlbw 3003:36:42.888

I§ uwlouw 3003:36:42.888

2/3/4/0
: RADIUS(0000b73): wJssw NAS IP: 192.168.111.1

© w,9%999J RADIUS(0000b73): dgse NAS IPV6:

30 Iu/ig yulow 03:36:42.888: RADIUS(0000b73): |,wlJ

ig¢ wlow 3003:36:42.889
P& 21691/98. len 269

ig¢ uwlou 3003:36:42.889:

78 FFC174 71

Ig¢ uwlow 3003:36:42.889:

ig¢ uwlou 3003:36:42.889:

IJs IJodks (PPP) [1]

Ig¢ uwlow 3003:36:42.889:
ig¢ uwlou 3003:36:42.889:
Ig¢ uwlow 3003:36:42.889:
ig¢ uwlou 3003:36:42.889:

Ig¢ uwlow 3003:36:42.889:

192.0.2.3

ig¢ uwlou 3003:36:42.889:

: RADIUS(0000b73): LuwlJ bdw IJpzluvws [Js 192.168.111.9:1646

w9w9Y9d RADIUS: IJp 0> $ FB FB EC 49 B6 CF 62 C6 - D9 74 96

RADIUS: ACCT-Session-ID [44] 18 "2/3/4/0_0000b6b"

95999 RADIUS: ,95939J FRAMED [7] 6 95999 U §loé

RADIUS: Jlisg: Cisco [26] 17

99999 J RADIUS: ssg-service-info [261] 11 "Net"

RADIUS: Jlisg: Cisco [26] 42

RADIUS: ;9z Cisco AV [1] 36 "parent-session-id=2/3/4/0_0000B6A"

w999d9d RADIUS: go9lo wy9e99d9d IJlocrue (IP) IJpez>> [8] 6

RADIUS: |yupe IJpyv o> e [1] 16 "PPPoE-Client-1"



ig vlow 3003:36:42.889: RADIUS: lsg. Cisco [26] 14

S.s 30 [gwlow 3003:36:42.889: 9939 RADIUS: «.yulez SSG-control-info [253] 8 "10:500"
g vlow 3003:36:42.889: RADIUS: lsg. Cisco [26] 14

Ig wlo_w 3003:36:42.889: RADIUS: ssg-control-info [253] 8 "00:500"

[g vlow 3003:36:42.889: RADIUS: 20 Acct-Input [47] 6 5

Ig wlow 3003:36:42.889: RADIUS: 255 lJ9,29J |Js IJl¢)lz [48] 6 5

g ulow 3003:36:42.889: ,9:9¢)9] RADIUS: ble &elus wdlb 19 s [42] 6
500

[gwlbuw 3003:36:42.889: 19,9¢9J RADIUS: uble &plus wilb 1Us,o9J (ACCT-Output) [43]
6 500

Ig¢ uwlou 3003:36:42.889: RADIUS: ACCT-Session-Time [46] 6 5394
Ig¢ wlbw 3003:36:42.889: RADIUS: ¢9¢ 2lJs 1J9 o9 [40] 6 o)l [3]

B 30 [gubuw pu glp 3003:36:42.889: 95999 RADIUS: pods oo oe NAS [61] 6
IS eslos [5]

Ig¢ wlow 3003:36:42.889: . 9-999J RADIUS: poud3 NAS [5] 6 738197504

ig b u 3003:36:42.889: ,9999J RADIUS: NAS-Port-ID [87] 9 "2/3/4/0"

Ig¢ uwlow 3003:36:42.889: RADIUS: Llisg. Cisco [26] 41

ig¢ uwlou 3003:36:42.889: RADIUS: 9z Cisco AV [1] 35 "client-mac-address=5057.a8d8.02d8"
ig¢ wlow 3003:36:42.889: RADIUS: ¢9¢ |05 [6] 6 IJ|bl, [2]

g uulow 3003:36:42.889: ,9,9¢)9J RADIUS: L 99¢)9) NAS-IP-Address [4] 6 1] o>l
192.168.111.1

g wlbw 3003:36:42.889: 195999 RADIUS: 500 lJ9 09J slJolés) [41] 6.0
g wlouw 3003:36:42.889: RADIUS(0000b73): |, wlJ 2506 IPv4 RADIUS
[g vl w 3003:36:42.889: RADIUS(0000b73): wole pods 5 &9l

T, 3003:36:42.890: RADIUS: ¢ p IUlgvedle pu lJpg d 21691/98 192.168.111.9:1646.
Accounting-Response. len 20

g wlo_w 3003:36:42.890: 9999 RADIUS: 1Jp 038 5505 9236 pu lJesh [Jpuwe ey boyls BD
7b 39 b0 5f - 9d 9¢ Oc ff FC 58 26 22

¢ Julbw 3003:36:45.912: 7PIM-5-NBRCHG: VRF C1: pzly, 10.11.0.7 I_udJ B &b8 IUslzos 4
DR



g Julbw 3003:36:45.912: 7PIM-5-DRCHG: VRF C1: &¢5.) DR oo IUpzls, 10.11.0.7 [Js
10.11.0.2 Bs w G l9lz06 4

I& uwlouw 3003:36:48.779: 1Jpol596 9lJod9s o 9ld ezl uwws (AAA)IJIlo: auth_need: user=
'cisco’ ruser= 'BRAS-ASR1k'rem_addr="10.137.72.162' priv= 15 list=" author-type="lJl9l o'



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



