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HQ Rout er #show running-config
...Building configuration
Current configuration : 1439 bytes



//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

!

version 12.4

service tinmestanps debug uptine
service tinestanps |og uptinme
no service password-encryption
!

host nane HQ Rout er

Output suppressed. ! crypto isaknp policy 1 hash ---!!
nd5 aut hentication pre-share crypto isaknp key ciscol23
address 209. 165.200.225 ! | crypto ipsec transformset

rtpset esp-des esp-nd5-hnmac ! crypto map rtp 1 ipsec-
i sakmp set peer 209. 165.200. 225 set transformset rtpset
mat ch address 115 ! interface EthernetO ip address
172.16.10.1 255.255.255.0 ip nat inside ! interface
Et hernet1l ip address 209.165. 201. 2 255. 255. 255. 224 ip
nat outside crypto map rtp ! interface Ethernet2 ip
address 192.168.10.1 255.255.255.0 ip nat inside !
interface Serial 0 no ip address shutdown no fair-queue
interface Seriall no ip address shutdown ! ip nat inside
source route-map nonat interface Ethernetl overload ip
classless ip route 0.0.0.0 0.0.0.0 209.165.201.1 ! !---
Output suppressed. access-list 110 deny ip 172.16.10.0
0.0.0.255 10.10.10.0 0.0.0.255 access-list 110 pernmit ip
172.16.10.0 0.0.0.255 any ! !--- Add this ACL entry to
include 192.168.10.0 !--- network with the nat-exemption
rule. access-list 110 deny ip 192.168.10.0 0.0.0.255
10.10.10.0 0.0.0.255
access-list 110 permt ip 192.168.10.0 0.0.0.255 any
access-list 115 pernit ip 172.16.10.0 0.0.0. 255
10.10.10.0 0.0.0. 255

o o

Add this ACL entry to include 192.168.10.0 !--- --- !
network into the crypto map. access-list 115 permit ip
192.168.10.0 0.0.0.255 10.10.10.0 0.0.0.255

route-map nonat permit 10

match i p address 110

1

Output suppressed. end ---!

Bo a>90

BO Rout er #show running-config
...Building configuration

Current configuration : 2836 bytes

!

version 12.4

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane BO- Rout er

Output suppressed. ! crypto isaknp policy 1 hash ---!!
md5 aut hentication pre-share crypto isaknp key ciscol23
address 209.165.201.2 ! | crypto ipsec transformset

rtpset esp-des esp-nmd5-hnmac ! crypto map rtp 1 ipsec-

i saknp set peer 209.165.201.2 set transformset rtpset
mat ch address 115 ! /--- Output suppressed. interface
Fast Et hernet 0/ 0 i p address 209. 165. 200. 225

255. 255. 255. 224 ip nat outside ip virtual -reassenbly
dupl ex auto speed auto crypto map rtp ! interface
FastEthernet0/1 ip address 10.10.10.1 255.255.255.0 ip
nat inside ip virtual -reassenbly duplex auto speed auto




! iproute 0.0.0.0 0.0.0.0 FastEthernet0/1 ! !--- Output

suppressed. ! ip http server no ip http secure-server ip
nat inside source route-map nonat interface

Fast Et hernet 0/ 0 overload ! !--- Add this ACL entry to
include 192.168.10.0 !--- network with the nat-exemption
rule. access-list 110 deny ip 10.10.10.0 0.0.0.255
192.168.10.0 0.0.0.255

access-list 110 deny ip 10.10.10.0 0.0.0.255
172.16.10.0 0.0.0. 255

access-list 110 pernit ip 10.10.10.0 0.0.0.255 any
access-list 115 permit ip 10.10.10.0 0.0.0.255
172.16.10.0 0.0.0. 255

Add this ACL entry to include 192.168.10.0 !--- --- !
network into the crypto map. access-list 115 permit ip
10.10.10.0 0.0.0.255 192.168.10.0 0.0.0.255

!

route-map nonat permit 10

match i p address 110

1

Output suppressed. ! end ---!
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HQ Rout er #clear crypto sa
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HQ Rout er #clear crypto isakmp
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HQ Rout er (confi g) #no access-1list 115 permit ip
0.0.0.255 10.10.10.0 0.0.0.255 192.168.10.0
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HQ Rout er (confi g) #no access-list 110 deny ip
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* HQ Rout er #clear ip nat translation
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HQ Rout er (confi g) #int ethernet 1
HQ Rout er (config-if)#no crypto map rtp
May 25 10:35:12.153: ACRYPTO- 6-1 SAKMP_ON_OFF: | SAKMP is OFF*
HQ Router (config-if)#crypto map rtp

May 25 10: 36: 09. 305: %CRYPTO 6- | SAKMP_ON_OFF: | SAKWP is ON*
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HQ Rout er #clear crypto sa
#HQ Rout er
HQ Rout er #ping 10.10.10.1 source 172.16.10.1

. Type escape sequence to abort

:Sending 5, 100-byte |ICWP Echos to 10.10.10.1, tinmeout is 2 seconds
Packet sent with a source address of 172.16.10.1

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 20/20/20 s
HQ Rout er #ping 10.10.10.1 source 192.168.10.1

. Type escape sequence to abort

:Sending 5, 100-byte |ICWP Echos to 10.10.10.1, tinmeout is 2 seconds
Packet sent with a source address of 192.168.10.1

Success rate is 80 percent (4/5), round-trip mn/avg/ max = 20/20/20 s
HQ Rout er #ping 10.10.10.1 source 192.168.10.1

. Type escape sequence to abort
:Sending 5, 100-byte |ICWP Echos to 10.10.10.1, tinmeout is 2 seconds
Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip nmin/avg/ max = 20/ 20/ 20 ns
show crypto ipsec sa

HQ Rout er #show crypto ipsec sa

interface: Ethernetl
Crypto map tag: rtp, local addr. 209.165.201.2

local ident (addr/mask/prot/port):
((192.168.10.0/255.255.255.0/0/0

remote ident (addr/mask/prot/port):
((10.10.10.0/255.255.255.0/0/0

current _peer: 209.165. 200. 225

{,PERM T, flags={origin_is_acl

pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9#

pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9#

pkts conmpressed: 0, #pkts deconpressed: O0#

pkts not compressed: 0, #pkts conmpr. failed: O,#
#pkts deconpress failed: 0O

send errors 1, #recv errors O#

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209.165. 200. 225

path mtu 1500, ip ntu 1500, ip ntu interface
Et hernet 1

current outbound spi: FB52B5AB




;i nbound esp sas
(spi: 0x612332E(101856046
, transform esp-des esp-nd5-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 2002, flow.id: 3, crypto map:
rep
sa timng: remaining key lifetime (k/sec):
((4607998/ 3209
IV size: 8 bytes
replay detection support: Y

;i nbound ah sas
;i nbound pcp sas

:out bound esp sas
(spi: OxFB52B5AB(4216501675
, transform esp-des esp-nd5-hnmac
{ ,in use settings ={Tunne
slot: 0, conn id: 2003, flow.id: 4, crypto map:
rep
sa timng: remaining key lifetime (k/sec):
((4607998/ 3200
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas

| ocal ident (addr/mask/prot/port):
((172.16. 10. 0/ 255. 255. 255. 0/ 0/ 0

renote ident (addr/mask/prot/port):
((10. 10. 10. 0/ 255. 255. 255. 0/ 0/ 0

current _peer: 209.165. 200. 225

{,PERM T, flags={origin_is_ac

pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4#

pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#

pkts conpressed: 0, #pkts deconpressed: 0#

pkts not conpressed: 0, #pkts conmpr. failed: O,#
#pkts deconpress failed: O

send errors 1, #recv errors O#

| ocal crypto endpt.: 209.165.201.2, renote crypto
endpt.: 209.165. 200. 225

path mu 1500, ip nmtu 1500, ip ntu interface
Et hernet 1

current outbound spi: CI9E9F490

;i nbound esp sas
(spi: Ox1291F1D3(311554515
, transform esp-des esp-nd5-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 2000, flow.id: 1, crypto map:
rep
sa timng: remaining key lifetime (k/sec):
((4607999/ 3182
IV size: 8 bytes
replay detection support: Y

:inbound ah sas




;i nbound pcp sas

:out bound esp sas
(spi: OxC9E9F490( 3387552912
, transform esp-des esp-nd5-hnac
{ ,in use settings ={Tunne
slot: 0, conn id: 2001, flow.id: 2, crypto map:
rep
sa timng: remaining key lifetime (k/sec):
((4607999/ 3182
IV size: 8 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas
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