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&% Cisco ASDM 6.1 il

CISCO

Cizco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

e« One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[\% I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

® Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your secunty appliance.

[ Run ASDM ] [ Run Startup Wizard ]
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B% Cisco ASDM Launcher, ¥1.5(30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: [10.77.241.111 -
Username: ciscola3
Passwiord: ********l

[ ] Run in Dema Mode

| o | | Close |

i s
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IPsac PN Wizard. .. [
' O
5L VPN Wizard. .. a1
. i nician |
High &wailabiity and Scalabiicy Wizard, ..
= a9
Packst Capture Wizard. .. i
General Lm—,55| [ricerface 1P address Masck Lin= Li
driz 10.77.241. 11126 9 uwp [+
Host Nare:  ciscoasa. def ault , domain.invalid P 10.10.10.1/24 © w o
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& VPN Wizard X]
4 VPN Wizard WPH Tunnel Type (Step 1 of ...}

Lise Hhis wizard bo configure new ste-bo-site VPR bunnels or niew remoke access VPN tunnels. A
tunnel between two devices |5 called 2 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creates basic tunnel corfigurations that you can edit Ister using the ASDM,

WEN Tunnel Type: —

Local ﬁ .HH'I'E"“

® s = =, 2 1

WPMN Remabe Access

Local ‘f Femote
() Remote Acoess &ﬁ, Inheret
= =
N - R
Ve Tunnel Interface: oikside W

Enable inbound IPsac sessions to bypass nkerface acoess lisks. Group policy and par-user
authorization sccess lisks il apply to Ehe braffic,
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= YPH Wizard |E|
. VPN Wizard Remole Site Peer (Step 2 of 6)

Configure the IP address of the peer device, authentication method and the bunmel group For this
site-to-sibe bunned,

Peer 1P Address: | 172.17.1.1
Authertication Method
(%) Pre-shared key

Fre-Shared Key: | cscol 23
() Certificabs

Certificate Sigring Algorithm:  rsa-sig
Certificate Name: | |

(") challenge/response authentication (CRACK)

~Tunnel Group

For gbe-to-site connections with pre-shared key authentication, e bunrel group names must
be the same as either e peer IP address or the peer hostniame, whichever is used as the
peer's identity,

Tunnel Group Mame: | 172.17,1.1

lguiss (D lawdl 038 0955 Ol e 1 elally Liayl 489,24l JKE J lgolacki] pisw (il &lawdl 30> .8
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B VPN Wizard B

¥ VPN Wizard IKE Policy {5tep 3 of &)

Select the encryplion slgorithen, authertication slgarithen, and Diffie-Helman group For the
desdces ko use to negotiate an Intermet Key Exchange (IKE) seourity association betwesn
them. Configurations on bath sides of the connection must match sxacty,

Entryplion; DES - |

#uithentication: SHA A |

DH Group: O
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= YPH Wizard

r . .
VPN Wizard IPsec Encryption and suthentication {Step 4 of 6)

By

Select the encriyption and authenkication slgarithims far this IPsec YPN tunnel. Configurations
on both sides of the connaction muskt match exactyy,

Encryption S -

#uithentication: SHA L |
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= YPH Wizard [X]

r =
VPN Wizard Hosts and Nebworks (Step 5 of 6)
&n IPsec tunnel protects daka exchanged by selected hosts and networks at the local and
remote sites, Please identify hosts and networks to be used in the IPsec bunnel,
Action: (%) Pregect () Do not Probect
Local Metwarlks: |an:.-'
|
Remaoke Networks: |un-.r
Exempt ASA side hostinetwork From address translation: inside W
EaCane
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0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame ~1 1P Address Metmask Description
=-Network Objects
-y any 0.0.0.0 0.0.0.0
il dmz-network  10.77.241.64 255,255,255,192

0% inside-network {10.10.10.0

- flh outside-network 172,16.1.0 255,755,255.0

Selected Local MNetworks

[ Local Metwarks -= ]larr_.-'

| Elt;l. | Cance|
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B YPH Wizard X

¥ VPN Wizard Hosts and Networks (Step 5 of 6)

&n IPsec tunnel protecks daka exchamged by selected hosts and networks at the local and
remote sites, Please ientify hosts and networks to be used in the IPsec bunnel,

ackion; (&) Protect () Do not Probect

Local Metwarls: |r5|-:le-rﬂw:-r|-c,l'24 E]

Remobe Networks: |un-.r % \

Exempt ASA side hostjnetwork From address translation: inside W |

[:Elan:h ][ Mext = ] Finish
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% Browse Remote Networks

i add |- Cf Edt [ Delete  Q

Fiker; |-|-~-_r 53
| Name “1 1P Address Metmask Description
(=-Network Objects

gy any 0.0.0.0 0.0.0.0

i dmz-network  10.77.241.64 255,255,255.192

- wllh inside-network,  10.10,10.0 255,255.255.0

-l oukside-network. 172.16.1.0 25K5,255,255.0

o 10.20.10.0 10,20, 10.0

Selected Remote Nebworks

[ Remote Metworks -> ] | anvy

| K |[ Cancel ]

"3
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= YPH Wizard
¥ VPN Wizard Hosts and Networks  (Step 5 of 6)

)

&n IPsec tunnel protecks daka exchanged by selected hiosts and networks at the local and
remote sites, Please ientify hosts and networks to be used in the IPsec bunnel,

ackion; (&) Protect () Do not Probect

Local Metwarls: |r5|-:le-rﬂw:-r|-c,l'24

L&)

Remote Networks: |1|:|.2|:|.1|:|.I:|.l2~1

Exempt ASA side hostnetwork From address translation: inside W |

B .ozl 13 u.9 (VPN) a4, @lall dol] daSuidl glles dlauwly, lgay i o5 (il Clowdl o, iy .15
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= YPN Wizard [X]
4 VPN Wizard Summary  {Step 6 of 6)

Yo have cresbed & Ske-to-5ite VPN tunnel with the Folowing sttribiibes:

WP Tunnel Interface: outside
Pesr IP Address: 172.17.1.1
IPSsec authentcation uses pre-shared keyioscol 23
Turned Group Mame: 172.17.1.1
IKE Policy Encryption | Authentication j DHGroup: DES | SHA [ Group 1
IPsec ESP Encryplion | ESF Authenbication: DES | SHA
Traffic Alow to be protected By this tunnel:
{local) 10.10.10.0)24
{remote) 10,20.10.0/24
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Cisco Router and Security Device Manager (SDM)

Copyright © 2002 - 2007 Cisco Systems, Inc. ol I ol I I
All nghts reserved. CISCO

Java
(SDM) Jgxall o lly 0acl 6,b] Jeino Jojis > 20y .V (SDM) Jg=all &bl 6218 6| Jojii i_u__,, 2

(SDM) Jg=all wlily 6acl8 6,5] Juine Jaini9 golil cuitd olllaoll lgg=gi (il wlglazdl JlaSL 09
.Cisco 0

pasiunll puwY Cisco123 Jloll 13D paziwy.0k ddlaslg 319 cul cu2s ol dalS g username Jl clss .3

Authentication Required

Enter login details to access level 15 or view_access on
10,77, 241, 109;

User name: |ciscold3

Password: |[sesssssss

[ ] 3ave this password in your password lisk

| o || Cancel |
b

authentication scheme: Basic

29,0l aalSS Cisco1239
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nuter and Security Deviee Manager (SOM): 1077241 1009 [= 5]
Flle Eot View Tools Help
i . o = W 2 il Iltlllt
taié} Conligee E Mot | sk Save Seanch Help cISCO
b — Creale SHe toSie VPN | E0 Site to Sita VPR

-5 Ezay WPN Rernote
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- E DynEmile MUlipoint VRN
H L@ SSL VPN

L@ VFr Componanits

SO can guide you throwgh Sde to Sile WP cordipuration tasks. Selact a task, then chok
Launch the salacted a6k buson.

Inteifeces and 1
Conrechons

Use Case Scanario
™ Sing-ta-Siee VPN
Secusty Audi h.ﬂ%
= ¥
: = Crisal i & Site 1o Site VPH,

Fiouting

Lize This cefion to configure n WPR annel fromthis rouier 1o erothes WP de vics using ciher
& pra-gharad ey o using dighsl catiticales. To comglele thiz condigurstion, you mugl knoe
Ihe remobs devics's P address, H & pre-shared by & wesd for sathertication, & musl match
Ihe pre-shared key confioured on the remole device.

™ Creaie a secure GRE unned (GRE ouer IPSec)

Liza This Getion b configere & pFolecked SRE Tunned froth his rouber Wo anathar VP Eeice
uEril =lher & precsharec key or using diptal cediicabes. To comabels s contigursbion, you
muist krows he remate devios's P address. i & pre-shared key s ussd for sutnemicaton, &
mutst patch e pre-shaees iey configuned on the remaee devies,

L,aunnhmﬁaleded task|
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Site-to-Site ¥PM Wizard X

She-to-Site VPN

This wizard will guide yvou through the necessary steps o configure one and of a
site-fo-site VPN unnel on this roufer. The peer device must be configured with identical
WP configuration for the tunnel to work. Please select one of the following setup and
click on the next bution to bagin.

" Ouick setup
Quick setup asks for minimal information and uses S0OM defaulis. This is
recommended if you are creating a VPN tunnel between teo Cisco routers using S0OM

Step by step wizard allows vou to specify either the SOM defauli configuration or your
OWn cuStorm configuration.

a |Nwr| nisk I Cancell Help I
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Site-to-Site VPN Wizard X

VPN Connection Information
Select the inarface for this VPR connection: FastethemetD - Detalls.. |

Peer ldetitity

Eelect the fype of peers) used for this YPH
connection: |F'EEr1.-'-'ith static IP address :J

Enter the IP address of the remofte peer; |1?i 16.1.1

Aathentication
Autnentication ensures that each end of the VPN connection wses the same secret key.

* Pra-shared Keys O Digital Certificates

pre-shared key |=-A-m-t-rr

Re-enter Key: |H~H—'-H+

iBauk| Nﬁr| nist I Cancell Help I
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Site-to-Site VPN Wizard X

IKE Proposals
IKE proposals specify the encryption algonthm, authentication algorithm and key exchange
rnethod thal 1= used by this router when negoliating a YFH connection with the remote
device. For the YPN connection to be esiablished with the remote device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

| F'rlnrrt',ll Encryption | Hash D-H Group | Authentication| Type

-rl':'lauk| et = | I Cancell Help I
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Add IKE Policy

—— Configure [kKE Paolicy

Friarity: Authentication:
1 |PRE_SHARE -
Encryption: D-H Group:
|DEE j |gr|:|up2 j
Hash: Lifetime:

24 |0 |0 HHMMSS

‘ icancel ‘ Help ‘
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Site-to-Site YPH Wizard

IKE Proposals
IKE proposals specify the encryption algontam, authentication algorithm and key exchange
rnethod thal 1= used by this router when negoliating a PN connection with the remote
device. For the YPN connection to be esiablished with the remole device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

Priority| Encryption Hash O-H Group | Authentication] Type
group PRE SHARE User Defined

2 DES SHA_1 graup1 PRE_SHARE User Defined

= Back | Mgt = | fist I Cancel I Help I
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Site-to-Site YPH Wizard

Transform Set
A franstorm set specifies the encrption and authentication algorithms used to protect the

data inthe YPH wnnel. Since he o devices must use he same algorithms 1o
communicate, the remote device must be configured with the same transform sef as the

ong selected balow.

Click the Add.. button to add a new fransform sel and the Edit. bution to edit the specifisd
transform set.

Select Transform Set

|EDM Default Transform Set :l

Details of the speacified transfom set
ESP Encryplion [ ESP Integrity AH Inteqrity

E- ESP-JDES-SHA ESP_3DES ESP_SHA_HMAC

I Cancell Help I

«Back | Mext»

il acgox
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Add Transform Set

Mame: ASA-IPSEC

v Data integrity with encryption (ESF)

Integrity Algorithm: |ESF'_5HA_HMAC -

Encryption Algarithm: EE:F'_I::IEE:

Show Advanced ==

DHQ Cancel | Help |
A Qog0
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Site-1o-Site YPH Wizard

Transform Set
A franstorm set specifies the encrption and authentication algorithms used to protect the

data inthe VPR wnnel. Since ne o devices must use he same algorithms 1o
communicate, the remote device must be configured with the same transform sef as the

ong selected below.

Click the Add.. button to add a new fransform sel and the Edit.. bution to edit the specifisd
transform set.

Select Transform Set

SOM Defautt Transform Set =
S0M Default Transform Set

ASAIPSEC

ESF Encryplion| ESP Integrity AH Integrifty
Es FSP-I3DES-SHA ESFP_3DES ESP_SHA HMACD

| I Cancell Help I
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Site-to-Site VPN Wizard X]

Transform Set

A franstorm set specifies the encrption and authentication algorithms used to protect the
data inthe VPR wnnel. Since he o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the
one selected below,

Click the Add.. button to add a new fransform sel and the Edit.. bution to edit the specified
fransform set.

Select Transform Set

s - IPSEC
Details of the speacified transfomn set
Mame ESP Encryplion | ESP Integrity AH Inteqrity

ASE-IPSEC ESP_DES ESF_SHA HMWMALC

Add... | Edit... |

| I Cancell Help I
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Site-to-Site YPH Wizard

Traffic to protect

IPSac rules define the trafic, such as file transfars (FTP) and e-mail (SMTP) that wall e
protected by this VPN connection, Other data tramc will be sent unprolected to the remote
device, You can protect all traffic between a particular source and destination subnet, or
specify an IPSec rule that defines the irafiic iypes o be protecied.

+* Protect all frafiic between the following subnets
- d : Local Metwork Remote Metwiork

Enter the IP address and subnet mask of Enterthe IP Address and Subnet Mask of
the network where [PSec traffic originates. the destination Mefwork

IP Address: IP Address
[10.20.10.0 [10.10.10.0
Subnet Mask Subnet Mask
| 255 255 2550 or[24 @ |255 255 256 0 or[24

CreatesSelect an access-lis for IPSec traffic | - '-'|

«Back | Megt»
M=

| I Cancell Help I

&5 JSits a2y VPN Jlasl HLis] cuaxd a5 JsSuic VPN gdgo I g8gall o doMs 6380 13D say .15
699 il pi . JLas¥l oo il pil cu> el 3335 iy 1D VPN Jlasl [lis| ol a5 col ol Ll
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Site-to-Site YPH Wizard

Summiary of the Configur atiomn

Click Finish to delrver the configuration o the rowter.

Inferface FastElhernell
Fear Davice:17T2.16.1.1

Authentication Type | Pre-shared Key
pre-shared key ™

IKE Faolicies:

Hash DHGraup Authertication  Encryplion

SHA_T oroupt FRE_SHARE  DES
SHA_1 group? PRE_SHARE  3DES

Transform Sets:;

MameASA-IPSEC

ESF EnciyplioinESP_DES
ESP Integrity ESP_SHA_HMAC
fode: TUMMEL

.:Bar:k| |Fir§i§eu Cancell Help I
|4

Jlail oo Bixill pings o8 laS ey le il .16
VPN




YPHN Troubleshooting

Tunnal Details

Interface: FastEthernetl

Peer. 172.16.1.1

= TEL

Fe., Detais

Activity

Status

Failure Reason(s)

Recommended Action{s)

Start

9 -Jawl ol el saill o5 131 b s ol diSoy Lid VPN Jlasl jlis| dis judss pi JWI oYl 8 .17

Close

Help |

2ios0 93 oS sail ks pis 138 esSill Jlio
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¥YPHN Troubleshooting

Tunnel Details
Interface: FastEthernetd Peer: 172.16.1.1
Artiviby Status
Checking the tunnel status.. & Up
Failure Reason(s) Recommended Action{s)
Start Save Report Close | Help |

.Cisco 10S azgo e poSil JWasST JI 13D s>,

ASA CLI 055

ASA

ASA#show run

Saved :

(ASA Version 8.0(2

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted

names

!

Configure the outside interface. ! interface ---!
Ethernet0/1 nameif outside security-level 0 ip address
172.16.1.1 255.255.255.0 !--- Configure the inside
interface. ! interface Ethernet0/2 nameif inside
security-level 100 ip address 10.10.10.1 255.255.255.0
!I-— Output suppressed ! passwd 2KFQnbNIAI.2KYOU




encrypted ftp mode passive dns server-group DefaultDNS
domain-name default.domain.invalid access-list 100
extended permit ip any any access-list
inside_nat0_outbound extended permit ip 10.10.10.0
255.255.255.0

255.255.255.0 10.20.10.0

This access list (inside_nat0O_outbound) is used !-- ---!
- with the nat zero command. This prevents traffic which
!-—- matches the access list from undergoing network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the same as (outside_1_cryptomap). !--- Two separate
access lists should always be used in this
.configuration

access-list outside_1_ cryptomap extended permit ip
10.10.10.0 255.255.255.0

255.255.255.0 10.20.10.0

This access list (outside_cryptomap) is used !--- ---!
with the crypto map outside_map !--- to determine which
traffic should be encrypted and sent !--- across the
tunnel. !--- This ACL is intentionally the same as
(inside_nat0_outbound). !--- Two separate access lists
.should always be used in this configuration

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

asdm image disk0:/asdm-613.bin

asdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 10.10.10.0 255.255.255.0

nat (inside) 0 access-1list inside_nat0_outbound
NAT 0 prevents NAT for networks specified in !--- ---1!
.the ACL inside_nat0_outbound

access-group 100 in interface outside
route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00

timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute

http server enable

http 0.0.0.0 0.0.0.0 dmz

no snmp-server location

no snmp-server contact

PHASE 2 CONFIGURATION ---! !--- The encryption ---!
types for Phase 2 are defined here. crypto ipsec
transform-set ESP-DES-SHA esp-des esp-sha-hmac

Define the transform set for Phase 2. crypto map —-—-!
outside_map 1 match address outside_1_cryptomap
Define which traffic should be sent to the IPsec ---!
peer. crypto map outside_map 1 set peer 172.17.1.1
Sets the IPsec peer crypto map outside_map 1 set ---!




transform-set ESP-DES-SHA

Sets the IPsec transform set "ESP-AES-256-SHA" !--- —---1!
to be used with the crypto map entry "outside_map".
crypto map outside_map interface outside

Specifies the interface to be used with !--- the ---!
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. crypto
isakmp enable outside

crypto isakmp policy 10

authentication pre-share

encryption des

hash sha

group 1

lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list
|

tunnel-group 172.17.1.1 type ipsec-121

In order to create and manage the database of ---!
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration mode. !--- For L2L connections
the name of the tunnel group MUST be the IP !--- address
.0of the IPsec peer

tunnel-group 172.17.1.1 ipsec-attributes

* pre-shared-key

Enter the pre-shared-key in order to configure the ---!
!--- authentication method. telnet timeout 5 ssh timeout
5 console timeout 0 threat-detection basic-threat
threat-detection statistics access-list ! class-map
inspection_default match default-inspection-traffic ! !
I-- OQutput suppressed! username ciscol23 password
ffIRPGPDSOJh9YLg encrypted privilege 15
Cryptochecksum:be38dfaef777a339b9e1c89202572a7d : end

> CLI

a>goll

...Building configuration

Current configuration : 2403 bytes

!

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

1

hostname R3
1




boot-start-marker

boot-end-marker

!

no logging buffered

|

username ciscol23 privilege 15 password 7
1511021F07257A767B

no aaa new-model

ip subnet-zero

ip ips po max-events 100

no ftp-server write-enable
|

Configuration for IKE policies. !--- Enables the ---!
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and Policy
details are hidden as the default values are chosen.
crypto isakmp policy 2

authentication pre-share

Specifies the pre-shared key "ciscol23" which ---!
should !--- be identical at both peers. This is a global
!-—-- configuration mode command. crypto isakmp key
ciscol23 address 172.16.1.1

|

|

Configuration for IPsec policies. !--- Enables the ---!

crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ASA-IPSEC
esp-des esp-sha-hmac

Indicates that IKE is used to establish !--- ---! ---1!
the IPsec Security Association for protecting the !---
traffic specified by this crypto map entry. crypto map
SDM_CMAP_1 1 ipsec-isakmp

description Tunnel tol72.16.1.1

Sets the IP address of the remote end. set ---! ---1!
peer 172.16.1.1

Configures IPsec to use the transform-set !--- ---! —---1!
"ASA-IPSEC" defined earlier 1in this configuration. set
transform-set ASA-IPSEC

Specifies the interesting traffic to be ---! ---1!
encrypted. match address 100

|

|

!

Configures the interface to use the !--- crypto map ---!
"SDM_CMAP_ 1" for IPsec. interface FastEthernetO ip
address 172.17.1.1 255.255.255.0 duplex auto speed auto
crypto map SDM_CMAP_1

|
interface FastEthernetl

ip address 10.20.10.2 255.255.255.0




duplex auto
speed auto
!
interface FastEthernet2
no ip address
!
interface Vlanl
ip address 10.77.241.109 255.255.255.192
!
ip classless
ip route 10.10.10.0 255.255.255.0 172.17.1.2
ip route 10.77.233.0 255.255.255.0 10.77.241.65
ip route 172.16.1.0 255.255.255.0 172.17.1.2
|
!
ip nat inside source route-map nonat interface
FastEthernet0 overload
!
ip http server
ip http authentication local
ip http secure-server
|
Configure the access-1lists and map them to the ---!
Crypto map configured. access-list 100 remark SDM_ACL
Category=4
access-list 100 remark IPSec Rule
access-list 100 permit ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255
|
|
1
This ACL 110 identifies the traffic flows using ---!
route map access-list 110 deny ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255
access-list 110 permit ip 10.20.10.0 0.0.0.255 any
route-map nonat permit 10
match ip address 110
!
control-plane
|
1
line con 0
login local
line aux 0
line vty 0 4
privilege level 15
login local

transport input telnet ssh
|

end

iceadl o aasgl
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ASA/PIX - show commands ¢,V jlg>

b 9 AN IKE ol gwa> o2, —show crypto isakmp sa -

ASA#show crypto isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

IKE Peer: 172.17.1.1 1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

o 9 aJll IPsec doas ol ol 20 gua> Lo =0 —Show crypto ipSec sa -
ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

(local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0
current_peer: 172.17.1.1

pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#
pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9#
pkts compressed: 0, #pkts decompressed: O#
pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0#
PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0#
send errors: 0, #recv errors: O0#

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.17.1.1

path mtu 1500, ipsec overhead 58, media mtu 1500
current outbound spi: 434C4A7F

:inbound esp sas
(spi: 0xB7C1948E (3082917006
transform: esp-des esp-sha-hmac none
{ ,in use settings ={L2L, Tunnel, PFS Group 2
slot: 0, conn_id: 12288, crypto-map: outside_map
(sa timing: remaining key lifetime (kB/sec): (4274999/3588
IV size: 8 bytes
replay detection support: Y
:outbound esp sas
(spi: 0x434C4A7F (1129073279
transform: esp-des esp-sha-hmac none
{ ,in use settings ={L2L, Tunnel, PFS Group 2
slot: 0, conn_id: 12288, crypto-map: outside_map
(sa timing: remaining key lifetime (kB/sec): (4274999/3588
IV size: 8 bytes
replay detection support: Y

20loV1 Hleb] - el 10S azg0

o 9 Al IKE ol gua> o2 —show crypto isakmp sa

Router#show crypto isakmp sa

dst src state conn-id slot status
QM_IDLE 3 0 ACTIVE 172.16.1.1 172.17.1.1

o 9 aJll IPsec daoas olid ol 20 guo> o 20 —show crypto ipSec sa -



Router#show crypto ipsec sa
interface: FastEthernetO
Crypto map tag: SDM_CMAP_1, local addr 172.17.1.1

(protected vrf: (none

(local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0

current_peer 172.16.1.1 port 500
{,PERMIT, flags={origin_is_acl
pkts encaps: 68, #pkts encrypt: 68, #pkts digest: 68#
pkts decaps: 68, #pkts decrypt: 68, #pkts verify: 68#
pkts compressed: 0, #pkts decompressed: O#
pkts not compressed: 0, #pkts compr. failed: O#
pkts not decompressed: 0, #pkts decompress failed: O#
send errors 0, #recv errors O#

local crypto endpt.: 172.17.1.1, remote crypto endpt.: 172.16.1.1

path mtu 1500, ip mtu 1500
(current outbound spi: O0xB7C1948E (3082917006

:inbound esp sas

(spi: 0x434C4A7F (1129073279
, transform: esp-des esp-sha-hmac
{ ,in use settings ={Tunnel

conn id: 2001, flow_id: C18XX_MBRD:1, crypto map: SDM_CMAP_1
(sa timing: remaining key lifetime (k/sec): (4578719/3004

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

:inbound ah sas

:inbound pcp sas

:outbound esp sas

(spi: 0xB7C1948E (3082917006

, transform: esp-des esp-sha-hmac
{ ,in use settings ={Tunnel

conn id: 2002, flow_id: C18XX_MBRD:2, crypto map: SDM_CMAP_1
(sa timing: remaining key lifetime (k/sec): (4578719/3002

IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

:outbound ah sas

:outbound pcp sas

6 aiiunll ol Jo> ad | wlogleally VLAV o ,2,—show crypto engine connections active

ID Interface
FastEthernet0
FastEthernet0
FastEthernet0

(laad azgall) 6, dinll g

Router#show crypto engine connections active

IP-Address State Algorithm Encrypt Decrypt
172.17.1.1 set HMAC_SHA+DES_56_CB 0 0 3
172.17.1.1 set DES+SHA 0 59 2001
172.17.1.1 set DES+SHA 59 0 2002
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wliogles o ,2—debug crypto isakmp 7.2 ad> .l IPsec wloglas o ,2—debug crypto ips 7 -
1 d> 0l ISAKMP
ologles o ,2—debug crypto isakmp.2 al> .l IPsec wloglas o ,2,—debug crypto ipSec -
1 al> 0l ISAKMP
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