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key ciscol23

dns 10.10.10.10
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a>gall -
Cisco ;0 VPN aSuis  oc -

a>goll

VPN#show run
...Building configuration

Current configuration : 2170 bytes

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname VPN

!

boot-start-marker

boot-end-marker

1

1

Enable authentication, authorization and accounting ---!
(AAA) !--- for user authentication and group
authorization. aaa new-model

1

In order to enable Xauth for user authentication, ---!
.!--- enable the aaa authentication commands
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aaa authentication login userauthen local

In order to enable group authorization, enable !--- —---!
.the aaa authorization commands

aaa authorization network groupauthor local

!

aaa session-id common

!

resource policy

|

!

For local authentication of the IPsec user, !--- —---!
create the user with a password. username user password

0 cisco
1
|
!
Create an Internet Security Association and !--- ---!
Key Management Protocol (ISAKMP) policy for Phase 1
negotiations. crypto isakmp policy 3
encr 3des
authentication pre-share
group 2

Create a group that is used to specify the !--- ---1!
WINS and DNS server addresses to the VPN Client, !---
along with the pre-shared key for authentication. Use

ACL 101 used for !--- the Split tunneling in the VPN
Clinet end. crypto isakmp client configuration group
vpnclient

key ciscol23

dns 10.10.10.10

wins 10.10.10.20

domain cisco.com

pool ippool

acl 101

!

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set myset esp-3des
esp-md5-hmac

Create a dynamic map and apply !--- the transform ---!
set that was created earlier. crypto dynamic-map dynmap
10

set transform-set myset

reverse-route
|

Create the actual crypto map, !--- and apply the ---!
AAA lists that were created earlier. crypto map
clientmap client authentication list userauthen

crypto map clientmap isakmp authorization list
groupauthor

crypto map clientmap client configuration address
respond

crypto map clientmap 10 ipsec-isakmp dynamic dynmap
|

|

|

|

interface Ethernet0/0




ip address 10.10.10.1 255.255.255.0
half-duplex
ip nat inside

Apply the crypto map on the outbound interface. ---!
interface FastEthernetl1l/0
ip address 172.16.1.1 255.255.255.0
ip nat outside

ip virtual-reassembly
duplex auto

speed auto

crypto map clientmap

!

interface Serial2/0

no ip address

!

interface Serial2/1

no ip address

shutdown

!

interface Serial2/2

no ip address

shutdown

!

interface Serial2/3

no ip address

shutdown

Create a pool of addresses to be !--- assigned to ---!
the VPN Clients. ! ip local pool ippool 192.168.1.1
192.168.1.2

ip http server

no ip http secure-server

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2

Enables Network Address Translation (NAT) !--- of ---!
the inside source address that matches access list 111
!--- and gets PATed with the FastEthernet IP address. ip
nat inside source list 111 interface FastEthernetl/0
overload

!

The access 1list is used to specify which traffic !- ---!
.-—- 1s to be translated for the outside Internet
access-list 111 deny ip 10.10.10.0 0.0.0.255 192.168.1.0
0.0.0.255

access-list 111 permit ip any any

Configure the interesting traffic to be encrypted ---!
from the VPN Client !--- to the central site router
(access 1list 101). !--- Apply this ACL in the ISAKMP
configuration. access-list 101 permit ip 10.10.10.0

0.0.0.255 192.168.1.0 0.0.0.255

control-plane
!

line con 0
line aux 0
line vty 0 4
|

end

VPN Client 4.8 oS5
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.st) VPN<ggyj Cisco Systems VPN<gol,y<dylay o i3l .1
J320 Juogi VPN a2 create JI calbl in order to yaz walaab .2

.0190

# status: Disconnected | VPN Client - Yersion 4.8.01.0300 il .-Jﬂ]ﬁl
Connection Entries _Status Certificates Log Options Help

o £ A W Cisco Svsrems

o B £ 7%

Connect Import b oty [elete i
Comnechon Entries | Certificates I Log |

Connection Enty © Huost Transport

4| | |
| Mot connected. | A

ouwl J3519 «amanll gall (8 azgoll > I IP lgic J3519 (b o9 go Jlas¥l JBs| awl J351.3
sl 9 ,0ll dalS9 VPN dcgazo



# ¥PN Client | Properties for "vpn" |

Connection Entry: [

Descrption: | vpnclient

Hosk: [172.16.1.1

Authentication ITranspDrt Backup Servers | Dial-Up I

f+ Group Authentication £ Mutual Group Authentication
Marne: wphiclient
Pazzword: R

HEMNMEENEE

Canfirm Password:

™ Certificate Authentication

Hame:l ;I

[T Send Cé& Certificate Chait

Erase Uzer Passwnrdl Save I Cancel
b
aSuiv Jros) i JI Yl 0 JLasVI (89 Lail9 aolaziaw] a5 sV JLasVl e a5l 4
.VPN
# status: Disconnected | YPN Client - Version 4.8.01.0300 = i I:II_EI

Connection Entries  Status Ccrtilcalcs Log Optons Help

.{L‘ﬁ .@ @' ¥ ﬁ Cisco SsTews |

Connect Mew | gt M addify Delete
Cornection Enlries Itutificatez. | Log I

T
'\

Trarsport
IPSec/UDP

Connection Enky

172.16.1.1

a RS |
- — T
EEDI: cnme:tid_.') | v

aSuidl Jl eday; ok in order to aalaalbg Xauth J dogles dalSy username Jl .ol lodic e3> .5




# ¥PN Client | User Authentication for “¥pn™ x|

The gerver has requested the following infarmation b complete the wser
authentication.

C15co SYSTEMS |jirare

LIZEr

. Pazzword: [

Ok Cancel
&9g0ll (9 a>gall VPN aSuiv Jrae Jlail pis .6
S350l
# status: Connected | ¥PN Client - Yersion 4.8.01.0300 = | O] X

Conneckion Entries  Status  Certificates Log Options Help

Q‘ -F@ = . S
&:ﬁ ﬁl 5 B4 Cisco SvsTems

Dizconnect Mew [ mport B ooy Delete
Connectian Entries IEerliicates | Log I

Connection Entry H st Transpaort

4| | |
E;:eﬂed to v:::' Connected Time: 0 day(s), 00:01.36 | ¥
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Addresz Information

# ¥PN Client | Statistics

IFI:::ute Details | Firewall I

Connection Information

Cliert; 192.168.1.2 Enitry: uly

Server 1721611 Tirne: 0 day[=). 00:01.43
Bytes Crypto

Received: 2016 E ncrvption: 163-bit 3-DES

Sent: a137 Authentication: HRAC-MD5
Packets Tranzport

Encrypted: 71 Tranzgparent Tunneling: Inactive

Decrypted: 36 Local LAaM: Dizabled

Dizcarded: 21 Comprezsion: Mone

Bypazzed: 37

Reset |
Cloze I

USJ

158 _d.azsall _JI VPN Jsac lgins, il olezgall e eMbW luall Juolis cussdl dode | Jasl .8
ULl 9,0 4,5 gao> it i Y Lois 24/10.10.10.0 _JI Jguooll VPN i uaS ¢p0dr wJliall

o5 il (ACL 101) Jsos)l 3 pSxil aaith o oVl il s s - 380l s lghlul s Y 15,3
2990l azg0 ;9 lgingSs

# ¥PM Client | Statistics

Local LAM Houtes

I Firewall
ecured Routes

X]

Metwark,

Subnet Mask [

M etwork, Subnet M azk ]

\ 10.10.10.0 255,255,255,

Cloze

S350l



2o JSuin Jogy ousSill ol oo a5l Lgolasiuw] eiSay wlogleo pwsll 13 499,

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleNasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

o 9 (SAs) aJlJI IKE olol oLl &> o= —Show crypto isakmp sa -

VPN#show crypto ipsec sa

interface: FastEthernetl/0
Crypto map tag: clientmap, local addr 172.16.1.1

(protected vrf: (none
(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0
current_peer 10.0.0.2 port 500
{}=PERMIT, flags
pkts encaps: 270, #pkts encrypt: 270, #pkts digest: 270#
pkts decaps: 270, #pkts decrypt: 270, #pkts verify: 270#
pkts compressed: 0, #pkts decompressed: 0#
pkts not compressed: 0, #pkts compr. failed: O#
pkts not decompressed: 0, #pkts decompress failed: 0#
send errors 0, #recv errors O#

local crypto endpt.: 172.16.1.1, remote crypto endpt.: 10.0.0.2
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernetl/0
(current outbound spi: OxEF7C20EA (4017889514

:inbound esp sas
(spi: 0x17EOCBEC (400608236
, transform: esp-3des esp-md5-hmac
{ ,in use settings ={Tunnel
conn id: 2001, flow_id: SW:1, crypto map: clientmap
(sa timing: remaining key lifetime (k/sec): (4530341/3288
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

:inbound ah sas
:inbound pcp sas

:outbound esp sas
(spi: OxEF7C20EA (4017889514
, transform: esp-3des esp-md5-hmac
{ ,in use settings ={Tunnel
conn id: 2002, flow_id: SW:2, crypto map: clientmap
(sa timing: remaining key lifetime (k/sec): (4530354/3287
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

:outbound ah sas

:outbound pcp sas

A=l SAs S o doaziwall ollaeyl Lo ,2,—show crypto ipSec -
VPN#show crypto isakmp sa
dst src state conn-id slot status
QOM_TIDLE 15 0 ACTIVE 10.0.0.2 172.16.1.1

le>Nolg clas VIl BlaSiwl



//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

Le>Mol9 clasV Bliiwl ol9l

22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,31 p> is 6131 ac
. Show oVl 2,50 Jul>

.debug ol9l plaziw| J:8 zaxaill olol Jo> dago wlogles JI gl tdla>Vs

2 d> 0l IPsec wliogles o ,2—debug crypto ipSec -
1 d>,0ll ISAKMP o loglas o ,2,—debug crypto isakmp -
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