|l JJpd )9, pozo Idesple Idpsprs
IJb,l; 2900

lJpzogsle

Jlzole Oldeld

ol lzale lwepls JJed |

s ople o o é

lJp 95,00

S9uoe 03l IJpuwews Jsdss |uweels Jdplo p)9, enable password genable secret Jepgzo Cisco
2900.

IJecbdole 1Jlul jusé
lJpobdolo
Jl w9z pobdole ¢luos Josl Ipuvaos.
lJpdoule IJpuuwespd
cuwows Idpedsele 1Usl)6 B o3l 1dpuvaos 1Js luoshle Idedsole Idelbss Ideldss:
* p9zo IJgsple IJpedleds Cisco 2900 Series Integrated Services Router (ISR)
o louble 1Jpgdsple 1081036 Bis 03l 1puwens o0 112036 1J09298 Bes wsis6 pepdissd ¢luob.

u)lu apse Ulao_)o U,ouuua)po g9g5 03l |Jr0u.0uu) uudgsu prou.uga (Idquuos) Bl Jlpo

Jevwele o lJuoJs



https://www.cisco.com/c/ar_ae/support/docs/routers/2800-series-integrated-services-routers/112033-c2900-password-recovery-00.html
https://www.cisco.com/c/ar_ae/support/docs/routers/2800-series-integrated-services-routers/112033-c2900-password-recovery-00.html

IJlsobdlzle
olze luobdlizle odpsele Cisco e woussé Jdeguesd eJs s pu ldpedsple 29d luobdlzle
I.J,ouuo()ﬂo.

peJ9ple ILul st

$9u2e 03l IJpuwows Jsdsé luweehsé JJple 0,9, enable password genable secret.goi,uo'@;o
JJple 1dp)9,) 030 Jgpelss lUyueed [Js igu'olg_ lJodysu 9EXEC o [Jlposhlo. 9spdu luwe)sls
JJpd 0,9, enable password . JJIu sop ouvds) JJpo 0,9, enable secret 95z luwewsldol
Jozd pedol dpé 0,9, 23836, luwese llple IJpauoz B o3l ldpuwe o Jlpwewsld Jdes )9,
enable secret.

Uizl UlJoBdos
JluuQJ)l) \fJ.JpO ro_)_9J\fJ:
1. 8p wlsdls cubgsd IJpszo I lEJIS0.

2. 9p wlJs I.Jué.Jluju Ipspz 1Je929> B 1Uzie IJgBs pu IUpoze. oo, o030 109,68 Iz e
lJgJIs pu lJp9zo 2951:

;"‘_H:'_-_ﬁ_:ﬁq'a'_ Wi & SR :I;,:':".
:.h‘-_:g-—-\l-::l F" R TN ] - --r'l-_-lnﬂ_lﬁ froey F_ =
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e g - [ _—. e _!’ ull.-l-\ ll_ ----I--.--- &
| - P 'ﬁ‘:::::::xi&
.,_.__!!,!__!,—!!_!_ e B T 'y
IJge 1UgJSbs oo 1Upozo 2951
Jdeuosd eJs 38 pu ldpedyplo: e lJsulb 6 gled gds L pezolo.

3. e woubésd [Upszo.
4. Loz o 8 1Jeszo [Js 9,08 ROMmon. GBeJsd wlghbs [¢ld IJeJlus 1des ez
5. 1o confreg 0x2142 B lWdssé pbolJué rommon 1>Jlz)le IJoposs po I8l .
wuoglyj 0de 1Ugbys wdysy wie IJougsd IJ3s sup Wso wiisu Jdele 1Jp)9)-
6. lJoo reset W ulWio pblde6 rommon 2>.
oop lehs wposs Ipszo. sJIJue soglod IJodssy 1Upebsb.

7. 1do0 no wes IJ pudld po luwsds 1dlesls s Iuog o eJs Ctrl-C Jogbs lele IJlesls
IJisds.



/content/en/us/td/docs/routers/access/2900/hardware/installation/guide/Hardware_Installation_Guide/Overview.html#wp1082928

8.

9.

10.

11.

12.

13.

14.

15.

lJo o enable Ws ulWss pbldo6 Router>.

lve Bs 9u2e Idopdsy gogilos uldss plolJw6 Routers.

|Jo o configure memory Iy copy startup-config running-config Jouwg 31,6 1Js o9
IJeigliss £, Idpwbls,s (NVRAM) s 1U31Y)6.

A wedsy: Jl esgd 1Jle, copy running-config startup-config I write. oo 1JIgle, w938
IJs puwe od9so woe ldogivgsd sy
Ip wluodh |Jip_) show running-config.

s&uo 1Jle, show running-config o dssy 1dpsze. W o3l lJodssu: sbo, IJie, shutdown
W2eu s 1Uslzole: 909 ol subs) IJs o zese IUslzole B> 1UlsBIS 2ldsl. wlJluolss
IJs 3dYe odoy Jdple 1Je,y9, (enable password genable secret gvty gconsole) | ol

COOUSS pub ) 19 sy pub S Spdud lehs Iunedsle Jdele 1Ues9) Es) IJpub )6,
Sew edsd wess) Jdele 1dpes9) 1dpuivd,6 s Jdes ei9) 238526.

lJo o configure terminal.
oo ulede |JplolJ6 hostname(config)#.

lJo o enable secret <password> Jogss) Jdped 1dp,9, enable secret. eJs ywosd lJpold:

<#root>
hostname(config)#

enabl e secret cisco

Sp wluosly 1die, no shutdown gJds JJ 9lzos wuweegspol.
I3l Bpe wluesly 1, show ip interface brief . Wlo JJ 9lzos w)yss luwegslpol swp &5000! Up .

lJo o config-register<configuration_register_setting> . zs< <configuration_register_setting>
05 IJBspo IUos Bpo vouwegsdel Vs 1Jgbys 2 19 0x2102 . eds uwesd IUpeld:

<#root>
hostname(config)#

config-register 0x2102

luog b eds Ctrl-z lg end Jpgls,6 9u0e 1Jod9sy.

ooy ulss plolJw o hostname#.



16. 1Ju9g write memory i_9 copy running-config startup-config Jo o983 lJogss)lo.

eold eds lple luwaysl JJesd 1Jey9)

5&)?0 o)l |JL9,Jup pG|J|=€J6 |C)|c |,Juo_).)|.> éJJro(") |Jro_)_9_). P |uu-U|Q 03l |J|oC>|J v|uuot.)|ro pgaz
E_.)lok‘; pI020 Cisco 2900 Series ISR. TUS bBlJdoe J QUL P p9Z0 E_')PI':’ PI020 Cisco 2900
Series ISR. V| 03l IUIg)lz $83p poldl Jpl szw 1o wzywe eds poced.

<tfroot>

Router>
enable

Password:
Password:
Password:
% Bad secrets

Router>
show version

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.0(1)M1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 15:23 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

c2921-CCP-1-xfr uptime is 2 weeks, 22 hours, 15 minutes

System returned to ROM by reload at 06:06:52 PCTime Mon Apr 2 1900
System restarted at 06:08:03 PCTime Mon Apr 2 1900

System image file is "flash:c2900-universalk9-mz.SPA.150-1.M1.bin"
Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country Taws. By using this product you
agree to comply with applicable Taws and regulations. If you are unable
to comply with U.S. and Tocal Taws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco CISC02921/K9 (revision 1.0) with 475136K/49152K bytes of memory.
Processor board ID FHH1230P04Y

1 DSL controller

3 Gigabit Ethernet interfaces

9 terminal Tines

1 Virtual Private Network (VPN) Module



1 Cable Modem interface
1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
248472K bytes of ATA System CompactFlash O (Read/Write)
62720K bytes of ATA CompactFlash 1 (Read/Write)

Technology Package License Information for Module:'c2900'

Technology Technology-package Technology-package
Current Type Next reboot

ipbase ipbasek9 Permanent ipbasek9

security securityk9 Permanent securityk9

uc uck9 Permanent uck9

data datak9 Permanent datak9

Configuration register is 0x2102

Router>

!--- Execute Steps 1 through 4 from Step-by-Step Procedure.

rommon 1 >

confreg 0x2142

You must reset or power cycle for new config to take effect

rommon 2 >

reset

System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)
Copyright (c) 2009 by cisco Systems, Inc.
TAC:Home:SW:I0S:Specials for info

C2900 platform with 524288 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0x6fdb4c

Self decompressing the image : ########H####HHH#HHHHHHHHIHH##HH
HARARARARRRRRHR R R R R R R HHHFAAAFAAAAAAAR AR RR AR AR AR
HARARARARRRRRHR R R R R R R HHHFAAAFAAAAAAAR AR RR AR AR AR
HARARARARRRRRHRH R R R HHHHHHHHHFFAAARAAAAAAAR AR RA AR AR AR
H##HHH R A [0K]

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph



(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.0(1)M1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 15:23 by prod_rel_team

Cisco CISC02921/K9 (revision 1.0) with 475136K/49152K bytes of memory.
Processor board ID FHH1230P04Y

1 DSL controller

Gigabit Ethernet interfaces

terminal Tines
Virtual Private Network (VPN) Module

Cable Modem interface

cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
248472K bytes of ATA System CompactFlash 0 (Read/Write)
62720K bytes of ATA CompactFlash 1 (Read/Write)

R oW

--- System Configuration Dialog ---

Would you Tike to enter the initial configuration dialog? [yes/no]:

n

Press RETURN to get started!

00:00:19: %LINK-3-UPDOWN: Interface BRIO/0, changed state to up

00:00:19: %LINK-3-UPDOWN: Interface Ethernet0/0, changed state to up

00:00:19: %LINK-3-UPDOWN: Interface Ethernet0/1, changed state to up

00:00:19: %LINK-3-UPDOWN: Interface Serial0/0, changed state to down

00:00:19: %LINK-3-UPDOWN: Interface Serial0/1, changed state to down

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface BRIO/O0,
changed state to down

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0,
changed state to up

Router>

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/1,
changed state to up

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0,

changed state to down

00:00:20: %LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0O/1,

changed state to down

00:00:50: %SYS-5-RESTART: System restarted --

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.0(1)M1,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 15:23 by prod_rel_team

00:00:50: %LINK-5-CHANGED: Interface BRIO/O,

changed state to administratively down



00:00:52: %LINK-5-CHANGED: Interface Ethernet0/0,

changed state to administratively down

00:00:52: %LINK-5-CHANGED: Interface Serial0/0,

changed state to administratively down

00:00:52: %LINK-5-CHANGED: Interface Ethernet0O/1,

changed state to administratively down

00:00:52: %LINK-5-CHANGED: Interface Serial0O/1,

changed state to administratively down

00:00:53: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0,
changed state to down

00:00:53: %LINEPROTO-5-UPDOWN: Line protocol on Interface EthernetO/1,
changed state to down

Router>

Router>

enabl e
Router#
copy startup-config running-config

Destination filename [running-config]?

1324 bytes copied in 2.35 secs (662 bytes/sec)

Router#

00:01:24: %LINEPROTO-5-UPDOWN: Line protocol on Interface BRI0/0:1,
changed state to down

00:01:24: %LINEPROTO-5-UPDOWN: Line protocol on Interface BRI0/0:2,
changed state to down

Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

enabl e secret < password >
Router(config)#
nNZ

00:01:54: %SYS-5-CONFIG_I: Configured from console by console
Router#

show ip interface brief

Interface IP-Address 0K? Method Status Protocol
Ethernet0/0 10.200.40.37 YES TFTP

adm ni stratively down

down
Serial0/0 unassigned YES TFTP

adm ni stratively down

down
BRIO/0 192.168.121.157 YES unset

adm ni stratively down

down
BRIO/0:1 unassigned YES unset

adm ni stratively down



down
BRIO/0:2 unassigned YES unset

adm ni stratively down

down
Ethernet0/1 unassigned YES TFTP

adm ni stratively down

down
Serial0/1 unassigned YES TFTP

adm ni stratively down

down
Loopback0 192.168.121.157 YES TFTP up up
Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

interface Ethernet0/0
Router(config-if)#
no shut down

Router(config-if)#

00:02:14: %LINK-3-UPDOWN: Interface Ethernet0/0, changed state to up
00:02:15: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernet0/0,
changed state to up

Router(config-if)#

interface BRI0O/O
Router(config-if)#
no shut down

Router(config-if)#

00:02:26: %LINK-3-UPDOWN: Interface BRIO/0:1, changed state to down
00:02:26: %LINK-3-UPDOWN: Interface BRIO/0:2, changed state to down
00:02:26: %LINK-3-UPDOWN: Interface BRIO/0, changed state to up
00:02:115964116991: %ISDN-6-LAYER2UP: Layer 2 for Interface BR0O/O,
TEI 68 changed to up

Router(config-if)#

Nz

Router#
00:02:35: %SYS-5-CONFIG_I: Configured from console by console
Router#

copy running-config startup-config

Destination filename [startup-config]?
Building configuration...

[OK]

Router#

show versi on

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.0(1)M1,
RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport



Copyright (c) 1986-2009 by Cisco Systems, Inc.
Compiled Wed 02-Dec-09 15:23 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

c2921-CCP-1-xfr uptime is 2 weeks, 22 hours, 15 minutes

System returned to ROM by reload at 06:06:52 PCTime Mon Apr 2 1900
System restarted at 06:08:03 PCTime Mon Apr 2 1900

System image file is "flash:c2900-universalk9-mz.SPA.150-1.M1.bin"
Last reload reason: Reload Command

Cisco CISC02921/K9 (revision 1.0) with 475136K/49152K bytes of memory.
Processor board ID FHH1230P04Y
1 DSL controller

Gigabit Ethernet interfaces

terminal Tines
Virtual Private Network (VPN) Module

Cable Modem interface

cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
248472K bytes of ATA System CompactFlash 0 (Read/Write)
62720K bytes of ATA CompactFlash 1 (Read/Write)

R oW

Configuration register is 0x2102

Router#

configure term na

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

config-register 0x2102

Router(config)#AZ
00:03:20: %SYS-5-CONFIG_I: Configured from console by console

Router#

show versi on

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version 15.0(1)M1,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2009 by Cisco Systems, Inc.

Compiled Wed 02-Dec-09 15:23 by prod_rel_team

ROM: System Bootstrap, Version 15.0(1r)M1, RELEASE SOFTWARE (fcl)

c2921-CCP-1-xfr uptime is 2 weeks, 22 hours, 15 minutes

System returned to ROM by reload at 06:06:52 PCTime Mon Apr 2 1900
System restarted at 06:08:03 PCTime Mon Apr 2 1900

System image file is "flash:c2900-universalk9-mz.SPA.150-1.M1.bin"
Last reload reason: Reload Command

Cisco CISC02921/K9 (revision 1.0) with 475136K/49152K bytes of memory.
Processor board ID FHH1230P04Y

1 DSL controller

3 Gigabit Ethernet interfaces

9 terminal Tines

1 Virtual Private Network (VPN) Module

1 Cable Modem interface



1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabled.
255K bytes of non-volatile configuration memory.
248472K bytes of ATA System CompactFlash 0 (Read/Write)
62720K bytes of ATA CompactFlash 1 (Read/Write)

Configuration register is 0x2142 (is

0x2102

at next reload)

Router#

pedyple slo LoJs

s lalelo |gwe sl Jeé |

* U9, .ot;LJ 9236 b )u}éa woz9Jle Catalyst 2948G-L3 gCatalyst 4908G-L3 94840G Series
: ooisdle e Cisco



https://www.cisco.com/c/ar_ae/support/docs/routers/2800-series-integrated-services-routers/112033-c2900-password-recovery-00.html
https://www.cisco.com/c/ar_ae/support/docs/routers/7000-series-routers/12223-14.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat8510?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat8510?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



