lowesslb JJps 019, p9zo IJple 1Jpsped
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S92z 03l ldpuwows Jsdss luveglho Jdele p)9,) enable password genable secret Jpo9zo Cisco
2900.

IJecbdule IUIgulusé
IJpobdolo
Jl w9z pobdole ¢luos Josl ldpuuews.
IJedoule IJp e pd
ouwowd Idpedple 1Uglne Ws odl IJpuwaows IUs luosble 1dedsole 1Jebsé IJoldsé:
- p9zo IUgsple IJpedleJs Cisco 2900 Series Integrated Services Router (ISR)
op quulc |Jp&d3|p|u IJgIJ)o u_95 o3l IJ,oUUULp pU Ulg_oJo Upgz}m g_95 usso pngso aluoo.

Jevoele slo IJuods

IJlebdlzle

olee luobdlzle odpsele Cisco lJo9oussé Jdguesd eJs 03 pu ldpedyple 29d luobdlzle
Upu.uoo.)lo.
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JJple 1dp)9,) 030 Jgpelss lUyuoed [Js i_9u'o|& lJodysw 9EXEC o [Jlposhlo. 9spdo luwe)ysls
JJpd 0,9, enable password . JIu sop oUsdS) JJpd )9, enable secret 9 sz luvowsldol
Jogd pedol dJpd p19) 23938 Iuucpe IUlale Ipsuoz O odl ldpuwews Jipwowsld IJes 019,
enable secret.
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1Joo confreg 0x2142 s w136 plbldeo romon 1>Jlz)le IJwposs pu IJOJlb.oogly) 030

1Jgb9o wdsy wae ldogvgsd 1J3s sop Bso wgisu Jdelo [Jp)9).

NJou reset B uldse pbldwé rommon 25,00 8156 wposs IJpsze: 9JJuo seglod

lJodosu [Jpedyb.

NJow no wgs JIJ gudld pu uuisds 1dlesls: Ig luogb gJs Ctrl-C Jogbs lele 1J]esls

IJigJs.

Yoo enable Vs ylWd36 pblJ6 Router>.io, o Vs 9u2e IJopdsu sogilos ulwss pbldus

Rout er #.

. Idow configure memory Iy copy startup-config running-config Jowg 31¢,6 1Jso9J

IJeubsliss &) IJpobls)s (NVRAM) B 1Us1d)6.0p38): JI wsgd |Ji0, copy running-config
startup-config Iy write. oo IJI9lo, w935 1S puwe wdosy wae IJouvgsd Jrsd.

10. @p wluosl) 1Jie, show running-config.se ) o 1Jie, show running-config o Josy IJeszo.

Vs o3l lJodssu: sbo, Ui‘? shutdown o0 gese IJglzolo: 909 ol SULS) IUs I TPSE
lJslzolo B> IJlsBI 2ldsl. wldluolws |Js 3JY wdse JJdele 1de,9,) (enable password
senable secret gvty gconsole) |ol wouuwsd puud) 19 £y pubd). Spdud g6 luweésle
Jdple 1Jer9) e IJpuv 9,6, Sew edsd wéssy ddele 1Upi9) ey 6 [Js JJes p)9)
TIS>o.

11. IJo o configure terminal.lbo, olw936 |JplolJ6 host name( conf i g) #.
12. Ido o enable secret <password> Jogss) JJped 1Je,9, enable secret. e Js ywosJ

IJpcld:

host nane( confi g) #enable secret cisco



/content/en/us/td/docs/routers/access/2900/hardware/installation/guide/Hardware_Installation_Guide/Overview.html#wp1082928
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13. $p wluosl) 1Jie, no shutdown gJs JJ glzos wuwegspol.lsl Gpe Lluool) 1o, show ip
interface brief . W|¢, JJ 9lgos )8 luwwgsleol swp g5,00l Up .

14. |Jo o config-register<configuration_register_setting> . zs< <configuration_register_setting>
05 1J3sp6 IJos Bpo wouvesdol Ws 1Uglbes 219 0x2102 . sJs vwsd IJpsld:

host nane(confi g) #config-register 0x2102

15. luog b gJs Ctrl-z ig end Jpgl>,6 908 IJodsy.obo,y ul936 plolduo host nane#.
16. 1Ju9g write memory i_9 copy running-config startup-config Jo o983 IJwgss)lo.

pd‘aU E.J.,S IEJIQ luwoob v.’J.JpB |Jp_)_9_)

S0 03l 1 Guwpe poldleds lo)le luvesls IJps 1es9). op louble o3l 1Jpeld Cluwegsle p9zo
eple popzo Cisco 2900 Series ISR. zos Bl Juo Jl ogwegse p9zo exple pspzs Cisco 2900
Series ISR Wy o3l IUIE)lz s@sp poldl Jpl Szu 1o cpyvo eds puced.

Rout er >
enabl e

Passwor d:
Passwor d:
Passwor d:
% Bad secrets

Rout er >

show versi on

Cisco 10S Software, C2900 Software (C2900- UNI VERSALK9-M, Version 15.0(1) ML, RELEASE SOFTWARE
(fcl) Technical Support: http://ww.cisco.comtechsupport Copyright (c) 1986-2009 by Ci sco
Systens, Inc. Conpiled Wed 02-Dec-09 15:23 by prod_rel _team ROM System Bootstrap, Version
15.0(1r) ML, RELEASE SOFTWARE (fcl) c2921-CCP-1-xfr uptinme is 2 weeks, 22 hours, 15 ninutes
Systemreturned to ROM by rel oad at 06:06:52 PCTine Mon Apr 2 1900 Systemrestarted at 06:08:03
PCTi me Mon Apr 2 1900 Systeminmge file is "flash:c2900-universal k9-nz. SPA. 150-1. ML. bi n" Last
rel oad reason: Reload Conmand Thi s product contains cryptographic features and is subject to
United States and local country |aws governing inport, export, transfer and use. Delivery of
Cisco cryptographic products does not inply third-party authority to inport, export, distribute
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U.S. and local laws, return this product
imediately. A sunmary of U. S. |aws governing Cisco cryptographic products may be found at:
http://ww. ci sco. conf wM / export/crypto/tool/stqrg.htm If you require further assistance pl ease
contact us by sending enmail to export@isco.com Cisco ClSCO2921/K9 (revision 1.0) with

475136K/ 49152K bytes of nenory. Processor board I D FHH1230P04Y 1 DSL controller 3 G gabit
Ethernet interfaces 9 terminal lines 1 Virtual Private Network (VPN) Module 1 Cable Mddem
interface 1 cisco Integrated Service Engine-2(s) C sco Foundation 2.2.1 in slot 1 DRAM
configuration is 64 bits wide with parity enabl ed. 255K bytes of non-volatile configuration
nenory. 248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite) 62720K bytes of ATA Conpact Fl ash
1 (Read/Wite) Technol ogy Package License Information for Mdule:'c2900" --------------"--------
----------------------------------------- Technol ogy Technol ogy- package Technol ogy- package
Current Type Next reboot -------mm oo e

i pbase i pbasek9 Permanent ipbasek9 security securityk9 Pernmanent securityk9 uc uck9 Pernmanent
uck9 data datak9 Pernmanent datak9 Configuration register is 0x2102

Rout er >



1--- Execute Steps 1 through 4 from Step-by-Step Procedure.

romon 1 > confreg 0x2142
You nust reset or power cycle for new config to take effect
romon 2 > reset

System Boot strap, Version 15.0(1r) ML, RELEASE SOFTWARE (fc1)
Copyright (c) 2009 by cisco Systens, Inc.

TAC: Home: SW |1 OS: Specials for info

C2900 platformw th 524288 Kbytes of main nenory

program | oad conplete, entry point: 0x80008000, size: 0x6fdb4c

Sel f deconpressing the inage : ###HA#HHBHHAHHHBHHTHHH TR
R R e R
HEg R R R R R R R R R R R R R
HEg R R R R R R R R R R R R R
s A O |

Restricted R ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco 10S Software, C2900 Software (C2900- UNl VERSALK9-M, Version 15.0(1) M,
RELEASE SOFTWARE (fcl)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

Cisco Cl SCO2921/ K9 (revision 1.0) with 475136K/49152K bytes of nenory.
Processor board | D FHH1230P04Y
1 DSL controller
3 G gabit Ethernet interfaces
9 ternminal |ines
1 Virtual Private Network (VPN) Mdul e
1 Cable Modeminterface
1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

--- System Configuration Dialog ---

Wuld you like to enter the initial configuration dialog? [yes/no]: =n



Press RETURN to get started!

00: 00: 19: 9%.1 NK-3- UPDOMN: I nterface BRI 0/0, changed state to up

00: 00: 19: 9% NK- 3- UPDOMN: I nterface Ethernet0/0, changed state to up

00: 00: 19: 9% NK- 3- UPDOMN: I nterface Ethernet0/1, changed state to up

00: 00:19: 9% NK-3- UPDOMN: Interface Serial 0/0, changed state to down

00: 00:19: %I NK-3-UPDOM: Interface Serial0/1, changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/O0,

changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,
changed state to up

Rout er >

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/1,

changed state to up

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial 0/0,

changed state to down

00: 00: 20: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial0/1,

changed state to down

00: 00: 50: ¥8YS-5- RESTART: Systemrestarted --

Cisco 10S Software, C2900 Software (C2900- UNl VERSALK9-M, Version 15.0(1) M,

RELEASE SOFTWARE (fc1)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

00: 00: 50: 9%.|1 NK-5- CHANGED: I nterface BRI 0/O0,

changed state to administratively down

00: 00: 52: %.| NK-5- CHANGED: | nterface Ethernet0/0,

changed state to administratively down

00: 00: 52: 9%.|1 NK-5- CHANGED: I nterface Serial 0/0,

changed state to administratively down

00: 00: 52: %.| NK-5- CHANGED: I nterface EthernetO/1,

changed state to administratively down

00: 00: 52: 9% .| NK-5- CHANGED: I nterface Serial 0/1,

changed state to administratively down

00: 00: 53: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,

changed state to down

00: 00: 53: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/1,

changed state to down

Rout er >

Rout er >enable

Rout er #copy startup-config running-config

Destination filenane [running-config]?

1324 bytes copied in 2.35 secs (662 bytes/sec)

Rout er #

00: 01: 24: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 1,

changed state to down

00: 01: 24: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface BRI 0/0: 2,

changed state to down

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #enable secret < password >

Rout er (confi g) #+2z

00: 01: 54: %SYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #show ip interface brief

Interface | P- Addr ess K? Met hod St at us Pr ot ocol
Et hernet 0/ 0 10. 200. 40. 37 YES TFTP administratively down down
Serial 0/0 unassi gned YES TFTP administratively down down
BRI 0/ 0 192. 168. 121. 157 YES unset administratively down down
BRI 0O/ 0: 1 unassi gned YES unset administratively down down
BRI 0/ 0: 2 unassi gned YES unset administratively down down
Et her net 0/ 1 unassi gned YES TFTP administratively down down
Serial 0/1 unassi gned YES TFTP administratively down down

LoopbackO 192. 168. 121. 157 YES TFTP up up



Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #interface Ethernet0/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 14: 9% NK- 3- UPDOMN: I nterface Ethernet0/0, changed state to up

00: 02: 15: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,

changed state to up

Rout er (confi g-if)#interface BRIO/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 26: %1 NK-3- UPDOMN: I nterface BRI 0/0:1, changed state to down

00: 02: 26: %1 NK-3- UPDOMN: I nterface BRI 0O/0:2, changed state to down

00: 02: 26: 9%.1 NK- 3- UPDOMN: I nterface BRI 0/0, changed state to up

00: 02: 115964116991: 9% SDN- 6- LAYER2UP: Layer 2 for Interface BRO/O,

TEl 68 changed to up

Rout er (config-if)#+z

Rout er #

00: 02: 35: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #copy running-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration...

[ K]

Rout er #show version

Cisco 10S Software, C2900 Software (C2900- UNI VERSALK9-M , Version 15.0(1) M,
RELEASE SOFTWARE (fc1)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2009 by G sco Systens, Inc.

Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

ROM System Bootstrap, Version 15.0(1r) M, RELEASE SOFTWARE (fc1)

€2921- CCP-1-xfr uptine is 2 weeks, 22 hours, 15 mnutes
Systemreturned to ROM by rel oad at 06:06: 52 PCTi ne Mon Apr 2 1900
Systemrestarted at 06:08: 03 PCTime Mon Apr 2 1900

Systemimage file is "flash:c2900-universal k9- nz. SPA. 150- 1. ML. bi n"
Last reload reason: Rel oad Conmand

Cisco Cl SCO2921/ K9 (revision 1.0) with 475136K/49152K bytes of nenory.
Processor board | D FHH1230P04Y
1 DSL controller
3 G gabit Ethernet interfaces
9 ternminal |ines
1 Virtual Private Network (VPN) Mdul e
1 Cable Modeminterface
1 cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

Configuration register is 0x2102

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.
Rout er (confi g) #config-register 0x2102

Rout er (confi g) #°Z

00: 03: 20: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #show version

Cisco 10S Software, C2900 Software (C2900- UNIl VERSALK9-M , Version 15.0(1) M,
RELEASE SOFTWARE (fcl)

Techni cal Support: http://ww ci sco. conltechsupport



Copyright (c) 1986-2009 by G sco Systens, Inc.
Conpi | ed Wed 02- Dec-09 15:23 by prod_rel _team

ROM System Bootstrap, Version 15.0(1r) M, RELEASE SOFTWARE (fc1)

€2921- CCP-1-xfr uptine is 2 weeks, 22 hours, 15 minutes
Systemreturned to ROM by rel oad at 06:06: 52 PCTi ne Mon Apr 2 1900
Systemrestarted at 06:08: 03 PCTime Mon Apr 2 1900

Systemimage file is "flash:c2900-universal k9- nz. SPA. 150- 1. ML. bi n"
Last reload reason: Rel oad Conmand

Cisco Cl SCO2921/ K9 (revision 1.0) with 475136K/49152K bytes of nenory.
Processor board | D FHH1230P04Y

DSL controller

G gabit Ethernet interfaces
terminal |ines
Virtual Private Network (VPN) Modul e
Cabl e Mbdeminterface
cisco Integrated Service Engine-2(s)

Cisco Foundation 2.2.1 in slot 1
DRAM configuration is 64 bits wide with parity enabl ed.
255K bytes of non-volatile configuration nenory.
248472K bytes of ATA System Conpact Fl ash 0 (Read/ Wite)
62720K byt es of ATA ConpactFl ash 1 (Read/ Wite)

PR RO WR

Configuration register is Ox2142 (is 0x2102 at next rel oad)

Rout er #
pedjpk) Slo LoJé

- zslels | eyl JJeo |
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https://www.cisco.com/c/ar_ae/support/docs/routers/7000-series-routers/12223-14.html?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat8510?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/docs/switches/catalyst-6000-series-switches/10600-9.html#Cat2948G?referring_site=bodynav
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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