94890 lgwul)

|Jp 9506

S9uoe 03l ldpuwows Jsdsse wdysy 29y Nexus pg oo J TACACS g, CLI (9lzos yub,
1JIsle)) &Js NKO.

IJecbdole IJlul jusé

lJpobdolo
9008 Cisco Ll odsu Jssd pe,Ws ldesl ose 1Joldsé:

+ TACACS+
* ISE 3.2

lJpdouvle lJpumwegsped
ouwowd Idpgdypele 1Uglyo W o3l ldpuwens [Js luosble Idolez 9ldedsole 1pehbss IJeldss:

Cisco Nexus 9000: pJwd 09,6 NXOS o9: bootflash:///nx0s.9.3.5.bin
Identity Service Engine. I|Jl_o>l, 3.2 -

op lugile lJpgdsele 191,28 B o3l ldpuweos po 1JIz056 1J 292956 Bs wisisé pgpdséd ¢luos.
Wl zese Ilzejs ldeuwogps S o3l ldpuwows vodsse ppumse (I0wluos). Bl Jlow
redod 968 IJogvgsd Wolds oo Vopd Jdoles) Idpzeed Jls ).

ped9ple luwluss

poblule IJestsoo

NX-OS oy Cisco - TACACS+ Jl sobJdu ls ogsue.



Pa)'d Cop0 Uog@é 18] Cisco

vlJouwes Jooosole ISE 1Jgrs6 sY9u sy wigsue Weys odsse wowdg 90 s9pl J>so
23 IJ9uesd IJs zese psile ISE: Bl Jp s Drsd wogsue vdsse: Jluwodle ps)é ISE
TACACS: Vlye weolz IUs wrgsue puwdsd zoly Jebrs gbe IJuoz IJos w@9pe wldpuol@e.

W& XY puwwedp9 pdou lUsg e/l oldpuolb 96 eds ol Nexus ISE olzle >9, Nexus
Shell |JplbbJye.

Spdo Jdpuwogse lJpes woil 1Usg) wuldss lpvad il IUigble gl odlzol IJlul s shzle
pul8> pesSU6.

Sew o wdsy eduwé gpd TACACS lJos weuod eds 29, Nexus §lsyé gds luwegsle 1o,
sldlplele IJeldss oy sdol B §b:

* 1Jysosd IJs wdssy 9236 boyvss JJoudss VWib pe ls¥luw IJogvgsd 9830 1Bl
IJouvésd Jdslzole pu 1/1-1/21 9 1/25-1/30

© 99999 IJodd IJleyw (ssh)

« SSH6

* telnet

* Telnet6

 traceroute

+ traceroute6

* USUE

* oo Idlegold 6

* wpdsu

lJodosuy

lLuwe ldotbsbs Jduvedo

ISE 3.2 PSN WITH DEVICE
NEXUS 5000
HELF DESK ADMIN FEATURE ENABLED

luwe Idogbslbs Jpdyole [Jwrs g



lJglbgsé 1: wdosy Nexus 9000

1. odosu Idpuob 86 sldodss o sldpeluvws (AAA).

02d3S v wpdsu puolb§6 TACACS: sw9 9w zolj Nexus go luwesle Idpuolb 86

Nexus9000(config-role)#

Nexus9000(config-role)# rule 11 permit command config t ; interface *

IJpedsé 95wl Bes luwegsle 1Jpuo5 86 [Jpuuenss [Js gle AAA.

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample

Nexus9000(config)# tacacs-server key 0 "Nexus3xample"
Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>
Nexus9000(config)# aaa authentication Tlogin default group IsePsnServers Tlocal

2. 8p wodosu Iy, Idpuouo

cluvodsle ldpobdole [Jpeesds.

Nexus9000(config)# role name helpdesk

description Can perform basic Toubleshooting and bounce certain

ports

Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *
Nexus9000(config-role)# rule 6 permit command ping6 *
Nexus9000(config-role)# rule 7 permit command telnet *
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 12 permit command config t ; interface * ;

Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

vlan
interface

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

; shutdown
no shutdown

policy deny
policy deny

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14



Nexus9000(config-role-interface)# permit interface Ethernetl/15

Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[####ARBHHHAHRRHH AR HARR AR H#HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.

lJ¢lb9es 2. wdosy Identity Service Engine 3.2
1. 8p wodssu 1Jogss IJos sop luvegsleol loule gJuwé &pd Nexus TACACS.

Swp lgwegsdle puol> 96 ISE |Jpzdss.

lowdd IJs edlps IJowsse bhs > 13,6 1Jogss > peesele” 980 wluuble IJpzeses IJos sew lu
S0 Ipuwese ziel puoli 9p2e9e6 1Jo9sd Ides we luubldel Josl Idg,uo 1dwsuoses os
ISEusers.

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Mew User Identity Group
ldentity Groups

=0 Identity Group

* Name iseUsers|

Endpoint |dentity Groups

User Identity Groups Description

J0Gle pEpsEd puuTops0



loy 998 1dju buw!d.

e loedd Ids bLs > bhs 1Jesss > wusse 1Jogss.

w9y 998 1) luolss.
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Network Scan Res... N Etwo rk ACCE SS US e rs

Selected 0 Total O

Status Username -~ Description First Name Last Name Emall Address User ldentity Groups  Adr

No data available

ol IJpomc 2

Jzie po 1Jedsd IUI5less: lusl Uluwp IJpuwegspe Sop luweesle luve IUpuvaés e iseiscool s
o3l IJpuwld.

> New Network Access User

v Network Access User

* Username iseiscool

Status ¥ Enabled

Account Name Alias

Email

Guep B e s sloghlse

copsd IJgbys Idoldss B wessu Jdes p9) Jluwe IJpuvcse ldds wp lubldo.
VainillalSE7 09 JJpé 1pu9) IJpuwcispsd B o3l 1Ug, 00 1Jos oses.



~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

pire in 60 days

* Login Passwaorg

Enable Password

sizs)l 3o wogssu Idpuwctse 1Us Iezeses Idos wp lousliol puuwdlsldos os B o3o
lJzlJé ISEusers.

v~ User Groups

- isellsers

lgIJs zplp st
2. odysu goly Iduveds 9l ol we.
|28 zol; Nexus 9000 |Js |56 ISE > oglys IJubwds > lzoj6 1w s

lud) 998 1 luolds Jdwoe.

Network Devices

Selected 0

{] Duplicate () Generate PAC

IP/Mask Profile Name Location

0 dzs z 213 190 9d 1JG 1 e 2s



bed IJ3se 1Js 1Joesdz: 98p woesso luve [Js NAD 1Uss wd9pe wlouilsoe: 9 IP 9lss sop oo
¢Jldo wessu AND zolo Il old Jeel>es TACACS.

Work Centers - Device Administration M Evaluation Mode 27 Days

Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Paolicy Elements More

- P Now Nabao
Network Davices

Metwork Devices

NEXUSSK

Mexus Device For TACACS

I P Address

Davica Profile B Ciaca

Model Name

Software Versho

Metwark Device

G 2 (STl

Spdu oy Idgsble Idpuuwsds BLEgs 9spdu 2390l 90509 ?So IJgsble lJs ouousyd NADs
cuve IJpsde suse 1Jzoels sldluosh Sp wess) w03 Idpualb s luweubl lds g9lpd
lJouo9s6 o03o0.

B IbLs > w9l IJuvwIs > lzojs IJuvwds > NAD IJglo wd > [esble puol> 86 TACACS.
oW 1wy Ipuve,d 1Uss Tuuegspoo wpe wdssy NAD Igluo wd. suveése Nexus3xample
S o3l Idgyuo Idosuoses.

TACACS Authentication Settings

Shared Secret Nexus3xample

[ ] Enable Single Connect Mode

Legacy Cisco Device

{) TACACS Draft Compliance Single Connect Support

Buep w960 TACACS

leob IJegssle oldod) W 1) Luwld.



3. wdosu TACACS gJs ISE.

Sl prosu pw lu PSNIUss Bpo wodgswo bs Nexus 9k Jsso 1Jgsl, Device Admin ppdg.

N

pdlebo: Jl sowow wpdsy g6 bl Idzols Ws lgbo IJogvgsd eds ISE.

Enable Device Admin Service

lJoedd pu psjod 1516 zol; PSN

SpJdu Idugdd pu 03l weo bhé Slises ISE > IJuble > IJuyi, > PSN IJglue od > uwpe Ebp
lJwsluws > cpdsy grple L6 [Jzol).
* Gp vluuble pd g5 TACACS: IUss soze pdow puwless 1Usg) 1Js zoly Nexus [l
ogew Idpuolb9é.

pu Blispes ISEd luedd 1Js ealds 1deped > 1516 IJizos > euluo, Iduwsluws > Idoclsg > pddle
wgrs9 TACACS slu@) eJs o luoles.

Work Centers - Device Administration A\ Evaluation Mode 27 Days Q)

Overview Identities User |dentity Groups Ext Id Sources Network Resources Policy Elements More

Conditions > TACACS Profiles

Network Conditions

Results
Allo
TAC

Name Type Description

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile

P g yscd TACACS

I wOSSU luwe: 99,099 [2esbhsl.



Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Conditions

TACACS Profile

Metwork Conditions

MNama
Results Mexus Helpdesk

Ooepsd pdd Of ysd TACACS

e worlod Suwe 102 wwps 1peops sluwdd I1Js uwe IUerue 1Jlsds.
9i>'aJ lJ 96 shell:roles="help desk".

Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Maore

Conditions
Network Conditions

Results
Allowed Protocols
T ommand Sets

TACACS Profiles
Task Attribute View Raw View

Profile Attributes

shell:roles=" hal

|u0|do NP0 ron u&)&d
Ip wodIsu pzeses IJuoz IJos coupey wog ldpuolb9é 9uer Idogssd.
IS pildj gpd 1J9uo9d IUs Blises ISE > |blho IJzols > pzpesgle wog o IJzol).

JIploe oo 1dessoses: sop luvoddle pzeses Iduo IJIBe)luos8. 9pe 3J9: spdo lugble
p2PIES Loz s pe Uuigb Jpblo$s uusulisyele pesus.



o8y W9 lJuwop VS wolsé IJouw.
Work Centers - Device Administration A EvaluationMode 27Days Q@ L4 &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set
BT ﬁ:\ast\;;; o8z pueded UC):U

o bEld odosu peeses IJuwsluvle sogbsbo [Us luwvdd soguuse uwe uvsluws
lJpol>96.

lod) 998 ls§ous | ol

eds pold ldodasy 03l ©dgy §sp6 IUluwp os 1Jpuob 86 1UsIJss slduiybb 1degol) o9 IP
Jeoly IJubwJs (Nexus) (sgd ped a.b.c.d.). suwwgse vog ldpuol> 96 o3l pgju 0956
Upovetsaso 1sleds.

Work Centers - Device Administration A Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More
Status Rule Name Conditions Use Hits Actions

Q

~ Options

If Auth fail

0 Internal Authentication =) Network Access-Device IP Address
If User not found

If Process fail

Q Default
> Options




|3
G
rH

ooz Idpye!

Bspl sds Jsso wdysu IJyiyb.

2> Isuesd s Iduve Js > Gwpes Slesuw gwslo IP Jdzels.

Conditions Studio

Library Editor

MNetwork A e IP Address

EAP-TLS Dictionary Attribute

All Dictionaries ™ Anribute

Device Type

Maodel Name

Network Dovice Profile
Software Version

Device IP Addross

T 9069 1duusb Joag IJpuelads

luwowsdo | <Nexus IP go9lo> wgdsyg pe Id suoe IP.



Conditions Studio

Library

Network Access-Device IP Address

Equals

EAP-MSCHAPvZ

EAP-TLS

loI88 ¢ lod odist IP

o8, W98 Iy luwegsle".

Swpe 1Jsuosd 1Us o3l 1dyisle Wb L9l wlbs zoly Nexus 1Uds Spo wodosuoe. 9pe 3Jd. 131 dly
IJ&Huo 09 wpdsu o0do IJzlJé JJpso Jus,o pu ldlzojo. Bedsy plele iyl pgodus.

& luedd IJs Buve wog IJodssd 98 wosuwsEo.

lod, eds lsdows + (lisy).



rk Centers - D Administration

Ovarview ldentities User |dentity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name

Status  Rule Name

-] Dafault

Suep 02T g 9sd

~ Authorization Po

Status  Rule Name

NEXLUS HELP DESK

Default

Description Conditions Allowed Protocols [ Server Sequence  Hits

Results

Conditions Command Sets Shell Profiles Hits Actions

Vs o3l Idpalde wp luwedsle pdoe wedsple Nexus Jlgwe Juog IJeéssd.

Results

Conditions Command Sets Shell Profiles Hits Actions

DenyAllCommands

Ton 9369 1kl Joag IJoE ssd

Sop luwepsle vOuw il IUss wp cdssue s wor ldpuolb§6 Juog IJogasd.

VOGS g9 "pdVle wgys Shell's wp wedss pdV IJog s IUss wp wdysuo Gud wedsd

rod(.')y |.J)E_|o J Nexus.

2ol lud,y oy edl.



lIJozdd eu Iduogs
lguegse 03l IUBuwe Joldss gpd IUodssy wuvdd Lozse.

pu 9lgod lJpweispe lUyuwspessd (ISE) luedd lds IJgpdsle > TACACS > | ywedlo 1Jpol yi,é.
22> Iduwed IUss sblod luwe dpuwese Idpuwodse: sludy W98 wdluosd ywed Live Il 06
oo IJowyso.

Live Logs

wved Tacacs Live

9Jzje pu ldodlosd IJos souopewol 03l IJo@)s) Spdu Idewy) eds Buwe IJluwegleo
e Spdud puvloss Jsdsoe Gsle ISE Llzle 1Udspeo shell:roles="help desk”

{Author-Reply-Status=PassRepl;
AVPair=shellrroles=" helpdesk” }

Jlwegles Jovdluosd Iduwed 1oyl

eJs gol; Nexus:

Nexus9000 Togin: 1iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Toopback 0
% Interface permission denied



Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role

Nexus9000(config-if)#

lweduuldd IJigble 5l oJlzol
w2dd pu lpdluss 1Usuesd |Us ISE pu ol Nexus: -

Nexus 9000# ping <ISE IP IJ¢glo v >

Sop lgool logold <ISE IP> (<ISE IP |U¢luo o> €056 Llse pu ldoslole
64 Llsw pu <ISE IP IJglo wJ> : icmp_seq=0 ttI=59 time=1.22 oJJs <lousé
64 Llsw pu <ISE IP IJ¢lo wJ> :icmp_seq=1 ttI=59 time=0.739 oJJs <lousé
64 Llsw pu <ISE IP IJ¢lo wJ> :icmp_seq=2 ttI=59 time=0.686 oJJs &lusé
64 Llsw pu <ISE IP IJglo wJ> :icmp_seq=3 ttI=59 time=0.71 poJJs <lusé
64 Clsw pu <ISE IP IJgluo > icmp_seq=4 ttI=59 time=0.72 pJJs <lousé

>3890 Iy Boe psule 49, Lsw ISE 9lJ nexus bls: »
Nexus 9000# o ,ulee Telnet <Your ISE IP> 49
Swe IJlo pelods <ISE IP> ...
pwuod o <ISE P 1J¢luo wJ>.
2 1Joj9e 09 "]

lgwegse wuoese IJigble IJolds:

debug tacacs+ all

Nexus 9000#

Nexus 9000# 2024 apr 19 22:50:44.199329 tacacs: event_loop(): |ww>gle process_rd_fd_set
2024 I, sJ 19:50:44.199355 tacacs: process_rd_fd_set: | juwsgle 5 1Jle ol J FD 6

2024 o ysd 19:50:44.199392 tacacs: FSRV Jl s_weoJd 8421 opcode

2024 L_,_,@J 19:50:44.199406 tacacs: process_implicit_cfs_session_start: so e 1Jlo [J5g9J...
2024 I, 19:50:44.199414 tacacs: process_implicit_cfs_session_start: 1Jg 9z weol welds g0
U826 eds Idwsjse

2024 I, 19:50:44.199424 tacacs: process_aaa_tplus_request: 1U>g9J Jpg o 2Jwd &pJ



AAA O

2024 I, sJ 19:50:44.199438 tacacs: process_aaa_tplus_request:l oz 88 puw 2lJé 1dpudds
mgmt0 ol wegsle IsePsnServers Jpze9gs 1Jgglse

2024 L_,_,@J 19:50:44.199451 tacacs: tacacs_global_config(4220): |>¢ld ...

2024 Io )sd 19:50:44.199466 tacacs: tacacs_global_config(4577): get_req...

2024 Io,sJ 19:50:44.208027 tacacs: tacacs_global_config(4701): lovoglsé 9spd Izl 1UElod
n wEpdsé wdssu IJenswsdad Idelelduele

2024 l,sd 19:50:44.208045 tacacs: tacacs_global_config(4716): req:num yl>J 0

2024 L_UL,_;J 19:50:44.208054 tacacs: tacacs_global_config: req:num pege9g6 1

2024 Iu,sJ 19:50:44.208062 tacacs: tacacs_global_config: req:num p0Joé 5

2024 lu,sJ 19:50:44.208070 tacacs: tacacs_global_config: req:num deadtime 0

2024 Iu,sJ 19:50:44.208078 tacacs: tacacs_global_config: req:num encryption_type 7

2024 I,sJ 19:50:44.208086 tacacs: tacacs_global_config: |zle Jsedddld 0

2024 i osd 19:50:44.208098 tacacs: swpe wgpspe process_aaa_tplus_request:group_info W9
aaa_req. J3JJ sup luwwslp peeses lJgsls e IsePsnServers

2024 iyJ§J 19:50:44.208108 tacacs: tacacs_servergroup_config: [>zlJ Jeze9eé 1JE9l> 0.
lJSo, w0

2024 iL_,J@J 19:50:44.208117 tacacs: tacacs_servergroup_config: GetNext REQ Jwo,w pzpe9e6
g e9bp 1Je,90999J:0 1Jlwp:

2024 |,sd 19:50:44.208148 tacacs: tacacs_pss2_moveZ2key: rcode = 4048003 syserr2str = JI
S92> p9ulz PSS o3l

2024 lu,sJ 19:50:44.208160 tacacs: tacacs_pss2_move2key: lJleold o pss2_getkey

2024 Iu,sJ 19:50:44.208171 tacacs: tacacs_servergroup_config: zwedo GetNext_REQ gJs
WOo,y v pgeIed e9bp IJe,9w9ded:2 name:lsePsnServers

2024 ivJ§J 19:50:44.208184 tacacs: tacacs_servergroup_config: |yuwglsé 9sped IJbele 1Jgluod
: wEpJsé presesd IJwiscsdsdivele

2024 1o,sd 19:50:44.208194 tacacs: tacacs_servergroup_config: zle Lzle 9spd 0 Jpzpeoed
eobp IJoy9esdedleIsePsnServers

2024 iw§J 19:50:44.208210 tacacs: process_aaa_tplus_request: wp IJge9, eJs IsePsnServers
JJpzpesgs. VRF IJpu9ld 8§ 09 w90, source-intf o9 0

2024 lu,sJ 19:50:44.208224 tacacs: process_aaa_tplus_request: lJogdd pu 9g9> mgmt0
vrfldble pdlod vifildloo,)luos Jdezesed ldplbdyeo

2024 I )sd 19:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080

2024 i.__, osd 19:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : O. src_intf
lJpzds 09 0 9 vif_name o9 IJlWe,)los

2024 i osd 19:50:44.208286 tacacs: create_tplus_req_state_machine(902): 1J>g9d Jpeg )9

: eJuwe gpd AAAD

2024 1,sd 19:50:44.208295 tacacs: g5 lzojé 1JglJs O

2024 I, sJ 19:50:44.208307 tacacs: init_tplus_req_state_machine: 1J>g9J Jpg b gJuwé &oJ
AAA O

2024 Iu,sJ 19:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx o9 NULL 9Szw
o sdow B 2lds 1esJud sldlze ol

2024 I, sJ 19:50:44.208327 tacacs: tacacs_servergroup_config: 1U>g9J 1Js pzeses IJgsls e
IsePsnServers. |Jo, 4w 0

2024 iw;ﬂsJ 19:50:44.208339 tacacs: tacacs_servergroup_config: GET_REQ Jo,w pze9ed
e9bp IJo,90,999J:0 name:lsePsnServers



2024 I, sJ 19:50:44.208357 tacacs: find_tacacs_servergroup: |J>g9d Jeze9eé £90
ISEpsnServers

2024 lu,sJ 19:50:44.208372 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = oele
2024 I,sJ 19:50:44.208382 tacacs: find_tacacs_servergroup: ¢ 9z Jpze9eé ¢9l>p
IsePsnServers o9 2

2024 1o )sd 19:50:44.208401 tacacs: tacacs_servergroup_config: get_req: é_]oi
find_tacacs_servergroup 0 Jeze9e6 g9bp IJw,9w9dedle IsePsnServers

2024 i ssd 19:50:44.208420 tacacs: tacacs_pss2_moveZ2key: rcode = 0 syserr2str = gelz
2024 I ssd 19:50:44.208433 tacacs: tacacs_servergroup_config: zuoJo GET_REQ gJs o, w
02986 29bp 1Ju,9w9d9d:2 name:lsePsnServers

2024 los, 2024 Toysd 19 22:52024 1, 19 22:52024 1, 19 22:5

Nexus 9000#

oSy Idodlb 2jeé. (JJlIbdlg eds oBluosd IJejpé: Szw edsy wEss) odosdle *
Wireshark TACACS+. 9opase Idpwole IJpgve,d Idpuwedse po dwd Nexus g ISE.)

| Time | Sc| De| Protocol | Length | Info
66 22:25:88.757401 w w TACACS+ 187 R: Authorization

» Transmission Control Protocol, S5rc Port: 49, Dst Port: 58863, Seq: 1, Ack: 99, Len: 41
~ TACACS+
Major version: TACACS+

Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
«~ Decrypted Reply
Auth Status: PASS_REPL (@x@2)
Server Msg length: @
Data length: @
Arg count: 1
Arg[e] length: 22
Arg[@] value: shell:roles="helpdesk"

2ipd w9950 TACACS
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54 22:25:88.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251350
Packet length: 43
Encrypted Reguest
Decrypted Request
Action: Inbound Leogin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES97
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