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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/rest-api-config/b_Cisco_APIC_REST_API_Configuration_Guide_3x.html#concept_71EBE2E241C3442BA326273AF1A9B617
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/3-x/rest-api-config/b_Cisco_APIC_REST_API_Configuration_Guide_3x.html#concept_71EBE2E241C3442BA326273AF1A9B617
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SEwPd dsss IUbJde gJs wudsd 2o ldpesd e oe 9.5 NGINX o
oo bdolo 9lgos oo IUobosyle (API) p8lod URI pesd 1oz 1> -
w9luwloo IJpuwegsp + 1Jlusdle= (pesd IJJdoe X 2) + g0 Uoia;;_)
S92 ¢lud £y Vlod JJodssy (zone aaaApiHttps) J /api/aaalogin -
9lapi/aaaRefresh Is 2> JJpgsd gws 2r/s + burst=4 + nodelay
Sop UEdw w98 Idbdy eds luwlaw guslo IP Jdd gesd
bdole AP Jos swp ldzuesd edsol po APIC Self-IP (Ul + CLI) weely) Jog -
ls guslo IP Jdgesd 1Uss sew pead 1oz IUpersd oo Sud IUpuwagse + 2 -
IJlusdle syvede luvogleos 503 oo APIC
Spdu sub 030 IUlzoj6 503s sl wedle IJsLoed -
Sewss Error.dog gds béldle cuvs) IUs 1Usdw 1J3s wp Bso wougvsb IJodsss -
(IJpulo 96 httpsClientTagZone) 9gJs L_s PSS pu ldgpdle

<#root>
apic#

| ess /var/log/dme/log/error.|og

2023/04/17 20:19:14 [error] ...
limting requests
, excess: 40.292 by zone "

htt psd i ent TagZone

, client: h.o.s.t, ... request: "GET /api/class/...", host: "a.p.i.c"
2023/04/17 20:19:14 [error] ...

limting requests
, excess: 40.292 by zone "

htt psd i ent TagZone

, client: h.o.s.t, ... request: "GET /api/node/...", host: "a.p.i.c"
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https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
https://www.nginx.com/blog/rate-limiting-nginx/#Configuring-Basic-Rate-Limiting
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https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-
configuration-guide-release-52x/security-policies-52x.html

12> po wz9sd Syslog |Js IJigsle 1Joles

Ie wodssu Iduble zos soe wrasd suwlisd syslog Wb IJos wrwss eds cowsoe IJgby 6
IJs EventRecords. ceow weasd puwess lJpedsele (9ld3s SOUPPU ACL.Logging) Jeug
IJIz>le 1dpjgzs po welys APIC:

1. luedd s gvsluwle IJooss - 1JJdswss - IJgwslgule » lJesl9wé = ldywslwd

lJeuie,ds » vog Huwlisd Syslog - IJlWe,)los.
2. 9p voub glod vuoWss lJouwesdle Jugssu glbg,s syslog JJouuso.

509 1o g8 1wl wes

PUE )PI) IJi@I& (Squelch) g, 3le Iduods vlzoslzle 1Jesl9eé 1Uglueé od Jogdsd
c . g ole
Jiwdle Hp) gae E4204939. |uuegsp o3l 1Uley eds Is CLI Jglgos yulo, 1JI9le):

bash
icurl -k -sX POST -d '<fabricInst><monCommonPol><eventSevAsnP code="E4204939" sev="squelched"/></monCom

Jdozdd pu:

bash
icurl -k -sX GET 'https://localhost/api/node/class/eventSevAsnP.xml' | xmllint --format -


https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/security-policies-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/security-policies-52x.html
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