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Configured Authentication Sources

+ Add source

Name Type Status Authentication Proxies
Active Directory Active Directory Enabled Authentication Proxy
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Single Sign-On

Custom Subdomain

Your users will see the custom subdomain when they authenticate to a Single Sign-On protected application. A familiar URL will help your users know that the
site belongs to your organization. The subdomain will be home to Duo Central, if you choose to enable it. Duo Central allows your users to access your
organization’s sites and applications in one central place.

Create a custom subdomain

Customize your SSO subdomain

Tailor the single sign-on experience to match your company’s brand and help your users recognize phishing attempts. Your users will see this custom subdomain during
authentication.

Custom subdomain 2Zerotrustlabs Jogin.duocsecurity.com

Subdomain must contain only letters, numbers, or hyphens (-). Subdomain may not begin or end with a

hyphen (-) and must be less than 63 characters in length.
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Service Provider
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The unique identifier of the service provider.

Assertion Consumer Service ‘ https://10.52.14.44:8443/portal/'S50LoginResponse.action ‘
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SAML Response
NamelD format * urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified o

The format that specifies how the NamelD is sent to the service provider.

NamelD attribute * » <Username>

NamelD is a SAML attribute that identifies the user. Enter in an IdP attribute or select one of Duo's preconfigured attributes. that automatically chooses the NamelD

attribute based on the IdP. There are five preconfigured attributes: <Email Address>, <Usernames, <First Name>, <Last Name> and <Display Names>.
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Export ~ Q
Single Sign-0On
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groups mapped to it. Optional. Leam meore about Due groups

Attribute name

| proups
The name af the atiribute which will cary the ma
Service Provider's Role Duo groups

| ISE Admin Group | | % |SE Admin Group (3 users)
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Settings

Type Generic Service Provider - Single Sign-On

Name PWLTEST Cisco ISE - Single Sign-0On

Duao Push users will see this when approving transactions.
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Certificate Download certificate Expires: 01-19-2038
SAML Metadata Download XML
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SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

Identity Provider Configuration

Import Identity Provider Config File ®

Provider Id
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Single Sign-On

Email Address

[ nadia@uerotrustiabs com|

Next

Secured by Duo
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< Back

Single Sign-On
Email Address

nadia@renolrustiabs. com

Password

Log in

Secured by Duo
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Verify your identity
Check your phone for a Duo Push
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Success!

Logging you in...

Secured by Duo
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JUB95XLbAUZIINYIZFVORKNVT 2LEF Y grjhpxdHBY 1 SxPbVWINWz vt bwZ FllogD3oXrPqleaXiv]yOHSVsaH9ew)8q048hI4F4]sDYrPNHIPZQTyM38k jymimEKEADIP caaGy v
EMinHUIkdWpiETES2Cmtwg+DzAWlipc=</ds: X589Certificate>
< /ds:X5890atax>
<fdsiKeyInfor
</ds:5ignatures
<saml:Subject>
¢samliNamelD Format="urn:ocasis:names:tc:SAML:1.1:nameid-format :unspecified”>nadia</saml:NameID>
<zaml:5ubjectConfirmation Method="urn:oasis:names:tc:SAML:2.8:cm:bearer”>
<saml:SubjectConfirmationData MotOnOr&fter="2821-12-82T84:48:561"
Recipient="https://18. (8443 portal/550LoginResponse.action™
InResponseTo="_7fdfc239-631e-439c-a3ab-
f5e56429779d_DELIMITERportalld_EQUALSTFdfc239-531le-439c-a3ab-f5e56429779d_SEMIportalSessionId_EQUALS859ee9c3-6Aed-4482-9426-
b39@4d4de226_SEMItoken_EQUALSKIRSZSVBCZ4SGVHIWT 6GMVEZNQREYCCL_SEMI_DELIMITERLS. "
r>
</saml:SubjectConfirmation>
</saml:5ubject>
<saml:Conditions NotBefore="2821-12-827684:43:267"
NotonOrafter="2821-12-82784:48:562"
>
<saml:fudienceRestrictions
<saml:Audiencexhttp://CiscolSE/7fdfc239-631e-439¢c-a3ab-5e56429779d</saml: Audience>
</saml:AudienceRestriction>
</saml:Conditions:
<saml:AuthnStatement AuthnInstant="2821-12-82T784:43:56L"
SeszionIndex="DU0_8dfefd494abB8d617884446ch8F2259bbda564a2ef"
*
<saml:AuthnContext> bl

1846 requests received (490 hidden)
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