odgsy yvwdo RA VPN Llguegsle puolb 90
LDAP sldwzesd J FTD

lJpzogsle

Lecl. ol
Ledovle Llpwegsps
lo [ wl 6
ool |
s bole L )odase EMC
Llool§ / o dase glop LDAP

wdasy RA VPN

Loz 8.8 po L ozs

lJp 95,00
SV o3l IJpwews Jsdss wdsy yvwds VPN JJguosd gu wed wluwegsle LDAP AA eds

"> 0ls6 o> 038> 1186 1Uolss (FTD)" 1Jpeslhé ol ulos e,d; 516 FirePOWER.

IJecbdole 1Jlul jusé
lJpobdolo

900 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:

" 0838 Iumluuss weed bods VPN Jdsuesd go wes (RAVPN).

* Wop lJouldd pu gdld oy b0 Firepower (FMC).

.« odoso erple Ieyosded 1Ugbdssd JUsuosd JJsdsd (LDAP) eJs Microsoft Windows
Server.

lJpdouvlo Idpuuweispd

ouwow Idpgdsele 1Jglyo W o3l ldpuweus 1Js luesble Ido)lez IJoldse:

+ Cisco Firepower Management Center. |Jl_o>l, 7.3.0
* IJlgosl) 7.3.0 po wyulpe Id>le Lo> woss> FirePOWER py Cisco
* Microsoft Windows Server 2016. wp oJ9suo J¢lsp LDAP

wp logule IJﬁgdgrolo 1936 Vs 03l IJpuwews pu IJiao_jé 1J 09296 WS w56 pgpdso gluoo.
o zese Ulzosd IJpuwogrps Os 03l 1Jpuwows wodssu peunsz (1Be)lups). Bl dive
u’bvdod L9;5.) |Juuu&§J‘ wolds U k_90p¢J JJQ|C‘;.§_) |JPCQpJ JLS ||p_).



peJsple luwlpussd

Sued o3l ldpwews wdssu v ds VPN Jdsuosd o e (RAVPN) pg o0l $6 w)h9esdsd
IJs 29d 1Us 1Usdsd g8sud 1Us o (LDAP) sldolss o eds IdsBle g0 wosss FirePOWER
(FTD) 1J sy wsl ubos oy 15,6 FirePOWER (FMC).

LDAP 09 w9099 wbosd pde9z 9e2hss pu ldolise 9p09198 pe pelssy Iduoules
JJsuesd [ds éxple pedsple IU>dsd 1psies suosluwol.

SE9p GESSU wpd LDAP gl Js I wele 1Up92958 B Active Directory (AD) Ig ¢l LDAP o¢
Iuwpele wple Cisco. &p guspl $B9p ¢lp AD g LDAP Lljzle luwezlole 1dpuol> @6 [Js zol; FTD
i&ole louble louold VPN JJsuosd g0 wese spdu Jegolj FTD [uweegsle Idpsdsple Juow b
Jsso |Jpld gpsd AnyConnect JJloolJ.

op 3gp Jveds RAVPN pg ool 96 LDAP gJs 9236 Idozdpe Vs 16 IJiuwlwss (FMC) )
op o@dSe IJuuez JJluesl) 6.2.1 9ov9s o LDAP $oJ luoesl, FMC 6.7.0 g, FlexConfig
Jodosu rsbs gupele LDAP 9] g)luel webe IJublg. wp spg 030 lUpsjé pe 1UlLosI, 6.7.0. Ul
o€ peldz wdosu RA VPN gJis FMC 9Jl cobdo [uvedsle FlexConfig wes IJlw.

~ odlzbé: wolbdy 030 1Jps;é b wdew FMC gds IUluosl, 6.7.0. e spdu lu sIso FTD
lJpesly gds s luosl) leds pu 6.3.0.
pobdole ldo,gsus

sobdu o,gsue AnyConnect Apex I9 AnyConnect Plus ig AnyConnect VPN B §b og wpdsu
lJoblis IJos wupde Vs IJouoss).

Jdoel pu ldoszsue: loowd |Js System > Licenses > Smart Licenses.

Smart License Status Cisco Smart Software Manager € O
Usage Authorization; Autharized (Last Synchronized On May 18 2023)
Product Registration: Registered (Last Renewed On May 18 2023)
Assigned Virtual Account: SEC TAC

Export-Controlled Features: Enabled



Edit Licenses Q

Mahware Defense IPS LIRL Carrier Secune Client Premier Secune Chent Achvantage Secung Client VPN Only

Devices without license L Dawices with license (1)

ol

4, Search FTD?73

Cancel Apply

cbsle Idodssy eds FMC

IJobld / edosy glse LDAP

~ pdlebo: IJgbgle 1Jes)zo plodywo Wb I3 Jly Jodgsy ¢lbe REALM / LDAP zss. I3l Jly
s Ebp wp wdssuo puwewdli 91U3s Spdu luwwgslee Jdpuob 8o Vs Lvwds VPN RA.
Oewxsd luwdd IJs edase RA VPN.

lJ¢b9o 1. low@d |Js System > Other Integrations > Realms: Jol 09 p9 oz IS o030 1J09,6.

— Firewall Management Center

Overview Analysis Palicies Devices Objects Integration Deploy A @ 1+ @ adminv | N sECURE
Cloud Services Realms. kdentity Sources High Availabiity eStreamer Host Input Client Smart Softwane Manager On-Prem
Realms Realm Sequences Sync Results
—

)

1Jgb9o 2. Jel 09 p9 oz Vs IJuo9,6: 10§ Add anew realm.



\ Compare Realms Add Realm

IJelo9s 3. §p wu9ds) wlluosd gbe 95dsd Idledivle. 168, oK.
9Jig 1o 030 IJpblo,s:

|IJlw o: LDAP

IJouge: AD

IJeeld IJlslus J AD: test.com

lowe puwede lU>dsd: CN=Administrator.CN=Users.DC=test.DC=com
Jdes )9, Id>dsd: <peds>

Jiwdsé DN IJIwlwsé: DC=test. DC=com

pzpe9es dn: DC=test. DC=com



Add New Realm 9 ¥

Name* Deseription

| |
Type AD Primary Domain
AD v | l

E.q. domain.com

Directory Usemame® Directory Password*

I |

Base DN Group DN

E.g. ousgroup, deecisco,do= com E.g. ow=group,dorcisco, dorcom

E.g. user@idomain com

Directory Server Configuration

~ New Configuration

Hostname/IP Address® Port*

I 636 |
Encryption CA Certificate*®

| LDAPS v | | select certificate v ] +

Interface used to connect to Directory server

@) Resolve via route lookup
() Choose an interface

Default: Management/Diagnostic Interface w

251

Add another directory

Cancel | Configure Groups and Users

lJgb9o 4. 169, save Jp b wegss)le IJubl@/ldsdsd: Jel 09 p9oz B o030 1Uo9,)6.



Cancel

1Jg96 5. wwnsd state i) Jogss) 2lds 1Jghe [Js ppdu: Jel 09 p9 oz B 030 1Jo9,)6.

State

@ ) Enabled A AT

odosu RAVPN

SJip 9293 030 IJgbsle Jodssu "vog Idpreses” 9lUds sop wessuo Jpuwoddps uvodle
VPN lJpgopessu. Bl Jlo "oz 1Upzeses" pe)rdl wlded: Wluodd IJs [glbgs 5.

lJglo9es 1. luw9d |Js Objects> Object Management.

ant Center

Bt

Onverview Analysis Policies Devices Ohjects Integration

Object Management

Network

Intrusion Rules

A network object represents one or more IP addresses. Metwork o
reports, and so on.



IJgb9s 2: Bes 1z e IUlsum lowdd |Js VPN > Group Policy.

~ PN
Certihcate Map

Custom Attnbute

Group Policy

IKEv1 IPsec Proposal
IKEvT Policy
IKEvZ IPsec Proposal
IKEvZ Policy

Secure Chent Fila

|Jglogs 3: 16,9, Add Group Policy.



Deploy O @ I @ adminv I crcyRE

Add Group Policy (NS

IJgb96 4: 099, Ssp wor Ipzeses.

9Jig)l o 030 IJpblo,é:
IJlw o: RA-VPN
e ezl wdp B bods VPN !

ouvesd Idsgsd Idpasleo JIJ puucise: 3 (Ul os)

Add Group Policy (4]

Py
RPN

Daadsriplicn:

Groneral Secany Client Advanced

I
VPN Pratocols Banng;
IP Address Pools - — ;
DSAVING ! Whalceme 15 VP!

Spdit Tunrsebrg



Add Group Policy

MNama:*
HA=YEM

Deseription:

General Secure Client Advanced
.

Traffic Filter Access Hours:
Linrestrictad *| 4

Simultangous Login Per Liser;
3 Rare FlaF

lJglo9é 5. [y 9d |Js Devices> VPN > Remote Access.

Devices Objects Integration

Device Management VPN Troubleshoot
Device Upgrade Site To Site File Download

d  NAT Remote Access Threat Defense CLI
QoS Dynamic Access Policy Packeat Tracer
Platform Settings Troubleshooting Packet Capture
FlexConfig
Cartificates

|J¢lo9é 6. 1,9, Add anew configuration.



Status Last Modifsed

A a new Confouraiinn

lJglogs 7. w99, Name Jwslwo Idvwds 1Ugluos IUbloyso (VPN) 1w gs»o [Jpess. wgol) vPN
Protocols 9wl Targeted Devices. 109, Next.

9JIg)luo 030 IJpblo,é:

|JIwe: RA-VPN

w9w9Y9dle VPN: SSL

IJi@_o_jé lJeweo>96: FTD

Remote Access VPN Policy Wizard

‘ POy AT 7 Connacion Profile Seourn Thanl i | ADDess & Corshoabe SLHTHTLSY
Targated Devices and Frotocols

Thii wizand will Uy yoeg Iheda® T ridparesd] manrsdl Alpa :-cl'l"l_;l:llr i Fafmdatn
ADLERS VPN polecy wAth B P LideT - OEfned COnfcon profile

Mg~
FLA-ETPH

D sacriphsnn:

YWPM Protocals;

oo |

Pagc-IKEYT

Targated Devices:

Sparch ETD?a

L1

|IJ¢ 1096 8. pu Iz Authentication Method: 13, AAA Only. Tgo, IJubol 8 / ¢lse LDAP J Authentication Server.
|9, Configure LDAP AttributeMap (Jo sy w9950 LDAP).



LIS TN

Connection Profile:

Connection Profiles specify the wunnel group policies for a VPN connection, These policies perain to creating the
tuniniel e, how A0 is scoomplished and how addredses ane assagned. They alto include user attributes, which
arg defmed in group policies.

Connection Profle Mama:® Ra=ViPN

[ 0 This name is configured as a connection aliag, it can be used o connaect to the VPN gsteway

Authentication, Authorization & Accounting (AAA):

Specity the mathad af authemication (Ao, cenificates of both), and the Ao servers that will be used for VPN

connachions.
Authenbcation Meathod: AA4 Only v
Authentication Server:® [ e | - l =
Fal ':m-:klc- L':Z."-E.:.J.l;. :-mhenh{:alnm
Authorizaltion Serer: Use same aulhenicalion Serer « | 4

Configure LDWP Attribute Map
lJg1lo96 9. w99, LDAP Attribute Name 9 Cisco Attribute Name. 1, §) Add Value Map.
9JIg)luo 030 Ipblo,é:
luwpe wped LDAP: memberOfi

luwpe wped Cisco: vog lJpezp9sd



Configure LDAP Attribute Map 7]

Realr:
AD (AD) B

LR atiribufe B 4

Maime Mag:
LOaP Astrifaube Mame Cisco Attribute Mama

memband v [ Group=Policy ”

Valua Maps:
LDAP Agtrilbube WValue Cigeg Altrilute Value

Add Value Map

lJglb9o 10. &9W9.s, LDAP Attribute Value 9 Cisco Attribute Value. |9y OK.
9Jig)l o 030 IJpblo,é:
9spd wpd LDAP: DC=tlalocan.DC=sec

BSpd Lwped Cisco: RA-VPN

LDAP attribute Maps: +
Namea Map:
LOnAP Atiribute Mame Cisco Aftribute Name
membend v Group=Policy v
Value Maps:
LDAPR Attribute Value Cisco Attribute Value

de=tlalocan,do=sec RA-VPN |+ @




% pdlebo: spdud |ols 1Jpjss pu glislb 1J8ses 909381 JJpobdole.

lJglogs 11. [ol96 AddressPool Jogssu lJgwslo IUpeds. 1u@) oK.

Address Pools
Available IPvd Pools O -I- SeElacted IPyvd Pasnls
Q, Search VPN -Pool ]

lJglo9s 12. &98.s,) Connection Profile Name § Group-Policy. 1§ Next.
9JIg)luo 030 Ipblo,é:

lwpe pdd og)sd IUlouolJ: RA-VPN

Iovdow IJe ol 36: AAA Bl

ebp lJp ol 96: LDAP

ozpe golosy IPv4: VPN-POOL

woz IJpzeses: e2p IJsue9d

) odlebé: wp odosy luudau IUp ol 86 9810 1Up 01586 9 wepe suldsy IPV4 B 1Jglbsle
IJowlods.

STWIS Loz pgeIes £3p 1U9 09 £JS SimultaneousLogin Per User &p &ESSU IJpedped [Js 0 (Jespe
IJowelz Jdpumwotsresu vouesd 1U3g9d O 2lds odds wor preses e3p 1J9uo9d



IUIB,l o).

Add Group Policy

Mame:*
MNo-Access
Description:
General Secure Client Advanced
|
Traffic Filter Access Hours:
Unrastricted v | 4

e o o ™o o B e - -
SESSON SENNGS

Simultanegus Login Per User:

[c:l Range 0-21474

lJglo9é 13. 1w 9, Add new AnyConnect Image Jl_ol86 AnyConnect Client Image |Js FTD.

Secure Client Image

The VPN gatewasy can autormatically download the latest Secure Client package (o the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate 05 for the selected package.

Dowmload Secure Chent packages from Cisco Software Download Centear.

Select at least one Secure Client imags
I e Show Re-onder buttons <

Secure Client File Object Name Securg Client Package Mame Operating System

Add new >ecune Chent Image

Iglogs 14. ©9 8 Name JJ o) IJos wp wrpsdel 90,002 pu IJotisu Ideeds Jozesd
IJLo9,6. 10, Save.



Add Secure Client File (7]

MName:™

mac

File Name:*

[ anyconnect-macos-4.10.07061-webdef | Browse..

File Type:*®

Secure Client Image v

Drescription:

=1

lJglogs 15. 1u 9, pywe Uoiuikg) Jeeley JJuo9,yd Jupduel pu Idluuegsle. 109 Next.

Secure Client Image

The VPN gatewsy can automatically download the latest Secure Client package to the client device when the YPM
connection is initiated, Minimize connection setup time by choosing the appropriate O3 for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -+

Secure Client File Dbject Name Secure Client Package Name Operating System

Mac anyeonnect-maces-4. 10,0706 1 -webdeplay... Mac OS r

lJ¢logs 16. i'ao_) Interface group/Security Zone 9 Device Certificate. |9, Next.



9JIg)luo 030 Ipblo,é:
022986 1Uslz06/ 00l 86 1Jinlu: gz IJpwlo 86
ubobs IJzols: wadse slus

% !oJlaJ'aé: Spdud gosl) wpdso gsh uvsluws Idozdpe Vs 1U9uo9d IJIdevlvs Jogbs
ls Weue Jdogde Bs 1dyuesd Jeyds pi95 (VPN) Idpeunv,é (pelods wunvdd 1ol os).

3
AAL

Metwork Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* InZone v +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called ldentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* SelfSigned | +
Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the YPM tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy,

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and

authorization ACL downloaded from AAA server are stil applied to VPN traffic.

IJglb9o 17. &)00 pdéue wdssu RA VPN. 1u@) Finish Jdzdb. Jpl 09 p9 oz B 1Juo9)0.



Remote Access VPN Policy Wizard

i | Polcy Assignment

2 | Connection Profile

4 | Access & Certihcate

40

Socung Chent

Remote Access VPN Policy Configuration

RA-VPN
FTD73
RA-VPN
RA-VPN

A Oiniby
Al (Aany

° Sumimiang

Duiside

Fireswall Managamant Carter will confgung an RA VPN Policy with the following se1tngs

Aty

Additional Configuration Requirements

aAfter the wizard completes, the following
configuration neads to be complated for VPN 1o
work on all device targats.

D Access Control Policy Update

An Access Control nule must be defined to allow
VPN traffic on all targeted dovicos.

0 NAT Exemption

If NAT ks enabled on the targated davices, you
mus defing 8 MAT Policy to exempt VPN traffic.

0 DNS Configuration

To resohe hosiname specifed in S84 Servers
or CA Sonmrs, configure DNS using FlexConfig
Policy on the targated devices.

0 Port Configuration

SSL will be énabléd on port 443,

IPsec-IKEvE uses port 500 and Client Services
will be enabled on port 443 for Secure Cliamt
image download MAT-Traversal will be enabled

lJglo9é 18. luw9d |Js Deploy > Deployment. i'acu FTD 1J3s sdje vy IJodssy Jo. [ @9 Deploy.

S >3¢ 1Jedssy [Js 9lzes yulb, 1Jisle, (CLI) IJglu06 o FTD g £pdss Idugin IJulzs:

<tfroot>

I--- LDAP Server Configuration ---

| dap attribute-map LDAP

map-name memberOf Group-Policy

map-value memberOf DC=tlalocan,DC=sec RA-VPN

aaa-server LDAP protocol Tdap

max-failed-attempts 4
realm-id 2

aaa-server LDAP host 10.106.56.137

server-port 389

Tdap-base-dn DC=tlalocan,DC=sec
Tdap-group-base-dn DC=tlalocan,DC=sec

Tdap-scope subtree

Tdap-naming-attribute sAMAccountName
Tdap-Togin-password #****%*

Tdap-Togin-dn CN=Administrator,CN=Users,DC=test,DC=com

server-type microsoft

| dap-attribute-map LDAP

I--- RA VPN Configuration ---!



webvpn
enable Outside
anyconnect image diskO:/csm/anyconnect-win-4.10.07061-webdeploy-k9.pkg 1 regex "Mac"
anyconnect enable
tunnel-group-1list enable
error-recovery disable

ss1 trust-point Self-Signed

group-policy No-Access internal

group-policy No-Access attributes

vpn-si nmul t aneous-1ogins 0

vpn-idle-timeout 30

I--- Qutput Omitted ---!
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall

split-tunnel-network-1ist none

group-policy RA-VPN internal

group-policy RA-VPN attributes

banner value ! Wl cone to VPN !

vpn-si nul t aneous-1ogins 3

vpn-idle-timeout 30
I--- Qutput Omitted ---!

vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
ipv6-split-tunnel-policy tunnelall
split-tunnel-network-1ist non

ip local pool VPN-Pool 10.72.1.1-10.72.1.150 mask 255.255.255.0

tunnel-group RA-VPN type remote-access

tunnel -group RA-VPN general -attributes

address-pool VPN-Pool
authentication-server-group LDAP

def aul t - gr oup-pol i cy No- Access

tunnel-group RA-VPN webvpn-attributes
group-alias RA-VPN enable



IJozdd pu lduogs

B gpsd AnyConnect §p wogwesd 1J3g9d wluwedsle wslule lewels pzesgs puwegses VPN
woldes suvozued eds wor IUpepses Iduoese IJpesu wiluwbs &sbosé yups LDAP:

Piease respond to banner,

ﬁ"" .._! VPN:

= e F 5 e
A SAVDN - MONE M OO

Cisco AnyConnect

I Welcormea to VPN |

ou |J LDAP debug snippet (debug Idap 255) [ Suvubse )i@;y ould pblu9é eJs |IJ LDAP
W pd sbe:

<ffroot>

Aut henti cati on successful for test to 10.106.56. 137

memberOf: value = DC=tlalocan,DC=sec

mapped to G oup-Policy: value = RA-VPN



mapped to LDAP-C ass: val ue = RA-VPN

WIS gpsd AnyConect: §po wouwesd 1Ux9d wluwwgsle wslule lewpels pgeyes puvegsps VPN
g5y woldzs sorued eds wog preses £3p 1J9L09J.

% Cisco AnyConnect | asavpn.rohan.com

Group: RA-VPN =

Username: | Administrator

'a J! VPN:

Login failed.

Password: .

asavpn.rohan.com

<#root>

%FTD-6-113004: AAA user authentication Successful : server = 10.106.56.137 : user = Administrator

%-TD- 6-113009: AAA retrieved default group policy (No-Access) for user = Admnistrator

%FTD-6-113013: AAA unable to complete the request Error : reason =

Si nul t aneous | ogi ns exceeded for user : user = Adm nistrator

o0 Buoluos wuoese lgble LDAP (debug ldap 255). spdud 1o o) lue JI s9zs wblud b
&)sbé Lupd LDAP:

<#root>

Aut henti cation successful for Adm nistrator to 10.106.56. 137

memberOf: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
mapped to LDAP-Class: value = CN=Group Policy Creator Owners,CN=Users,DC=tlalocan,DC=sec
memberOf: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Domain Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Enterprise Admins,CN=Users,DC=tlalocan,DC=sec
mapped to Group-Policy: value = CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec
mapped to LDAP-Class: value = CN=Enterprise Admins,CN=Users,DC=tTalocan,DC=sec
memberOf: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec
mapped to Group-Policy: value = CN=Schema Admins,CN=Users,DC=tTalocan,DC=sec



mapped to
memberOf: value =
mapped to
mapped to
memberOf: value =
mapped to
mapped to

LDAP-Class: value = CN=Schema Admins,CN=Users,DC=tTlalocan,DC=sec
CN=IIS_TIUSRS,CN=Builtin,DC=tTlalocan,DC=sec

Group-PoTicy: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=IIS_IUSRS,CN=Builtin,DC=tlalocan,DC=sec
CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec

Group-PoTlicy: value = CN=Administrators,CN=Builtin,DC=tlalocan,DC=sec
LDAP-Class: value = CN=Administrators,CN=Builtin,DC=tTalocan,DC=sec



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



