Xconnect over VRF Aware L2TPv3 s ASR1K
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e $gp L2TPV3 IJleLold IJoGes JUbuds 2 o) IP Jis 296
98 pl sJs Upsse wdasu L2TPV3 IJiLods:
1. enable
2. configuregol; byos
3. interface Weeolpuds IJuge

4. xconnecteg 9 956 1Jpe9)s (VCID) IUglue wewslo IJubs,gpdsoe Joundo 12tpv3pw-classpw-
class-name

lJTo. iJL§ ubye gds Jsso ooy L2TPV3 Xconnect gus |uwwgsle VRF. Wspel sJds
IJbeydozs! IJos sop luvegsleol Jdosose 1J3s wp Wso wdgsy Xeconnect sy CPE 9
ASR1002 (IP) 9 ASR1004 (MPLS) pg ullb IJuoelss s ASR1000 s VRF (Jl swpe >gp L2TPV3
eJs puuedé ASR1000).

____Xconnect over L2TPv3 between LTE CPE and ASR1002—

Interface in VRF on both ends
VRF on PE:1 % MPLS % @BGP to lear the routes % %
CPE L

oopbac IP-1.1.1.1/32 ASR1002: Loopback IP - 3.3.3.3/32
MPLS Interface
and VPNv4 peering between PE-1 / PE-2 [ PE-3
to learn the routes in VRF

Xconnect befween LTE GPE and ASR1004
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PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

¥
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lJoolso s VRF

__Xconnect over L2TPv3 between LTE CPE and ASR1002—_

Interface in VRF on both ends
% % YRFonPET % e % 'BGP © leam the rau'es % %

CPE : Loopback IP - 1.1.1.1/32 ASR1002 : Loopback IP - 3.3.3.3/32

sepd IJ po PE-19 PE-2 gJs logile Giswds MPLS J ISP. oo od CPE o PE-1 g, VRF. Jpl
ooued ASR1002 o PE-2 g, VRF. 29 ASR1002 Is ol e VRF gds 1J9lzo6 1dpoooJs o
PE-2. spJdo 1Js o9 1Us luweozle CPE oo ASR1002 g0,y VRF g0, 9lz06 IP.

lJodysy eds CPE J Xconnect g9 ASR1002:
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interface FastEthernet4.2381
encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface LoopbackO

ip tos reflect

12tp-class L2TP_CLASS
authentication

password cisco

interface Gigabit0/1

ip address 192.168.8.190 255.255.255.0
end

Interface Loopback0

ip address 1.1.1.1 255.255.255.255

end

ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

cdosw elod eds ASR1002:

interface GigabitEthernet0/0/0.906 > Interface connected to PE-2 is in VRF
encapsulation dotlQ 906

ip vrf forwarding L2TP_VRF



ip address 10.1.1.1 255.255.255.252

interface GigabitEthernet0/0/1.2381
encapsulation dotlQ 2381

xconnect 1.1.1.1 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

interface Loopbackll

ip vrf forwarding L2TP_VRF > Source is in VRF

ip address 3.3.3.3 255.255.255.255

router bgp 1

address-family ipv4 vrf L2TP_VRF

redistribute connected

neighbor 10.1.1.2 remote-as 2 > eBGP with PE-2 1in VRF

neighbor 10.1.1.2 activate
neighbor 10.1.1.2 soft-reconfiguration inbound

exit-address-family

VRF L2TP_VRF:



B 1.1.1.1/32 [20/0] via 10.1.1.2, 1d —————— > Xconnect end point Tearned via eBGP in VRF

seol IJIu 1oz 88 pw 2ldé Xconnect ¢ Js CPE:

<ffroot>

CPE #sh xconnect all de

Legend: XC ST=Xconnect State

UP=Up DN=Down

SB=Standby HS=Hot Standby

XC ST Segment 1

S1=Segmentl State S2=Segment2 State

AD=Admin Down IA=Inactive

RV=Recovering NH=No Hardware

S1 Segment 2

- i e i +-=

UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381

DOAN

Interworking: vlan

Session ID: 1906980494

Tunnel ID: 2886222725

Protocol State: DOWN

Remote Circuit State:

DOWN

pw-class: PSEUDO_CLASS_VLAN

Jol s89J 1o 1Uzje 2 pelbod: ppl sgws lu IJpuuly po CPE |Js ASR1002 $9lze pubdJs. 9
53Jdde spduul léoylj louold u@bo IJuolss. wlbo) IJouozse eJs CPE Iy 1Juwd 1Us u§bo
lJuolse W uvd 19 Jl 92> puwh) IJs udbs IJuolss.

*Feb 15 08:12:47.225:

*Feb 15 08:12:47.225:

*Feb 15 08:12:47.225:

*Feb 15 08:12:47.225:

L2TP

L2TP

L2TP

L2TP

:18136:8DF92CB9/uid:0[1.1.1.1/2381]: I CDN, flg TLS, ver 3, Ten 80

:18136:8DF92CB9/uid:0[1.1.1.1/2381] : IETF v2:

:18136:8DF92CB9/uid:0[1.1.1.1/2381]:Result Code

:18136:8DF92CB9/uid:0[1.1.1.1/2381]:

Call disconnected for administra



*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP

:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Error code
:18136:8DF92CB9/uid:0[1.1.1.1/2381]: No error(0)
:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Optional msg
:18136:8DF92CB9/uid:0[1.1.1.1/2381]: "Tunnel failed to 3.3.3.3" >

:18136:8DF92CB9/uid:0[1.1.1.1/2381]:Cisco v3:

IJpuidJs |)ssuwsé ool os 1o w@bs IJuolss spdu 1J9Losd lJsel oy VRF gJs ASR1002.
sdip o odsy udbs wolss Xconnect Vs zx9J IJwgzso IUgle os wbo,. BJude 10

wodssu puwl) J CPE Loopback 1.1.1.1/32 B glp suvs) 1Js 9lzos GigabitEthernet0/0/0.906
sldos os wdwol s VRF.

<tfroot>

ip route 1.1.1.1 255.255.255.255 GigabitEthernet0/0/0.906 10.1.1.2

S 1.1.1.1/32 [1/0] via 10.1.1.2, GigabitEthernet0/0/0.906

e’ wdssu ldpuwl) Idelow 1Jjlis: sbbo,y Xconnect. spdod Lsuol lJluwlyé |Jsol |Js NullO.
03l 2d wasd JJduwpele JJpesze wlu sgw®s lu udbé IJuoelsé spdu [J9ueed lJsol o, Global
9dsuw VRF ssep luuealeol S8k Jeuwess Idoede. pwodss 298 019, puness Idoslole

IJsgds oy VRF B§b.

VOspel sds volsg ool Idleuold pe 1o IdlgwdIds (VRF) 95900

ASR1002 #ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Ping vrf L2TP_VRF 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 33/50/72 ms



zlJé Xconnect gJs CPE:

<#froot>

CPE #sh xconnect all de

Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
————— e e e et +--
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp3.3.3.3:2381
uP

Interworking: vlan Session ID: 1906980494

Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS_VLAN

cldé IJlzool) Idolusé: L2TPv3 Xconnect gy v Jé MPLS
luwodsdle uldlb IJuoelss Ws VRF



CE-1 CPE : Loopback IP - 1.1.1.1/32 PE-1 PE-2

MPLS Interface
and VP Nv4 peering betwesn PE-1 { PE-2 / PE-
o lparm the reutes in WRF

Xconnect between LTE CPE and ASR1004 %

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

-

CE-3

Sepd JJ pu PE-1 9 PE-2 9 PE-3 gJs ged ubvodé MPLS J ISP olywegsle PE-2 Jgld
JJpeuvl) (RR). CPE pouod o PE-1 g0, VRF 9 ASR1004 pood o PE-2 pg wpdsu MPLS gds
lJ9lzoo. Jel sSzw9s ASR1004 eds ey 1Uybsy (VRF) 1Uss pu IJpde, Lo i Suvedod Bso
euwble VPNVA o5 PE-1 g0, RR. spdu 1J9uo9d IJs b louold CPE oo ASR1004 ¢, VRF
go) 9lzos MPLS.

lJodysy eds CPE J Xconnect vz9 ASR1004:

interface FastEthernet4.2380
encapsulation dotlQ 2380

xconnect 2.2.2.2 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>Xconnect with ASR1004

interface FastEthernet4.2381
encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopback0

ip tos reflect



12tp-class L2TP_CLASS
authentication

password cisco

interface Gigabit0/1
ip address 192.168.8.190 255.255.255.0

end

Interface Loopback0
ip address 1.1.1.1 255.255.255.255

end

ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

lJodysy eJs ASR1004:

interface GigabitEthernet0/0/1

no ip address

negotiation auto

service instance 2 ethernet

encapsulation dotlqg 2380

xconnect 1.1.1.1 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS_VLAN
!

end

interface Loopbackll

ip vrf forwarding L2TP_VRF > Source Loopback in in VRF
ip address 2.2.2.2 255.255.255.255

end

pseudowire-class PSEUDO_CLASS_VLAN



encapsulation 12tpv3
interworking vlan
protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

router bgp 2

address-family ipv4 vrf L2TP_VRF
redistribute connected
redistribute static
default-information originate

exit-address-family

Leld Ideuwly, Juglbs volsé Xconnect:

<#froot>

ASR1004#sh ip rou vrf L2TP_VRF 1.1.1.1 .

Routing Table: L2TP_VRF
Routing entry for 1.1.1.1/32

Known via "bgp 2", distance 200, metric 0, type internal

Last update from 11.11.11.11 6d17h ago
Routing Descriptor Blocks:

* 11.11.11.11 (default), from 22.22.22.22, 6d17h ago
Route metric is 0, traffic share count is 1

AS Hops 0
MPLS Tabel: 18
MPLS Flags: MPLS Required

> Xconnect End Point also learned via VRF

We observed that Segment 2 was continuously flapping on both ends.

ASR1004#sh xc all de

Legend: XC ST=Xconnect State Sl=Segmentl State

S2=Segment2 State



UP=Up DN=Down

SB=Standby HS=Hot Standby

AD=Admin Down

RV=Recovering

IA=Inactive

NH=No Hardware

XC ST Segment 1 S1 Segment 2
———==- e i kb +--
DN pri ac Gi0/0/1:2380(Eth VLAN) UP 12tp 1.1.1.1:2380
DN
SESS5S5555>5>>>
Interworking: vlan Session ID: 2543426569
Tunnel ID: 3352120314
Protocol State: DOWN
Remote Circuit State: DOWN
pw-cTlass: PSEUDO_CLASS_VLAN
ASR1004#sh xc all de
Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive
SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2
———==- e i kb +--

UP pri ac Gi0/0/1:2380(Eth VLAN)

upP

SESSSS55S5555555>>

Interworking: vlan

IJuvzdle pu CPE:

<{froot>

UP 12tp 1.1.1,1:2380

Session ID: 2543426569
Tunnel ID: 3352120314
Protocol State: UP
Remote Circuit State: UP

pw-cTlass: PSEUDO_CLASS_VLAN



CPE#sh xconnect all de
Legend: XC ST=Xconnect State
UP=Up DN=Down

SB=Standby HS=Hot Standby

XC ST Segment 1 S1 Segment 2 S2
- i L E L Bt e +--
DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 DN --——-————-—-
Interworking: vlan Session ID: 3434660693
Tunnel ID: 1760690853
Protocol State: DOWN
Remote Circuit State: DOWN
pw-class: PSEUDO_CLASS
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 UP -—-———--

Interworking: vlan

CPE#sh 12tp session

S1=Segmentl State S2=Segment2 State

AD=Admin Down

RV=Recovering

IA=Inactive

NH=No Hardware

Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS

L2TP Session Information Total tunnels 2 sessions 2

LocID RemID TunID

Username, Intf/

Vcid, Circuit

State Last Chg Unig ID

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est

00:00:03 O

———————— > Flapping with ASR1004

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est

15:37:06 0

———————— > Stable with ASR1002

a Flapping w



Jl spdud wdssu puwh Slow Vs o030 1Jzlds e o _%Iaoé lJg,9z os 9lgos MPLS IJws e
c,.,oeJtsool. Jed wirsd: ould glzouly peasoly !@.Iopl JUIBHs 9op wdsuopl Bs VRF oe 1J1E)s
S Idsuoe IJele. &p wp wdosu puvh eloe O IUlublys IUgles |Js slzes VRF. pg luwe @)l

o3| Xconnect.

ASR1004#sh run int gi0/0/2

Building configuration...

Current configuration : 95 bytes

interface GigabitEthernet0/0/2 ————————

ip address 20.20.20.2 255.255.255.252
negotiation auto

end

#sh run int gi0/0/3

Building configuration...

Current configuration : 126 bytes

!

interface GigabitEthernet0/0/3

ip vrf forwarding L2TP_VRF

ip address 20.20.20.1 255.255.255.252
negotiation auto

end

ip route 10.246.131.62 255.255.255.255 20.20.20.1

CPE#sh xconnect all de

> Looped to Gi0/0/3

——————— > Static route pointing towards an IP interfac



Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive
SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
———==- e i kb +--
DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 up
Interworking: vlan Session ID: 3434660693

Tunnel ID: 1760690853
Protocol State: DOWN
Remote Circuit State: DOWN
pw-class: PSEUDO_CLASS
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 upP

Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS

CPE#sh 12tp session

L2TP zJwé pedsple lzplds 1JIowdls 2 eduws 2:

<#root>
LocID RemID TunID Username, Intf/ State Last Chg Uniq ID
Vcid, Circuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est

00:20:03 O

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est

15:37:06 O



Sop pdlzlbs &33G 2,36 1Upse) Jel 09 1Uzld B 2lJs ASR1004:

« sl clos 2,96 1dp,9, po CPE gJs ASR1004. W|uol wlos b 9lzos MPLS gi0/0/1
9sp weasdol puluiné [Js puds 9,09J Gi0/0/0.

« ewpl olos 2,96 1Jpa) pu pulds Access Port Gi0/0/0. Bluel wigs IJpuwl) 1dpzoss J
Gi0/0/0 -> Gi0/0/2 -> Gi0/0/3 -> Gi0/0/1.

I dJs Iyssuwss pe 03l 1Jzd Idussd os luvaésle QFP s IJoble 1Jiwlus ASR1000
s Swp peldzs 1dgips prosu:

ASR1004# show platform packet-trace summary

Pkt Input Output State Reason
0 Gi0/0/3 Gi0/0/1 FwD
1 Gi0/0/3 Gi0/0/1 FwD
2 Gi0/0/3 Gi0/0/1 FwD
3 Gi0/0/0 Gi0/0/2 FwD
4 Gi0/0/0 Gi0/0/2 FwD
5 Gi0/0/0 Gi0/0/2 FwD
6 Gi0/0/0 Gi0/0/2 FwD
7 Gi0/0/0 Gi0/0/2 FwD

03l IJuwd9d p9e 9 Vs Doc Bug: CSCvi42964


https://tools.cisco.com/bugsearch/bug/CSCvi42964
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