oJdosy Uvods VPN 1wl wss Joussd oussd
IJ9 w9 pogss6 IUu,909d9Jle (MPLS)

lJp 95,00

Suod 03l IJpwews Jsdsé wdsy yuwds VPN Il wss Jopssd IJouwessé pogss
lJossesdsdle (MPLS).

IJecbdole IJlgul jusé
lJpolbdolo
Jl w9z pobdole ¢lues Josl Idpguwews.
lJpdovlo Idpuuweispd
ouwow Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpebss IJeldss:
* p9gole P9 PE
- luosl) wyuleg Cisco IOS® 1Uss swuopu psjé MPLS VPN.
© SIEP L§ p9zo pu Cisco pyu IJuwdyvdo 7200 ig ig_J@ 9bss P.

- g p 1dpszo Cisco 2600. 9J3J9 Is pozo pu IJuvduuds 3600 lg isJs 9bsd6 PE.



* l|Jpggole C 9 CE
- spdod lwopsle s paze sedue wubd pedsele IJoszse pg poze PE IUElLo wo.
o lousle Idpedsple 1091558 B 03l lpuwaws pu 1Uiz0s6 1Je92956 B wsisé pgpdss ¢luos.

o zese IJizess IJpuwetsrps B 03l lJpuwons wodssu ppuwsz (ISeluos). Bl Jloe
drodod 9 Idogvgsd Volds py Wopd Jdoles) IJpzoed Jls le).

Jevozle Slo Iduodé

Joudss psjo MPLS. szo o sJ9o Jssd £ITO PU uJoI& Cisco 2600 Ig ig_J.s. ._J‘o@‘g,.) wulee
Cisco I0S l|Jpbdye wluwegsle psjé MPLS: |guegse blélozle 1o lez. w288 lsua! pu 929>
3156 RAM 931Y,6 Flash IJl ol so 1Jplbdyes Jogvgsd psi6 MPLS Ws Idpszole. Spedu
luwegsle WIC-1T 9 WIC-2T gldslzole IJouvdunJsé.

JIgobdlzle

olze luobdlizle odpsele Cisco ldo9oussé Jdguesd eJs 036 pu ldpedsple 29d luobdlzlo
Up,_)uooﬂo.

oeod 030 Il IJlusle 1dpeodwds pu ldpszole sldpeadle IJp e ps:

* P —ldpszo lrissums JJpigs.

PE — p9zo Provider Edge.

CE — p9zo Customer Edge.

C —IJp9zo. Customer

% pdigs: pozole PE o 1Ugbo9s 1UI2s)6 Bs Lvwds 1Jpad) 9030 o5 1Jizoj6 1Jos wouod puluiné weszole CEsldos JI
wedp wpsjo MPLS Jpl 09 090z Vs ldptblb IUolds.

S 03l ldpgbl wdssul wesses! sauoe IUluobdizle IJesoes puwedl.


https://software.cisco.com/research/home

_,-". ", - b
e f - .
I VPM 1 [ —f VPN E ]
e ! ra '..."h N . H F T T - ™
s " Sarvice provider —_— - . .
; _.-“' Site "“rf," PE backbone ) I Site 1 L
BB g e
AN T - .' CE P
e ——q Iqlh"..-" {
-H'\-. -\._ |
. - o

a_ f}f' - "-_.

Py
.,

'l.-'F"'-.I

T
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vrf definition Client_A
rd 100:110

Gp wlesh guolsuo IJluwes)b sldeuoss) Jpgopelo MP-BGPIJeywes. Swp luveésle odo ldeuluo) Jouobss gpdso
IJlgvos)b gldooss) vlguegsle Uim route-target {importlexportjooth} <target VPN extended community> Jel 09 902 s

JIgle IJelds:

vrf definition Client_A
rd 100:110
route-target export 100:1000

route-target import 100:1000
I

address-family ipv4
exit-address-family

o eJs p9zo PE I ol IUglzole 1Jos oyub CE o VRFIJposld b, §p wodssy odluosd lehs IJeszso Jslzole
lJpdleds wluwedsle vrf forwarding UilpJ slesls gosly IP.

<#root>
Pescara#t
show run interface G gabitEthernet0/1

Building configuration... Current configuration : 138 bytes ! interface GigabitEthernet0/1 vrf forward
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hostname Pescara
!
ip cef
|

I-—— VPN Client_A commands.

vrf definition Client_A

rd 100:110

route-target export 100:1000
route-target import 100:1000
|

address-family ipv4
exit-address-family

l--- Enables the VPN routing and forwarding (VRF) routing table.
l--- Route distinguisher creates routing and forwarding tables for a VRF.
l--- Route targets creates lists of import and export extended communities for the specified VRF.

I-—— VPN Client_B commands.

vrf definition Client_B
rd 100:120
route-target export 100:2000
route-target import 100:2000
|
address-family ipv4
exit-address-family
|
interface Loopback0
ip address 10.10.10.4 255.255.255.255
ip router isis
|
interface GigabitEthernet0/1
vrf forwarding Client_A
ip address 10.0.4.2 255.255.255.0
dupTlex auto
speed auto
media-type rj45
|
interface GigabitEthernet0/2
vrf forwarding Client_B
ip address 10.0.4.2 255.255.255.0
dupTlex auto
speed auto
media-type rj45



https://www.cisco.com/c/ar_ae/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c4
https://www.cisco.com/c/ar_ae/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c4
https://www.cisco.com/c/ar_ae/support/docs/multiprotocol-label-switching-mpls/mpls/13733-mpls-vpn-basic.html#c5

l--- Associates a VRF instance with an interface or subinterface.
l--- GigabitEthernet0/1 and 0/2 use the same IP address, 10.0.4.2.
l--- This is allowed because they belong to two different customer VRFs.

I
interface GigabitEthernet0/0
description 1link to Pauillac

ip address 10.1.1.14 255.255.255.252
ip router 1isis

duplex auto

speed auto

media-type rj45

mpls 1ip

l--- EnabTles MPLS on the L3 interface connecting to the P router

!
router isis

net 49.0001.0000.0000.0004.00
is-type level-2-only
metric-style wide
passive-interface Loopback0

l--- Enables IS-IS as the IGP in the provider core network

I
router bgp 65000

bgp 1og-neighbor-changes

neighbor 10.10.10.2 remote-as 65000
neighbor 10.10.10.2 update-source Loopback0

l--- Adds an entry to the BGP or MP-BGP neighbor table.
l--- And enables BGP sessions to use a specific operational interface for TCP connections.

!
address-family vpnv4

neighbor 10.10.10.2 activate

neighbor 10.10.10.2 send-community both
exit-address-family

l--- To enter address family configuration mode that use standard VPN version 4 address prefixes.
l--- Creates the VPNv4 neighbor session to the Route Reflector.
l--- And to send the community attribute to the BGP neighbor.

|

address-family ipv4 vrf Client_A
neighbor 10.0.4.1 remote-as 65002
neighbor 10.0.4.1 activate

exit-address-family
I

address-family ipv4 vrf Client_B
neighbor 10.0.4.1 remote-as 65001
neighbor 10.0.4.1 activate

exit-address-family

l--- These are the eBGP sessions to each CE router belonging to different customers.
l--- The eBGP sessions are configured within the VRF address family

|
end
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hostname Pesaro
!
ip cef
!
vrf definition Client_A

rd 100:110

route-target export 100:1000
route-target import 100:1000
|

address-family ipv4
exit-address-family
!
vrf definition Client_B

rd 100:120

route-target export 100:2000
route-target import 100:2000
!

address-family ipv4
exit-address-family

!
ip cef

!
interface Loopback0

ip address 10.10.10.6 255.255.255.255
ip router 1isis

|
interface GigabitEthernet0/0
description 1link to Pomerol

ip address 10.1.1.22 255.255.255.252
ip router 1isis

duplex auto

speed auto

media-type rj45

mpls ip

!
interface GigabitEthernet0/1

vrf forwarding Client_B

ip address 10.0.6.2 255.255.255.0
duplex auto

speed auto

media-type rj45

!
interface GigabitEthernet0/2

vrf forwarding Client_A

ip address 10.1.6.2 255.255.255.0
duplex auto

speed auto

media-type rj45

!

interface GigabitEthernet0/3

vrf forwarding Client_A

ip address 10.0.6.2 255.255.255.0
duplex auto

speed auto

media-type rj45

!

router isis

net 49.0001.0000.0000.0006.00
is-type level-2-only




metric-style wide
passive-interface LoopbackO0
!
router bgp 65000

bgp log-neighbor-changes

neighbor 10.10.10.2 remote-as 65000
neighbor 10.10.10.2 update-source Loopback0
I

address-family vpnv4

neighbor 10.10.10.2 activate

neighbor 10.10.10.2 send-community both
exit-address-family

I

address-family ipv4 vrf Client_A

neighbor 10.0.6.1 remote-as 65004

neighbor 10.0.6.1 activate

neighbor 10.1.6.1 remote-as 65004

neighbor 10.1.6.1 activate
exit-address-family

I

address-family ipv4 vrf Client_B

neighbor 10.0.6.1 remote-as 65003

neighbor 10.0.6.1 activate
exit-address-family
!
!
end

w9pS19J

hostname Pomerol
I

ip cef

I
interface LoopbackO

ip address 10.10.10.3 255.255.255.255
ip router isis

I

interface GigabitEthernet0/0
description 1link to Pesaro

ip address 10.1.1.21 255.255.255.252
ip router isis

duplex auto

speed auto

media-type rj45

mpls ip

I
interface GigabitEthernet0/1
description 1link to Pauillac

ip address 10.1.1.6 255.255.255.252
ip router isis

dupTlex auto

speed auto

media-type rj45

mpls ip

I
interface GigabitEthernet0/2
description 1link to Pulligny

ip address 10.1.1.9 255.255.255.252




ip router 1isis
duplex auto
speed auto
media-type rj45
mpls ip

I
router isis

net 49.0001.0000.0000.0003.00
is-type level-2-only
metric-style wide
passive-interface Loopback0

I
end

“IJSuss

hostname Pulligny
I
ip cef

I
interface LoopbackO

ip address 10.10.10.2 255.255.255.255

ip router isis

I
interface GigabitEthernet0/0

description 1link to Pauillac

ip address 10.1.1.2 255.255.255.2521ip router isis
duplex auto

speed auto

media-type rj45

mpls ip

I
interface GigabitEthernet0/1

description 1link to Pomerol

ip address 10.1.1.10 255.255.255.2521ip router isis
duplex auto

speed auto

media-type rj45

mpls ip

I

interface GigabitEthernet0/3

no ip address

shutdown

dupTlex auto

speed auto

media-type rj45

I

router isis

net 49.0001.0000.0000.0002.00

is-type level-2-only

metric-style wide

passive-interface LoopbackO

I

router bgp 65000

bgp 1og-neighbor-changes

neighbor 10.10.10.4 remote-as 65000
neighbor 10.10.10.4 update-source Loopback0
neighbor 10.10.10.6 remote-as 65000
neighbor 10.10.10.6 update-source LoopbackO




address-family vpnv4

neighbor 10.
neighbor 10.
neighbor 10.
neighbor 10.
neighbor 10.
neighbor 10.
exit-address-

!
!
end

10.10.4 activate

10.10.4 send-community both
10.10.4 route-reflector-client
10.10.6 activate

10.10.6 send-community both
10.10.6 route-reflector-client
family

wlysJld

host nane pauill ac

ip cef
!

nt erface LoopbackO
i p address 10.10.10.1 255. 255. 255. 255

ip router isis

nterface G gabitEthernet0/0
description link to Pescara
ip address 10.1.1.13 255. 255. 255. 252

ip router isis

dupl ex auto
speed auto

medi a-type rj 45

mpls ip

nterface G gabitEthernet0/1
description link to Pulligny
ip address 10.1.1.5 255. 255. 255. 252

ip router isis

dupl ex auto
speed auto

medi a-type rj 45

mpls ip

nterface G gabitEt hernet0/2
description link to Porero
ip address 10.1.1.1 255.255. 255. 252

ip router isis

dupl ex auto
speed auto

medi a-type rj 45

mpls ip
!

router isis

net 49.0001. 0000. 0000. 0001. 00

is-type level-2-only
metric-style wde

passi ve-interface LoopbackO

end




CE-A1

CE-A3

hostname CE-Al
!
ip cef
!
interface GigabitEthernet0/0

ip address 10.0.4.1 255.255.255.0
duplex auto

speed auto

media-type rj45

|
router bgp 65002

bgp 1og-neighbor-changes
redistribute connected

neighbor 10.0.4.2 remote-as 65000
!
end

hostname CE-A3
!
ip cef
!
interface GigabitEthernet0/0

ip address 10.0.6.1 255.255.255.0
duplex auto

speed auto

media-type rj45s

|
router bgp 65004

bgp 1og-neighbor-changes
redistribute connected

neighbor 10.0.6.2 remote-as 65000
!
end
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S99, 03l lJBuwp pedsple spdod luvaesleol JJolds pu o 1Jodsse sepd wuvdd Lozse:

I9lo, IJozdd pw PE|Js CE

*  showipvrf—soedd pu 9> VRFIJozse.

* showipvrfinterfaces — JJwedd pu lUslzole IJuuilos.

» showiproutevrf <vrf name> — swedd pu pedople IJugese gds pozole PE.

e <vrf name> <ip address> — swz 99 pu ped9ple lJuszse ds p9eole PE.

» show ip cef vrf <vrf name> <ip address> detail — swedd pu ped9ple IJugzse eds pozole PE.

i9le, IJoz 88 po MPLSLDP

o el glzola MPLS
* guoagsd ig)s asgge MPLS
«  show mplsidp sk

e show mplsneighbor Idp

I9le, IJozdd pu PE to PEIRR




e show bgp vpnv4 unicast all summary
»  show bgp vpnv4 unicast all neighbor <neighbor ip address> 1dagdo g0 - sc2 88 po buwld whbsle VPNv4

e show bgp vpnv4 unicast all neighbor <neighbor ip address> route - swe 99 pu luvedold whisle VPNV4

03l up9de Jetoele 1Jie, show ip vrf.

<#froot>

Pescara#

show i p vrf

Name Default RD Interfaces
Client_A 100:110 Gio/1
Client_B 100:120 Gi0/2

o3l 1Jelds 09 wpsse Jetrzle i) pu IJie, show ip vrf interfaces.

<#froot>

Pesaro#

show i p vrf interfaces

Interface IP-Address VRF Protocol
Gi0/2 10.1.6.2 Client_A up
Gio/3 10.0.6.2 Client_A up

Gio/1 10.0.6.2 Client_B up



s 030 IJgsws Idoldss: wbo, i_9|IDJ show ip route vif IJobisé oS wol 10.0.6.0/24 B IJ po Idpe)ele. 903l size Jie, PE lJegs>
Jrso v IJveds Jgpsds Cisco. CE_B2 9 CE_A3 gldos sop lduwpele wol Ws gd MPLSVPN ¢e93zs.

<#froot>

Pescara#

show ip route vrf dient_A

Routing Table: Client_A
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.0.4.0/24 1is directly connected, GigabitEthernet0/1
10.0.4.2/32 1is directly connected, GigabitEthernet0/1
10.0.6.0/24 [200/0] via 10.10.10.6, 11:11:11
10.1.6.0/24 [200/0] via 10.10.10.6, 11:24:16

™ N

Pescara#

Pescara#

show ip route vrf Client_B

Routing Table: Client_B

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP



a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of Tast resort is not set

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.0.4.0/24 1is directly connected, GigabitEthernet0/2
L 10.0.4.2/32 1is directly connected, GigabitEthernet0/2
B 10.0.6.0/24 [200/0] via 10.10.10.6, 11:26:05

g0 wUvgsd traceroute oSG p9BESU: B 03l 1dpeld p9desy pu Client_A (CE-Al|Js CE-A3): pu lJppdo 1886 pds
lJouwpsle [Jpuwegse po God vodé MPLS (b1 wp wdysue JJBslp widd w9l wloé MPLSIP Propagate-TTL ).

<#froot>

CE-Al#

show ip route 10.0.6.1

Routing entry for 10.0.6.0/24
Known via "bgp 65002", distance 20, metric O
Tag 65000, type external
Last update from 10.0.4.2 11:16:14 ago
Routing Descriptor Blocks:
* 10.0.4.2, from 10.0.4.2, 11:16:14 ago
Route metric is 0, traffic share count is 1
AS Hops 2
Route tag 65000
MPLS Tabel: none
CE-Al#

CE-Al#

ping 10.0.6.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.0.6.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 7/8/9 ms
CE-Al#



CE-Al#

traceroute 10.0.6.1 probe 1 nuneric

Type escape sequence to abort.

Tracing the route to 10.0.6.1

VRF info: (vrf in name/id, vrf out name/id)
1 10.0.4.2 2 msec

2 10.1.1.13 [MPLS: Labels 20/26 Exp 0] 8 msec
3 10.1.1.6 [MPLS: Labels 21/26 Exp 0] 17 msec
4 10.0.6.2 [AS 65004] 11 msec

5 10.0.6.1 [AS 65004] 8 msec

% pdicds: Exp 0 28J cusws suwwede Je926 1Jeses (Qo9).
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<#froot>

Pulligny#

show i si s nei ghbors

Tag null:

System Id Type Interface IP Address State Holdtime Circuit Id

Pauillac L2 Gi0/0 10.1.1.1 upP 25 Pulligny.01
Pomerol L2 Gio/1 10.1.1.9 upP 23 Pulligny.02
PulTligny#

PulTligny#

show npl s | dp nei ghbor



Peer LDP Ident: 10.10.10.1:0; Local LDP Ident 10.10.10.2:0
TCP connection: 10.10.10.1.646 - 10.10.10.2.46298
State: Oper; Msgs sent/rcvd: 924/921; Downstream
Up time: 13:16:03
LDP discovery sources:

GigabitEthernet0/0, Src IP addr: 10.1.1.1
Addresses bound to peer LDP Ident:
10.1.1.13 10.1.1.5 10.1.1.1 10.10.10.1

Peer LDP Ident: 10.10.10.3:0; Local LDP Ident 10.10.10.2:0
TCP connection: 10.10.10.3.14116 - 10.10.10.2.646
State: Oper; Msgs sent/rcvd: 920/916; Downstream
Up time: 13:13:09
LDP discovery sources:

GigabitEthernet0/1, Src IP addr: 10.1.1.9
Addresses bound to peer LDP Ident:

10.1.1.6 10.1.1.9 10.10.10.3 10.1.1.21
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