>Jisd o990 p9ze DSL 9l ued sl 1Jigble
gluodlzel ey Cisco - ived bl I3 ble PPPoA

9luedlzol

Slhgizall

dosoll
dawlwV| o lllnioll

o lllnioll

doaiall o bgSall

oMoyl

1 aaall JSLiso

Caleiv Slal ol Cisco DSL a>go sl dwolo¥l da>glll e (CD) 2luaoll JBUWI s, D
CAlcatel ail i dcqazo pcxi il DSLAM s cba) (ISP) cu iVl doas 3950 paciuy D

CDSL kil>  uuéo 9 CisCO o DSL a>g0 o sl el Je 59>90)l DSL isio Juogi o JD
|
|

Lyl dlasoe dl>, 9 ATM édg>lg

Saxwo LSl g,9
Cisco J puxuall aSlall juao cba) Jed (DSL (CPE e Jac Slol wlagaS Cisco 827 pasuims cus I3
£827
Saxwo DSL Ledis g9 |9
Cao JSuiu @slael/é slal jlis| a6 D
2 aslal JSLise
S(VPINVCI) axu=all (PVC) dnslall daunl 59Vl 6 5lal axd o) 1D
Sl (ISP) ¢, iVl doas 5950 o bl sl D
S oWl oxil _Jc dnai J| dlass -0 JLaiVl JoSei9 p o9lew D sy
Cazu=o PAP 19,0 aalS9 £ IARuulo .p.w| S Bl o 49 20 , ,»uSJN S
Seuo CHAP 9,0 dolS9 pasiawe pawl OIS 3] bo 69,00  iiSou cauS
Cax>l PPP a8slas 0oSi _io el oS
ilo ol ologles

dosall

oo gl 2o JSuiy Jasy Y el (DSL) ad )l il bas Jlasl Jezs 38 il bVl oo sl Jid
asda)l 3055 b le>Woly elasVl lisiwy _JoVl sglaxl Jiaw .a>Voly Jisd)l cumw J5 o8 sicaoll 130

Jissll cazy ol oSy > ol oM Jid (ADSL) cpobiiall e 08 )l & jiiaall los doxs lgd i il

Layer 1 o0 (DSLAM) _08,JI J il lax) d108 )l Jowogll degozas 3Ll DSL Juasl -

2.1 soiwall 0 ATM Jlasl -

alass oo JLasVl JsS6i9, 9l (ATM (PPPOA ic anss J) dlass oo JLasVl JgSi9 - 2.2 Soimall (o -
RFC1483 j.c a>gill 9l RFC1483 i Juogill 91 (PPPOE) iyl éSuivs jue alass JI

IP - 3 aaall -



show ip interface LoVl jlaol (& le>Voly clas VI Glisiwl (8 s ol vy Ll dsua)l s asy o Jguwl
ey Lo oSl I liawl MulS oVl 13 2l 3| calix, .brief

827- ESC#show ip interface brief

Interface | P- Addr ess xX? Met hod St at us Pr ot ocol
ATMO unassi gned YES manual up up
ATMO.1 unassi gned YES unset up up

Et hernet 0 10.10.10.1 YES manual up up

elas Y G likiwl (9 eall clled Jueindl 18 JoSeio,ls Jusisdl 39 ATMO.1 9 ATMO eVl> cals 13|
2 @bl 8 le>Voly

9 =i Jbai V) Jawl I J@sYl g el J) jsglall (S o seiawl 151 91 dllaze ATM wlg=ly cils 13]
A aadall (98 le>Nolg clas VI BliSiwl (8 cadl dllsd (el

daw L) o lllasoll
olllaiall

Aol 1ag) dol> ollloio 1295 Y

a0l & LSl

diymo dple LgSo9 ol whlaol Ll xiwall 13D juais, ¥
oMaoi

Ol oMawvl Jg> wlogleall 0 10 Je Jaaxl dusill Cisco wlual oWMawl g1

1 aadall JSLiw

Calisis Slay| of Cisco DSL azgo Jusii) dwoloVl é>glll e (CD) zluanll JSWI aius, Jo

il 13D 9 2 agdall JSlive pund JI Jawl s dl> LS wilelawdl coo oS 1]

I Jlaadly gld (8L, giog . CD cgi oIS 3]

CAlcatel a5l s dcgazxe acx Il DSLAM i eba) (ISP) cu ,5Yl doas 3950 pasiuy B

bil> o 9 CiSCO 0 DSL azgs 4o als)l o521 _le 50>00)l DSL idis Juogs o5 JD
¢DSL

e sz RI-11 LS plasiwl Hlasll ddiell Juogis g8 (DSL basl> uso 9 DSL daio Juogi e ) 13
wlbd @ild S 138 .¢ygiw 6 9l Ggiw 4

SL,b| dllnee All> 5 ATM dgzly o
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151 dllass ATMO dg>ly cols 151 Lo aaxi) azgall Lle oiadll 209 (9 LoVl 1id ,laol, pd

Rout er #show interface atm 0
ATM) i s administratively down, |ine protocol is down
<... snipped ...>

ATMO dg>l9 a0 NO shutdown joVl o] cldesd (L)l] dlass ATMO dg>ly all> csls 13

Rout er #configure terminal

.Enter configuration comrands, one per line. End with CNTL/Z
Rout er (confi g) #interface atm 0

Rout er (confi g-i f) #no shut

Rout er (config-if)#end

Rout er #write memory

I bogac iy 1389 ADSL s lc J8U s, Y a>gall 418 (aadgio 9l dllase ATMO dg>lg dl> cals 3]
ropwas]| sa>|

a0 ue DSL bil> juse e 63990l dloinill juoliuall -
13® bl juso e DSL doas clish b (ISP) wo i)l doas 3950 pdy oJ -
Cisco DSL Router xDSL isio w209

Loy Ji1 Glawl diw 93 RI-11 $)lso Susio SN (o a3l basbusll XxDSL dlog RJ-11 Juogo 190,

S22 ola>g

wuogll Jlouuo
xdsl_tip 3
XDSL_Ring 4

3 olisg @loY 6 Geiw diw 95 RI-11 s lso Lusio le 5 9 2 ogimll Cisco 1417 pasius taasNo

oo wslwl enable 0 ol atm 0 ¢, Lol (Jawly Jawl ¢,8 ATMO JI ol woa> in order to o ol
2255 gl

Rout er #show interface atm 0
ATMD is down, line protocol is down
<... snipped ...>

DSL lail> sl o @8luall (o 3axi - L)l dllase Lus - Jasll (o dadgio 9l dllase ATM dg>ly cols I3]
siiog ADSL Jlas! 993 Ll (0gimw 6 91 Ggim 4 oo 09S0) RI-11 LS DSL a>g0 pasiuwy .cly Lol
oo usSe JsS e 4 93 ogul) ADSL 6,Lil Jax) RI-11 LIS e 555,00l Gomll 29 plasiw] o . aslxlI
92 bl paziay sill Cisco 1417 e 130 gubon, ¥ .(Gsiw 4 o GsSe JsS e 39 2 gl 91 iygiw 6
5

wolas¥l (3 Jls VY ATMO dg>ly oy il o e dxyuall poluall dlliai el oo 1STio s 13]
Jlxsiaw] 22 llass 9l dllass JIji ¥ dgzlall cols 135] ol usiiog DSL 3dis o RI-11 U Jaiwld (J9jilly
Sl basl)l s le ADSL doxs (uSas oo aST9 clya) (ISP) co i)l doas 990 Juasld RJ-11 S

A0 DRI

Sl (ISP) iVl doxs 3950 Jlwld okl Gl e 639200l juoluwall dled S0 o ISlio oS5 o) 13]



2l o=

aSlall Haa0 cba) Jgd (DSL (CPE e Jac Slol wlazaS Cisco 827 pasiuws S 13]
¢Cisco 827 J asall

oo S LB Wl sglasl ol o Jwosi bglas el wlg a> b DSL S ol oo gaxilly cuod 1]
827 ;l,lall apxuall @8lall s 94

CiSCO 0 5,3V 800 bl wlg>go Jio ddlall yran Luis 827 5L lall oy Y sdasNo

9 ol 0.1 clgd 12+ 2,5 e aSlall ¢ ulgo O_).>_9.ou.9u.>.:| o ASllall 1955 63>9 b OIS 3] o 2ol
o) Blall jxao OIS 1] ol 0.12 cdgd 71- 9 ,uol 0.12 cJgd 24- 9 ol 3 cJgd 5+ 9 uol 0.1 cgd 12-
827 azgall e Jas, Y9 alio Cisco 800 Series azgo _J| @3 a8 12V- 9 12V+ (49 j=290 2sidy
le 5ol e aislg 8elaSy Jo, Cisco 827 Joxall Ul auall jue aBlall juao pacius oS 13| &l 1a>Y
ISP DSLAM _le (JLasVl) el

Sacuo DSL Jibis ging B

sslazdl OB (Lo 1 dsdall (o Le>Vuolg cllasV BLiSiwl el,>] (9 daill 01 S da b JS ols 5]

DSL J _slalil Jyiadll giog plasiwls CisCo _uogs bl guall DSL Jssrdsdl] gio9 855 o0 W1 2 il
isS) 05 LoloVl L 03 el (ISP) eVl doas 3950 lgoriiumy Ll DMT s 0 1aSTio oS5 o) 13]

"] giog) s laldl

Rout er #configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
Rout er (confi g) #interface atm 0

Rout er (confi g-if)#dsl operating-mode auto

Rout er (confi g-if)#end

Rout er #write memory

T Sy ®51ao)/6 510l s b6 JD

sl 8, 91 (ISP) cu,i¥l dox> 3930 oo logleall 03d e Juas|

2 daa)l JSlisw

S(VPINCI) dx=all (PVC) daslall dwol iV 6,510 pu8 Lol D

(VPINCI) d,Uall 8,511 8 y20fs,@Uall HLuall 8,20 pd b OIS 3] Lo 335 Clolazidl 030 oS
Y ol azgall e leioSs pi il dxyzuall

XB(1)12.1 ,la0Y1 Cisco 10S zoli go 13® Jas ¥ :pl®.®Cisco 10S zoli s jlasl (o a1
Rout er #show version
Used to determine your Cisco IOS version. Cisco Internetwork Operating System Software ---!
, 108 (tm C820 Software (CB820-(0SY656l-M, Version 12.1(3)XG3
(EARLY DEPLOYMENT RELEASE SOFTWARE (fcl
The two lines immediately preceding appear on one line on the router. ---!
TAC: Hone: SW I CS: Special s for info Copyright (c) 1986-2000 by cisco Systens, Inc. Conpiled
Wed 20-Dec-00 16:44 by detang | nmage text-base: 0x80013170, data-base: 0x80725044 <..
<... snipped

sVl apuas ol azgall (ueSi @8 .2



Rout er #configure terminal

.Enter configuration comrands, one per line. End with CNTL/Z
Rout er (confi g) #logging console

Rout er (confi g) #logging buffer

Rout er (confi g) #service timestamp debug datetime msec

Rout er (confi g) #service timestamp log datetime msec

Rout er (confi g) #end

Rout er #write memory

... Building configuration

[X]

Rout er #t erm nal noni t or

azgall e clbsYl amuas oiSais o8 .

Rout er #debug atm events

ATM event s debugging is on

#Rout er

:2d18h

2d18h: RX interrupt: conid = 0, rxBd = Ox80C7EF74 | engt h=52

2d18h: Data Cell received on vpi = 8 vei = 35

Your VPI/VCI. 2d18h: 2d18h: RX interrupt: conid = 0, rxBd = Ox80C7EECO | ength=52 ---!
2d18h: Data Cell received on vpi = 8 vci = 35 2d18h: 2d18h: RX interrupt: conid = 0, rxBd =
O0x80C7EECC | engt h=52 2d18h: Data Cell received on vpi = 8 vci = 35 2d18h: 2d18h: RX
interrupt: conid = 0, rxBd = Ox80C7EED8 | engt h=52 2d18h: Data Cell received on vpi = 8 vci
= 35

Juasl JI Jaisl o5 (Cisco o DSL azg0 e Jasindl 38 ATM ellas ] apnas &lasl 3629 0 25T .

oSy 08 3] bo pgy Vocul JSuin el ISP usi a5 s3I IP wlgic Juasl jLis] (5 [xly Josy ¢l
oy, iy aly glas,)l/ Jasis alsy da) ATM dg=lg ol 98 agoll .Cisco DSL azgall e 133 IP lgic
JUasVl iz Az, g8giall 213V ol elay o) 131 (ISP) co i)l doas 3950 U axio sl IP glgic
pedl Jle Jaaxll (ISP) co i)l doas L850 Juaild

<< dgl 60 ,lawYI>>.a>gall e clbasVl auuas Jdasi pd .

Rout er #undebug all
. Turn off the debug events. Al possible debuggi ng has been turned off ---!

lad glay o) 3]l Lol cusSall e do sl o lusdl el,>l a8 i el @olsdl VPIVC b oo i
(ISP) coi¥l dox> 960y Juild celasVl aumas oo dsl 60 JI SV 2,3

el (ISP) o iVl doas 3950 o olly _&l5 &

plaziwl PPP Jg> Loglaill Jolss bl (o axill (@ alll sglazdl 8 caxuall PVC o8 clya) cils 13
23Vlg JsYI o> >a>9 show interface atm0 oVl lauol o8 iy pbsll .k Lol ISP

Rout er #show interface atmO

ATMD is up, |ine protocol

is up

(Hardware is DSLSAR (with Al catel ADSL Modul e

, MTU 4470 bytes, sub MIU 4470, BW 128 Kbit, DLY 16000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on ATM | oopback not set

Encapsul ation(s): AAL5, PVC node

maxi mum active VCs, 256 VCS per VP, 1 current VCCs 24

VC idl e disconnect tinme: 300 seconds

Last input 00:00: 00, output 00:00:00, output hang never
Last clearing of "show interface" counters never

Queuei ng strategy:

fifo

Qut put queue 0/40, 0O drops; input queue 0/75, 0O drops

mnute input rate 5 bits/sec, 0 packets/sec 5

mnute output rate 7 bits/sec, 0 packets/sec 5

packets input, 5600 bytes, 0 no buffer 100

Recei ved 0 broadcasts, O runts, 0 giants, O throttles

input errors, 0 CRC, O frame, O overrun, O ignored, O abort O
packets output, 1400 bytes, 0 underruns 250



output errors, 0 collisions, 2 interface resets O
output buffer failures, 0 output buffers swapped out O

J 03 130 oS, o) 13] .l @oll ISP (0 PPP Loslas o3> éls of wxd wuljs o5l elhlae cols 13]
b (ISP) o iVl doxs ,9ga; Juasld

B 03D S5 @) 5l PPP Loslas o3> Jluyl peis ol waxd ouls U 2,3V dlag el olslasdl eols 13]
il PPP Uoglés o5 Jluyl pis aumo JSuiy PPP 01055 pi 3] .azgall e (oSl (o Bixid (=l
ATMO dg>ly oo

il 138 (8 le>Woly ellasVl GlaSiwl olohas dylia pid (u@lu¥I NS L8 55 o5l cols 13]

€ oWl gl e aais | dlais o0 JbasVl JoSe59, Joolas JB 55

sslasl o8 el (VCI) 3590l @6 8 ,20/(VPI) 3900l &5 8,20l wlSs Jusiadl 28 1 daall ol 13]
Juris clojly olls 8uaxs Sl 09 aumo JSoin (PPP) alasill I dasill JoSe390 gl oo 25Tl L &l

Sl Lol elbsY] juas 21,3V uuéig Cisco DSL azgall e elasVl amuas ,olol (o dludu
2>WI PPP Logles e Jbo 138 LoVl 21,51 .PPP debug jo9lis 6 aoiius

Rout er #debug ppp negotiation
PPP protocol negotiation debugging is on

#Rout er

2w3d: Vil PPP: No renpte authentication for call-out
2w3d: Vil PPP. Phase is ESTABLI SH NG

2w3d: Vil LCP: O CONFREQ [Open] id 146 len 10

(2w3d: Vil LCP: Magi cNunber 0x8CCFOELE (0x05068CCFOEL1E
2w3d: Vil LCP: O CONFACK [Cpen] id 102 Len 15

(2w3d: Vil LCP: AuthProto CHAP (0x0305C22305

(2w3d: Vil LCP: Magi cNunber 0xD945AD0OA ( 0x0506D945AD0A
2w3d: Di 1 I PCP. Renpbve route to 20.20.2.1

2w3d: Vi1l LCP: | CONFACK [ACKsent] id 146 Len 10
(2w3d: Vil LCP: Magi cNunber 0x8CCFOEL1E (0x05068CCFOEL1E
2w3d: Vil LCP: State is Open

2w3d: Vi1l PPP: Phase is AUTHENTI CATI NG by the peer
"2w3d: Vil CHAP: | CHALLENGE id 79 Len 33 from "6400-2- NRP-2
"2w3d: Vil CHAP. O RESPONSE id 79 Len 28 from "John
2w3d: Vil CHAP: I SUCCESS id 79 Len 4

2w3d: Vil PPP: Phase is UP

2w3d: Vil IPCP. O CONFREQ [Closed] id 7 Len 10

(2w3d: Vil | PCP: Address 0.0.0.0 (0x030600000000

2w3d: Vil IPCP. | CONFREQ [REGsent] id 4 Len 10

(2w3d: Vil I PCP: Address 20.20.2.1 (0x030614140201
2wdd: Vil | PCP: O CONFACK [REGsent] id 4 Len 10

(2w3d: Vil I PCP: Address 20.20.2.1 (0x030614140201
2w3d: Vi1l I PCP: | CONFNAK [ ACKsent] id 7 Len 10

(2w3d: Vil I PCP: Address 40.1.1.2 (0x030628010102
2w3d: Vil | PCP. O CONFREQ [ ACKsent] id 8 Len 10

(2w3d: Vil I PCP: Address 40.1.1.2 (0x030628010102
2w3d: Vil I PCP:. | CONFACK [ACKsent] id 8 Len 10

(2w3d: Vil I PCP: Address 40.1.1.2 (0x030628010102
2w3d: Vil IPCP: State is Open

2w3d: Di1 IPCP: Install negotiated IP interface address 40.1.1.2
2w3d: Dil IPCP: Install route to 20.20.2.1

#Rout er

gl il 69l Usles olioglas (S duus)y Jisd bolas gyl Jud

(ISP) x=dl 5Ll o dulxiaw] 2295 Y -



2giao e (LCP) bli)Vl 9 aS=ill JgSei9 0 -
adslanll L -

(IP (IPCP JgS539,1 9 pSxill 985390 Juisd -
bl (ISP) cojuYl doax 3950 o dslxiw| 2265 Y

igzly Ll pil 6345 oo Joall cisxs LY o i wuioany Y s3Il ey Lol ISP 098, ol v ¥
Jasiisiy poiss Loxicg o,lgll olss¥l L ATMO e yliw ozl culy 3] «ell3 209 .3)ls)l olxs¥l L5 ATMO

oo DSL azg0 JI| o5l byl oo goxill by LoIISP o Juail di® el cllasVi aeuai) PPP oglas
.Cisco

Rout er #debug ppp negotiation

Mar 1 04:04:50.718: Vil PPP: Treating connection as a callout*

[Mar 1 04:04:50.718: Vil PPP. Phase is ESTABLI SHI NG Active Open [0 sess, 0 |oad*

Mar 1 04:04:50.718: Vil PPP. No renote authentication for call-out*

Mar 1 04:04:50.722: Vil LCP: o CONFREQ [Closed] id 1 Len 10*

O" specifies an outbound packet *Mar 1 04:04:50.722: Vil LCP: Magi cNunber 0x317722F4" ---1!
(0x0506317722F4) *Mar 1 04:04:52.722: Vil LCP: TIMEout: State REQent *Mar 1 04:04:52.722: Vil
LCP: o CONFREQ [ REGsent] id 2 Len 10

O" specifies an outbound packet *Mar 1 04:04:52.722: Vil LCP: Magi cNunber O0x317722F4" ---1!
(0x0506317722F4) *Mar 1 04:04:54.722: Vil LCP: TIMEout: State REQent *Mar 1 04:04:54.722: Vil
LCP: o CONFREQ [ REGsent] id 3 Len 10

(Mar 1 04:04:54.722: Vil LCP. Magi cNunmber 0x317722F4 (0x0506317722F4*

Mar 1 04:04:56.722: Vil LCP: Tl MEout: State REQsent*

Mar 1 04:04:56.722: Vil LCP: o CONFREQ [REQsent] id 4 Len 10*

(Mar 1 04:04:56.722: Vil LCP. Magi cNunmber 0x317722F4 (0x0506317722F4*

Mar 1 04:04:58.722: Vil LCP: TlIMEout: State REQsent*

Mar 1 04:04:58.722: Vil LCP: o CONFREQ [REQsent] id 5 Len 10*

(Mar 1 04:04:58.722: Vil LCP. Magi cNunmber 0x317722F4 (0x0506317722F4*

Mar 1 04:05:00.722: Vil LCP: TlMeout: State REQsent*

Mar 1 04:05:00.722: Vil LCP: o CONFREQ [REQsent] id 6 Len 10*

(Mar 1 04:05:00.722: Vil LCP. Magi cNunmber 0x317722F4 (0x0506317722F4*

Mar 1 04:05:02.722: Vil LCP: Tl MEout: State REQsent*

Mar 1 04:05:02.722: Vil LCP: o CONFREQ [REQsent] id 7 Len 10*

O" specifies an outbound packet *Mar 1 04:05:02.722: Vil LCP: Magi cNunber 0x317722F4" ---1!
(0x0506317722F4) Rout er #undebug all

i s (s JUd PPP cuoglas gl in order to Obbu)ugs.;sl Jay) 0 nad JUd g 2oll 13 9
L LoBJIISP o Juasls (i packet 5 Y liSd 55lgll o 25 ol slS 15] . Jw bosy 0 JS Jisp J o0 Loy
.Cisco 0 DSL azg0 JI Wlw)| pis (il o5l (0 gaxill

2gido & LCP

DSL azg0 ($six; bosic 138 g:ladl pac &ax, PPP L3 (3 8l55 pac dll> cauys 63LS oo ud LCP Ul

leissSs a5 daleo e la) ISP (sgizy Loic oi wely Loll ISP lgacy, Y9 leissSs o5 PPP dalzo _lc CisCo oo
PPP L3 il pxe e Yo 21,391 1id Lo ,es .CisCO (o DSL a>go lgacy, ¥

Rout er #debug ppp negotiation

Mar 1 04:52:43.254: Vil PPP. Treating connection as a callout*

[Mar 1 04:52:43.258: Vil PPP. Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad*
Mar 1 04:52:43.258: Vil PPP: No renote authentication for call-out*

Mar 1 04:52:43.258: Vil LCP: O CONFREQ [Closed] id 3 len 10*

(Mar 1 04:52:43.262: Vil LCP: Magi cNunber 0x31A2F808 (0x050631A2F808*

Mar 1 04:52:43.310: Vil LCP: | CONFREQ [ REQsent] id 180 Len 14*

(Mar 1 04:52:43.310: Vil LCP: AuthProto PAP (0x0304C023*

(Mar 1 04:52:43.310: Vil LCP: Magi cNunber 0x39D50E9B (0x050639D50E9B*

Mar 1 04:52:43.314: Vil LCP: O CONFNAK [ REQsent] id 180 Len 9*



PPP option reject *Mar 1 04:52:43.314: Vil LCP: AuthProto CHAP (0x0305C22305) !/--- PPP ---1!
option that is rejected *Mar 1 04:52:43.314: Vil LCP: | CONFACK [ REQsent] id 3 Len 10 *Mar 1
04:52:43.318: Vil LCP: Magi cNunmber 0x31A2F808 (0x050631A2F808) *Mar 1 04:52:43.366: Vil LCP: |
CONFREQ [ ACKrcvd] id 181 Len 14 *Mar 1 04:52:43.366: Vil LCP: AuthProto PAP (0x0304C023) *Mar 1
04:52:43.366: Vil LCP: Magi cNumber 0x39D50E9B (0x050639D50E9B) *Mar 1 04:52:43.370: Vil LCP: O
CONFNAK [ ACKrcvd] id 181 Len 9

PPP option reject *Mar 1 04:52:43.370: Vil LCP: AuthProto CHAP (0x0305C22305) !/--- PPP ---1!
option that is rejected *Mar 1 04:52:43.418: Vil LCP: | CONFREQ [ACKrcvd] id 182 Len 14 *Mar 1
04:52:43.418: Vil LCP: AuthProto PAP (0x0304C023) *Mar 1 04:52:43.418: Vil LCP: Magi cNunber
0x39D50E9B (0x050639D50E9B) Rout er #undebug all

9SS gl pac JI uin (configure-negative-Acknowledge (CONFNAK ¢ (O 9l | doj> cilS elgw

9l o le 5ol jue 3Vl Ll oSy il PPP L3 lla, PPP Jlasl Lul> a5l ol 9 138 agse, Lg .PPP
o9 (O CONFNAK dlauwlgs all ) Lisall) CONFNAK Jlw,l; Cisco (0 DSL azgo o8 13] 4955 pis o)
CONFNAK Jlu,) o5 13] ISP alw s sl 5Ll aiyeSs piy o) 91 bVl e ;56 ,ue Cisco 0 DSL a>g0

ISP ¢,655 ¥ Cisco DSL azgo _Je )L 1050 cad 289 ((i confnak dauwly, led] ,Linall) cba) ISP dawlg,
oaai 9 Lel, ol

wl@o 49500 JgSe59.0 HLA S (JUall 13D 23] (9 .29 all 5Ll CONFNAK ae Llawll sy
L3 usSs oSy sl Cisco DSL azgo e a0l oSl L3 sl uoSy ol GSaw U9 (CHAP) & lyiw V|
1 dg>lo)l b 1655 o) show run interface dialer 1 oY1 laol, 09 .1 dg>1g)l Jlb 98 a8 PPP
b Lol

Ll 1 dgaloll Juaso e olgl oo eould (i confnak LoVl Juw . <l Lol (ISP) cos¥l doxs 3950 olS 1]
Il ol @l pad 0 confnak LoVl Jlu,L Cisco oo DSL azge ol8 151 .Leill5ls bols )Vl s Ll sl
2tz 38 o053l amgall Jlu,l > L5 el ISP go pumo JSui PPP go Loglaill 1 aglgll uaio
.Cisco 0 DSL azg0 e LeisSos vy il (bol9V1) oVl 3z Cisco pes cleaiw)

a9>Lanll Juisd

4alS 9l pasiaws awl @slas e )31 e ) (ISP) cijiVl doa3 3950 (eSy boxic @skaall $ Jisd &axy
sl «@9sLanll go Gl pac 98 J9VI ooyl 13D Sazy Ol Sy cu> UDgnlaw DY .ba) PPP 9,0
oo JSJ aitwall 138 3 d>520)l d8s5kaall wligSi gra> a0 JSuiy azgall (u05i poii ¥ boxic Gaxy
CHAP JsS5i9 51 (1955 s Sl &9,a) .CHAP 5L glgily (PAP) 19 ,all dals &85las JoSig
1Jlall 132 Jio debug ppp ol (o el 5 289 laglS (19S5 piz @) 3] .leo PAP JoS 959 119

Rout er #debug ppp negotiation

Vil LCP: o CONFREQ [ REQsent] id 53 Len 15 :00: 34: 29

(Vil LCP: AuthProto cHap (0x0305C22305 :00: 34: 29

Sends CHAP requests 00:34:29: Vil LCP: Magi cNunmber 0x01B63483 (0x050601B63483) 00: 34:29: ---!
Vil LCP: T CONFREQ [ REsent] id 252 Len 14

(Vil LCP: AuthProto papP (0x0304C023 :00:34:29

Receives PAP requests from the service provider 00:34:29: Vil LCP: Magi cNunber O0xBC5233F9 ---!
(0x0506BC5233F9) 00:34:29: Vil LCP: O CONFREJ [ REQsent] id 252 Len 8 Router#undebug all

9l

Rout er #debug ppp negotiation

Vil LCP: I CONFREQ [Listen] id 141 Len 15 :00:45: 44

(Vil LCP: AuthProto cHapP (0x0305C22305 :00: 45: 44

Receives CHAP requests from the service provider 00:45:44: Vil LCP: Magi cNunber OxBC5C7DDC ---!
(0x0506BC5C7DDC) 00: 45:44: Vil LCP: o CONFREQ [Listen] id 255 Len 14

(Vil LCP: AuthProto papP (0x0304C023 :00:45:44

Sends out PAP requests Rout er #undebug all ---!

.Turns off ppp debug ---!



PPP 8500 1655 acly cuwliall PPPOA i L3 ous55 Ll gl ddslanll gullas pac il WS auzuail

N o )a0l .o w5950 dalS 51 PAP paius pwl 98 aig>lse cliSay s3I Wl dd>0aall alSkiun 9o lisw

oo S ey Lol azgall (955 Lolyidl .o9las debug ppp oVl cdlSuiwll 98 138 &9, ul waa> order to
PAP a93La0 &y oI ISP paziaw ¥ 29 (JJAl 13D 9 Lo puogall 98l auogs oS (PAP 9 CHAP

i do> 9 63,10l ohll o 883« (ISP) eVl doas 3950 Ui (o doximall @930aall 1zl
AUthProto PAP o 5l dojl 038 glil e 13] bl (ISP) wo iVl doxs 3950 oo bl i o)l confreq
w29 CHAP paiius <ol AuthProto CHAP o 5L lesio | CONFREQ IS 131 .PAP pastius wsld
S euzuzo CHAP 19,0 dalS9 pasias awl oI5 ] b 8 ,el s I Jais o

Sazuuo PAP 9,0 dolS9 pastiwe puwl oS 15] bo 49,20 ,_biSos S

puwl &0 1S debug ppp negotiation ;oY1 jlasol 48 PAP J &by Lol ISP plasiuwl (o STl sy
.PAP 9,0 dolS9 paiuwe

Rout er #debug ppp negotiation
Mar 2 00:50:15.741: Vil PPP. Treating connection as a callout*
[Mar 2 00:50:15.745: Vil PPP. Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad*
Mar 2 00:50:15.745: Vil PPP. No renote authentication for call-out*
Mar 2 00:50:15.745: Vil LCP: O CONFREQ [C osed] id 177 Len 10%
(Mar 2 00:50:15.745: Vil LCP. Magi cNunmber Ox35EBSD4F (0x050635EB5D4AF*
Mar 2 00:50:15.789: Vil LCP: | CONFACK [ REQsent] id 177 Len 10*
(Mar 2 00:50:15.793: Vil LCP. Magi cNunmber Ox35EBS5D4F (0x050635EB5D4AF*
Mar 2 00:50:17.241: Vil LCP: I CONFREQ [ ACKrcvd] id 203 Len 14*
(Mar 2 00:50:17.241: Vil LCP. AuthProto PAP (0x0304C023*
(Mar 2 00:50:17.241: Vil LCP. Magi cNunmber Ox3E1D1E5E (0x05063E1D1ESE*
Mar 2 00:50:17.245: Vil LCP: O CONFACK [ ACKrcvd] id 203 Len 14*
(Mar 2 00:50:17.245: Vil LCP: AuthProto PAP (0x0304C023*
(Mar 2 00:50:17.245: Vil LCP. Magi cNunmber Ox3E1D1E5E (0x05063E1D1ESE*
Mar 2 00:50:17.249: Vil LCP: State is Open*
[Mar 2 00:50:17.249: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 |oad*
"Mar 2 00:50:17.249: Vil pAP. O AUTHREQ id 9 Len 14 from "cisco*
cisco" is the PAP username configured on this DSL Router. *Mar 2 00:50:17.297: Vil paP: I" ---!
"AUTH-NAK id 9 Len 27 nsg i s "Authentication failure
Mar 2 00:50:17.301: Vil LCP: I TERMREQ [ (Open] id 204 Len 4*
Mar 2 00:50:17.301: Vil LCP: o TERMACK [(Open] id 204 Len 4*
Mar 2 00:50:17.305: Vil PPP. Phase is TERMINATING [0 sess, 1 |oad]u*
Mar 2 00:50:19.305: Vil LCP: Tl MEout: State TERMsent*
Mar 2 00:50:19.305: Vil LCP: State is Closed*
[ Mar 2 00:50:19.305: Vil PPP. Phase is DOMN [0 sess, 1 |oad*

LCP &> jusi A=y 6ilo a8 JI w@iy d9> LCP JI ¢ by sy il dliumd;_g_awPAPw|unluu|
pawl Ol Lo J AUTH-NAK _le aJll JlawVl asl seil 13] .a8skaall al> 0 JI wdiy PPP s ol vy
5950 @alS9 pasiume puwl oS5 olel Jl zliy caladill 04D nic a0 e PAP 9,0 dalS 9l PAP paciuus
B,V Al Gluio PAP 9,0 @0lS9 pacias puvl ol 1a>Y ol9Vl (o Juuluidl 138 plaziwl, PAP

Rout er #configure terminal

.Enter configuration comrands, one per line. End with CNTL/Z
Rout er (confi g) #interface dialer 1

Rout er (confi g-if)#ppp pap sent-username

Rout er (config-if)#end



Rout er #write memory

S0 CHAP 9,0 dalS9 pasvivwe ouwl oS 5] bo a9 ;20 giSoy LS

debug ppp oYl 5luol a8 CHAP JoSaig pastiow el (ISP) ciiYl 403 3950 ol (o AT asy
.CHAP 9,0 dolS9 paziumwo ouwl dxuo 1S negotiation

Rout er #debug ppp negotiation
Mar 3 02:51:47.287: Vil PPP. Treating connection as a callout*
[Mar 3 02:51:47.287: Vil PPP. Phase is ESTABLI SHI NG Active Open [0 sess, 1 |oad*
Mar 3 02:51:47.291: Vil PPP. No renote authentication for call-out*
Mar 3 02:51:47.291: Vil LCP: O CONFREQ [Cl osed] id 188 Len 10*
(Mar 3 02:51:47.291: Vil LCP. Magi cNunmber Ox3B821FF1 (0x05063B821FF1*
Mar 3 02:51:47.339: Vil LCP: I CONFREQ [ REQsent] id 204 Len 15*
(Mar 3 02:51:47.343: Vil LCP. AuthProto CHAP (0x0305C22305*
(Mar 3 02:51:47.343: Vil LCP: Magi cNunber 0x43B3F393 (0x050643B3F393*
Mar 3 02:51:47.343: Vil LCP: O CONFACK [ REQsent] id 204 Len 15*
(Mar 3 02:51:47.347: Vil LCP. AuthProto CHAP (0x0305C22305*
(Mar 3 02:51:47.347: Vil LCP: Magi cNunber 0x43B3F393 (0x050643B3F393*
Mar 3 02:51:47.347: Vil LCP: | CONFACK [ ACKsent] id 188 Len 10*
(Mar 3 02:51:47.351: Vil LCP. Magi cNunmber Ox3B821FF1 (0x05063B821FF1*
Mar 3 02:51:47.351: Vil LCP: State is Open*
[Mar 3 02:51:47.351: Vil PPP. Phase is AUTHENTICATING, by the peer [0 sess, 1 |oad*
"Mar 3 02:51:47.395: Vil cHAP: | CHALLENGE id 1 Len 32 from "6400-2- NRP3*
Mar 3 02:51:47.395: Vil cHAP: Using alternate hostnane cisco*
Mar 3 02:51:47.399: Vil cHAP: Usernane 6400-2- NRP3 not found*
Mar 3 02:51:47.399: Vil cHap: Using default password*
"Mar 3 02:51:47.399: Vil cHAP: O RESPONSE id 1 Len 26 from "cisco*
cisco" is the CHAP username configured on this DSL Router. *Mar 3 02:51:47.447: Vil cHAP:" ---!
"I FAILURE id 1 Len 26 MSG is "Authentication failure
Mar 3 02:51:47.447: Vil LCP: | TERVREQ [Open] id 205 Len 4*
Mar 3 02:51:47.451: Vil LCP: O TERVACK [Open] id 205 Len 4*
[Mar 3 02:51:47.451: Vil PPP. Phase is TERM NATING [0 sess, O | oad*
Mar 3 02:51:49.451: Vil LCP: Tl Meout: State TERMsent*
Mar 3 02:51:49.451: Vil LCP: State is C osed*
[ Mar 3 02:51:49.451: Vil PPP. Phase is DOMN [0 sess, 0 | oad*
Rout er #undebug all

LCP @l> s as; 6l a8 I Jasl LOP al> 55 of wond (CHAP abslas 8 lSuiuo <l cols 13|
03d 31 oIS 3] .CHAP bl 0 dlaukus 155 alaiill 038 0 .@skaall dl> 0 | @3, PPP 55 ol won
ol9Yl o ikl 13D pasiswl .cpoumno e CHAP 9,0 dalSs pasius pul cbald (Jiid Bl glas lawl
) O lusxio 9,00l d0lS9 pr3tuall pul Ol 1a>Y iy ol CHAP 59,0 dalSy paskius pul zeuail
9,5V

Rout er #configure terminal

. Enter configuration comrmands, one per line. End with CNTL/Z
Rout er (confi g) #interface dialer 1

Rout er (config-if)#ppp chap hostname

Rout er (config-if)#ppp chap password



Rout er (confi g-if)#end
Rout er #write memory

Szl PPP aéslaw (655 o b el s

2Lz CHAP Loglas Jliall 13® puns,

Rout er #debug ppp negotiation

<... snipped ...>

Mar 3 03:30:09.335: Vil LCP: State is Open*

[Mar 3 03:30:09.335: Vil PPP. Phase i s AUTHENTI CATING by the peer [0 sess, 1 |oad*
"Mar 3 03:30:09.379: Vil CHAP: | CHALLENGE id 41 len 32 from "6400-2- NRP3*

Mar 3 03:30:09.379: Vil CHAP: Using alternate hostnane cisco*

Mar 3 03:30:09.379: Vil CHAP: Usernane 6400-2- NRP3 not found*

Mar 3 03:30:09.383: Vil CHAP: Using default password*

"Mar 3 03:30:09.383: Vil CHAP: O RESPONSE id 41 Len 26 from "ci sco*

Mar 3 03:30:09.431: Vil CHAP: I SUCCESS id 41 Len 4*

[ CHAP negotiation was a success. *Mar 3 03:30:09.431: Vil PPP: Phase is UP [0 sess, 1 load ---!
<... snipped ...>
Rout er #undebug all

2y PAP Uoolas Jliall 13® s,

Rout er #debug ppp negotiation

<... snipped ...>

Mar 3 03:33:19.491: Vil LCP:. State is Open*

[Mar 3 03:33:19.491: Vil PPP. Phase is AUTHENTI CATING by the peer [0 sess, 0 |oad*
"Mar 3 03:33:19.495: Vil PAP. O AUTHREQ id 255 Len 16 from "ci sco*

Mar 3 03:33:19.539: Vil PAP: I AUTH-ACK id 255 Len 5*

[Mar 3 03:33:19.539: Vil PPP: Phase is UP [0 sess, 0 |oad*

PAP negotiation was a success. <... snipped ...> Router#undebug all ---!
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