vl Iglble ADSL 9] oJlzol £Js p9zole
Cisco

lJpzogsle
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el dole 1wl w.sé

Lpclo ol

lJp 95,00

Sued 03l 1Jpwons Jsbsé wdosu poeo lzeié p83p8 1Jepsd (CPE) Jgb 1euvend I8ps
€S IJpopled (ADSL) oo Cisco (DSL) Jgsps e ldpuvc,d IUb8es Es) Idpwpled. 909 suisz
Jsbsé luuaduldd Igble ADSL sle IJuoJs sluodlzel s wlbl$le 1Jglzos Cisco 880 Series.
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Speed WAN Interface Cards (EHWICs). o3l IJp ucws ¢luo 23l wgspeé ADSL. ¢ p lue Spdud
IJzuo9d eds 306 ADSL Ig VDSL gJs 030 Idpgzole sldsgsle IJuplbss. oold edle bodle
zSe SpJdu i S lJogvd:

+ louold DSL IJplos wezases 1Jswosd Iades Jeb Ipube,d (DSLAM) I¢loo wJ eo



sJIJ ISP
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od sbo, Upuog_jla (CD) IJ3s sdoyuvdo IJuldd eds 1UJoes 1Jleless Jouugsd
p9zo Cisco DSL Ig s 8lwd o uvgsdoS

I3l Il Jo9e CD s gldo wuvgsd: luedd Ids Guwe puvlId IUbw 8o 2 Ws 03l IJpuous.

31 e Lo9e CD B 9 o¢ hsdlud: Bolog wlduwsld IJelds.

od Suwwde 0393 306 IJluc,ue (ISP) bssd 0 9usé DSLAM wogp pze9es
uwlisg Broadcom€

©2dY pU ldpedsple pu ISP brsd. wzdld pu lpdluss IJouvesd IJosus J DSLAM Jupesse
lJeszo I9 IUoblys ldos wuvsy [ds 9,96 Idoslolo.

OJ Op Q_9UD§J roQo_'Q.') DSL |Jro_9€_9.) EJ§ I'JEJC |JC_J;9.,5 PU p9co DSL PU Cisco
WOS pdwuw glislb DSLE

Bl Je sIu e85 DSL ey odl wpdouw glisl DSL: B8e woyuosd Idpeuds Cldesly cluweisle
Jlod RI-11 poulb,. o3l dod olowd §sluws. ouvwgspe bl ADSL IUswlosuw 3 9 4.

el os 2ldé 9g56 Idwegde 9908 IJouvgsd 99,28 websé IULuwld (TC)S

eds uwwosd dpoldd 1@)le [Juesdz ol



Router#show controller vds1l 0/1/0

l--- Make sure the controller is in UP state. In case you see it in down state,
it indicates a Layer 1 issue (Hardware issue, Line issue, Interoperability
issue with DSLAM etc.)

Controller VDSL 0/1/0 1is UP

Daemon Status: Up

l-—-— XTU-R and XTU-C shows local (Cisco Router) and remote (DSLAM) DSL related
details like chipset vendor, Vendor ID etc.

XTU-R (DS) XTU-C (US)
Chip Vendor 1ID: 'BDCM' 'BDCM'
Chip Vendor Specific: 0x0000 OxA1AA
Chip Vendor Country: 0xB500 0xB500
Modem Vendor ID: 'CSCO’ ! !
Modem Vendor Specific: 0x4602 0x0000
Modem Vendor Country: 0xB500 0x0000
Serial Number Near: FOC15163Vv2Q 2911/K9 15.5(DT
Serial Number Far:
Modem Version Near: 15.5(DT
Modem Version Far: Oxalaa
Modem Status: TC Sync (Showtime!)

1--- Below shows the configured DSL operating mode, trained mode and TC mode.

DSL Config Mode: AUTO

Trained Mode: G.992.1 (ADSL) Annex B
TC Mode: ATM

Selftest Result: 0x00

DELT configuration: disabled

DELT state: not running

Full dinits: 2
Failed full dinits: 1
Short inits: 0
Failed short inits: 3

l-—— DSL firmware related details

Firmware Source File Name
VDSL embedded VDSL_LINUX_DEV_01212008
Modem FW Version: 130205_1433-4.02L.03.B2pvC03575.d233
Modem PHY Version: B2pvC035j.d23j
Trellis: ON ON
SRA: disabled disabled
SRA count: 0 0
Bit swap: enabled enabled
Bit swap count: 0 0

I--- Attenuation and Noise margin are two important parameters which points to
the Tine quality and intern the stability of the DSL connection

Line Attenuation: 0.0 dB 0.0 dB
Signal Attenuation: 0.0 dB 0.0 dB
Noise Margin: 11.1 dB 6.0 dB
Attainable Rate: 40440 kbits/s 3280 kbits/s



Actual Power: 14.5 dBm 4.9 dBm

Per Band Status: D1 D2 D3 uo Ul u2 u3
Line Attenuation(dB): 20.0 48.3 73.7 9.4 37.9 56.2 N/A
Signal Attenuation(dB): 20.0 48.3 N/A 10.2 36.2 53.3 N/A
Noise Margin(dB): 10.9 5.9 6.0 6.0 N/A
Total FECC: 97252
Total ES: 7
Total SES: 0
Total LOSS:

Total UAS: 2
Total LPRS:

Total LOFS:

Total LOLS:

=
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l--- DSL trained speed can be found below

DSChannell DSChannel0 US Channell US Channel0

Speed (kbps): 0 25087 0 3192
SRA Previous Speed: 0 0 0 0
Previous Speed: 0 0 0 0
Reed-Solomon EC: 0 97252 0 0
CRC Errors: 0 15 0 0
Header Errors: 0 62 0 0
Interleave (ms): 0.00 8.00 0.00 8.00
Actual INP: 0.00 3.01 0.00 2.00
Training Log : Stopped

Training Log Filename : flash:vds1log.bin

Router#

S2dd pu 3JY Vs Ig)lz 1Jie, show controller:

1. 2ldé 9226 IJuegdp 9S> |Juqu§J I3l Jly O glds "igm_éJ". Sluo syvs) 1Js puvdds Vs
b6 1 (e dJd S UI@_o_jnc'S 9 Pude("’:‘-éé IJuwlo) 19 puvddo Vs $lodss IJovgsd
lJosus pg DSLAM). pologs lpwed ol IRble IUbo 96 1 9luodlzol W 030 1JzlJs.

2. $p w200 900¢ IJoubésd 99008 IJesse 99008 TC. wlds pu wdsso 9uoe IJoubgsd
lJuozse wew 9226 ldugde. wysosy Cisco ulywegsle 928 lJogvesd IJoddliss J DSL 5l
Jp oo poldsl po ©@usé IJIslo 1peesss IJeudods (DMT) IJos suvaéspol 0395 §306
IJloc,ue (ISP) Ussd. 030 os 1JIsle, Jodssy IJJuvdd IJoddlss Jsoe [Jouuésd.

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#controller vdsl 0
Router(config-controller)#operating-mode auto
Router(config-controller)#end

Router#write memory



3. Ibdg eds 1Usupe Idesw 90ids po o Idsuse IJuozse e IJodlags edse e 0193 8306
IJlocsoe (ISP). ould glad 1é) pope JJub, IS0 909 9uoe TC. B eld Jlu 1Usuog 1Upsw 09
ADSL Ig ADSL2 Iy ADSL2+. szo lu sJ90 9,28 TC 09 ATM 9520w & J9su zpse pedple
IUbo8s 1Jeds! pd PPP 9 IP g5l |Us 3JY Loew 1Uslis)s Iblo,ss 1Uslses (PVC) J ATM Bs
030 1JzlJs. 151 Il 1Js og 1Jpsyw 09 VDSL2 ig VDSL2+. B usIss 9,28 TC 09 5,08 wldd 1Jzjp
(PTM). B 030 IJeldé: sdipd 1956 9lgos lserue PTM B 2lds UP 92w wdsso zese
pedele IUbo$s IJeds! wpw 9lzos lseyuw. Bl Ypo wogss)y suoe IJouvésd wsou ADSL 9
VDSL. ¥ weole IJs lehé wposs IJeszo Jouuisb slzole ATM Iy Ethernet I pbolw 6.

4. 0288 pu olpub Iduogusle 900 Lol ooy IJoubasub 09 10896 IJuuwewss Jlubl,é
DSL lJss wuwewd IJoginsus. Idel Ilo 1,8p leds JIo 1JIBod Josl 1JEesluw:

* 0> 6dB s 18d lo)l uesisl 9Ju wslze pubddlc B 1Jpslews 9 1Upslews IJewdlogs

« 7dB-10dB ghhJo. JIwol Jl woyd peldl Jos)l JJW9)99 B 1Jlb,908

* s8> IJb,l; 11dB-20dB zsol pg puvIddle Logs,)o 9SS lJeslesd i_9 Jl eeglus puol gds
JlbJI s

+ 20dB-28dB ppul;

« 1Jlb,l;29dB ig e Js £ pops)

S&d Iduwgosy pdslul Jpess wioy,) U!@bé:__;;ﬂsg DSLAM 9lJe95p. 030 !.:J..s 2> Jos) 9bsws
lJpuwl96 pu ldooubd. Idel oo 8spes Bl Idpel Iy 03l IUBsIuw W0 o J.

* 9spd 20 >sumsed 9pl 290 Llisgd

IJLo,l; 20dB-30dB ppcl;

30dB-40dB g.s> gl

40dB-50dB z.s>

|Jbo,l; 50dB-60dB Log s 99> $9lzo puvddle Vs IJloold
» 60 >sumsed I8 leds puss sumsslzo puvddle Bs IJleuold

5. ol o0 098, Toa Ieae lumable IJwlez IJelows J DSL Ussd. szess e wivlee Slow
eds luodlz Jegbp punldd Blodss IJouvésd Idosus Ipensds. spdud cujsd lzae
lJelez IJelows po CCO.

6. wlds pu lu DSL pujlow pe uwstle wrdd IJuslole 9¢d ool wuvdd puluve.

od Jsd b)l; Idpgzoe IJuorses

Jlzb I p9zole ADSLIVDSL wlos B luoshsu: 1) DSL o) 308 IJolod IJ@rsp6 Iglbss
(1Jpr33 1) 8 2) DSL gy Idubods 1,66 sl 1decdlads (1pBdd o). 98 weLo
IJodblo 0:9;'9J Jwdle f;&)@p eople LJ!QCJ)Q? 902Jdo wldey9d wled wsupl gy VBs pebe
Jodolo Wigss 1dpd 1. Jo soslew eszo by wblss DSL IJpded-A ae eb IpdesB
sldeduw wldedw. soldolds: weolz IUs IJolds po w9, byl 1desze Idpuluve BOs p9ogo0.
Jlze 9,86 wslule 1Upgee Jdzuesd eds piss pu ldpedypele.

od wpe lgwoul) IUsls,élleslbel wubdd Logse’

leuod eds 030 IJpedsple po 395 306 IJloc,uw (ISP) Iy L, Js Iolod.



oLl 1Jbo §6 2

od 9lzoo ATM B> IJo g sJS
wee IJoedd pu o IUsuoe 1Ups,w 09 ADSL. wlds pu Iy 9lzoé ATM B zlJs up.
<#root>

Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
Embedded-Service-Engine0/0 unassigned YES NVRAM administratively down down
GigabitEthernet0/0 unassigned YES NVRAM up up
GigabitEthernet0/0.1 unassigned YES unset up up
GigabitEthernet0/1 unassigned YES NVRAM administratively down down
GigabitEthernet0/2 192.168.22.1 YES NVRAM up up
ISMO/1 unassigned YES unset up up

!--Verify that ATM interface is in up state

ATMO/1/0 unassigned YES NVRAM up up
Ethernet0/1/0 unassigned YES NVRAM administratively down down

od Jssd Bsp 1Uslis,y6 1Bl oss 1sls e (PVC) I ozszs (VPINVCI)S

Jlzg 1Jpsd, 1gluo wd Jpgyds $spb VPIVC 1 ozs26 IUos usop luveisleel Jleold
DSL.

od sup luwedsle IJodd Iduozse Jdbo$s IJedsI®

Jleg e, 1Jelue wd Jperds ueg louold Idbw$s IJedsl Idpuvetre. spdud luvesle to
ADSL J IPoA § PPP0oA 9 PPPOEOA 9lJ b 90l [Js 3J9. clds oo 1o wdssy Idbe s IJeJs]
IJuozse bsd sepluvs pe wdssu [Jpsd,.

od wodlds wslule pu p)9> 8306 IUlueyuw (ISP) Jssdt

Seuow ool pu e 802 Bhu atm0 9z 0w IUbElJ 9ptiele sl

Router#show interface atm0

ATMO 1is up, line protocol is up

Hardware is DSLSAR (with Alcatel ADSL Module)

MTU 4470 bytes, sub MTU 4470, BW 128 Kbit, DLY 16000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ATM, loopback not set

Encapsulation(s): AAL5, PVC mode

24 maximum active VCs, 256 VCS per VP, 1 current VCCs

up



VC 1idle disconnect time: 300 seconds

Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo

Output queue 0/40, O drops; input queue 0/75, O drops

5 minute input rate 5 bits/sec, 0 packets/sec

5 minute output rate 7 bits/sec, 0 packets/sec

100 packets 1input, 5600 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, O throttles

0 input errors, 0 CRC, 0 frame, O overrun, 0 ignored, 0 abort
250 packets output, 1400 bytes, 0 underruns

0 output errors, 0 collisions, 2 interface resets

0 output buffer failures, 0 output buffers swapped out

B be gsble g6 IUbEJ: sgw i ouwodp gie wllgo PPP oy ISP IJglos wJ. 31 Jp sy
03l 09 IJzld: VBlouod wp9s) 3006 IJluc,uw (ISP) dssd. bl jbe esble 2ie IJIE)lz Ssze
edsd huwld 2jp wdlyo PPP. I3l Jp wdy 030 o 1Jzldé Wez 8l pu ldodssy eds 1Upszo. 131
e od9su PPP wuvdd Lopse: sop buwld 2ip w8lsgo PPP Cluwe el pu 9lzos ATMO.

BlIbo Idgse Ws Il Jlozlosu: WEp weolugs gbyle iuuoduhlu_é Uiablc luodlzol WS 03l
LJPL)ucbo).

od Ss wi9sw9dsd Idleold pu wdls [Js udls (PPP) IJoVly o wvdd
woTset

Bldlpe Idbo@s 1 86 IJogbvgsd 99lu Jssd leshle VPINVCI 1oz ses: Wlo 1Ugbs IJeldss
o IJelds o 1oy, wy909d9d IJudlbos lJs Idudlbs gu) udbs (PPP) L uvdd Lozse: 9pu lzd
02888 39 sdipd wuvgsd uwduwds e lsle) wuozse IUigble gds IJpsze Cisco DSL
9oduwsy JIg)lz. 1oy wuozse IJigble Il us 1Jss ouwegspo 09 wdls o PPP debug. ¢z
IJle) 03l peld gJs ol o PPP IJulee:

Router#debug ppp negotiation
PPP protocol negotiation debugging is on

Router#

2w3d: Vil PPP: No remote authentication for call-out
2w3d: Vil PPP: Phase is ESTABLISHING

2w3d: Vil LCP: O CONFREQ [Open] id 146 Ten 10

2w3d: Vil LCP: MagicNumber Ox8CCFOE1E (0x05068CCFOELE)
2w3d: Vil LCP: O CONFACK [Open] id 102 Len 15

2w3d: Vil LCP: AuthProto CHAP (0x0305C22305)

2w3d: Vil LCP: MagicNumber 0xD945ADOA (0x0506D945ADO0A)
2w3d: Dil IPCP: Remove route to 10.10.10.1

2w3d: Vil LCP: I CONFACK [ACKsent] id 146 Len 10

2w3d: Vil LCP: MagicNumber Ox8CCFOE1E (0x05068CCFOELE)
2w3d: Vil LCP: State is Open

2w3d: Vil PPP: Phase is AUTHENTICATING, by the peer
2w3d: Vil CHAP: I CHALLENGE id 79 Len 33 from "6400-2-NRP-2"
2w3d: Vil CHAP: O RESPONSE id 79 Len 28 from "John"
2w3d: Vil CHAP: I SUCCESS id 79 Len 4

2w3d: Vil PPP: Phase is UP

2w3d: Vil IPCP: O CONFREQ [Closed] id 7 Len 10



2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:
2w3d:

Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Dil
Dil

Router#

IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:
IPCP:

Address 0.0.0.0 (0x030600000000)

I CONFREQ [REQsent] id 4 Len 10
Address 10.10.10.1 (0x030614140201)
0 CONFACK [REQsent] id 4 Len 10
Address 10.10.10.1 (0x030614140201)
I CONFNAK [ACKsent] id 7 Len 10
Address 10.1.1.1 (0x030628010102)

O CONFREQ [ACKsent] 1id 8 Len 10
Address 10.1.1.1 (0x030628010102)

I CONFACK [ACKsent] id 8 Len 10
Address 10.1.1.1 (0x030628010102)
State 1is Open

Install negotiated IP interface address 10.1.1.1

Install route to 10.10.10.1

ould hug wilb WUl jissuwss Bs pldlaole welbd 1896 1y lisss:

Jl o> luweelos pu IJzols Idwgs> (ISP)
w29w9d9d Idwzde S Idboolb (LCP) ¢y pduse
Wuvd lJpuol> 9o
Ouvd w9wedsd IJoede Vs w9w9dsd IP (IPCP)

Jloges luveeles pu 9> 306 IUlue,uw (ISP) Jssd

Jlszw o sdou ISP 1Jgluo oI 1Uss Jl suvozse puvdJé vl Jivd cedde uldded oo
ssbo IJzie eJs 9lzos ATMO s Idleglo [J9ls. 9pe 3JY: Bl )lse 1dzie wujlss eds ATMO s
IJlozlo 1shse 98 wapl ©@9p woubésd odlso PPP Josese IJigble codds odllouod o
ISP IJ¢luo wd JJozdd po Luwld 1Jzse lJs p9zo DSL eu Cisco.

Router#debug
*Mar 1 04:04:50.
*Mar 1 04:04:50.
*Mar 1 04:04:50.
*Mar 1 04:04:50.
| J—

*Mar

*Mar

*Mar

| J—

*Mar 1 04:04:52.
*Mar 1 04:04:54.
*Mar 1 04:04:54.
*Mar 1 04:04:54.
*Mar 1 04:04:56.
*Mar 1 04:04:56.
*Mar 1 04:04:56.
*Mar 1 04:04:58.
*Mar 1 04:04:58.
*Mar 1 04:04:58.

ppp negotiation

718: Vil PPP: Treating connection as
718: Vil PPP: Phase is ESTABLISHING,

a callout
Active Open [0 sess, 0 load]

718: Vil PPP: No remote authentication for call-out
722: Vil LCP: O CONFREQ [Closed] 1id 1 Len 10

"0" specifies an outbound packet

1 04:04:50.722: Vil LCP: MagicNumber 0x317722F4
1 04:04:52.722: Vil LCP: TIMEout: State REQsent
1 04:04:52.722: Vil LCP: O CONFREQ [REQsent] id

"0" specifies an outbound packet

722: Vil LCP: MagicNumber 0x317722F4
722: Vil LCP: TIMEout: State REQsent
722: Vil LCP: O CONFREQ [REQsent] id
722: Vil LCP: MagicNumber 0x317722F4
722: Vil LCP: TIMEout: State REQsent
722: Vil LCP: O CONFREQ [REQsent] id
722: Vil LCP: MagicNumber 0x317722F4
722: Vil LCP: TIMEout: State REQsent
722: Vil LCP: O CONFREQ [REQsent] 1id
722: Vil LCP: MagicNumber 0x317722F4

(0x0506317722F4)

2 Len 10

(0x0506317722F4)

3 Len 10
(0x0506317722F4)

4 Len 10
(0x0506317722F4)

5 Len 10
(0x0506317722F4)



*Mar
*Mar
*Mar
*Mar
*Mar

1 04:0
1 04:0
1 04:0
1 04:0
1 04:0

5:00.722:
5:00.722:
5:00.722:
5:02.722:
5:02.722:

Vil
Vil
Vil
Vil
Vil

LCP:
LCP:
LCP:
LCP:
LCP:

TIMEout: State REQsent

0O CONFREQ [REQsent] id 6 Len 10
MagicNumber 0x317722F4 (0x0506317722F4)
TIMEout: State REQsent

O CONFREQ [REQsent] 1id 7 Len 10

"0" specifies an outbound packet

*Mar 1 04:05:02.722: Vil LCP: MagicNumber 0x317722F4 (0x0506317722F4)
Router#undebug all

B 03l 1Jpgrz ould Bl 0,0k ls sY9e b ghe. inorder to Lozl wlsoe PPP. ould
SuwEs Juo ilsd Hub po Jisp J IJ 0 ,ub syuud. Bl Bpe wishs IUzse 1Ushé: sJdod JI
98 Ui I Slouod weszo ISP IRl od JJezdd pu ldeie Idos sop buwldel |s poze
DSL pu Cisco.

P93 CTlIJpeds (LCP) g5, pdwsz

I3l de sYU w)9w99d9J LCP p8e 9zl sY9u 3JY gbo wuwww £3p wblod Vs gshle PPP. szae
ex3p lJublo@ 03l gudpl szw9s p9zo DSL ey Cisco gds pedped PPP we odosuol 9JI ss¢pol
ISP IJgluo v i guspl sze9s ISP Ussd gJs pedpd wp wdswol JI 3¢ pol p9z0 DSL o0
Cisco. sg)u0 o3l IJI)le poldl eds £3p wblo g gsl, PPP:

Router#debug

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

*Mar

*Mar 1 04:52:43.

1

PR RPRRPRRRRR

04:
04:
04:
04:
04:
04:
04:
04:
04:

52:
52:
52:
52:
52:
52:
52:
52:
52:

ppp negotiation

43.
43.
43.
43.
43.
43.
43.
43.
43.

PPP option

1 04:52:43.

PPP option

1
1
1
1
1
1

04:
04:
04:
04:
04:
04:

52:
52:
52:
52:
52:
52:

43.
43.
43.
43.
43.
43.

PPP option

1 04:52:43.

PPP option

254:
258:
258:
258:
262:
310:
310:
310:
314:

Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil
Vil

reject

PPP:
PPP:
PPP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:

Treating connection as a callout

Phase is ESTABLISHING, Active Open [0 sess, 1 Toad]
No remote authentication for call-out

0 CONFREQ [Closed] id 3 1en 10

MagicNumber 0x31A2F808 (0x050631A2F808)

I CONFREQ [REQsent] id 180 Len 14

AuthProto PAP (0x0304C023)

MagicNumber 0x39D50E9B (0x050639D50E9B)

O CONFNAK [REQsent] 1id 180 Len 9

314: Vil LCP: AuthProto CHAP (0x0305C22305)

that is rejected

314:
318:
366:
366:
366:
370:

Vil
Vil
Vil
Vil
Vil
Vil

reject

LCP:
LCP:
LCP:
LCP:
LCP:
LCP:

I CONFACK [REQsent] id 3 Len 10
MagicNumber 0x31A2F808 (0x050631A2F808)
I CONFREQ [ACKrcvd] id 181 Len 14
AuthProto PAP (0x0304C023)

MagicNumber 0x39D50E9B (0x050639D50E9B)
0O CONFNAK [ACKrcvd] 1id 181 Len 9

370: Vil LCP: AuthProto CHAP (0x0305C22305)

that is rejected

418: Vil LCP: I CONFREQ [ACKrcvd] 1id 182 Len 14



*Mar 1 04:52:43.418: Vil LCP: AuthProto PAP (0x0304C023)
*Mar 1 04:52:43.418: Vil LCP: MagicNumber 0x39D50E9B (0x050639D50E9B)
Router#undebug all

wwsle Jluw 2506 |9 O. |y configure-negative-Acknowledge (CONFNAK) s i) IJs €30
oblod odssy PPP. 9ol sguso 03l 09 1y Ies 2luws louold PPP sbJo sl PPP 1Uss sdso
Jzlow IJT@ £sy by eds wudsso i3 Jde sup wdysuoe. Bl Iy pggoe DSL oy Cisco sy uvd
IJLoulb (Ideush [Jso wsluulbs O CONFNAK). By p9zo DSL pu Cisco g, §lsy s Ible 19
Je sup wdysuo JJgsh) 1Uss syuwdoe ISP. I3l wp huwld CONFNAK Ll wlos ISP (IJpusly IJsol
w9luwlo | CONFNAK). 88> Jpw wodssy gsh eJs pogo Cisco DSL Jl )85 ISP 1Jglo
OUSHo.

SueWd IJuwb; wg> CONFNAK 1Ugsl) 1Jey99,0. WS I@Ia o3l I.J,ouU SY9u 1Jgsh) wu9esdsd

PP 88 polBZS Il v wslu (CHAP). sJJu sedo 1o sdsu s ¢ Idpdlo Idses> edis esze
Cisco DSL IJ3s spJdu wdssu gsble PPP Wso o9 blde 1Jglzos 1. I>3.J IJIPJ show run interface
dialer 1 gy o wdysu bldo 1Uslzes 1.

131 1o 2395 306 IJloc,ow (ISP) 1Uglue wd syuwd 1Jle, i confnak. Bluze g0 ble, wew pouod
Islzos 1 1Jos eblud IUuvb, wes Idhoulb slsldeol. 31 Gle e9z0 DSL pu Cisco wlyuwld 1Jie,
0 Confnak. B¥p wluplds i) [Js bl 1slzes 1 JJodls o 29d PPP uudd uozst eg ISP
s, B 2lJs Luwld 1Jpszo JJzip: 8> weole lJs luvesgle sgp Cisco Jogass Ui, (11910))
lJos sev wedsuvoel eds p9zo DSL oy Cisco.

Ouvd IJpuol> 96

S22 Iuvd Os IJpuob§6 gudpl 90 0395 2306 Idlow,uw (ISP) Jssd gy 8 eds
p21396 lgup puueEse 19 IJpd pi9) PPP Jssd. 90uld pusulissolo pse spdu o seas ol.
IJuwsobss Ilsd 0g £30 wblud wag IUpuolbds: 9ldss szae gusel Jl odop wodssu Iesze
wubdd Lozst: zesE wdssule Idpuob§6 1Ues)zs O o3l Idpuuews JIJ pu wi9esdsd
PP 86 IJpd IUpss, (PAP) siusle puols 6 CHAP. Jp,908 IJodssy: szw wdsso wiswdsd
CHAP 9¢,92999d PAP pgl. I3l Jp sop odssy JJI Jlpyso ©@> wys Idedizle pu I, debug
ppp negotiation p&d 03l IJpelJ:

<tfroot>

Router#debug ppp negotiation
00:34:29: Vil LCP:0 CONFREQ [REQsent] id 53 Len 15
00:34:29: Vil LCP: AuthProto

CHAP

(0x0305C22305)
l--- Sends CHAP requests

00:34:29: Vil LCP: MagicNumber 0x01B63483 (0x050601B63483)
00:34:29: Vil LCP: I CONFREQ [REQsent] 1id 252 Len 14
00:34:29: Vil LCP: AuthProto

PAP



(0x0304C023)
l--- Receives PAP requests from the service provider
00:34:29: Vil LCP: MagicNumber OxBC5233F9 (0x0506BC5233F9)

00:34:29: Vil LCP: O CONFREJ [REQsent] id 252 Len 8
Router#undebug all

in order to Lozzo £Js 23 Uwdle Logd LoEd LoE6 0956 2lJs £3p w9l @ pLbIJs: lue weule T
SES> Uvddo 1dpuolb 86 wy9e9dad IJs 1Uss bde o I isp W 1Jgly> CONFREQ o b.

IS $pd0us per 96 ol B IIG luwe puwetse 99Jps 0)9) PAP Lozs26¢
wes IJelds oo 1y ISP suuegspe PAP. I5¢J IJie, debug ppp negotiation Joldss Logé luwpe

PuvSEde 99Jp6 019, PAP.

<#froot>

Router#debug ppp negotiation
*Mar 2 00:50:15.741: Vil PPP: Treating connection as a callout

*Mar 2 00:50:15.745: Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 Toad]
*Mar 2 00:50:15.745: Vil PPP: No remote authentication for call-out

*Mar 2 00:50:15.745: Vil LCP: O CONFREQ [Closed] 1id 177 Len 10

*Mar 2 00:50:15.745: Vil LCP: MagicNumber O0x35EB5D4F (0x050635EB5D4F)

*Mar 2 00:50:15.789: Vil LCP: I CONFACK [REQsent] 1id 177 Len 10

*Mar 2 00:50:15.793: Vil LCP: MagicNumber O0x35EB5D4F (0x050635EB5D4F)

*Mar 2 00:50:17.241: Vil LCP: I CONFREQ [ACKrcvd] 1id 203 Len 14

*Mar 2 00:50:17.241: Vil LCP: AuthProto PAP (0x0304C023)

*Mar 2 00:50:17.241: Vil LCP: MagicNumber Ox3EID1ES5E (0x05063E1D1ESE)

*Mar 2 00:50:17.245: Vil LCP: O CONFACK [ACKrcvd] 1id 203 Len 14

*Mar 2 00:50:17.245: Vil LCP: AuthProto PAP (0x0304C023)

*Mar 2 00:50:17.245: Vil LCP: MagicNumber Ox3EID1ES5E (0x05063E1D1ESE)

*Mar 2 00:50:17.249: Vil LCP: State is Open

*Mar 2 00:50:17.249: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load]
*Mar 2 00:50:17.249: Vil PAP: 0 AUTH-REQ id 9 Len 14 from "cisco

l-—-- "cisco" is the PAP username configured on this DSL Router.

*Mar 2 00:50:17.297: Vil PAP: I AUTH-NAK 1id 9 Len 27 msg is "Authentication failure"
*Mar 2 00:50:17.301: Vil LCP: I TERMREQ [Open] 1id 204 Len 4

*Mar 2 00:50:17.301: Vil LCP: O TERMACK [Open] 1id 204 Len 4

*Mar 2 00:50:17.305: Vil PPP: Phase is TERMINATING [0 sess, 1 load]u

*Mar 2 00:50:19.305: Vil LCP: TIMEout: State TERMsent

*Mar 2 00:50:19.305: Vil LCP: State is Closed

*Mar 2 00:50:19.305: Vil PPP: Phase is DOWN [0 sess, 1 Tload]

oeolz Ids Idleuold o ISP 1JglLe oY sldeuesd eds wslule Ulg_cn',rob lJuozsed Jluadlz odo
lJpuvdJé. spdud lghé vdosu wslulo lewpels PAP Oluuogsle 1JIgle,) IJoldss:



Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface dialer 1

Router(config-if)#ppp pap sent-username <username> password <password>
Router(config-if)#end

Router#write memory

IO Spduus pey96 ol 31 IIG Igwp puwgse 99Jpé ©9) CHAP Lopsesu®

w8 IJolds pu iy 239> 208 Ilucyuw (ISP) Jssd suwogse wa9esdsd CHAP. I>¢d IJlo, debug
ppp negotiation Juldss Loz luwp puwegsde 99Jpesé 0595 wi9weded CHAP.

<{froot>

Router#debug ppp negotiation
*Mar 3 02:51:47.287: Vil PPP: Treating connection as a callout

*Mar 3 02:51:47.287: Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 Toad]
*Mar 3 02:51:47.291: Vil PPP: No remote authentication for call-out
*Mar 3 02:51:47.291: Vil LCP: O CONFREQ [Closed] id 188 Len 10
*Mar 3 02:51:47.291: Vil LCP: MagicNumber Ox3B821FF1 (0x05063B821FF1)
*Mar 3 02:51:47.339: Vil LCP: I CONFREQ [REQsent] 1id 204 Len 15
*Mar 3 02:51:47.343: Vil LCP: AuthProto CHAP (0x0305C22305)
*Mar 3 02:51:47.343: Vil LCP: MagicNumber 0x43B3F393 (0x050643B3F393)
*Mar 3 02:51:47.343: Vil LCP: O CONFACK [REQsent] 1id 204 Len 15
*Mar 3 02:51:47.347: Vil LCP: AuthProto
CHAP

(0x0305C22305)

*Mar 3 02:51:47.347: Vil LCP: MagicNumber 0x43B3F393 (0x050643B3F393)

*Mar 3 02:51:47.347: Vil LCP: I CONFACK [ACKsent] 1id 188 Len 10

*Mar 3 02:51:47.351: Vil LCP: MagicNumber Ox3B821FF1 (0x05063B821FF1)

*Mar 3 02:51:47.351: Vil LCP: State is Open

*Mar 3 02:51:47.351: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load]
*Mar 3 02:51:47.395: Vil CHAP: I CHALLENGE id 1 Len 32 from "6400-2-NRP3"

*Mar 3 02:51:47.395: Vil CHAP: Using alternate hostname cisco

*Mar 3 02:51:47.399: Vil CHAP: Username 6400-2-NRP3 not found

*Mar 3 02:51:47.399: Vil CHAP: Using default password

*Mar 3 02:51:47.399: Vil CHAP: O RESPONSE id 1 Len 26 from "cisco"

!--- "cisco" is the CHAP username configured on this DSL Router.

*Mar 3 02:51:47.447: Vil CHAP: I FAILURE 1id 1 Len 26 MSG is "Authentication failure"
*Mar 3 02:51:47.447: Vil LCP: I TERMREQ [Open] 1id 205 Len 4

*Mar 3 02:51:47.451: Vil LCP: O TERMACK [Open] 1id 205 Len 4

*Mar 3 02:51:47.451: Vil PPP: Phase 1is TERMINATING [0 sess, O Toad]

*Mar 3 02:51:49.451: Vil LCP: TIMEout: State TERMsent

*Mar 3 02:51:49.451: Vil LCP: State is Closed

*Mar 3 02:51:49.451: Vil PPP: Phase is DOWN [0 sess, 0 Tload]
Router#undebug all

oeole lds IUleuold o ISP IJglue od 9ldzuosd eds wslule IJIE_oeb lJuoeses Jluadle 030
lJpe v dds. spdud lelhé wdosu wslule lgwpls CHAP Olguegsle 1Ule, Idoldsé:



Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface dialer 1

Router(config-if)#ppp chap hostname <username>
Router(config-if)#ppp chap password <password>
Router(config-if)#end

Router#write memory

Js9 ig);é puS w9y puolb 96 PPP ylges®
S9uoe 03l Idpeld oVl o CHAP Luglz.
Router#debug ppp negotiation

<... snipped ...>
*Mar 3 03:30:09.335: Vil LCP: State is Open

*Mar 3 03:30:09.335: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load]
*Mar 3 03:30:09.379: Vil CHAP: I CHALLENGE id 41 Ten 32 from "6400-2-NRP3"

*Mar 3 03:30:09.379: Vil CHAP: Using alternate hostname cisco

*Mar 3 03:30:09.379: Vil CHAP: Username 6400-2-NRP3 not found

*Mar 3 03:30:09.383: Vil CHAP: Using default password

*Mar 3 03:30:09.383: Vil CHAP: O RESPONSE id 41 Len 26 from "cisco"

*Mar 3 03:30:09.431: Vil CHAP: I SUCCESS 1id 41 Len 4

!--- CHAP negotiation was a success.

*Mar 3 03:30:09.431: Vil PPP: Phase 1is UP [0 sess, 1 Toad]

<... snipped ...>

Router#undebug all

This example shows a successful PAP negotiation.

Router#debug ppp negotiation

<... snipped ...>

*Mar 3 03:33:19.491: Vil LCP: State is Open

*Mar 3 03:33:19.491: Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 0 load]
*Mar 3 03:33:19.495: Vil PAP: O AUTH-REQ id 255 Len 16 from "cisco"
*Mar 3 03:33:19.539: Vil PAP: I AUTH-ACK id 255 Len 5

*Mar 3 03:33:19.539: Vil PPP: Phase is UP [0 sess, 0 load]

!--- PAP negotiation was a success.

<... snipped ...>
Router#undebug all
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