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a3l aslgll Lol @S jolol plasiwl, WIC) Cisco ADSL) iSuidl dgzly @la; e PPPOE (95 aiy
ol oloVl 03 (1955 (o 35L .(VPDN) ol

BLisSiuwl JI gl (MTU) Jluy¥l 1300 a8Vl sl oo s isS Jo> wloglen e Jguaxl) alaso
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1
vpdn enable
no vpdn logging
!
vpdn-group pppoe

request-dialin
You are the PPPoE client that asks to establish a ---!
session !--- with the aggregation unit (6400 NRP). These
VPDN commands !--- are not needed with Cisco IOS
Software Release 12.2(13)T !--- or later. protocol pppoe
! |--- Internal Ethernet network. ! interface
FastEthernet0 ip address 10.92.1.182 255.255.255.0 ip
nat inside !/--- DSL interface. ! interface ATMO no ip
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address no atm ilmi-keepalive bundle-enable dsl
operating-mode auto hold-queue 224 in !--- All defaults.
! -—— PPPOE runs on top of AAL5SNAP. However, the !---
.encap aal5snap command is not used

|
interface ATMO.1 point-to-point
pvec 1/1
pppoe-client dial-pool-number 1
pvc 1/1 is an example value that must be changed to ---!

match !--- the value used by the ISP. ! !--- The PPPOE
client code ties into a dialer interface upon !--- which
a virtual-access interface is cloned. ! interface
Dialerl ip address negotiated ip mtu 1492 !--- Ethernet
MTU default = 1500 (1492 + PPPoE headers = 1500) ip nat
outside encapsulation ppp dialer pool 1 !--- Ties to the

ATM interface. ppp authentication chap callin ppp chap
hostname <username> ppp chap password <password> ! [---
The ISP instructs you about the type of authentication
!--- to use. !--- To change from PPP Challenge Handshake
Authentication !--- Protocol (CHAP) to PPP Password
Authentication Protocol !--- (PAP), replace these three
lines: !--- ppp authentication chap callin !--- ppp chap
hostname

ppp chap password ---!

with these two lines: !--- ppp ---!
authentication pap callin !--- ppp pap sent-username

For NAT, overload on the Dialerl ---!
interface and add a !--- default route out, because the
.dialer IP address can !--- change

ip nat inside source list 1 interface Dialerl overload
ip classless

ip route 0.0.0.0 0.0.0.0 dialerl

no ip http server

!

access-1list 1 permit 10.92.1.0 0.0.0.255

! .For NAT ---!

Cisco 6400

*** Cigco 6400
local ppp user
.You can also use aaa ---!

<username <username> password <password

Begin with the VPDN commands. Notice that you bind ---!
the !--- PPPoE here to a virtual-template, instead of on
the ATM !--- interface. You can not (at this time) use
more than one !--- virtual-template (or VPDN group) for
PPPOE beginning with !--- the VPDN commands. vpdn enable
no vpdn logging ! vpdn-group pppoe accept-dialin !/---
PPPOE server mode. protocol pppoe virtual-template 1 ! !
interface ATM0/0/0 no ip address no atm ilmi-keepalive




hold-queue 500 in !--- The binding to the virtual-
template interface is !--- configured in the VPDN group.
! interface ATM0/0/0.182 point-to-point pvec 1/82
encapsulation aalSsnap !--- This needs the command on
the server side. protocol pppoe ! ! !--- Virtual-
template is used instead of dialer interface. !
interface Virtual-Templatel ip unnumbered LoopbacklO ip
mtu 1492 peer default ip address pool ippool ppp

authentication chap ! ! interface LoopbacklO ip address
8.8.8.1 255.255.255.0 ! ip local pool ippool 9.9.9.1
9.9.9.5

nsSIl 13D &0 oo B8zl ez | W 229, Y

Le>Moly cllas VI BLiSiwl

Le>Molg Sl ellas] BliSiwy puus)l 13D pasiwl

w22 (OIT) 21,3Vl p= 0 6151 pasiwl .Show lol Jas (Lndd - udxuualleNasll) 21,3V o> i bl poas

. Show oVl 2550 il

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles JI &)l rda>Ve

PPPOE Lo clas| aouas

slel,0 o, (Cisco 6400 gi Cisco ADSL o (WIC) aSuidl dg>ly ddla, le PPPOE Jiac clasi pumuail

Le>Nols ellasVl Glakiwy Jawdl o eadl ciSay .oYsSg59,4l Luase

w09 0> sl ol o aST:DSL J dslall daall

show interface atm0
ATMO is up, line protocol is up
(Hardware is PQUICC_SAR (with Alcatel ADSL Module

show dsl interface atm0
Look for "“Showtime” in the first few lines. ATU-R (DS) ATU-C (US) Modem Status: ---!
(Showtime (DMTDSL_SHOWTIME

sl oS 13] b 49 ,20) debug atm packet ;oY ,luol clled . Jusiill 18 ATM dg>lg colS I31:ATM aals .2
elizs ol o33l axdles ddy b oVl 13D plasiwl 6,0lall o5l 5 Y 1> ISP o il e b
63,ls)l ATM o> ol Lelas il WI g CTL 9 SAP 9 Type Joi> Luis go dig dbilos wl> 50 s ol
:AAL5SNAP _&

debug atm packet

: (ATMO (I :03:21:32

VCD:0x2 VPI:0x1 VCI:0x1l Type:0x0 SAP:AAAA CTL:03 OUI:0080C2 TYPE:0007 Length:0x30
35B7 0001 96A4 84AC 8864 1100 0001 OOOE C021 09AB 000C 0235 7359 0050 0000 :03:21:32
279F 0000 0000 :03:21:32

:03:21:32

.debug ethernet packet ol 1>, ¥ .AAL5SNAP 5> (8 alolsJl e il olylbl a>g5:ci il dduo .
SMb| a0, Cisco ios J ellas] gyuas PPPOE) cliasl auxai VPDN Las, iy ol el glizy (logo
Lle PPPOE b 689 il jlol sgizy @250l didly o] PPPOE (s, ol (a2 loyd 9l T(13)12.2
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dawl> alley) PPPOE 9 aSxill do > = 0x8863 EtherType:,uJlll EtherTypes _.cg; Al

aolell oUasNoll u 09(PPP o3> le seixs) PPPOE Ll aoj> = PPPOE)0x8864 EtherType
J>1 0 .PPP awl>9 VPDN L2TP ggi duwl> _® _ilg PPPOE awl> .PPPOE _5 liwl> JUd ol
Lle ssle elg¥l Jaiing.PPP duwl> clisl d> 09 PPPOE Joc duwl> clil al> 0 ¢y [PPPOE clis)
JsSsi9 0 WS (o clgVl d> 09 (PPPOE) dass JI dadi oo JLasVl JgSgi9, NS e clgl dl> 50
B 20 (u2i9 (MAC (u9lic) pallly PPPOE Joe PPPOE clis] > 0 >ax5.(PPPOE) dlass J| alaaill
sl Jio blos sslell (PPP) dlass J| alass oo JbasVl JoS6i9 clin] &azy «ls JloiST a9 . duul>
2ol PPPOE cllasl zuuas) VPDN PPPOE clias ] auas pasiuwl elasVl guxail 31 PPP Jlas!
.ix>b PPPOE Jlasl d> 0 colS 131 o ayaxid (ol ol 5l T(13)12.2 1Yl Cisco 10S

(debug vpdn pppoe-events (debug pppoe events#

Sending PADI: vc=1/1 :06:17:58

A broadcast Ethernet frame (in this case encapsulated in ATM) !--- requests a PPPoOE ---!
server, "“Are there any PPPoOE servers out there?” 06:18:00: PPPOE: we've got our pado and
the pado timer went off !--- This is a unicast reply from a PPPOE server !--- (very similar
to a DHCP offer). 06:18:00: OUT PADR from PPPOE tunnel !/--- This is a unicast reply that
accepts the offer. 06:18:00: IN PADS from PPPoE tunnel !--- This is a confirmation and
.completes the establishment

L aass o JLasVl JgSei9 0 8 L3 ey SIS (PPP) dlass JI aass oo JLasVl JoS6i9, clin] Tay
2ol show vpdn (show pppe session ,sl9l ,laol, 68 (PPPOE duwl> clis| iz, .(PPP) alass
A e Jeaxl (ea>lluol 9l T(13)12.2 luoYl Cisco 10S Software

(show vpdn (show pppoe session #

No active L2TP tunnels$
No active L2F tunnels$%

PPPOE Tunnel and Session Information Total tunnels 1 sessions 1
PPPOE Tunnel Information
Session count: 1

PPPOE Session Information
SID RemMAC LocMAC Intf VASt OIntf vC
0050.7359.35b7 0001.96a4.84ac Vil UP ATO 11 1

.(show vpdn session all (show pppE session all oVl JM> 0 o)l Clus> Slogles e o>l

(show vpdn session all (show pppoe session all
No active L2TP tunnels$%
No active L2F tunnels$%

PPPOE Session Information Total tunnels 1 sessions 1

session id: 1

local MAC address: 0001.96a4.84ac, remote MAC address: 0050.7359.35b7

virtual access interface: Vil, outgoing interface: ATO, vc: 1/1
packets sent, 1655 received, 24516 bytes sent, 24486 received 1656

debug vpdn pppoe-data (debug pppOE data)debug vpdn pppE-:s,>VI ellasVl aunas o9l
(debug pppE ,;>) errors (debug pppOE error)debug vpdn pppOE-packet

iz 31 PPP clis] Y lpwss (D PPP cllasi gumuas 0955 (PPPOE dawl> elis] a2y:PPP dsl .

0i® 9 da>Ne. o> 56l 23905 132 .debug ppp authenticationg PPP _oglas Solgl s plaziw|
".NRP-b" ¢ au=Jl Cisco 6400 puwl ."client1" 42 cauanall ,ml cdigel|

Vil PPP: Treating connection as a callout 6:36:03

[Vil PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load :06:36:03
Vil PPP: No remote authentication for call-out :06:36:03

Vil LCP: O CONFREQ [Closed] id 1 len 10 :06:36:03

(Vil LCP: MagicNumber 0x03013D43 (0x050603013D43 :06:36:03



Vil LCP: I CONFACK [REQsent] id 1 len 10 :06:36:03

(Vil LCP: MagicNumber 0x03013D43 (0x050603013D43 :06:36:03
Vil LCP: I CONFREQ [ACKrcvd] id 2 len 15 :06:36:05
(Vil LCP: AuthProto CHAP (0x0305C22305 :06:36:05
(Vil LCP: MagicNumber 0x65E315E5 (0x050665E315E5 :06:36:05
Vil LCP: O CONFACK [ACKrcvd] id 2 len 15 :06:36:05
(Vil LCP: AuthProto CHAP (0x0305C22305 :06:36:05
(Vil LCP: MagicNumber 0x65E315E5 (0x050665E315E5 :06:36:05

Vil LCP: State is Open :06:36:05

[Vil PPP: Phase is AUTHENTICATING, by the peer [0 sess, 1 load :06:36:05
"Vil CHAP: I CHALLENGE id 9 len 26 from "nrp-b :06:36:05
Vil CHAP: Using alternate hostname clientl :06:36:05

Vil CHAP: Username nrp-b not found :06:36:05

Vil CHAP: Using default password :06:36:05

"Vil CHAP: O RESPONSE id 9 len 28 from "clientl :06:36:05
Vil CHAP: I SUCCESS id 9 len 4 :06:36:05

[Vil PPP: Phase is FORWARDING [0 sess, 1 load :06:36:05
[Vil PPP: Phase is AUTHENTICATING [0 sess, 1 load :06:36:05
[Vil PPP: Phase is UP [0 sess, 1 load :06:36:05

Vil IPCP: O CONFREQ [Closed] id 1 len 10 :06:36:05

(Vil IPCP: Address 0.0.0.0 (0x030600000000 :06:36:05

Vil CDPCP: O CONFREQ [Closed] id 1 len 4 :06:36:05

Vil IPCP: I CONFREQ [REQsent] id 1 len 10 :06:36:05

(Vvil IPCP: Address 8.8.8.1 (0x030608080801 :06:36:05
(Vvil IPCP: Address 8.8.8.1 (0x030608080801 :06:36:05
(Vvil IPCP: Address 9.9.9.2 (0x030609090902 :06:36:05

Vil IPCP: O CONFREQ [ACKsent] id 2 len 10 :06:36:05
(Vvil IPCP: Address 9.9.9.2 (0x030609090902 :06:36:05

(Vil LCP: I PROTREJ [Open] id 3 len 10 protocol CDPCP (0x820701010004 :06:36:05
Vil CDPCP: State is Closed :06:36:05

Vil IPCP: I CONFACK [ACKsent] id 2 len 10 :06:36:05

(Vvil IPCP: Address 9.9.9.2 (0x030609090902 :06:36:05

Vil IPCP: State is Open :06:36:05

Dil IPCP: Install negotiated IP interface address 9.9.9.2 :06:36:05

Dil IPCP: Install route to 8.8.8.1 :06:36:05

LINEPROTO-5-UPDOWN: Line protocol on% :06:36:06

Interface Virtual-Accessl, changed state to up

PPPOE 315 clias| auuas

J aslaziw! pi sl el JI Jawl o el,2Vl Guss pasiwl (PPPOE ps13) Cisco 6400 clias| guxail
DSLAM (0 gaxil JJI gliss cu> DSL J @sloll aaall 6 98 (4l .(Jsoxll) Cisco ADSL WIC

J .DSLAM _le DSL clila>| 4§, J| gl DSL J dslall dadall (o $axill:DSL J dplall dssall .1
ol oy dsl Lo =)l o ,a0l cisco DSLAMs

J Cisco 6400 JI ciS .debug atm packet ol ;o] Lol diSa, (Cisco 6400 will le:ATM i .2
PVC Lo

debug atm packet interface atm 0/0/0.182 vc 1/82

ATM do;> ol el _ill WI 9 CTL 9 SAP  Type Jgi> Luss go (lig dblas o> %0 5 ol zlizs el
:AAL5SNAP _® 6l

: (4d04h: ATM0/0/0.182 (I

VCD:0x3 VPI:0x1 VCI:0x52 Type:0x900 SAP:AAAA CTL:03 OUI:0080C2 TYPE:0007 Length:0x30

4d04h: 0000 0001 96A4 84AC 0050 7359 35B7 8864 1100 0001 OOOE C021 OA2E 000C 65E3

4d04h: 15E5 0000 0000

ol ddlas iyl sy oYl 13D plasiwl 655kl o)l s Y sdlasVo
dg>lo)l @8lay e dorxzimall clasVl axasy VPDN Lo,e Lolsl Guss plasiuw] oSoyico il dib .3
PPPOE clis| _ kil Cisco 6400 _lc Cisco ADSL WIC



(debug vpdn pppoe-events (debug pppoe events #
4d04h: IN PADI from PPPOE tunnel

4d04h: OUT PADO from PPPOE tunnel
4d04h: IN PADR from PPPOE tunnel

4d04h: PPPoE: Create session
.4d04h: PPPoOE: VPN session created

4d04h: OUT PADS from PPPOE tunnel

show vpdn #
No active L2TP tunnels$
No active L2F tunnels$%

PPPoE Tunnel and Session Information Total tunnels 1 sessions 1
PPPOE Tunnel Information
Session count: 1

PPPOE Session Information
SID RemMAC LocMAC Intf VASt OIntf vC
0001.96a4.84ac 0050.7359.35b7 Vi4 UP AT0/0/0 1 82 1

show vpdn session all #

nrp-b# show vpdn session all
No active L2TP tunnels$%
No active L2F tunnels$%

PPPOE Session Information Total tunnels 1 sessions 1

session id: 1

local MAC address: 0050.7359.35b7, remote MAC address: 0001.96a4.84ac

virtual access interface: Vi4, outgoing interface: AT0/0/0, vc: 1/82
packets sent, 28 received, 422 bytes sent, 395 received 30

debug vpdn pppoe-data (debug pppOE data)debug vpdn pppE-:s 3V ellasVl apuasi ol
(debug pppE e ;>) errors (debug pppOE error)debug vpdn pppOE-packet

oo 28V ellasVl quas Jiloy siJl Cisco 6400 (0 PPP cliasi auuas z1,3] 9@ 139:PPP dsuo
:Cisco ADSL WIC

debug ppp negotiation and debug ppp authentication

4d04h: Vi2 PPP: Treating connection as a dedicated line

[4d04h: Vi2 PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 load
4d04h: Vi2 LCP: O CONFREQ [Closed] id 1 len 15

(4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305
(4d04h: Vi2 LCP: MagicNumber 0x65F62814 (0x050665F62814
4d04h: Vi2 LCP: I CONFREQ [REQsent] id 1 len 10
(4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9
4d04h: Vi2 LCP: O CONFACK [REQsent] id 1 len 10
(4d04h: Vi2 LCP: MagicNumber 0x03144FF9 (0x050603144FF9

4d04h: Vi3 LCP: I ECHOREQ [Open] id 60 len 8 magic 0xA60C0000
4d04h: Vi3 LCP: O ECHOREP [Open] id 60 len 8 magic 0x51A0BEF6
4d04h: Vi2 LCP: TIMEout: State ACKsent

4d04h: Vi2 LCP: O CONFREQ [ACKsent] id 2 len 15

(4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305

(4d04h: Vvi2 LCP: MagicNumber 0x65F62814 (0x050665F62814
4d04h: Vi2 LCP: I CONFACK [ACKsent] id 2 len 15

(4d04h: Vi2 LCP: AuthProto CHAP (0x0305C22305

4



(4404h: Vvi2 LCP: MagicNumber 0x65F62814 (0x050665F62814

4d04h: vi2 LCP: State is Open

[4d04h: Vi2 PPP: Phase is AUTHENTICATING, by this end [0 sess, 1 load
"4d04h: Vi2 CHAP: O CHALLENGE id 10 len 26 from "nrp-b

"4d04h: Vi2 CHAP: I RESPONSE id 10 len 28 from "clientl

[4d04h: Vi2 PPP: Phase is FORWARDING [0 sess, 1 load

[4d04h: Vi2 PPP: Phase is AUTHENTICATING [0 sess, 1 load

4d04h: Vi2 CHAP: O SUCCESS id 10 len 4

[4d04h: Vi2 PPP: Phase is UP [0 sess, 1 load

4d04h: Vi2 IPCP: O CONFREQ [Closed] id 1 len 10

(4d04h: Vvi2 IPCP: Address 8.8.8.1 (0x030608080801
4d04h: Vi2 IPCP: I CONFREQ [REQsent] id 1 len 10
(4d04h: Vvi2 IPCP: Address 0.0.0.0 (0x030600000000

4d04h: Vi2 IPCP: Pool returned 9.9.9.2

4d04h: Vi2 IPCP: O CONFNAK [REQsent] id 1 len 10

(4d04h: vi2 IPCP: Address 9.9.9.2 (0x030609090902

4d04h: Vi2 CDPCP: I CONFREQ [Not negotiated] id 1 len 4

(4d04h: Vi2 LCP: O PROTREJ [Open] id 3 len 10 protocol CDPCP (0x820701010004
4d04h: Vi2 IPCP: I CONFACK [REQsent] id 1 len 10

(4d404h: vi2 IPCP: Address 8.8.8.1 (0x030608080801
4d04h: Vi2 IPCP: I CONFREQ [ACKrcvd] id 2 len 10
(4d404h: vi2 IPCP: Address 9.9.9.2 (0x030609090902
4d04h: Vi2 IPCP: O CONFACK [ACKrcvd] id 2 len 10
(4d404h: vi2 IPCP: Address 9.9.9.2 (0x030609090902

4d04h: Vi2 IPCP: State is Open

4d04h: Vi2 IPCP: Install route to 9.9.9.2

4d04h: $LINEPROTO-5-UPDOWN: Line protocol on Interface
Virtual-Access2, changed state to up

o olbd ol
(XDSL) 08 )1 & jisinoll 39 (LRE) (sl Labs i sl s ac> -

XDSL 9 LRE clxiio o> -
Cisco Systems - claiiwelly _sill acal -



//www.cisco.com/en/US/tech/tk175/tsd_technology_support_category_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/tsd_products_support_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



