l2ooh orisue Idpuoe

lJp 95,00

S9uoe 03l ldpuwows Jssse wdysy »9) Nexus pg oo J TACACS gy CLI (9lzos yulo,

IJecbdole IJlgul jusé
lJeobdolo

w9os Cisco .__,ic, oJd9y Ursd pgyu9s wldesluose IJoldse:

- TACACS+
. ISE 3.2

lJpdouvle lJpumwogsped

ouwow Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez ldedsule 1Jpebss IJeldss:

Cisco Nexus 9000: pJwd 09,6 NXOS o9: bootflash:///nx0s.9.3.5.bin
Identity Service Engine: IJ|l_o>l) 3.2

op !Qui:ulc Uroedgflo Ugl_).ié B 03l IJpuwows pu 1Jiz06 10092936 B wsisé pgpdsé gl os.
wlo zgpse IUlzojo [Jpuwegses O odl |qu.u.¢vg':|.) yod3§Q PPUNIT (loe,)luos). !.')Igdlﬁg,o
wodod 98 ldogvgsd: Bolds py Wopd JJules) Idpeeed JIs la).

pedople luwlyuss

pubdolo IJo)ésue

NX-OS oy Cisco - TACACS+ Jl sobJdu ls ogsue.
Pa)d Cop0 |Jo_9§6 y-19) Cisco

CJouwed Joswsole ISE 1Uzsssé sJ9u sy eugsue Beys oldsse wwdé 90 s9pl Jdso
28 Idsuesd ldss zese pssle ISE Bl dp sdu Drsd wogsue wdsse: Jlpwosle psjé ISE
TACACS: Vlyo weolz IUs wrgsue puwdsd zoly b6 gbe IJuoz IJos w@9p wldpuol@e.

o> o S8 puw ey pdou lUsgp/ldb)e wldeuol> 86 eds gols Nexus ISE olyele 9, Nexus
Shell IJplbbJye.

Spdo Jdpuwogse lJpesu wol 1Usg) wudss luvad il IUigble sl odlzol IJlgul s shzle
pul9> pesSU6.



Szw 1o od9u eduwé £pd TACACS lJws weuod £Js 29, Nexus (1,6 eJs luwegsle 1J1sle)
sldlplele Ideldss sovgsdol W (b:

* 1Jsuo9d IJs wdssy 9226 bydsse JJouwdss Wib pg lsdluw IJoyvgsd 9830 lsdlud
lJouvesd Jdslzole e 1/1-1/21 9 1/25-1/30

© 99999 IJudd IJley (ssh)

+ SSH6

+ telnet

* Telnet6

 traceroute

* traceroute6

* USUE
s ool dlcuold 6
° de.ﬂsg
lJodosu
e IJogbsbs Jduveds
T] =
HELF DESK NEXUS 9000 ISE 3.2 PSN WITH DEVICE

ADMIN FEATURE ENABLED

IDuwe Idogbslbs Jpdole [Jors g
|Jglogs 1: wJgsy Nexus 9000

1. odosu Idpuolb §6 sldodss o sldpzluvwé (AAA).

wedS): w8 wpdsu puol> 9o TACACS. w99 zolj Nexus gy luwwgsle Idpuol> 86
lJpedso 95wl s [uwedsle IJpuob 86 Idpuweuso [Js e AAA.

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication login default group IsePsnServers Tocal



Nexus9000(config-role)#

2. 8p wodssu Iy Idpuoue

cluvodsle ldpobdole [Jpeesds.

Nexus9000(config)# role name helpdesk

description Can perform basic Toubleshooting and bounce certain

ports

Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *
Nexus9000(config-role)# rule 6 permit command ping6 *
Nexus9000(config-role)# rule 7 permit command telnet *
Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *
Nexus9000(config-role)# rule 11 permit command config t ; interface
Nexus9000(config-role)# rule 12 permit command config t ; interface * ;

Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#
Nexus9000(config-role-interface)#

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

vlan
interface

interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface
interface

*

; shutdown
no shutdown

policy deny
policy deny

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14
Ethernetl/15
Ethernetl/16
Ethernetl/17
Ethernetl/18
Ethernetl/19
Ethernetl/20
Ethernetl/21
Ethernetl/22
Ethernetl/25
Ethernetl/26
Ethernetl/27
Ethernetl/28
Ethernetl/29
Ethernetl/30

Nexus9000# copy running-config startup-config
[####HRBHHHAHRRHHHAR RS H ARG A AR HAHHRE] 100%

Copy complete,

Co

now saving to disk (please wait)...

py complete.



lJ¢lb9es 2. wJesy Identity Service Engine 3.2

1. 8p wodssu 1Josss IJos sop luvegsleol loule gJuwé &pd Nexus TACACS.

Swp lgwegsdle puol> 96 ISE |Jpzdss.
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SY9u IJpuwese ziel puoli 9p2e9e6 1Jo9sd Ides we lugbldel Josl Idg, o 1dwsuoses os
ISEusers.

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Mew User Identity Group
ldentity Groups

=0 Identity Group

* Name iseUsers|
Endpoint ldentity Groups

User Identity Groups Description

J0Gle pEpsEs puuTops0

o8y 998 1y biuwld.
Sp loodd Ids Lo > bl 1degss > wugse 1Jogss.
lud) 998 1 luolds.
Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Usars

Latest Manual Network Scan Res... N Etwo rk ACCE SS US e rs

ted 0 Total O

Status Username .~ Description First Name Last Name Email Address User ldentity Groups  Adr

Mo data available

1oule 1dp e ap

Jzie po 1Jedsd 1UIU5less: lusl Uluwpe IJpuwegspe Sop luweesle luve IUpuwaés e iseiscool s
o3l IJpuwld.



> New Network Access User

~ Network Access User

* Username iseiscool
Status # Enabled
Account Name Alias

Email

©ops Idpougse sloghlse

copsd IUgbys Idoldss B wessu Jdes p9) Jluwe IJpuvcse ldds wp lubldo.
VainillalSE97 09 JJpé 1Jp 9, lJpumwcispé B o3l 1Jg, 00 IJes osz.s.

“ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration

Password will expire in 60 days

P g
() Mever Expires

Password Re-Enter Password

* Login Password

Enable Password

S0 s 1des9)

Slgsile Bp woessu Idpuvetse [Js 1dpzeses IJos we luuildol puvedl sldes os B odo
lJzlJé ISEusers.

v User Groups

iselsers
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Network Devices

Selected 0

{] Duplicate ) Generate PAC

(] Name ~ IP/Mask Profile Name Location
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Work Centers - Device Administration
Owverview Identities User Identity Groups Ext Id Sources Metwork Resources Palicy Elements More

= ¢ Mow Nabtwork
HNetwork Dovices

Metwork Devices

NEXUS9K

Dscrigtion Maxug Davica For TACACS

IP fddress

Device Profile B ciaco

Model Name

Software Varsion

Network Device Group

Q;Iqu;\ Eg\j (ST

Spedu oy Idgsble IJeuuwsds BLgs 9spdu 2390l 9o 0509 f)l)o IJgsble lJs ouous<d NADs
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TACACS Authentication Settings

Shared Secret Nexus3xample

[] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

Buep w380 TACACS

lesb IJegssle oldod) W 15 Lusld.

3. wJdosu TACACS gJs ISE.

U228 PITSU PU i, PSN lJ3s Ypo wodssuo Vs Nexus 9k Jsso IJgsl) Device Admin ppdy.

S

pdlebo: Jl sowow wpdsy g6 b 1Jzol; Ws lgbo IJouvgsd eds ISE.

[Jozdd pu ps)od b6 zol; PSN

Enable Device Admin Service

SpeJdu ldoz 8l pu 0l weo b6 Blises ISE > IJuble > 1Jogu, > PSN IUglLe wd > Guwpe Elsp

lJowsluwd > cpdsy el b6 1Jzol).

.+ Gp wlugile pdd o5 TACACS. 1Uss syze pdow puwless 159, [Us zols Nexus [l

ogew Idpuol> 96.

o0 Ylisps ISE: luedd

Ids el 1depd > bHs I._Jiao)'é > euluoy Iduwslyws > IJoclksg > pdule
w&sS TACACS sluy) eds iy lusls.

Work Centers - Device Administration A Evaluation Mode 27 Days  Q

Overview Identities User Identity Groups Ext Id Sources Network Rescurces Pelicy Elements Mare

Conditions » TACACS Profiles

Network Conditions

Results

Allowed Protocols

Name Type Description

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile




pdd Wy TACACS

Bp COESSU luwe: 99,09 Roshsl
Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Mare

Canditions

TACACS Profile

Metwork Conditions

MNamea
Results Nexus Helpdesk

Allowed Protocols
TACA mand Sats

TACACS Profiles

Soeph pdd Og Hsd TACACS

e woglod Buwe U2 ued IJpoes slucdd I1Js Buve IJeue IJlsds.
9i>'a.J lJ9sp6 shell:roles="help desk".

Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements More
Name
Nexus Helpdesk
Conditions
Network Conditions

profile will
Results t of the helpde

Task Attribute View Raw View

Profile Attributes

shell:roles=" helpdesk®

[ol 98 Jwpd pJd o sd
Op wodssu pzesesd Iduoe IJos couopu vog Idpual> 96 suoz IJogssd.
B poldj epd 1Jsuo9d 1Us Blispes ISE > sl 1dzols > pzesele woz 1Lys Izols.

Jiploe Ieron Jossoses: sop luwotsle pzeses IJuer IIIBe,luoss. 9pe 3. $pdu logble
PePIES wor lers: pg Uiusb Jeblu8s yusubissele pesws.

lud, 998 Iduwop Vs wolss IJuows.



Work Centers - Device Administration A EvaluationMode 27Days Q@ L4 &

Overview Identities User Identity Groups Ext Id Sources MNetwork Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

wee bl odasu pzeses IJuvsluwle sogbsboo [Js Iuwdd 9u9uuse Suwe uvsluwé
lJpol>96.

0By B9 ls89us luolds.

eds pold ldodssy 03l oy Bspo IUluwp os IJpuob 86 1UsIJss slduiybb 1degol) o9 IP
Jeoly IJubwJs (Nexus) (sgd ped a.b.c.d.). suvwgse vog ldpuol> 96 o3l pgju 0956
powctseso 10lgs.

Work Centers - Device Administration A\ Evaluation Mode 27 Days
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -

Status Rule Name Conditions Use Hits Actions

~ Qptions

If Auth fail

0 Internal Authentication - Network Access-Device |P Address
If User not found

If Process fail

Q Default
2 Options

(6]

2z U\AV»J\_\‘éS

Sspl sds Jsdss wdssu Iduinb.

22> 1J9uosd 1Js 1o ds > Gups $leguw el IP Jdzols.




Conditions Studio
Library Editor

Network Access-Device IP Address

e EEF
EAP-MSCHAPv2

EAP-TLS Dictionary Attribute

All Dictionaries ™ Antribute

DEVICE Davice Type

DEVICE Model Name

DEVICE Network Device Profiie
DEVICE Software Varsion
MNatweork Access Device IP Address

Network Access NetworkDevicaNamea

09369 IdRogb Josg Idpuelads

lovowsde I <Nexus IP gg9lo™> ogdsd pe Id suoe IP.

Conditions Studio

Library Editor

Network Access-Davice IP Addrass

PREOCadPJAEEF S
Equals z<Nexus |P address>

EAP-MSCHAPv2

EAP-TLS

12188 g lad Wpodss IP

lod) 898 1d5) luwesle"

Sop 19009 1Js 03l 1duinb Bl L9luubs zol; Nexus 1Uss Geo wodssue. 9pe 3. Il Jlg




IJE 02 09 wpdsu 030 1Uplds JJpsé Jusys pu lUizejs. Bedsd p)lels iyl pgodu.

& luedd IJs Buwe vog IJoasd 98 wosuwsEo.
lud) s lsdous + (lisy).

Work Centers - Device Administration

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets More

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence  Hits

[] Defoult Tacacs Dafault palicy set

» Authentication Pollcy (2)
> Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

w Authorization Palicy (1)
Rasults

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

@ Default DenyAllCommands
By Vg IJogasd

Vs o3l Idpolde wp luwegsle pdow wedsple Nexus Jlywe Juog IJeéssd.
~ Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

Metwork Access Device IP
Address ABCD

Detfault DenyAllCommands

MEXLUS HELP DESK Nexus Helpdesk

9389 Idghosl Joag Ideg ssd
Sup luwepsle vy IJuinb IUss wp odsue SO wor ldpuolb§s Juog IJugasd.

WIS g9 "pdVle wgys Shell's wp wedss pdu IJog s IJss wp wdysuo God weasd
ro-iJCu._; |._J.)E_ro J Nexus.




2ol lud,y o edl.

IJozdd eu lduogs
luwegse o3l 1dGuwe Joldss god Idodssy wuvdd Lozse.

20 81206 [Upwetsp Iy ess (ISE). loodd 1Js IJg pdsle > TACACS > I wzdle Ideol s,
22> Iduwed IUss sblod luwe dpuwese Idpuwodse: slud) W98 wdluosd ywed Live Il 06
v lJowys .

Live Logs

wwed Tacacs Live

9dzie pu ldovdlosd IJos souspuol 03l 1Je )8y Spdu 1Jegey) eds Suwpe vzl
e Spdud puiloss Jsdsoe Bsle ISE Llzle 1IUdspeo shell:roles="help desk”

{Author-Reply-Status=PassRepl;
AVPair=shell:roles=" helpdesk”: }

Jlgweglos Jovdluosd Iduwed 1ol

eJs gol; Nexus:

Nexus9000 Togin: 1iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Toopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5



Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable

% Permission denied for the role
Nexus9000(config-if)#

lwe vl IJigble 5l oJlzol
w2dd pu lpdluss 1Usuesd |Us ISE pu ol Nexus: -

Nexus 9000# ping <ISE IP IJ¢glo v >
Sop lgooh logold <ISE IP> (<ISE IP |U¢luo o> €056 Llse pu lduslule



64 ulsw pu <ISE IP IJglue > :icmp_seq=0 ttI=59 time=1.22 pJJs <lusé
64 Ulso pu <ISE IP IJ¢lue wJ> 1 icmp_seq=1 ttI=59 time=0.739 pJJs <lus
64 Jlso pu <ISE IP [J¢lue wJ> 1 icmp_seq=2 ttl=59 time=0.686 pJJs <lusé

64 Clsw pu <ISE IP IJglue > :icmp_seq=3 ttI=59 time=0.71 poJJs <luséd

64 Clsw pu <ISE IP IJgluo > icmp_seq=4 ttI=59 time=0.72 pJJs <lousé

>3890 Iy Bog psule 49, Lsw ISE 9lJ nexus bls: »
Nexus 9000# o ,ulee Telnet <Your ISE IP> 49
sop lJlo peleds <ISE IP> ..
pouod o <ISE IP 1Jgluo > .
29 1Joyge 09 ™.

lgwegse wuoese IJigble IJolds:

debug tacacs+ all

Nexus 9000#

Nexus 9000# 2024 apr 19 22:50:44.199329 tacacs: event_loop(): |wwgle process_rd_fd_set
2024 I, sJ 19:50:44.199355 tacacs: process_rd_fd_set: | juwsgle 5 1Jle ol J FD 6

2024 Io,sJ 19:50:44.199392 tacacs: FSRV JI swoodd 8421 opcode

2024 1o ssd 19:50:44.199406 tacacs: process_implicit_cfs_session_start: se e 1l 1U>g9J. ..
2024 I, 19:50:44.199414 tacacs: process_implicit_cfs_session_start: 1Jg 9z weol welds 30
: IJ$2,6 eds IJessse

2024 I ,sd 19:50:44.199424 tacacs: process_aaa_tplus_request: IU>g9d Jpgd gduwo gpJ
AAA O

2024 o ,sJ 19:50:44.199438 tacacs: process_aaa_tplus_request:lJoz 838 pu gldo 1Jpunds
mgmt0 ol wegsle IsePsnServers Jpze9gs 1Jgglsp

2024 Iu,sJ 19:50:44.199451 tacacs: tacacs_global_config(4220): eld ...

2024 o ,sJ 19:50:44.199466 tacacs: tacacs_global_config(4577): get_req...

2024 Io,sJ 19:50:44.208027 tacacs: tacacs_global_config(4701): luvogls 9sped Idbele 1Ugluos
wEpdsd wdssu IUo,9esded Ideleildozlz

2024 iw@J 19:50:44.208045 tacacs: tacacs_global_config(4716): req:num yl>J 0

2024 L_,JL;J 19:50:44.208054 tacacs: tacacs_global_config: req:num ez 986 1

2024 iyJ§J 19:50:44.208062 tacacs: tacacs_global_config: req:num poJs 5

2024 iyJ§J 19:50:44.208070 tacacs: tacacs_global_config: req:num deadtime 0

2024 Iu,sJ 19:50:44.208078 tacacs: tacacs_global_config: req:num encryption_type 7

2024 I,sJ 19:50:44.208086 tacacs: tacacs_global_config: |zle sse bl 0

2024 1o osd 19:50:44.208098 tacacs: swe wgpspe process_aaa_tplus_request:group_info s
aaa_req. J3JJ sup luwosle pzpesssd Jgglsp IsePsnServers

2024 I,sJ 19:50:44.208108 tacacs: tacacs_servergroup_config: [>¢lJ Jez 0986 1Jgol>e.



o, 0

2024 Iu,sJ 19:50:44.208117 tacacs: tacacs_servergroup_config: GetNext REQ J o, _w PTPIED
e9bp lJey90999J:0 1Jlw e:

2024 io )sd 19:50:44.208148 tacacs: tacacs_pss2_move2key: rcode = 4048003 syserr2str = Jl
S92> pdwlz PSS o3l

2024 i )sd 19:50:44.208160 tacacs: tacacs_pss2_move2key: |Jloold o pss2_getkey

2024 iw@ 19:50:44.208171 tacacs: tacacs_servergroup_config: ¢_oJw GetNext REQ gJs
Ooyuw pze9es E9be IJu,y9w9dsd:2 name:lsePsnServers

2024 i.__,)ksJ 19:50:44.208184 tacacs: tacacs_servergroup_config: |guwglssé 9sped IJbele 1JEluos
g w&pdso preses lJwagwsded:vele

2024 1o,sd 19:50:44.208194 tacacs: tacacs_servergroup_config: | zle Lzle 9sp6 0 Jpzpeoed
eobp IJoy9w9sdsdle:IsePsnServers

2024 ivJ§J 19:50:44.208210 tacacs: process_aaa_tplus_request: wp lJg o9, eJs IsePsnServers
JJpzeses. VRF 1Jpec9ld 8 09 w908« source-intf o9 O

2024 io osd 19:50:44.208224 tacacs: process_aaa_tplus_request: [Jog 99 pu 929> mgmt0

n vrildbho p@lod vifildlve,)luos Jdpzeses [Jpbdeeo

2024 l,sd 19:50:44.208256 tacacs: process_aaa_tplus_request:mgmt_if 83886080

2024 i )sd 19:50:44.208272 tacacs: process_aaa_tplus_request:global_src_intf : 0. src_intf
lJezds 09 0 9 vif_name o9 IJl el os

2024 o ,sJ 19:50:44.208286 tacacs: create_tplus_req_state_machine(902): lJ>g9d Jpg

: 2Juws god AAA O

2024 | sd 19:50:44.208295 tacacs: g5 lzoj6 1JzlJs 0

2024 I, sJ 19:50:44.208307 tacacs: init_tplus_req_state_machine: 1J>¢g9J Jpg, b zJuwé £oJ
AAA O

2024 L_,J@J 19:50:44.208317 tacacs: init_tplus_req_state_machine(1298):tplus_ctx o9 NULL 9szw
: o sdau B 2lJs 1Jpesdus gldlzoul,

2024 | ,sd 19:50:44.208327 tacacs: tacacs_servergroup_config: [J>g9d IJs pzeogs IJEole
IsePsnServers. |Jo, 4w 0

2024 iVJ§J 19:50:44.208339 tacacs: tacacs_servergroup_config: GET_REQ Jwo,w pzpe9e06
e9bp 1Jo,90999J:0 name:lsePsnServers

2024 I, sJ 19:50:44.208357 tacacs: find_tacacs_servergroup: |J>g9J Jeze986 £90
ISEpsnServers

2024 lu,sJ 19:50:44.208372 tacacs: tacacs_pss2_move2key: rcode = 0 syserr2str = oele

2024 I,sJ 19:50:44.208382 tacacs: find_tacacs_servergroup: ¢ 9z Jpze9eé ¢9l>p
IsePsnServers o9 2

2024 i )sd 19:50:44.208401 tacacs: tacacs_servergroup_config: get_req: 'a]oi
find_tacacs_servergroup 0 Jeze9e6 £9bp IJw,9w9dedle IsePsnServers

2024 i osd 19:50:44.208420 tacacs: tacacs_pss2_moveZ2key: rcode = 0 syserr2str = oelz

2024 I ssd 19:50:44.208433 tacacs: tacacs_servergroup_config: zuoJo GET_REQ gJs o, w
02986 29bp IJu,9w9d9d:2 name:lsePsnServers

2024 lous) 2024 Toysd 19 22:52024 1, 19 22:52024 1,sJ 19 22:5

Nexus 9000#



ou9ss IJodlb gjpes. (Jdlbdlg eds wdluosd 1Jz)jpd: Sew edsy wess) o osdle
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| Time | Sc| De| Protocol | Length | Info
66 22:25:08.757481 w = TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, S5eq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
- Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl@e] length: 22
Argl[@] value: shell:roles="helpdesk"

@poodw§ubTACACS

Sedd pu o IJpdule IJpuie,d 09 ud wo s zluw ISE 9 Nexus. spdy s ol solg o3l
s Wireshark.



54 22:25:88.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251350
Packet length: 43
Encrypted Reguest
Decrypted Request
Action: Inbound Leogin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES97

2ird IJpuol 9o
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