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access-1list ACL1 Tine 10 extended permit ip any any

probe udp UDP

interval 5

passdetect interval 10

description THIS PROBE IS INTENDED FOR LOAD BALANCING DNS TRAFFIC
port 53

send-data UDP_TEST

rserver host SERVER1

ip address 192.168.10.45
inservice

rserver host SERVER2

ip address 192.168.10.46
inservice

rserver host SERVER3

ip address 192.168.10.47
inservice

serverfarm host SFARM1
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probe UDP
rserver SERVERL
inservice
rserver SERVER2
inservice
rserver SERVER3
inservice

class-map match-all L4UDP-VIP_114:UDP_CLASS
2 match virtual-address 192.168.120.114 udp eq 53

policy-map type loadbalance first-match L7PLBSF_UDP_POLICY
class class-default

serverfarm SFARM1

policy-map multi-match L4SH-Gold-VIPs_POLICY

class L4UDP-VIP_114:UDP_CLASS

Toadbalance vip inservice

loadbalance policy L7PLBSF_UDP_POLICY

loadbalance vip icmp-reply

nat dynamic 1 vlan 120

connection advanced-options 1SECOND-IDLE

interface vlan 120

description Upstream VLAN_120 - Clients and VIPs

ip address 192.168.120.1 255.255.255.0

fragment chain 20

fragment min-mtu 68

access-group input ACL1

nat-pool 1 192.168.120.70 192.168.120.70 netmask 255.255.255.0 pat
service-policy input L4SH-Gold-VIPs_POLICY

no shutdown

ip route 10.1.0.0 255.255.255.0 192.168.120.254

el 3w6 yudles ACE sl odlzol

S9u2e 03l IJBuwe Jsbss luwad il lgble odssy o dsd IJublses sluodlzol.
loveduuld IJigble gl odlzol B IJl wadsild 1l wlpus

e, ptoele IJie, lopss JJozdd pu luweduldd IJigble 1Jiowlwss sluodlzol 09 show probe

detail:

<#root>
ACE_moduTle5/Admin#

show probe det ai

probe : icmp-probe
type : ICMP, state :

ACTI VE



description :

port : 0 address : 0.0.0.0 addr type : -
interval : 10 pass intvl : 10 pass count : 3
fail count: 5 recv timeout: 5

————————————————————— probe results -----------------——-
probe association probed-address probes

failed
passed
heal t h
—————————————————————————————————— i R e R
rserver :rsl
10.7.107.51 230 6 224
FAI LED
Socket state . RESET
No. Passed states 1 No. Failed states : 1
No. Probes skipped : 0 Last status code : O

Last di sconnect err

Host Unreachable, no route found to destination

Last probe tine . Sat Feb 18 18:24:18 2006
Last fail tine . Sat Feb 18 18:24:08 2006
Last active tine . Sat Feb 18 17:46:08 2006

woeé Idpuwoly: "INIT". "Failed". "Pass". "Disabled" «

alJo |Jlok9uw: Il!E|>° u&&sol" llk'goall‘ ll!u‘qulroll‘ "rOéJké" °
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- "ICMP Stale PKT IJpuwode"

lweduldd Tgble TCP gl oJlzol
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lowed ol Tgble UDP ] oJlzol

St o 99, IJzdJIo "elds pigs Idesuosd" 8'Te) Buod JJebl" B 1l 0o wdluosd
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lowed ol Tgble HTTP gl oJlzol

B o3l lJywsobss Uad: oo vodsso vedsd HTTP. 9JJu sop £502 2lJs 2elsé 1Jghe
IJe8sds eJs lwol "Glunds" ssuvs, IJzdd 1Jigs) Jlodble IJlouold IJgbl s lue wp odds
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1. 500 obluosd 2lUs Ipuwoly po 21U bbgld Ui, IJelds:

<#root>
ACE_module5/Admin#

show probe detail



probe : HTTP_PROBE
type : HTTP

state : ACTIVE
description :

port : 80 address : 0.0.0.0 addr type : -

interval : 10 pass intvl : 10 pass count : 3

fail count: 3 recv timeout: 10

http method : GET

http url 1/

conn termination : GRACEFUL

expect offset : 0 , open timeout 1

expect regex S

send data S

—————————————————— probe results ------—-—--—————-—-

associations ip-address port porttype probes failed passed health
——————————————————————————— s e e it b
rserver : SERVER1

192.168.10.45 80 -- 2 2 0 FAILED

Socket state : CLOSED

No. Passed states : 0 No. Failed states : 1

No. Probes skipped : O Last status code : 200 <------- Last status code from server
No. Out of Sockets : 0 No. Internal error: O

Last disconnect err : Received invalid status code <-------

Last probe time : Tue Apr 7 16:17:26 2009
Last fail time : Tue Apr 7 16:17:16 2009
Last active time : Never

subs) 28 ebl Bbg IJleuold IJigs) 1Js 1o ACE Iguede ses 2lJs g5y wolde: o3l 1Jgbl seos
lud Jo ©¥p wodssu le) 2ldé wade Jdoedsd.

2. olds py 030 IJowszs po ¢dId bbeld i, IJelds:

<#root>
ACE_module5/Admin#
show runni ng- confi g probe

Generating configuration....

probe http HTTP_PROBE
interval 10

passdetect interval 10
open 1

3. ¥p vuuoese Idpuvdds olgld |Ji_9|r0_) lJoldsé:



<#root>
ACE_module5/Admin#
config

Enter configuration commands, one per line. End with CNTL/Z.
ACE_moduTe5/Admin(config)#

probe http HTTP_PROBE
ACE_module5/Admin(config-probe-http)#
expect status 200 200

<===---- 200 indicates the 200 OK message from the server
ACE_module5/Admin(config-probe-http)#

end

4. olds oo IJodssy pu gdId beld 1Jie) 1Jolds:

<#root>
ACE_moduTle5/Admin#
show runni ng-confi g probe

Generating configuration....

probe http HTTP_PROBE
interval 10

passdetect interval 10
expect status 200 200
open 1

5. 9p werwe wBluosd elds Ilguoduole 058 s 9zl lo Sspb 2ls 2elss IUghe os wele
o0 eJIJ bgld i, IJelds:

<#root>
ACE_module5/Admin#

show probe HTTP_PROBE det ai

probe : HTTP_PROBE
type : HTTP
state : ACTIVE

description :

port : 80 address : 0.0.0.0 addr type : -
interval : 10 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10

http method : GET

http url 4



conn termination : GRACEFUL

expect offset : 0 , open timeout 1
expect regex S
send data S
—————————————————— probe results ------—-—--—————-—-
associations ip-address port porttype probes failed passed health
——————————————————————————— s e e it b
rserver : SERVER1
192.168.10.45 80 -- 24 15 9 SUCCESS
Socket state : CLOSED
No. Passed states i1 No. Failed states : 1
No. Probes skipped : 0 Last status code : 200
No. Out of Sockets : 0 No. Internal error: O
Last di sconnect err : - <------- No error indicated now The probe is successful
Last probe time : Tue Apr 7 16:21:05 2009
Last fail time : Tue Apr 7 16:17:16 2009
Last active time : Tue Apr 7 16:20:05 2009

loweduld Tgble HTTPS g_oJlzol

olJluolds 1Js luwldso | ; < 2ol Iuwegsp leuolissle SSL
Jlowed guld igble Ived juld igble HTTPS sl adleol. sop wubésd 2298 19 c2dsd
HTTPS G Iduwsld IUbloys JJpuwdsd J3sJJ le, 0o 16,1z 11, show stats crypto client <8.s o5l
IJ wsls.

Jol ogpd puwedyvdle HTTPS Luvdd peodad o zpse Ipuvod idle 1JiE s Bs puvas
Ioslule IJglue o ACE. soldelds Sluel wiuse Joguosue IJesls Jeyds p9, SSL eds
ACE.

lowoduvld puudds Bs wpdsd SNMP sl oJlzol
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show probe detail.

1. 600 wBluosd 21Js ldeuvoly oo 21U gl 1Jie, IJelds:

<#root>
ACE_module5/test#

show probe det ai

probe : SNMP_PROBE
type : SNMP
state : ACTIVE

description : snmp probe

port : 161 address : 0.0.0.0 addr type : -
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interval : 15 pass intvl : 10 pass count : 3

fail count: 3 recv timeout: 10

version 1 2c community : test_comm

oid string #1 : .1.3.6.1.2.1.4.3.0

type : ABSOLUTE max value : 1000000000

weight : 10000 threshold : 1000000000

—————————————————— probe results ------—-—--—————-—-

associations ip-address port porttype probes failed passed health
——————————————————————————— s e e it b
serverfarm : least-loaded, predictor least-Toaded

real : SERVER1[O]

192.168.10.45 161 -- 0 0 0 INIT

Socket state : CLOSED

No. Passed states : 0 No. Failed states : 0O

No. Probes skipped : 0 Last status code : O

No. Out of Sockets : 0O No. Internal error: 30

Last disconnect err : Sumof weights don't add up to nex weight value <------- Error condition
Last probe time : Never

Last fail time : Never

Last active time : Never

Server | oad : 16000 <------- Note the server |oad val ue

IJovoow 9le o3l 1Jgbl o 1Jg50 seolz 1o, 1o sdsg rdJo gudpl ik-,c,:;oJ&s Swess OIDs
Suvdd Jpuwoly 9283 900 ©JI OIDs |u syss luw lu sebs [Jlgdess |Js OID ¢lo.

sew 1o suwlss pzese Iisslo 16000 (lzg 2d8d wzpsd IJehe). wldouuws Jpersd Biss e9)
(OID) slz>. Slu ley 190 Jl sdso Jo ls peus.

2. 600 wdssu Idpuvely po gdld beld IUley 1Jelds:

<#root>
ACE_moduTle5/Admin#

show runni ng-confi g probe

probe snmp SNMP_PROBE
description snmp probe

port 161

interval 15

passdetect interval 10
version 2c

community TEST_COMM

oid .1.3.6.1.2.1.4.3.0

type absolute max 1000000000
weight 10000 <-------

S IJodsso 1Upsdy, ig_JIo‘ Swp wd9su 19w gJs 0556 10000 Jpg 9 )8 9lzs. sw9de



ACE oJ9su perd B8 (OID) T2, B Idpuwely 92w 1o sdsw pzese JJI IJIgslo puwlss! J

16000.

Je sdopd ldodssu 9swsde ACE pedele |UolBbss Os odsu Ideumol. 90kl Jgse 929>
&) 9,8 (OID) I, Vs IJ.:",-:J3§Q‘ Jlsqopdg, ACE pu zuwle UCP:J gdosl ldwoo obo,
ounlds gl "ezpge IU95lo Jl wuossd zos Uy IUlduos Jdses 1U9ju".

3. ed Jpuudds pu edld wedsd wdssu IJogdsy eds [dugy IJolds:

<tfroot>

probe snmp SNMP_PROBE
description test

port 161

interval 15

passdetect interval 60
version 2c

community test_comm

oid .1.3.6.1.2.1.4.3.0

type absolute max 1000000000
weight 10000

oid .1.3.6.1.2.1.4.10.0

type absolute max 1000000000

wei ght 6000 <------- 10000 + 6000 = 16000

4. G oty oBluosd 2lUs Ipuwoly o6 12,6 po 2JId 1eld 1ie, IUelds:

port
interval

associations ip-address

<#root>
ACE_module5/test#

show probe SNMP_PROBE det ai |

probe : snmpl
type : SNMP
Sstate : ACTIVE

description : snmp probe

: 161 address 0.0.0.0 addr type : -
: 15 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10

version 1 2C community : test_comm

oid string #1 : .1.3.6.1.2.1.4.3.0

type : ABSOLUTE max value : 1000000000
weight : 10000 threshold : 1000000000
oid string #2 : .1.3.6.1.2.1.4.10.0

type : ABSOLUTE max value : 1000000000
weight : 6000 threshold : 1000000000
—————————————————— probe results ------————————————-
port porttype probes failed passed health

—— - pmm—mm - pmmm - 4o pm—mm - it



serverfarm : least-loaded, predictor least-Toaded

real : SERVER1[O]
192.168.10.45 161 -- 4143 0 4143 SUCCESS
Socket state : CLOSED
No. Passed states 1 No. Failed states : O
No. Probes skipped : 0 Last status code : 0O
No. Out of Sockets : 0 No. Internal error: O
Last disconnect err : - <------- No error indicated now The probe is successful
Last probe time : Mon Apr 6 09:12:54 2009
Last fail time : Never
Last active time : Sun Apr 5 15:57:28 2009
Server load : 0

luwegsle 28d J9s 1JelJs 1Jigs,6

SpJo wsds) IJedluosd Idpeedds wedd Les 1Jelds IUigs)s JJluveduwble és)
lJossoss. gds uvesd ldpeld: Ws zldo PROBENOTICE_PROBE IJpuiis: Seus Hp) 1JelJo
30001 1o IJpuwoly ulez wsuel wuvs) IJdses 30002 1Js bl Bbs syusble IUpuvoly. serue

¢l Slog 1Jlogold IJigs, Jyes 1Jelds 30002 "Je sop odds luverles worses pu 1Jebe"
9JYu Idpuvdds IJBedss woedd widyuwsble Vs wdysy Idpuwol sldos spdy beuool
pu eJIJ IJoubb, Vs 1desuler IJouas Jduwen.

<#root>
ACE_module5/Admin#

show probe TEST detai l

probe : TEST
type : SCRIPTED
state : ACTIVE

description :

port : 0 address : 0.0.0.0 addr type : -
interval : 15 pass intvl : 20 pass count : 3
fail count: 3 recv timeout: 10

script filename : PROBENOTICE_PROBE
————————————————————— probe results ----------—--—-—————-

probe association probed-address probes failed passed health
—————————————————————————————————— i e e S ittt
serverfarm : sfl

real : rs2[0]

23.0.0.5 4082 54 4028 SUCCESS

Socket state : RESET

No. Passed states ) No. Failed states : 5

No. Probes skipped : 8

Last status code : 30001 <------- | ndi cat es success

No. Out of Sockets : 0O No. Internal error: O
Last disconnect err : -



Last probe time : Wed Apr 8 04:44:41 2009
Last fail time : Tue Apr 7 12:02:10 2009
Last active time : Tue Apr 7 12:03:45 2009

wuoest leble 1lJepvoly

Spdu wodss s IUgpd IJeldss pu lzd ©2dsd piss pu ldoged S eldle Buvd
Il wedule:

- 1dzue9d £Js o duss show oo Jwsld "o ACE" 9U3JY oo IJuwsl@ 1J3s op WBso wdssy
lJeuwlos)

- woe sniffer |Juk9”0 C)do ©)9) LJ'DL)uul_)

- LzpSE wuoTse lebls oz dss:

1) logble pJS pwed wosrse leble:

debug logfile probe.log

2) cpdsu wuorse Jigble:

wuoese lgble HM

wuoese lgble lzsle HM

eedsple lJouorse

3) Idodlb lle Buvd IJozdsd: p lsBld g du sniffer glséled ousgsd wuoese IJigbls:
Jl s92> oot lgble JJIJ

-lg-

lJgle wuopse lgble 1IJIJ

4) Jeee Wie) pzle Iduved bolo slouwg IRl IJs oo wuos:
show debug log file probe.log

5) Iz33 1JpJ® oo ACE Lz o wd9p wuuwéo:

clear debug-logfile test.log

-1Jzu09d £ds ©Buss U2 1 po Uwsld "bbs ACE" 993Jd pu Iduwsld IUss wp Bso
odosu IJlzevble wes Idlzool)
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