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<tfroot>
cat#

show cat al yst 6000 traffic-neter

traffic neter = 13%

Never cleared

peak = 14%

reached at 12:08:57 CET Fri Oct 4 2002
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tbVduwe lo) lo serue B8b 1U)ub Vs 1deluss leuslssle b [uve:

<{froot>
cat#

show interface | include line|\/sec

GigabitEthernet2/1 is up, Tline protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/2 is up, Tline protocol is down
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec

G gabitEthernet2/3 is up, line protocol is up
5 mnute input rate 99765230 bits/sec, 24912 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
G gabitEthernet2/4 is up, line protocol is up

5 minute input rate 1000 bits/sec, 27 packets/sec

5 mnute output rate 101002134 bits/sec, 25043 packets/sec

GigabitEthernet2/5 is administratively down, Tline protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/6 is administratively down, Tine protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
GigabitEthernet2/7 is up, Tline protocol is down

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

G gabitEthernet2/8 is up, line protocol is up

5 minute input rate 2000 bits/sec, 41 packets/sec

5 mnute output rate 99552940 bits/sec, 24892 packets/sec
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Sz 1o ©9lBG zese Ipeadle B Uvods L2 eds 235 STP puve,d. 909 &0 9luoe JJpunldd
gwpl oerue Ideumsy P pEod wubdd pouwd Jz wa9esdsd Iduuzys IJpod,es (STP)
B posd U ds ppdss bloyss (VLAN) Iy oy9e9ded Iduivess IJpw9,66 (STP) pesu. Sp
wluosl) IJipJ show spanning-tree vlan vian-id Jg, o pg),9 lJzuw ld)ssuvs Juvedo VLAN
PESUO:

<tfroot>
cat#

show spanni ng-tree vl an 333

MSTO3
Spanning tree enabled protocol mstp

Root | D Priority 32771

Addr ess 0050. 14bb. 6000
Cost 20000
Port 136 (GigabitEthernet3/8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Status
Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

IJ VLAN , 80 suvobse oo luvgus po ldpsole: Jio psole sdsu ouopue Bs 1Jiouiglbé



Jouo |u,uuuu WO ¢bgo wled. lu sJdou lJpsule Vs Ipuui.Jé wwoubé gldol JJ VLANS eJs
IJuibolos s pog b, 1o Jsuw 03l 09 1JzlJs (8ds uvwsd Idpsld: lo sbo, 1o luuuskbs gae
gJs VLAN 52.3) wgs 3J9 lue suvobse 2lade 1o s 1dého | eupesy
L2|line|broadcastCommand (b §l £Js Supervisor 2 9lJ ez, Jle 1Jizse gds pe9dle Catalyst
6500/6000 series switches. bl Jie, Supervisor 1 JI s9.9, leuolssle weasd JIJ yvods
VLAN). ubb,o [Js sleole VLAN Géb. gldol pl wdsy Lvwds VLAN sl leds €35 pu 1Jzjp
lJpz9do os 1w ds IJos prow Bsol IJodl):

<#root>

cat#

show i nterface | include L2|line|broadcast
Vlanl is up, line protocol is up

L2 Swi tched: ucast: 653704527 pkt, 124614363025 bytes - ntast:
23036247 pkt, 1748707536 bytes
Recei ved 23201637 broadcasts, O runts, 0 giants, O throttles

V1anl0 1is up, line protocol 1is up
L2 Switched: ucast: 2510912 pkt, 137067402 bytes - mcast:
41608705 pkt, 1931758378 bytes
Received 1321246 broadcasts, 0 runts, 0 giants, 0O throttles
V1anll 1is up, line protocol 1is up
L2 Switched: ucast: 73125 pkt, 2242976 bytes - mcast:
3191097 pkt, 173652249 bytes
Received 1440503 broadcasts, 0 runts, 0 giants, 0 throttles
V1anl100 is up, line protocol is up
L2 Switched: ucast: 458110 pkt, 21858256 bytes - mcast:
64534391 pkt, 2977052824 bytes
Received 1176671 broadcasts, 0 runts, 0 giants, O throttles
V1anl01l is up, line protocol is up
L2 Switched: ucast: 70649 pkt, 2124024 bytes - mcast:
2175964 pkt, 108413700 bytes
Received 1104890 broadcasts, 0 runts, 0 giants, O throttles

R og')l lJeold: wpod JuvowJs VLAN 1 ig_.__Ls e3> pu gpdsle Idow 92,96 1Jp)9) IJpeesds [Js
L2. olds pu wgrs 1dpuwds Ided)s wuvdd wozse.

See o $Jou IJpuds Ies UG odJds eds IUzuw Issuvs (Bs wewe Iizslo sdso
IJeuwly 1Jslzs 1800, pu 2se IJgbsle s3dJduo 1bod pu pse IJoddds. ub)l Jio 1dpulds
PP 06 [Jued wugpd wdldsad leds). Jopsss 1Jpudds Iss sop leoulo 1Uzs) Juvwds
VLAN pgs08: Bp wluosl Ile, show spanning-tree vian:

<tfroot>
cat#

show spanni ng-tree vl an 333

MSTO3



Spanning tree enabled protocol mstp
Root ID Priority 32771

Address 0050.14bb.6000
Cost 20000
Por t 136 (G gabit Et hernet 3/ 8)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32771 (priority 32768 sys-id-ext 3)
Address 00d0.003f.8800
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Interface Role Sts Cost Prio.Nbr Status
Gi3/8 Root FWD 20000 128.136 P2p
Pol Desg FWD 20000 128.833 P2p

ol 00 0JBs 922l wslole wi9esdsd IJzuwy (BPDUS) wuindd pucbe s IJpods
lysssuws 9eds 1dpolds Idos sbe,uo luol weu.

swp buld spdle wslole w)y9e9dsd 1dzuw, (BPDUS) L9lywlos 1zuw) IUsssuvs Os JJ
Iluod jpus (Clusoly wuvdd [Bu)los). wodds IJeumy) £s) 12360 9psle wslule
w290999d lJeuw, (BPDUS) lJos swpe luvedlpol pu Idzd): 9o gldeol sogssdol suyisol. Se
wluosl) IJle, show spanning-tree interface detail Jeg ;906 ol I3 o od@s 922le wslule
w9w999d 1Jzuw) (BPDUs):

<tfroot>
cat#

show spanni ng-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking
Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 4, forward delay 0, hold 0

Nurmber of transitions to forwarding state: 0

Link type is point-to-point by default, Internal
Loop guard 1is enabled by default on the port
BPDU: sent 3,

received 53

cat#

show spanning-tree interface g3/2 detai

Port 130 (GigabitEthernet3/2) of MST00 is backup blocking



Port path cost 20000, Port priority 128, Port Identifier 128.130.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 5, forward delay 0, hold 0

Number of transitions to forwarding state: 0

Link type is point-to-point by default, Internal

Loop guard 1is enabled by default on the port

BPDU: sent 3,

recei ved 54

S pdlzbs: op ©JBs 9228 wslule wy9e9dsd IJzuwy wso vlozs Idle) (Lode IJesh pu 53
lJs 54).

IJesble [Jesozs os W 1Uglde esxble wp ldlzedllb ol w9luubs gpdss STP udwol. 903l
SEUS Ty WO gldo jsbe gsblo Idlgwedlec Jp Swp luuodlroggaﬁ vslole wysesded IJzuw,
(BPDU) W §b 9luubs po93 Veds: 9dIu wp luwodoldol s ol Lol uwlbs gpodso STP. |3l
received JI S jlss €31 9236 wslule wy9e9Y9d Idzuw) (BPDU) eds 1dpewwds 1Jss pu ldpde, o
o sJ90 IJpuds Idussd 1Jzass 19 1dpowds Ilzeslbes: &p 1Jozdd ppl 131 Jlo 1dpowds
sowcdp 1wt Ieoes £ WIS (sop busld 52310 wslole wa9esdsd 1z, (BPDU)
Joo pugdd). e vluosl 1dle, show interface counter:

<tfroot>
cat#

show i nterface g3/2 counters

Port InOctets  InUcastPkts
I nMcast Pkt s

InBcastPkts
Gi3/2 14873036 2
89387

0

Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114365997 83776 732086 19
cat#

show i nterface g3/2 counters

Port InOctets InUcastPkts
| nMcast Pkt s

InBcastPkts
Gi3/2 14873677 2

89391



Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts
Gi3/2 114366106 83776 732087 19
Sedu IJews) eds 9009 95 Il pud3 STP O Guwe wauwsa wi9w9dsd IUuive)d

lJpe9,86 (STP) Ll wegsle psile 1Yo vl psd 9226 wslule w90999d IUzuw, (BPDU) 9919
lJod,,(BPDU). | sedds el oo BPDUs sJyu Wzuow ol Bl 1dpsule sgx 1Jgbl. §p wluosl
IJi», show interface counters errorscommand:

<tfroot>
cat#

show i nterface g4/ 3 counters errors

Port Align-Err FCS-Err  Xmit-Err Rcv-Err UnderSize OutDiscards
Gi4/3 0 0 0 0 0 0

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen  Runts Giants
Gi4/3 0 0 0 0 0 0 0

pu Idpzeed 10 sop odds selo wslule wy9e9dsd Iz, (BPDUS) wsluwlbs IUposs
IJdeds 9JIo Jl ojsld Jl ouad 1Js gpdss STP. I3l Jlue IUisle, IJpuuegsps B lJpeldso
IJovlodso wgoe lue sop luvedlp weue 1dbusld IJpogss 3l sop zuvle Iigble: Bozdd
Pl Bl Il sop luwdlb sple wslule w)y9wedsd IJguw, (BPDUS) eJs puwess gpdss
w299999J 1Juivz,6 IJped, g6 (STP). Iuos,o ethermote lo) pdclz ol Seuw, - Uvzé
epdso-9,0¢ lo) eJs 1Jplsé 2usl;6 6500:

<#root>
cat#

renote command switch test spanning-tree process-stats

—————————————————— TX STATS---------—————————
transmission rate/sec =2

paks transmitted = 5011226

paks transmitted (opt) =0

opt chunk alloc failures =0

max opt chunk allocated =0
—————————————————— RX STATS----—-—-—-——————————-
receive ratel/sec =1

paks received at stp isr = 3947627
paks queued at stp isr = 3947627

paks dropped at stp isr =0
drop rate/sec =0


/content/en/us/support/docs/lan-switching/spanning-tree-protocol/10596-84.html
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3947627
0
7 (max) 12288(total)

paks dequeued at stp proc
paks waiting in queue
queue depth

gueue wait time (in ms) = 0(Cavg) 540(max)
processing time (in ms) = 0(avg) 4(max)
proc switch count = 100
add vlan ports = 20
time since last clearing = 2087269 sec

sewe Wles ldeuwctse B o3l lJpeld leuolssle gpdss STP. pu Idpop IJozdd pu 30 sislé
21515 1luwlb 900 551 IUgse 1dpuwedes. o suvede sob Jlsiss £ 1o 1dpsule boses
Suvwde multicasts: > 9 9w IS lyol sYyu luvedee wldeolz sigd IJublg dho (1L pu
IJ cpu). luool, 1o, pI9clz &, ibe | i rx_inputcommand gJs 1Jpel>6 2udlj6 6500/6000:

<tfroot>
cat#

remote command switch show ibc | i rx_input

rx_inputs=
5626468

, rx_cumbytes=859971138

cat#

remote command switch show ibc | i rx_input

rx_inputs=
5626471

, rx_cumbytes=859971539

S9uot o3l 1dpeld I wsu ldpeele 1Jeuws sigd Idubly luuaede 23 2)p0.

% p.J|an6: 0do0 IJC)P 23 J;ﬁsuuo e BPDU d&b‘ 03l &)b E_||o .Jaro@E |Ja)|o |J|ouuQJroé
w9luwbd |Jpgg'95 slgd Idoblg.

15l Jp sJo 00l Is pduiny edis luwdll 9ol wslule wu9esdsd 1Jzuw, (BPDUS) gds 1Jpzed Iy
lJpods Idpeds: Ssee edsd IJudd 1Us 1dprsd eds Idelow IR po Idbovlb sldezdd eel
131 Iy 03l 1Jpeeed Suuwd 923le walule wy90999d Idz v, (BPDUS). we 88 Jpg )96 ol 131 Jly
Sop buwld spdle wslule w9999 IJzuw, (BPDUS) wuvdd pucbe gds IJpulds Ipesws
9&sy Idzy. lud ldpsule $91W g 9 [Jpsule syuvd BPDUs — g5, i ezley Jl suvede op.
S ol Bl o p Luwld 922l wslole wp9e999d Izuws (BPDUS). e wluosls Iies IJodosds
show spanning-tree interface:



<tfroot>
cat#

show spanning-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTO0 is

desi gnat ed

forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type is point-to-point by default, Internal
Loop guard 1is enabled by default on the port

BPDU: sent 1774

, received 1

cat#

show spanning-tree interface g3/1 detai

Port 129 (GigabitEthernet3/1) of MSTOO0 is

desi gnat ed

forwarding
Port path cost 20000, Port priority 128, Port Identifier 128.129.
Designated root has priority 0, address 0007.4flc.e847
Designated bridge has priority 32768, address 00d0.003f.8800
Designated port id is 128.129, designated path cost 2000019
Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 0
Link type is point-to-point by default, Internal
Loop guard 1is enabled by default on the port

BPDU:. sent 1776

, received 1

Bs o3l lJpolde sop buwld 9eses wslule wi9e999d IJeuw) (BPDUS) wsu Idegele.

~ pdlzbo: welb gpdso wy90999d 1Juig)o 18,80 (STP) cus €51 sesio clolo wysosasd
| Jews (BPDU). 903l SEUS o lJesh suvs) 1Js ivo e huwld 9226 vslule oy9w9dsd Ideuw)
(BPDU) uz9 Idpuds IJdeJs 9swpe b,JﬁuIJoI. ozd9 el Bl dlue gﬁ.\.blc, lJpod3 s> Jgje
lIJoo Idpogss Ideyuwds. 9p wluosl) I1Jle, show interface. 9spdu 1o suwles 3J9 Bs
ORI w398 s p)9) spdle wslule wy9esdsd IJzuw, (BPDUS).

<tfroot>



cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi3/1 127985312 83776 812319 19
Port OutOctets OutUcastPkts

Qut Mcast Pkts

OutBcastPkts
Gi3/1 131825915 3442
872342
386
cat#

show i nterface g3/1 counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
Gi3/1 127985312 83776 812319 19
Port OutOctets OutUcastPkts

Qut Mcast Pkts

OutBcastPkts
Gi3/1 131826447 3442
872346
386

uwepsle zese oo Igbslo: coped IJBd,6 B IJess) eds 1deesd b9 IUboulb 2se Jp
sop dds sole wslule wieesdsd IJzuw, (BPDUS) Iy Luwldoel Is peldzeol. o IUpzepd iu
SI90 w909dsd Iduvzys Idewdd,es (STP) 9> Ble veuwle 1Jzlds Iduozses Jdeuds: sddy
o)l J9z9s pundJs Os puwess IJogde Slue sogs) cessw ode IUzlds eds zol lghs
lJogzso. iou'bgbé Suwubse Juo gdiu o Jl suws ldpsule sdgo gds 1Jeols puwess. 3
Jouow wgw @ I& 030 pubddo Vs Jvwdod. Blood wldsgp ldodos e Cisco JJzuesd £ds
P3S> pu Idpuwless.

ol 1o 92> 116 19 glo96 1o suvow IJIouugbs. o3l 1bls Suvgs oo gido pu Iduinods, 9
lJluosh suwgs Juw eddo.(ped luwowsdo IJ fiber lg GBIC). szo luweghs IULoolble
lJpod o ldos we Bbog louoldol Vs 1Ugbgo 3.

pu Idpop £30 peldes IJzols 19 IUbooll IUss suvew Idedsl 1Jedds: Jlu Iesss pu 1dby9e
lIJos wdss lds IJed,l IJedds odyu glosd poBlogs: 9¢s) puwed)é. o3l sgus luo: 15l e
ez Iduinl B Idoedsd b9 weso Jl seae Iuinb Jbe,s pu ldode 19 Jl sese eds
IUlbJIS. szv ouvesd duinb zos spdu dage Cisco Lo dos Idezdsd Sso Jlzdl pu
IJpop Iu ©@9p wozese IJpedsele 29 1Uelds $ud lehs soub 1dezsdlc. 3l soww inl: Bpu
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lelsé lJo9z.s0.

lIJozdsy Vs wessle Iptbb

Swped 29, 1Uss wess) [pebb (TC) Bs wuozse ealod lehs wozse L2 wes wiss) Idptblb.
03l 2,958 10 SBzuw L9LLJSE ludble Jiu MAC gusly spdo IUsuosd IJso uuludl pu ¢JIJ
psule ¢luo spwobse Es)w 9spIdu Isuesd Idso pu I psule pgod. sepd TC eds
oddsd g0 229d lgbo IJwgzse eds gpse IUpzadle Ws Juvwds VLAN IJos szoe bsol TC.
SJI Bl e sop lehs cesso Idewslo Suusop wzlyjo sze Ssup Juoelo 9u09d 1dzie Ids
ew9lu MAC 1Jggos.

Sop wuvgsd TC woluubs wgss) elds w9099 Iduig)s Idped,e6 (STP) Jdewds IUs 1y pu
2lJe wy90999d Iz 1Jpwwd, g6 (STP). wes TC: zos 131 Jly gugly MAC JJgzoes 1Jpess6 9>
locos: Jl owep) IJOsolule Jpso bysds. sope lgho weass Ideuslo wluvbs 1Ug)ps IJing
IJos olos pu Idpuosd 1Uss wp wpass guslo MAC Igluo wo. spdu o wbo, Ipuiud Jé
ewdpel s8¢ TC wuvdd pody) o Ou)le jpuss §uosis. wepd ldpadle Cluwepl eds wpass
2olod lebo 1Jwgzso wuwygd BOls¥s: J3JY spdu I ooy IJbsolule elows o@ysol.

S pdlebé: pg wu9e9dsd 1duivzrs Ipedsgs (STP) IJuusse 19 wa9esdsd Iduizrs IUpeddses
(STP) IJpcg>s (IEEE 802.1w 9 IEEE 802.18). s p wuivgsd wu99dsd IJozde B
IJLuwld (TC) pu gl CESS) 1155 10ssess O 2lJ6 IJpudd: LlJluolds [Us wéss) 129,
p0 TSY | JoppseSwitch. pg w9099 Iduvz)o 1Jpws,)e0 (STP) IJuv)sE6: Swp puwe 229J
les wozso Idpuwess 2 gds IJB9,: w3dl po pesl; 802.1d0 1d3s sepd eds wddsd 98w
lJo@be. sgpd IJow,sg 1JW9ys Jzaod lelo Ideszsoe eds luveehs IUlouold wuvdd
g sJJuo B> souvwe DS 1Upiss pu gldle Bsuo

s8> TC ol ol Bs Gvwds posls wuvdd z83. guspl Ssou gb9é £Js pdulz psule up g
down. ould I3l te: ol 1o IJ STP 59J6 o0 Idpsule s)e [JS 19 o forwarding. g0 59,96
lJpo93 95 $938 3JY IJs oyl TCs gl s olule.

Jl spdu o wouvou IUpolds 3l psjé STP PortFast IJos wp wpdse 0556 TCs gus luwdldol
IJs gldé 16155 105z ig puol. spdy io Sed widgsy portfast eds zpse pulds lJzol lJuwoliss
(eed Idblogle 9lzes IJpwssc, IJuiguoss 91Jesbe) pu Liwdle TC IJs pudé pugd o
909 PUNLZUNU wULO.

Bl Jluw ould Juodle TC pod,),6 gds IUgveds Bszw £JsY weass puod) 0do Juvwdle TC
9wl lp)le Jg ool JJsuo9d wldbsuolule 1Us 1z Idbus.

cluwepsle pesh 802.1d sop wui) pedsele wi9e9dsd Idubz)d Ideod,e6 (STP) 29d 2o
IJoglyo ldodous vsu ey po edIJ ledle Ideglso IJo@us (TCN): 909 wog 2luo pu zale
wslole wy9099sd Izuw) (BPDU). o sove lve Iesule Iu suvede TCN BPDUS. oo
Suvwlbse 9zrw Idbls 1o logul IJ TCs.

lIJoze eu wwow Idsuolule
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I suwobse 2230 lu 0uld $J90 sBsU2 pu ble Lbse )ub suwdb eds s 1o JI-
SOy lu sdou lzodue 9swss pedd Iyl swess unicast job [Js 1 o wo glso o
Josuw eds Idpeds Bbgo. lpdo J Jos) pedpes eds unicast s 2. unicast (s o s

eJs plxé 28136 6500/6000 Iy, s,J o CiSCo 108 ) pesé: lue suvebse Veuow IJ forwarding

ped 83 (B8b gdss Ipuind 2 p2)d) b $82) Jpdly po sBsU2. luosh lp) pdele £502
lewolssle ls)yd | 1o $>_dalST_FRcommand:

<#root>

cat#

renote conmmand swi tch show earl statistics | i MSS DAl ST_FR
ST_MISS_DA = 18 530308834
ST_FRMS = 97 969084354

cat#

renote conmmand swi tch show earl statistics | i MSS DAl ST_FR
ST_MISS_DA = 4 530308838
ST_FRMS = 23 969084377

B 03l lJpold: sbo, 1g 95 1Jisd IJogss) pud Ig) o6 wp Bsol ouldss o3l 1Ule,. 9skbo,

IJg 295 1JS1os 1JB8s 8 IJosldpss pud Tg) lels wposs. sbo, Iduwlb, 1Jlsd pésl, IJlbble IJos
op Suoo 9sbo, Iduwb) IJelous pddl IdIblle IJos weo peldzeol. Bl dlue IUSsS el
podboosu I8 1o 1U8se8 1Jisds wiss wegsd prode: B&> sdou 39 03 1o 1Jepsd sdsu2
296 £39). 908 3 $pIu luwesle o3l B Eb LIUlGelo pg )8 1s JJozdd eu
IJBsuolole: o)l Jio IJeshble Jsuue pogsss IJpuuossle. oold el sles JIJ peod: 9Jsuw
JIJ pods Iy G ds VLAN. pu Idboses o $os weuo sBsu2 sob: wal lo Idpdole
Suvwlbse slsel lo sWsLo o 1Jglse {upperimac address Jsuv s forwarding blgJs. o3l
suvobst Juo IUelds guspl IJpBdole suvade sob g lss euslo lu sodds wes sdsu Jp
Sp pENSS.

IJoze v puos) TCs

Bl L8 Uvewds VLAN pg 908l Jubwdo VLAN IJos seow Wsol Bsoly pd,b oz 8l pu
eble wu9usdsd Iz Idpod,es (STP) Jpedd ol I3l Jlu £33 gulssu TC pyodells sojlss
wubdd puobe. luos)o Idgyue Seuv) - uveys Vian-id o osd lp) (B o3l peld: VLAN 1
lwogpdo):

<ffroot>
cat#

show spanni ng-tree vlan 1 det ai
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VLANOOO1 1is executing the ieee compatible Spanning Tree protocol
Bridge Identifier has priority 32768, sysid 1, address 0007.0e8f.04c0
Configured hello time 2, max age 20, forward delay 15
Current root has priority 0, address 0007.4flc.e847
Root port is 65 (GigabitEthernet2/1), cost of root path is 119
Topology change flag not set, detected flag not set

Nurmber of topol ogy changes 1 | ast change occurred 00: 00: 35 ago
from G gabitEthernetl1/1

Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15
Timers: hello 0, topology change 0, notification 0, aging 300

Il Jp $do 28e Girods VLAN g 908l Bspdoud [uuaesle pedd 1Uzies 19 1oz dd po esble TC
Jepese uvwdle VLAN.

ledls IJgbosle 1UJ1es Jeog jsbé pesdle 1Jluusoedld (TC)

SpIdud o)l §wb e wESSHIO 1 Upzbs Jpgy96 ol I3 Yy swsley wubIdd pucbe. g 3JI.
loedd IUs IJzuw IUpouod wldpowds 1U3s sop 8000 Jodds 18 TC (Vs Idpeld IUuwlo b
o093 GigabitEthernet1/1) 9,956 pu IJpdly 1U3s gle puo TC J3JY Iz Sew ool 030
lJepdso zos swp lJeey) eds puds Idpebo IJuolisss w9y wedsy STP PortFast. |_9 TUS
Swpe ldewy) eds hovlb IJwgez 1Uss sdje luedlze. 9sdie o)) Idl)le wopwo 31 Jluw 1Jesls
lJos sedu ldzuesd sdsol oio..§ o pold) ié)s. BlIly Lol suwps lJs puosyd woliss:
VspJdud wdysy psjo portFast Jpug luuile ool TC.

) pdlebbs: Vs wuWdsy wyulpe Cisco 10S Software STP. spJdy jshe g vodle TC Wb
Bl op ©dB8s 9226 wslule w)y9wsdsd IJeuw, (BPDU) J TCN L9luwlbs o083 O Lo s
VLAN. 3l oo ©J8s 9226 wslule wy9edsd Ideuw, (BPDU) Sle wdasu gbs pe wesSU
eJloé TC. BJU swp jshs g1 TC. 903l sgus lwo: Il Juo wuvowe B o sJou e
el Idezde (TC) 09 ldwow B 2298 s oluler Vedsd IJose BOs wede puols)
podj Ideede pu ldzum Iossuns Jenswsdsd Iduivess IJeo 9,86 (STP) O Lvwds
VLAN o30. spdy 1u Sew9s £Js iJe, lJeedsple 596 29d £33 pold; Idwelyé 90,050l

lpweduuld IJpuvddle 1dpoed§s wade IJodbe sluadizol

ool 2ldle Jl woblod ol 1Jgediss 1Jdedss Jungwsdsd IJuizrs IJpecdsgs (STP) pe
IJuvded IJpesde. s0pl IUBLosole U1, eole,l:

¢ suwodd odbu s lebs odbu wi9eeded IJuivz,6 1w es (STP) sl ibsd pu
IJewsde.

© woses lpgbb peodss o ldpcsde.

9&ldul ol @9y 030 o Tuwuly 03l 1 wded:



© 830 09l wsu IUpebb IUzdsds 91Jpesess.

* 0dosu £ LoRSE: POd SISO £y el Jibsle wadse STP: Iy $b) STP I
SS9 odssu sy uoese J PortFast.

+ 5296 1peldes Iesdiss (CPU) Jdezsd Iezed wuindd Slis> cle 1Jodlhe I9 lehs
lJowhe.
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lJpw9,e6 (STP). Jdop Jplsl suweéHrd Idodbe s8¢l UDSJ pu ldpusde slee wuwduwd [
290999 1Jubzy8 1deod,es (STP) Jpeyds ol $228 9uls worose. Jlu cudss wygwsdsd
|J9ua_)o lJpo8,80 (STP) Ws wyulpg Cisco 10S Jl s 99, wouwesd IJuclseg (wlugvooule
IJIz>le 1dpesso: pod 2ldle e300 wulund 1Jpuld3) BOspdud [uuegsle wyulez Cisco I0S
Jousese leble wisedsd Iduves Iped,es (STP) Jdewesd eds erue 19e,)

9,292). wldouwos Juusesdsd IJuive)6 1Jpad,es (STP). wluwegsle pz9J Catalyst 6500/6000
subed wulez Cisco I0S Software. wop 1Jpgldzs s pelde IJpzad (SP) (Is 1Jpui ).
soldolds sdie wedsu wusrse Iigble gds SP. Llduuwes Jpzesele zuwss woulee Cisco
10S. wop ldpeldes eds pelde IJeszse (RP) J3dd sdje wpdso wuoese IJigble eJs RP
(MSFC).

luveesle 1910, wuozse lglble STP

IJesss pu l9le, STPdebugcommands e9z06 Jluwegsle ousuws IJelbss,. Wos Jl w9, ls 18z
SYIU 3 pEus Juig e ol 290 eS8 CVOLOSISE LLUBESS wy9udsd Iduied IJpe,ed
(STP) Bs wyulpg Cisco 10S. spdy lu w9, weLe wuoese IJigble 1)lz spdo Bilewo eds
IJB89,c pod wéssle 2lds 1dpuds sogssile 109, sldizsle pod TCS 90556 wud)sé 9gsle
wslole wy9esdsd Ideuwy (BPDUS) IJpuwedes 9ldezeds. JI 99, o3l IUduwe 9,081 Jlpdl
Jease epdslo ouozse IJigble. 9JJduo s830 wuvdd ptoue) Iigble 1JIJe,) luvagslel.

N pUles: gos luveisle ey IJeuozse: Be wopdss Iz IUbus po cuozse Iizble
lJuo,9,86. I3l Jp ody ould 2lzs IUs euoese Ui'a]olc Vs 1Jsdw [Jveds: B §pe
vowesd Uz 1Js Iduwzd wadl po bolgoo [Js 9236 1dezdp. spdo o wiss Idigble
131538 |Jss wzpsd 9238 1JeglJzs IJerdiss (CPU) wubdd skss sogbsd gedss Ipzsd.

Jesese [olz ouszse igble [Us 1duved wodl po 9226 Idoede Iy aduvle gpd Telnet: §p
“luodb 8le) )38 IJouwesd S0Ess) 9226 IJoede B supe Idodsso Iele. Jerue uwed
Ui@lo lJglpd: 9p wluodl) |Ji|o_) debug spanning-tree J per VLAN Spanning-Tree (PVST) 9
Rapid-PVST. o3l 09 I9J wuoese IJigble 1Jss $98,) pedsple 29d pl 230 pg wi9wsded IUuiz,é
lJpo8,86 (STP). WS L2 IJuivgyd IJped,e6 lJpogss6 (MST). Jl sepd edis luodly IJio,
debug spanning-tree event. J>JJ. 9p wluosl, IUle, debug spanning-tree mstp rolescommand
Dds6 wessule 29, Idpuds. Ldss céssile 2lds waswsdsd Iuveé IJewd,gs (STP)
JJpudi §p wluosl) IJle, debug spanning-tree switch og |Jle, debug pm vpcommand:



<#root>
cat-sp#

debug spanning-tree switch state

Spanning Tree Port state changes debugging is on

cat-sp#

debug pm vp

Virtual port events debugging is on
Nov 19 14:03:37: SP: pm_vp 3/1(333): during state forwarding, got event 4(remove)

Nov 19 14:03:37: SP

cda

pmvp 3/1(333):
forwardi ng -> notforwarding

port 3/1 (was forwardi ng) goes down in vlan 333

Nov 19 14:03:37: SP: *** vp_fwdchange: single: notfwd: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): notforwarding -> present
Nov 19 14:03:37: SP: *** vp_linkchange: single: down: 3/1(333)
Nov 19 14:03:37: SP: @@@ pm_vp 3/1(333): present -> not_present
Nov 19 14:03:37: SP: *** yp_statechange: single: remove: 3/1(333)

Nov 19 14:03:37: SP: pmvp 3/2(333): during state notforwarding
got event 4(renove)
Nov 19 14:03:37: SP

cda

pmvp 3/2(333): notforwarding -> present
Nov 19 14:03:37: SP: *** vp_linkchange: single: down: 3/2(333)

Port 3/2 (was not forwarding) in vlan 333 goes down

Nov 19 14:03:37: SP: @@@ pm_vp 3/2(333): present -> not_present
Nov 19 14:03:37: SP: *** yp_statechange: single: remove: 3/2(333)

Nov 19 14:03:53: SP: pm_vp 3/1(333): during state not_present,
got event O(Cadd)

Nov 19 14:03:53: SP: @@@ pm_vp 3/1(333): not_present -> present

Nov 19 14:03:53: SP: *** vp_statechange: single: added: 3/1(333)

Nov 19 14:03:53: SP: pmvp 3/1(333): during state present,
got event 8(Ilinkup)
Nov 19 14:03:53: SP

cda

pmvp 3/1(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/1 new blocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/1(333)

Port 3/1 link goes up and blocking in vlan 333



Nov 19 14:03:53: SP: pm_vp 3/2(333): during state not_present,
got event O0(Cadd)

Nov 19 14:03:53: SP: @@@ pm_vp 3/2(333): not_present -> present

Nov 19 14:03:53: SP: *** vp_statechange: single: added: 3/2(333)

Nov 19 14:03:53: SP: pmvp 3/2(333): during state present,
got event 8(Ilinkup)
Nov 19 14:03:53: SP

cda

pmvp 3/2(333): present ->

not f or war di ng
Nov 19 14:03:53: SP: STP SW G 3/2 new bl ocking req for 0 vlans
Nov 19 14:03:53: SP: *** vp_linkchange: single: up: 3/2(333)

Port 3/2 goes up and bl ocking in vlan 333

Nov 19 14:04:08: SP:. STP SW G 3/1 new learning req for 1 vlans

Nov 19 14:04:23: SP:. STP SW G 3/1 new forwarding req for 0 vlans

Nov 19 14:04:23: SP. STP SW G 3/1 new forwarding req for 1 vlans

Nov 19 14:04:23: SP: pmvp 3/1(333): during state notforwarding
got event 14(forward_notnotify)

Nov 19 14:04:.23: SP

@@ pm vp 3/1(333): notforwarding ->
f orwar di ng
Nov 19 14:04:23: SP:. *** yp_list_fwdchange: forward: 3/1(333)

Port 3/1 goes via learning to forwarding in vlan 333

JBop oo ©uoyd )9e9dsd STP Lloss§s pesud: Eldol ol sI90 pu 1> 19$6 923le
wslule v909dsd IJeuw, (BPDUs) lJos sop luwodoldel shuwldel wsluwlbod 1UezeJ:

<tfroot>
cat-sp#

debug spanni ng-tree bpdu receive

Spanning Tree BPDU Received debugging is on
Nov 6 11:44:27: SP: STP: VLAN1 rx BPDU: config protocol = ieee,
packet from GigabitEthernet2/1 , Tinktype IEEE_SPANNING ,
enctype 2, encsize 17
Nov 6 11:44:27: SP: STP: enc 01 80 C2 00 00 00 00 06 52 5F OE 50 00 26 42 42 03
Nov 6 11:44:27: SP: STP: Data 0000000000000000074F1CE8470000001380480006525F0E4
080100100140002000F00
Nov 6 11:44:27: SP: STP: VLAN1 Gi2/1:0000 00 00 00 000000074F1CE847 00000013
80480006525FOE40 8010 0100 1400 0200 OFO00

sepd wuoese IJigble 03l Jig_ole PVST 9 Rapid-PVST 9 MST. sJJuoe Jl s ppessle 9esle
wslule wi9e9dsd Idzum, (BPDUS). 9pe 5JJ: spdud luwaslpe Juoplu odds seole wslule



290999 IJzuw,y (BPDUS). U956 pzusslo 9226 wslule wuswsdsd Idzuwy (BPDU). S
wluosl) IJle, debug spanning-tree switch rx decodefcommand p¢g |Jle, debug spanning-tree
switch rx J PVST g Rapid-PVST. $p wluesl, IJie, debug spanning-tree mstp bpdu-rxcommand
JJlbdlg gds peusslo 9226 vslule oy9e9ded IJeuw, (BPDU) 1UElLoé o MST:

<#root>
cat-sp#

debug spanning-tree switch rx decode

Spanning Tree Switch Shim decode received packets debugging is on

cat-sp#

debug spanning-tree switch rx process

Spanning Tree Switch Shim process receive bpdu debugging is on

Nov 6 12:23:20: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/len 0026
Nov 6 12:23:20: SP: encap SAP linktype ieee-st vlan 1 Ten 52 on vl Gi2/1

Nov 6 12:23:20: SP: 42 42 03 SPAN

Nov 6 12:23:20: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4flc.e847 00000013
Nov 6 12:23:20: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0F00
Nov 6 12:23:22: SP: STP SW: PROC RX: 0180.c200.0000<-0006.525f.0e50 type/len 0026
Nov 6 12:23:22: SP: encap SAP linktype ieee-st vlan 1 Ten 52 on vl Gi2/1

Nov 6 12:23:22: SP: 42 42 03 SPAN

Nov 6 12:23:22: SP: CFG P:0000 V:00 T:00 F:00 R:0000 0007.4flc.e847 00000013
Nov 6 12:23:22: SP: B:8048 0006.525f.0e40 80.10 A:0100 M:1400 H:0200 F:0F00

lJouwes Jsgoe MST. spdud wedsu WY ouids) BPDU IJowosds wluwaésle 1Ule,
thisdebugcommand:

<#root>
cat-sp#

debug spanni ng-tree nstp bpdu-rx

Multiple Spanning Tree Received BPDUs debugging is on
Nov 19 14:37:43: SP: MST:BPDU DUMP [

rcvd_bpdu G 3/2

Repeated]

Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags[ F ]
Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019

Nov 19 14:37:43: SP: MST: root_id :0007.4fl1lc.e847 Prio:0

Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768

Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15

Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1l

Nov 19 14:37:43: SP: MST: ist_m_id :0005.74

Nov 19 14:37:43: SP: MST:BPDU DUMP [



rcvd_bpdu G 3/2

Repeated]

Nov 19 14:37:43: SP: MST: Proto:0 Version:3 Type:2 Role: DesgFlags[ F ]

Nov 19 14:37:43: SP: MST: Port_id:32897 cost:2000019

Nov 19 14:37:43: SP: MST: root_id :0007.4flc.e847 Prio:0

Nov 19 14:37:43: SP: MST: br_id :00d0.003f.8800 Prio:32768

Nov 19 14:37:43: SP: MST: age:2 max_age:20 hello:2 fwdelay:15

Nov 19 14:37:43: SP: MST: V3_1en:90 PathCost:30000 region:STATIC rev:1

Nov 19 14:37:43: SP: MST: ist_m_id :0005.7428.1440 Prio:32768 Hops:18
Num Mrec: 1

Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]

Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897
Cost:2000028.1440 Prio:32768 Hops:18 Num Mrec: 1

Nov 19 14:37:43: SP: MST: stci=3 Flags[ F ] Hop:19 Role:Desg [Repeated]

Nov 19 14:37:43: SP: MST: br_id:00d0.003f.8800 Prio:32771 Port_id:32897
Cost:20000
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