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Catalyst 3850

<#root>
SW_3850#
show runni ng-config

Building configuration...

Current configuration : 11543 bytes
!

! Last configuration change at 12:16:54 UTC Tue Nov 15 2022
!
version 16.12

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service internal

service call-home

no platform punt-keepalive disable-kernel-core
!

host nane SW 3850

!
I--- IP routing enabled for Inter VLAN routing.

ip routing

!
!
no ip domain Tookup
!
!
login on-success log
!
!
!

vtp node of f




!--- Output suppressed.

I--- Configure IEEE 802.1q trunks.

!--- Issue the switchport mode trunk command to force the switch port to trunk mode.
!I--- Note: The default trunking mode is dynamic auto. If you establish a trunk Tink
!I--- with the default trunking mode, the trunk does not appear

!I--- 1in the configuration, even though a trunk has been established on

!I--- the interface. Use the show interfaces trunk command to verify the

!--- establishment of the trunk.

interface GigabitEthernet1/0/1
shutdown

!
interface GigabitEthernet1/0/2

shutdown
!

interface G gabitEthernetl1l/0/3
description To_Switch-B
swi tchport node trunk

!
interface GigabitEthernetl/0/4
no switchport
no ip address

shutdown
[

interface G gabitEthernetl1l/0/5
description To_Sw tch-A

swi tchport node trunk

|
interface GigabitEthernetl/0/6
no switchport

no ip address

shutdown

|
interface Vlanl
no ip address

shutdown
!

I--- This SVI (Switch Virtual Interface) isthe default gateway for Users.
I

interface Vl an2

description User- SVl




i p address 10.1.2.1 255.255.255.0

I--- This SVI isthe default gateway for Servers.
!

interface Vl an3

description Server-SVi

i p address 10.1.3.1 255.255.255.0

I--- This SVI is the default gateway for other L2 switches management interface.
!

interface MVl anl10

descri pti on Managenent - SVI

ip address 10.1.10.1 255.255.255.0

I--- This route statement allows the 3850 to send Internet traffic to the Cisco router.

iproute 0.0.0.0 0.0.0.0 10.1.1.2

ip forward-protocol nd

ip http server

ip http authentication local
ip http secure-server

!
|

!

Tine con 0
Tine vty 5 15
|

end

N LUlpbs: Josl 1Upeld: p cesso wsesds] b lwoold U ds VLAN (VTP) gds Ils gl
eds zese IJpgadle. suwaged o3l pclz IJolds le lo sewe VTP Jls$ld sl sgd$ 1J
VLANs oJles o ldpguogpd sesu po ubled wubdsd lundye:

<tfroot>



SW_3850(config)#
vtp node off

Setting device to VTP Off mode for VLANS.
SW_3850(config)#

vlan 2
SW_3850(config-vlan)#
name User VLAN
SW_3850(config-vlan)#
exi t

SW_3850(config)#

vlan 3
SW_3850(config-vlan)#
nane Server VLAN
SW_3850(config-vlan)#
exit

SW_3850(config)#

vlan 10
SW_3850(config-vlan)#
name Mgnt _VLAN
SW_3850(config-vlan)#
exit

SW_3850(config)#

end

Catalyst 4500-A

<#root>
Switch-A#
show runni ng-config

Building configuration...

Current configuration : 15360 bytes
!
! Last configuration change at 01:06:17 UTC Wed Nov 16 2022
!

version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

service internal

service compress-config




!
host name Switch-A

I
no ip domain-lookup

no ip dhcp snooping information option
|
!
login block-for 60 attempts 3 within 60
login delay 1

login quiet-mode access-class testblock
login on-failure log

login on-success log

vtp node of f

!
!
spanning-tree mode pvst
spanning-tree extend system-id
!

!

vlan 3

name Server - VLAN
|

vlan 10
name Mynt - VLAN

I--- Output suppressed

interface GigabitEthernet1/1
shutdown

!
interface GigabitEthernet1/2

shutdown
!

interface G gabitEthernetl/3
swi tchport node trunk

I--- Configure Server (Host-A) to be the on the access VLAN 3.
!

i nterface TenG gabitEt hernet3/1
swi tchport access vlan 3
swi tchport npde access

interface TenGigabitEthernet3/2

shutdown
I

interface TenGigabitEthernet3/3
!

interface TenGigabitEthernet3/4




!--- Output suppressed.
I--- |P address on VLAN 10 manages this switch.

interface Vlanl

no ip address
!

interface VMl anl0
i p address 10.1.10.2 255.255.255.0

|
ip forward-protocol nd
ip http server
ip http banner

ip http authentication Tocal
I

I--- Configure the default gateway so that the switch is reachable from other
I--- VLANS/subnets. The gateway points to the VLAN 10 interface on the 3850.

ip default-gateway 10.1.10.1
ip forward-protocol nd

ip http server

ip http banner

ip http authentication local

I
!
linecon 0

stopbits 1

linevty 04

logging synchronous
transport input all
linevty 515

logging synchronous
transport input all

|

end

Catalyst 4500-B

<tfroot>
Switch-B#

show runni ng-config

Building configuration...

Current configuration : 6841 bytes
|
! Last configuration change at 10:44:33 UTC Tue Nov 15 2022
|
version 15.2

no service pad

service timestamps debug datetime msec




service timestamps log datetime msec
no service password-encryption

service compress-config
I

host nane Switch-B

!
boot-start-marker
boot system bootflash:cat4500es8-universal.SPA.03.11.06.E.152-7.E6.bin
boot-end-marker

!
!
vrf definition mgmtVrf
!

address-family ipv4
exit-address-family

[

address-family ipv6
exit-address-family

!
!
no aaa new-model
hw-module module 7 mode 1

vtp node of f

I
I
spanning-tree mode pvst

spanning-tree extend system-id
!

vlan 2

nane User-VLAN
!
vlan 10 nane
Myt - VLAN

interface G gabitEthernetl/1
swi tchport node trunk

interface GigabitEthernetl/2
!
interface GigabitEthernetl/3
shutdown

!
interface GigabitEthernetl/4
shutdown




I--- Output suppressed.
I--- Configure User (Host-B) in VLAN 2.

interface G gabitEthernet8/5
switchport access vlan 2
swi tchport node access

I--- Configure the management IP addressin VLAN 10.

interface Vlanl

no ip address
!

interface MVl anl0
i p address 10.1.10.3 255. 255. 255.0

I--- Define the default route so that the switch is reachable.

i p default-gateway 10.1.10.1

ip forward-protocol nd

ip http server

ip http banner

ip http authentication local
|
!
line con 0
stopbits 1

linevty 04

login

transport input none
|
|

end
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Catalyst 3850

» show vtp status

<tfroot>


https://cway.cisco.com/cli/
https://cway.cisco.com/cli/

SW_3850#

show vtp status

VTP Version capable :1to3

VTP version running 01

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : bc67.1c5d.3800

Configuration last modified by 10.0.0.10 at 0-0-00 00:00:00

Feature VLAN:

VTP Operating Mde D Of

Maximum VLANs supported Tocally : 1005

Number of existing VLANs : 8

Configuration Revision : 0

MD5 digest : OX7E OxC3 0Ox8D 0x91 0xC8 0x53 0x42 0x14

0x79 O0xA2 OxDF OxE9 O0xCO 0x06 Ox1D 0x7D

o |bol, ¢ louold IJglzole

<#froot>
SW_3850#

show i nterfaces trunk

Port Mode Encapsulation Status Native vlan
G 1/0/3 on 802. 1q trunki ng 1

G 1/0/5 on 802. 1q trunki ng 1

Port Vlans allowed on trunk

G 1/0/3 1- 4094

G 1/0/5 1- 4094

Port Vlans allowed and active in management domain

G1/0/3 1-3,10

G 1/0/5 1-3,10

Port Vlans 1in spanning tree forwarding state and not pruned
Gil/0/3 1-3,10

Gil/0/5 1,3,10

» show ip route

<tfroot>



SW_3850¢
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR

Gateway of last resort is 10.100.100.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 10.100.100.2

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks

C 10.1.2.0/24 1is directly connected, Vlan2

L 10.1.2.1/32 is directly connected, Vlan2

C 10.1.3.0/24 is directly connected, Vlan3

L 10.1.3.1/32 1is directly connected, Vlan3

C 10.1.10.0/24 1is directly connected, VlanlO

L 10.1.10.1/32 1is directly connected, VlanlO

C 10.100.100.0/24 is directly connected, GigabitEthernetl/0/2
L 10.100.100.1/32 is directly connected, GigabitEthernetl/0/2

Catalyst 4500-A
» show vtp status
<#root>

Switch-A#

show vtp status

VTP Version capable :1to3

VTP version running : 2

VTP Domain Name : cisco.com

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 6400.f13e.dc40

Configuration last modified by 10.1.10.2 at 0-0-00 00:00:00

Feature VLAN:

VTP Operating Mde D Of
Maximum VLANs supported locally : 1005
Number of existing VLANs 1 32
Configuration Revision : 0

MD5 digest : Ox0B 0Ox61 Ox4F 0x9B OxCD O0x1B 0x37 O0x55



OxAB 0x0C OxC1l Ox4B OxF8 OxDE 0x33 0OxB3

o |bol, ¢ louold 1Jglzole

<{froot>

Switch-A#

show i nterfaces trunk

Port

G1/3

Port

G1/3

Port

G1/3

Port
Gil/3

Mode Encapsulation Status Native vlan

on 802. 1q trunki ng 1

Vlans allowed on trunk

1-4094

Vlans allowed and active in management domain

1,3,10

Vlans 1in spanning tree forwarding state and not pruned
1,3,10

Catalyst 4500-B

» show vtp status

<ttroot>

Switch-B#

show vtp status

VTP Version capable :1to3

VTP version running 01

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 6c20.5606.3540

Configuration last modified by 10.1.10.3 at 11-15-22 10:42:29

Feature VLAN:

VTP Operating Mde D Of
Maximum VLANs supported locally : 1005
Number of existing VLANs 1 7

Configuration Revision : 0



MD5 digest : OxEC OxB4 0x8D 0x46 0x94 0x95 OxEO Ox8F
OxEE Ox1E OxC7 Ox9F 0x26 0x88 0x49 Ox9F

o |bol, ¢ louold 1Jglzole

<{froot>
Switch-B#

show i nterfaces trunk

Port Mode Encapsulation Status Native vlan
agi/1 on 802. 1q trunki ng 1

Port Vlans allowed on trunk

G1l/1 1- 4094

Port Vlans allowed and active in management domain

G1l/1 1-2,10

Port Vlans 1in spanning tree forwarding state and not pruned
Gil/1 1-2,10
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olds pu oblo® Yule IUgveds 1UB)es6 wsu lzojo Idpeuos) 9ld9zos.

3. 1l dp wdo Bl eds ool louald 1Jizesé Bs Uvwdle VLAN ppoduds. Bolds oo lue
Sedod ool leuold 1dusles IJIBe,luass IJpdlods. (lze 1Ugbys 1.)
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4. 151 Jp oJo Blo,l gJs 1d9u09d 1Js 1Jloeoo: Bolds oo lo 1dpusly IJIGe,luos eds
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eozole JJluw,ue slduvedle 1UsIgJss.
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