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Catalyst L2 Switch

<#troot>

I-- (Optional) Set the |P address and default gateway for VLAN1 for management purposes.

L2_Switch#
configure termninal

Enter configuration commands, one per line. End with CNTL/Z.
L2_Switch(config)#

interface vlian 1

L2_Switch(config-if)#




i p address 10.10.0.2 255.255.255.0

L2_Switch(config-if)#no ip directed-broadcast
L2_Switch(config-if)#no ip route-cache
L2_Switch(config-if)#exit
L2_Switch(config-if)#

i p default-gateway 10.10.0.1

I-- (Optional) Set the VTP Mode. In our example, we have set the mode to be transparent.
I-- Depending on your network, set the VTP Mode accordingly.

L2_Switch(config)#

vtp node transparent

Setting device to VTP Transparent mode for VLANS.
L2_Switch(config)#

!-- Adding VLAN1O and VLAN11.
L2_Switch(config)#
vlian 10-11

L2_Switch(config-vlan)#exit
L2_Switch(config)#

!-- Enable trunking on the interface GigabitEthernet 0/2.
I-- Enter the trunking encapsulation as dotlq.

L2_Switch(config)#

interface gigabitEthernet 0/2
L2_Switch(config-if)#

switchport trunk encapsul ation dot 1q
L2_Switch(config-if)#

swi tchport node trunk

I-- In case of dotlq, you need to make sure that the native VLAN matches across the Tink.
I-- On Catalyst Switches, by default, the native VLAN is 1.
I-- It is very important that you change the native VLAN on the router accordingly.

I-- The following set of commands can place on the interfaces connecting to the workstations.
L2_Switch(config)#

i nterface gigabitEthernet 0/0

L2_Switch(config-if)#

swi tchport node access

L2_Switch(config-if)#

switchport access vlan 11

L2_Switch(config-if)#exit

L2_Switch(config)#




interface gigabitEthernet 0/1
L2_Switch(config-if)#

swi tchport node access

L2_Switch(config-if)#
swi tchport access vlan 10
L2_Switch(config-if)#exit

I-- Remember to save the configuration.

L2_Switch#

write menory

Building configuration...

|Je9zo

) edlebsé: wbo, J9blo IJubI:_}hé IJeldss 1Jlgle, I.cha,_s wp beldol gds p9zo Cisco. wupe
luols ldogdsdle vsu ldble) wib plisd Juing 19le) 9¢lbsle pesus.

<ttroot>
Router#

configure termninal

Enter configuration commands, one per line. End with CNTL/Z.

!-- Select GigabitEthernet 1 for the trunk configuration.
!I-- No Layer 3 (L3) configuration is done here.

Router (config)#

i nterface GigabitEthernet 1

Router(config-if)#

no shut

Router(config-if)#

exit

!I-- Enable dotlq on the sub-interface one for each VLAN.
I-- Configure L3 information on the sub-interface for each gateway.

Router(config)#

interface gigabitEthernet 1.10




Router(config-subif)#
encapsul ati on dot 1Q 10
Router(config-subif)#
i p address 10.10.10.1 255.255.255.0
Router(config-subif)#

exit

Router(config)#

interface gigabitEthernet 1.11
Router(config-subif)#

encapsul ati on dot 1Q 11
Router(config-subif)#

i p address 10.10.11.1 255.255.255.0
Router(config-subif)#

exit

!I-- (Optional) For the management VLAN 1 make sure that the native VLAN matches across the Tink.
!-- On the switch, by default, the native VLAN is 1.
!-- On the router, configure VLAN1 as the native VLAN.

Router(config)#
interface gigabitEthernet 1.1
Router(config-subif)#

encapsul ati on dot1Q 1 native

Router(config-subif)#
i p address 10.10.0.1 255.255.255.0
Router(config-subif)#

end

I-- Remember to save the configuration.

Router#write memory
Building configuration...
[OK]

Router#
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» show interface {FastEthernet | GigabitEthernet} <module/port> switchport
» show vlan
» show vtp status
eJs p9zo Cisco. lguegse IJisle) IJolss:
» show ip route

* show interface

up9se lelz 1Jlsle,
Catalyst Switch

sop luwopsle 1die 1delds JJezdd o IJelds IJblss sldogigsdss Jdeuds. Jol lue scp
luweesleo JJdolds po wblo® yuvwdsé VLAN IJlodss eds JJl glows Yuld Idleuold. sepe
lwegsle Lo ds VLAN Iigadiss Jords 1Jpa9, £ 1depsis eusel sdsu Idpuds B s oe
lJosuosd 802.1Q.

Jouwes [Js waoosd 802.1Q. sg 502 e, Il

<#root>
L2 Switch#

show i nterfaces gigabitEthernet 0/2 sw tchport

Name: Gi0/2
Switchport: Enabled

Adm ni strative Mde: trunk
Qper ational Mde: trunk

Admi ni strative Trunki ng Encapsul ati on: dot1q
Oper ational Trunking Encapsul ation: dot1q

Negotiation of Trunking: On



Access Mode VLAN: 1 (default)
Trunking Native Mbode VLAN. 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: none
Administrative private-vlan mapping: nhone
Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlq
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk associations: none
Administrative private-vlan trunk mappings: none
Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false
Appliance trust: none

swp luveesle Uie) IJolds JJozdd pu o 1dslzole (IJpolwds) cowes IJs iwds VLAN
IJoozses. B o3l IJpeld: cuwes 1J9lzos gio/ |Js LivwJs VLANTO ssowes 9i0/0 [Js Livwdd
VLAN11. Iol IJol@s Bop lgole Bs v Jd VLANT.

<#root>
L2 Switch#

show vl an bri ef

VLAN Name Status Ports
1 default active Gio/3
10 VLANOO10 active GO0o/1
11 VLANOO11 active Go/0
1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup
L2_Switch#

sop lgweisle Wi, 1Jolds JJezds o cdsso wasesdsd esuosd uveds VLAN eds
lJpwsd. O o3l ldpelde swp lgvegsle IJyoe Il sewps 9,08 VTP IJuoese eJs osdd

<tfroot>

L2_Switch#



show vtp status

VTP Version capable :1to3

VTP version running 1

VTP Domain Name :

VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 5254.0000.8000

Configuration last modified by 0.0.0.0 at 3-1-24 15:21:18

Feature VLAN:

VTP QOperating Mde : Transparent

Maximum VLANs supported locally : 1005

Number of existing VLANs 1 7

Configuration Revision : 0

MD5 digest : OXx9F Ox7D O0x8D 0x10 OxB1l 0x22 Ox2F OxE7

0x29 0x77 0x42 OxA7 0x95 OxE7 0x68 0x1C

09z0 Cisco

st Wie) 1delds wpedsple wozso L3 29d Islzole 1JB,es6 IJos op wdssvol eds Ideszo.

<#root>
Router#
show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

2 + O

Gateway of Tast resort is not set

10.0.0.0/8 1is variably subnetted, 6 subnets, 2 masks

C 10.10.0.0/24 1is directly connected, GigabitEthernetl.1l
L 10.10.0.1/32 1is directly connected, GigabitEthernetl.1l
C 10.10.10.0/24 is directly connected, G gabitEthernetl.10
L 10.10.10.1/32 is directly connected, G gabitEthernetl.10
C 10.10.11.0/24 is directly connected, G gabitEthernetl.11
L 10.10.11.1/32 is directly connected, G gabitEthernetl.11



sop luweedle Uie) delds Jdozdd po 1Jelds IUbLiss sldogbgsdss Jslzos. wldugwod
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<#froot>
Router#

show i nterfaces

G gabitEthernetl is up, line protocol is up

Hardware is CSR vNIC, address is 5254.0000.004d (bia 5254.0000.004d)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Toopback not set
Keepalive set (10 sec)
Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:14:10, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
5338 packets input, 361563 bytes, 0 no buffer
Received 0 broadcasts (0 IP multicasts)
0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, O overrun, O ignored
0 watchdog, 0 multicast, 0 pause input
13 packets output, 1248 bytes, 0 underruns
Output O broadcasts (0 IP multicasts)
0 output errors, 0 collisions, 2 interface resets
57 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
1 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
GigabitEthernetl.1l is up, Tine protocol is up
Hardware is CSR vNIC, address is 5254.0000.004d (bia 5254.0000.004d)
Internet address 1is 10.10.0.1/24
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 1.
ARP type: ARPA, ARP Timeout 04:00:00
Keepalive set (10 sec)
Last clearing of "show interface" counters never

G gabitEthernet1.10 is up, line protocol is up
Hardware is CSR vNIC, address is 5254.0000.004d (bia 5254.0000. 004d)
Internet address is 10.10.10.1/24

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation 802.1Q Virtual LAN, Vlan ID 10.

ARP type: ARPA, ARP Timeout 04:00:00

Keepalive set (10 sec)

Last clearing of "show interface" counters never



G gabitEthernet1.11 is up, line protocol is up
Hardware is CSR vNIC, address is 5254.0000.004d (bia 5254.0000. 004d)
Internet address is 10.10.11.1/24

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 11.
ARP type: ARPA, ARP Timeout 04:00:00
Keepalive set (10 sec)
Last clearing of "show interface" counters never
GigabitEthernet2 is administratively down, line protocol is down
Hardware is CSR vNIC, address is 5254.0000.004e (bia 5254.0000.004e)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, Tloopback not set
Keepalive set (10 sec)
Full Duplex, 1000Mbps, 1link type is auto, media type is Virtual
output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0O
Queueing strategy: fifo
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