vl gble Llbe TCP 9l odlzol wuwouw
wwlb MSS W ppodle Catalyst 9K

IJpzossle

lJp, 9500

peJople 29 ogy5) TCP MSS
w oY

lJp 95,00

SuPW 03 98586 ISV plx6 296 9K pClz S @§9pe IJ TCP MSS wessd 9dsd TCP jub Lbis
IJs 03l Lwpeé.

ag Jsalc £ 3J g 35 TCP MSS

CosE p8I8 Uowb 1o IJIduas Jeze IJpdloe (MSS) Jusscsdsd IUeede Ys ILuwld (TCP)
odasu e IIGues Jeze Idedbe JJzie IJelvns IJos wzols IJpsze: ¢luoé ilisz TCP
wluwegsle peesgd v SYN. swp luwwesle 11 0ip top adjust-mssed.s 9028 wdsu Idslzed Jogas
S$pd MSS gJs Idpsze ldsuwsh Jzie SYN Jezow IUIgoble.

gwdel $89p 1Jpos (836 ol sI9u zols Jpwse) LugLos) wode eduwd gpd TCP og ghbe.
Slue $89p wlJolao eds zee pdbe IP wluvesle 28 88l MSS B 2jpé wble TCP. sz
oJdysu MTU gds Idpuosd 9sp06 28d MSS. §spo MTU IJIGe,)lose Jobl§o 9lzos IJveJo
(NIC) 1Jgl s Llddpusse, os 1500 Llse wdspes TCP MSS ouJg 1460 (1500 Llse - 20
olse Hlgw IP-20 lse Llgw TCP).

S>8p pesh) PPP g, IUlseyuw (PPPOE) 926 1Jg> I._Ji,juo._s JJudd (MTU) el 1492 Clso
V9.

sedu lu souwon IJodlie wsu Ipupsd szze PPPOE MTU B @sle IJpsze 1Jp9z9s wisu
IJpuosd 9lglse Lluwdlb 1Jzje 3le 1500 Llse sluole zduwle god TCP gu, vwdé PPPOE.
2oS VOGS s wpdsu 9gr6 IUp> Uiéuos JJudd (MTU) Jdpuwl) (IU3s sYoivd 9236 1Je>
IJIuos JJodd (MTU) IJuozses ew Ieuwh) eds Ideuossd: sedo luvdlb zdusle IUged
Jlo puudsds IJuble s@9p90 lzslol woglbsd suwlisd gbl wisesdsd Huvlisd IUozde s
IJloe,oe (ICMP) 1Jes szw buwldel pu IJpuoscd Jds weed 9226 1> IUISuos JJodd



(MTU) JJpuwl.

suwles 1l ip tep adjust-mss B pug luwdlb edusle TCP oo gJId Loub Bspeé MSS Jz e
TCP syn. sJsu IJie, ip tep adjust-mss gl B @b Jlooldle TCP IJos ey gu lJp9z0. B
pebe lJeldle: od9o 1ddses Idpeds JJsuslos max-segment-size o 1Jip, ip tep adjust-mss
os 1452 Llsw.

SusS 030 1JBsp6 Lldluolds |Js Hlw IP pdsw o0 20 wlse: 9)luw TCP 09y e 20 Llswe.
9)luw PPPOE 0990 o0 8 Llsw: 2506 wzze 1500 Llse wblud zep MTU JLoulb IUlse ow.

pdlebo: sop wzasd 2o py9) Ideslule IJpuwowss |Us yowl TCP MSS WS pzodle
Catalyst 9K. s iz 03l IJpuwows Iduvsobssole IJos owde,uo 1o 2598 0,9, IJuslule
IJpuwewsé 1Js wessd TCP MSS wpe wessdol IJs wolpz. lede Idogsdsd pyuvs in
order to ldse |o gluo hwisw o) pesé se9d |IJ TCP MSS baser 2,36 0,9,.

o g

9Jpl 30l wlodl sop slsel wzasd 2rIJs 1Jes9) IJpuwewss |Js eessd TCP MSS g,



Jslez.
903l sgws o I3l zlade lz)le wessd TCP gbhswo: Wewssy syuwd 1pesd 2,98 0,9, TCP |Js
9226 IJpelded 1Jp,djsé Jogssd MSS.

eds wwosd Idpeld: Bl $po wogssd Gsps TCP MSS gds 9lzos: Ouusop wozse yows [s
9226 IJpelded 1Jp,yd5s6 Jzpese erds o9y TCP IJos sup luwodoldel gds odd 1Jglzos.
983 3JY 099 9236 IJpeldes IUeyd5s6 (CPU) Cogss) $sps MSS 9o, uud 2yJ6 019,
lJoslole [Js 1Uglzesd 1Jplbdews e Jlue gpd TCP wdd puzos.

9dodl Idwew: Bl YJly ould 835 olisd pu 2yU6 p39) TCP pg Lol MSS. Wgusisy $938 o3l |Js
oepsd Blisps luobl) 9258 IJpeldzs 1Upyd5s6 (CPU) 1Je, po IJJlp.

gwdel sop wresd Slispd luwbl) 9236 IUpeldzs 1dpydiss (CPU) wuudd ks Sl wuulez
"Uiybd puwess IJozde” (CoPP) sepd eds 1oyl 2596 1Jpis) sluwdlle 1Uzie JJeuslb eds
roE_.)J PQbP L§|:5|,¢':<3 |J|QQJZ>|_).90.')| SOUUNOY k_9.,$ |wd|b e TCP.

soldolds sop 02 puldd ped wbe u¥d Idpddlo: gpdsle logile gduvé SSH: 9L bbe
wbosy Citrix (Bs gldo luvwgsle TCP).

Iswp & Idpeld 1dzdsds JIsss 2298 03l oyl

44— OSPF >« 0OSPF —m——————————p
192.168.1.1/30 192.168.2.1/30
Tel/0/9 | L |Tel/0/2
Tel/0/9 Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200
int vl 10 : 10.10.10.1/24 int vl 10 : 10.10.20.1/24
Idoes Ol

Iuw slow JJs SSH sl 9200 oy, C9500-1.

SSH s wegse svwds VLAN 10 1Jgl o6 o C9500-1 (10.10.10.1) Je o>,

¢lsé 1J SSH 09 ¢9200 s VLAN 20 (10.10.20.1/24).

Suvows SSH IJs w9e9dsd TCP. suldelds Wl ls wlbe Bs w)y90939] TCP s8¢, lsuol s
louvle gduwé SSH oo.

ould pzod L3 gle, (C9500-2) Lsw C9500-1 9 C9200.
ould v@bely JJgws, 130 Loulb e ldpuvess IJelde. slzss wse C9500-1 9 C9500-2,
9lJig s wsw C9500-2 9 C9200.

sope luwopsle OSPF Jilodse IUsuesd ewn zese Idpeadle IJedlcs ssep Idledlu eu zose
Iobodle 1Ud,e56/30 s vudle SVIs s OSPF.

Sedu 1dsue9d IUs zese waswsdsdle IUloe,ow (IP) 1desuoes uvlodl Bspl wswol.



s C9500-2 TE1/0/9: swpe wedsd Yspo TCP MSS.
U wie w)9w9d9d SSH py, C9500-1: wese puoldzs TCP edless IJlegloe.
wuod 25p6 SYN JJs C9500-2 Te1/0/9 (ps¢d) s swpe lple o TCP MSS.

I s 158 101 sded s1dumd s

o lJodlb IJodlb EPC gJs C9500-2 Te1/0/9 (B JJI IJloglosy) 9wl wuvésd SSH pu
C9500-1 |Js €9200.

Ispl sds wdssy EPC:

C9500-2#show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: TenGigabitEthernetl/0/9, Direction: BOTH
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)

Packet Capture duration: 0 (no T1imit)

Packet Size to capture: 0 (no 1limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

C9500-2#

we wuvgsd EPC:

C9500-2#monitor capture mycap start
Started capture point : mycap
C9500-2#

w2 Ooubesd wy9w9eded SSH py CI9500-1 |Js C9200:

C9500-1#ssh -1 admin 10.10.20.1
Password:

lsled EPC:



C9500-2#monitor capture mycap stop

Capture statistics collected at software:

Capture duration - 6 seconds

Packets received - 47

Packets dropped - 0

Packets oversized - 0

Bytes dropped in asic - 0

Capture buffer will exists till exported or cleared
Stopped capture point : mycap

C9500-2#

939spl sds 1Uzip IUos wpe lUelb EPC:

C9500-2#show monitor capture mycap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.1 -> 10.10.20.1 TCP 60 44274 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

.001307 10.10.20.1 -> 10.10.10.1 TCP 60 22 -> 44274 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=536
.001564 10.10.10.1 -> 10.10.20.1 TCP 60 44274 -> 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0

.003099 10.10.20.1 -> 10.10.10.1 SSH 73 Server: Protocol (SSH-2.0-Cisco-1.25)

.003341 10.10.10. 10.10.20.1 SSH 73 Client: Protocol (SSH-2.0-Cisco-1.25)

.003419 10.10.10.1 -> 10.10.20.1 TCP 118 [TCP segment of a reassembled PDU]

.003465 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
.003482 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme
.003496 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segme
10 0.003510 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
11 0.003525 10.10.10.1 -> 10.10.20.1 TCP 118 44274 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm
12 0.004719 10.10.20.1 -> 10.10.10.1 TCP 60 22 -> 44274 [ACK] Seq=20 Ack=84 Win=4045 Len=0

~ Qutput Cut ~
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Spdud 4986 puoldzs TCP wese Vs IJgjes e 1:.2.3.

lJz)ped _)E§p 1 oS PO Fyn.

Spdoud o o)ys luel wlos wdspes MSS woJg 536.

Jpl swp pdlebs 506 ACK (1Uz)ed 19p 2) pu C9200 L 9spé MSS wodg 536.
oul IJMSS L dse dspo intact 9Jl wes) wldpelz.

IJod 98 g s wgasd TCP MSS

Ospl sds wdysy sowb TCP MSS gJs C9500-2 Te1/0/9:

C9500-2#sh run int tel/0/9

Building configuration...

Current configuration : 119 bytes

|

interface TenGigabitEthernetl/0/9

no switchport

ip address 192.168.1.2 255.255.255.252

ip tcp adjust-mss 512 ---—-----------—-—- > Here we are changing the MSS value to 512.



lJTo. &3 1dollb EPC gJs C9500-2 TE1/0/9 (s JJI I.Jloalogg.;.)(jly)i SSH oy C9500-1 |Js

C9200.

Vspel sds wdysy EPC:

C9500-2#show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: TenGigabitEthernetl/0/9, Direction: BOTH

Status : Inactive

Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 80
File Details:
File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)

Packet Size to capture: 0 (no Timit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

C9500-2#

lool gpdss IUIJe @l SSH po C9500-1 |Js €9200. 9i9 88 & pJsé 1l @lb.

95l sJs 1Jg)p IJos wp IJoblb 9236 Idegldzo 1Jpydss06 (CPU):

C9500-2#show monitor capture mycap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 b8:a3:77:ec:ba:f7 -> 01:00:0c:cc:cc:cc CDP 398 Device ID: (C9500-1.cisco.com Port ID: TenGiga
2 0.636138 10.10.10.1 -> 10.10.20.1 TCP 60 53865 -> 22 [SYN] Seq=0 Win=4128 Len=0 MSS=536

3 0.637980 10.10.20.1 -> 10.10.10.1 TCP 60 22 -> 53865 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 MSS=512

4 0.638214 10.10.10.1 -> 10.10.20.1 TCP 60 53865 -> 22 [ACK] Seq=1 Ack=1 Win=4128 Len=0

5 0.639997 10.10.20.1 -> 10.10.10.1 SSH 73 Server: Protocol (SSH-2.0-Cisco-1.25)

6 0.640208 10.10.10.1 -> 10.10.20.1 SSH 73 Client: Protocol (SSH-2.0-Cisco-1.25)

7 0.640286 10.10.10.1 -> 10.10.20.1 TCP 118 [TCP segment of a reassembled PDU]

8 0.640341 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=84 Ack=20 Win=4109 Len=64 [TCP segmen
9 0.640360 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=148 Ack=20 Win=4109 Len=64 [TCP segme

10 0.640375 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=212 Ack=20 Win=4109 Len=64 [TCP segm
11 0.640390 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=276 Ack=20 Win=4109 Len=64 [TCP segm
12 0.640410 10.10.10.1 -> 10.10.20.1 TCP 118 53865 -> 22 [ACK] Seq=340 Ack=20 Win=4109 Len=64 [TCP segm

~ Qutput Cut ~

Sedud 4986 puoldzs TCP wese Vs IJgie L8p 2.34.

LJEJ(RSJLép 208 PO SYN.

Spdud 1o oys luol wlos wdses MSS wuJg 536.
9JJU sop pdlebs 2506 ACK (IUzspd LS 3) pu C9200 L 9spé MSS woJg 512.
903l syze IJs lwe gudpl ouod 2506 SYN [Js C9500-2 Te1/0/9. swp huwldol |Js 9236 1Jpgldeo



lJe,djs6 C9500-2 Jogssd TCP MSS oy 536 |Js 512.

ogpd 9226 lJpelded IJp,ydss6 (CPU) IJElLoé wldb,ly C9500-2 eds wess) MSS |Js 512
shuwld 2306 SYN po TE1/0/2 029 C9200.

Sp ouuogde JIWs 2ydle TCP IJeldss vy $sps MSS 1JeesJs.

IS 2890l 0E9L2 wepd 29 JsBs6 lewsl 2ips SYN g ldpzsd soéssile MSS cesw.
Coz 9,09 2306 SYN 030 | 9lz08 C9500-2. sp Lwldol 1 9236 1Jpglzs 1Jerd 556 (CPU)
Jogssd MSS.

Bos wuwdd adl lJs vud Idlzoslbes [IJdss)lds (s spdod IJlpwosdle sdsol). &p
Suodd 1Js 9236 1Jpeldes 1Jesdiss (se spdod IJluwesdle sdsol ks ol).

se90l Isdl wdds IJdwup s vud Idlzeslbs IJBdsy)lds s C9500-2.

9395l sJs wdosu Vs Idleuslbes IUs)lds JIde@lb 1JY)6:

C9500-2#debug platform software fed switch 1 punt packet-capture buffer 1imit 16384
Punt PCAP buffer configure: one-time with buffer size 16384...done

we wod Ulzoslbs IJdss)ls B o, Idoue:

C9500-2#debug platform software fed switch 1 punt packet-capture start
Punt packet capturing started.

e GuvEsd w9999 SSH ey, C9500-1 |J.s C9200:

C9500-1#ssh -1 admin 10.10.20.1
Password:

989 wud lJlzoslbs 1UBsy)lds Os 1ddwue edso:

C9500-2#debug platform software fed switch 1 punt packet-capture stop
Punt packet capturing stopped. Captured 3 packet(s)

goul wud Idlzeslbs IJBss)lds Hob IJEwuo:

C9500-2#show platform software fed switch active punt packet-capture brief
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 3 packets. Capture capacity : 16384 packets



—————— Punt Packet Number: 1, Timestamp: 2024/07/31 01:29:46.373 ------

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 55 [For-us control], sub-cause: 0, g-no: 4, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0100.5e00.0005, src mac: b8a3.77ec.baf?

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 224.0.0.5, src ip: 192.168.1.1

ipv4 hdr : packet len: 100, ttl: 1, protocol: 89

—————— Punt Packet Number: 2, Timestamp: 2024/07/31 01:29:47.432 ------

interface : physical: TenGigabitEthernetl/0/9[if-id: 0x00000040], pal: TenGigabitEthernetl/0/9 [if-id:
metadata : cause: 11 [For-us data], sub-cause: 1, g-no: 14, Tinktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 00a3.d144.4bf7, src mac: b8a3.77ec.baf?

ether hdr : ethertype: 0x0800 (IPv4)

ipv4 hdr : dest ip: 10.10.20.1, src ip: 10.10.10.1

ipv4 hdr : packet len: 44, ttl: 254, protocol: 6 (TCP)

tcp hdr : dest port: 22, src port: 35916

—————— Punt Packet Number: 3, Timestamp: 2024/07/31 01:29:48.143 ------

interface : physical: TenGigabitEthernetl/0/1[if-id: 0x00000009], pal: TenGigabitEthernetl/0/1 [if-id:
metadata : cause: 96 [Layer2 control protocols], sub-cause: 0, g-no: 1, Tinktype: MCP_LINK_TYPE_LAYER2
ether hdr : dest mac: 0100.0ccc.cccc, src mac: 78bc.1a27.c203

ether hdr : length: 443

Spdod 1o e)s 1o 1Jz506 58p 2 08 2506 Lble TCP oo 10.10.10.1 |Js 10.10.20.1. §l>pé pu
TE1/0/9.

wdld Jl pop I odles ool spdod 1o wys vl weal) Idblug) H8e 14 JJloedld po FED IJs
CPU.

SpIdud oul i oS JJ IJ 32 blo gl 1Je9z9ss JgyJds 1Jeye) JJlueldld o FED uz9 9226
IJpgldes IJe,djss:

C9500-2#show platform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue

QId P1cIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 O

1 1 L2 Control Yes 2000 2000 0 O

14 Forus traffic Yes 4000 4000 0 O

0 ICMP GEN Yes 600 600 0 O

2 Routing Control Yes 5400 5400 0 O

14 Forus Address resolution Yes 4000 4000 0 O
0 ICMP Redirect Yes 600 600 0 O

16 Inter FED Traffic Yes 2000 2000 0 O

4 L2 LVX Cont Pack Yes 1000 1000 0 O

19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 0 O

13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 0 O

15 8 Topology Control Yes 13000 13000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

O ooONOYUVIDA~ WN



17 6 DHCP Snooping Yes 400 400 0 O

18 13 Transit Traffic Yes 1000 1000 0 O
19 10 RPF Failed Yes 200 200 0 O

20 15 MCAST END STATION Yes 2000 2000 0 0
21 13 LOGGING Yes 1000 1000 0 O

22 7 Punt Webauth Yes 1000 1000 0 O

23 18 High Rate App Yes 13000 13000 0 O
24 10 Exception Yes 200 200 0 O

25 3 System Critical Yes 1000 1000
26 10 NFL SAMPLED DATA Yes 200 200
27 2 Low Latency Yes 5400 5400 0 O
28 10 EGR Exception Yes 200 200 0 O
29 5 Stackwise Virtual OOB Yes 8000 8000 0 O
30 9 MCAST Data Yes 400 400 0 O

31 3 Gold Pkt Yes 1000 1000 0 O

00
00

9Jpl oy Idpuoy9le 1Ugles: Blu Blises IJluebl) ,8e 14 os Blispes IUluwbl) "lghbo wozso
IJeolez".

WO odo 1Jglds sop luvegsle Blisps IUluebl) 030 pu Bwd 2)IJs 059, TCP Jdzuesd eds
IJsosw eds 9226 1Upeldes 1psdsss.

1T g0l ulgs IJedllo 9236 IJpgldes 1Je,dssé (Control-Plane) g J.s C9500-2.

9950l sJs wdssu IJeB@lb 9230 IJpgldes IJpydjs6 (CPU):

C9500-2#sh mon cap test

Status Information for Capture test
Target Type:

Interface: Control Plane, Direction: BOTH
Status : Inactive

FiTter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 80

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no 1imit)
Packet Size to capture: 0 (no 1limit)
Packet sampling rate: 0 (no sampling)
C9500-2#

owdl gpdsé IUIJe@lb. SSH oy C9500-1 |Js C9200. 9,98 ¢ pdss IUIJo@lb.
9960l sJs 1Jg)p IJos wp ldodlb 9236 Idegldzo 1Jpydss0 (CPU):
C9500-2#show monitor capture test buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 00:a23:d1:44:4b:81 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost = 0
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0

[eNeNeNoNoNeNel

.000010
.000013
.000016
.000019
.000022
.055470
.220331
0.327316

11 0.442986

12
13
14
15

1.714121
1.714375
2.000302
2.000310

00:
00:
00:
00:
00:
cO:
28:

c0
10
10
00
00

~ Qutput Cut ~

a3:
a3:
a3:
a3:
a3:
8b:
63:
192.168.

:a3:d1:44:4b:81 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost =
:a3:d1:44:4b:a3 -> 01:80:c2:00:00:00 STP 60 RST. Root = 32768/1/00:a3:d1:44:4b:80 Cost =

di:
di:
di:
di:
di:
2a:
29:

44:
44:
44:
44:
44:
04:
20:

4b:
4b:
4b:
4b:
4b:
f0:
31:

a3
a4
a6
a7
a8
6¢C
39

01:
01:
01:
01:
01:
01:
00:
1.1 -> 224.0.0.

80:
80:
80:
80:
80:
80:
01:

c2:
c2:
c2:
c2:
c2:
c2:
22:

00:
00:
00:
00:
00:
00:
53:

00:
00:
00:
00:
00:
00:
74:

00
00
00
00
00
Oe
20

STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
STP 60 RST. Root =
LLDP 117 TTL = 120
0x3836 30 Ethernet

5 OSPF 114 Hello Packet
:8b:2a:04:f0:68 -> 01:80:c2:00:00:0e LLDP 117 TTL = 120 SysName = bgl118-cx-amx-b02-2.cisc
.10.10.1 -> 10.10.20.1 TCP 60 23098 -> 22 [SYN] Seqg=0 Win=4128 Len=0 MSS=536

.10.10.1 -> 10.10.20.1 TCP 60 [TCP Out-0Of-Order] 23098 -> 22 [SYN] Seq=0 Win=4128 Len=0 M

32768/1/00:a3:d1:44:4b:80 Cost
32768/1/00:a3:d1:44:4b:80 Cost
32768/1/00:a3:d1:44:4b:80 Cost
32768/1/00:a3:d1:44:4b:80 Cost
32768/1/00:a3:d1:44:4b:80 Cost =
SysName = bg118-cx-amx-b02-2.cisco
IT

Il
O OO O o

IJz506 ,8p 12 05 25p6 wble TCP IJus wlos IJs 9236 1Jpgldzs 1Up,d5s6 (CPU). pg Bsp6

MSS IJls el oss [Jgluos o 536.

lJzied 19 13 0 2jpd wblp TCP IJus swe huwldol w9l wlbd 9256 1Jpglded 1Jp,d 56 (CPU).
w8 wedsd Ysps MSS |Js 512.

sedud lsuol 183 wuorse Itble Luise J9226 1JeelJzs [Jprdiss (CPU) J)9uss 229 o3l
IJogssy.

Bsel sds wdoso wupese leble 92268 1Jpeldes IJp,diss:

C9500-2#debug ip tcp adjust-mss
TCP Adjust Mss debugging is on

w2 oubesd wy9w9eded SSH py C9500-1 |Js C9200:

C9500-1#ssh -1 admin 10.10.20.1
Password:

ls 8IS wuozst ldble 9236 IUpeldzs 1p,dss6:

C9500-2#undebug all
A1l possible debugging has been turned off

IJob, B Idgwedle 1Jgluos wouoese IJigble:

C9500-2#show Togging

Syslog logging: enabled (0 messages dropped, 2 messages rate-limited, O flushes, 0 overruns, xml disabl



No Active Message Discriminator.

No Inactive Message Discriminator.
Console logging: disabled
Monitor logging: Tlevel debugging, 0 messages logged, xml disabled,
filtering disabled
Buffer logging: level debugging, 230 messages logged, xml disabled,
filtering disabled
Exception Logging: size (4096 bytes)

Count and timestamp Togging messages: disabled

File Togging: disabled

Persistent Togging: disabled
No active filter modules.
Trap logging: level informational, 210 message lines Tlogged
Logging Source-Interface: VRF Name:

TLS Profiles:
(102400 bytes):

Log Buffer
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
*Jul 31
C9500-2#

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

32.
32.
36.

41

42.
43.
43.

45

45.
45.
50.
51.

052:
893:
136:
.318:
412:
254:
638:
.783:
783:
783:
456:
985:

TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:
TCPADJMSS:

process_enqueue_feature
process_enqueue_feature
process_enqueue_feature
process_enqueue_feature
process_enqueue_feature
process_enqueue_feature
process_enqueue_feature
Input (process)

orig_mss = 536 adj mss =
paktype = 0x7F83C7BCBF78
process_enqueue_feature
process_enqueue_feature

512 src_ip = 10.10.10.1 dest_ip = 10.10.20.1

Spdud 1986 IJod Bl IUgles Idos op wessd Bspeé MSS IJiLodss J 536 |Js 512.

gl spdod IJodlb EPC gJs €9200 Gi1/0/3 Joldss 1o 2506 TCP syn @lbps Lldbed pe
MSS L @spes 512.

Ospl sds wdssy EPC:

C9200#sh mon cap mycap

Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: BOTH

Status

: Inactive

FiTter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 80

Limit Details:

of Packets to capture: 0 (no Timit)
Capture duration: 0 (no Timit)

Size to capture: 0 (no 1limit)
sampling rate: 0 (no sampling)

Number
Packet
Packet
Packet
C9200#



owl gpdss IUIJe sl SSH po C9500-1 |Js C9200. 90,998 £ pdss Il Gl

9980l sJs 1Ug)p IJos wpe ldodlb 9236 Idpegldzo 1Jpydss0 (CPU):

C9200#sh mon cap mycap buff br

118 0.000000 192.168.2.1 -> 224.0.0.5 48 CS6 OSPF
64 0.721023 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
64 0.722015 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
77 0.728026 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
122 0.728026 10.1 10.10.20.1 48 CS6 TCP
122 0.728026 10.1 10.10.20.1 48 CS6 TCP
122 0.728026 10.1 10.10.20.1 48 CS6 TCP
122 0.728026 10.1 10.10.20.1 48 CS6 TCP
122 0.728026 10.10. 10.10.20.1 48 CS6 TCP
122 0.728026 10.10.1 10.10.20.1 48 CS6 TCP
10 122 0.730025 10.10.10.1 -> 10.10.20.1 48 CS6 TCP
~ Qutput Cut ~

0.
0.
0.
0.

O ooNOYUVI A WN = O

0.1 —»>
0.1 —»>
0.1 —»>
0.1 —»>
0.1 —»>
0.1 —»>

s C9200: Jl spdud Idlbllg eds wBluosd 1Uz)jps pod Os Wireshark: spdu w909,
IJoluosd 1Upszis sldeuings Sdb.

JiJy igo Suvwbse voyyo ldyub pod) |Js PCAP o) WS IUw) .

C9200#mon cap mycap w_o>s) flash:gi1-0-3-both.pcapng

e lJouoss) vuele

Sp Spdud ugwg 03l ldpdd o) TFTP |Js IUYpwsyw) Idpeds 1UElue wd gvee IJpdwd Ws
Wireshark.

oul s$e Tuwy 9s,ILY.

ece M Gi1-0-3-Both.pcapng

@ m RME Qe=s=Z2F L0005 & aq T
[ = -
Na. Time Source Destination Pratocol  Lemgth 1D Muessage type  Info

1 2@24-97-31 05:21:46.915937 192,168.2.1 224.8.8.5 0SPF 118 Hello Packet

& IRZ4-97-31 R5:ZL:47.636I60 « 10, 18, C 37885 - 22 [SYN] Seqed Win=4128 Len=@ MS5e512[Packet size limited during capture]

3 2024-47-31 85:21:47.637952 18.19.16.1 18.18.26.1 TP (] 37885 - 22 [ACK] Seq=1 Ack=1 Win=4128 Len=@|Packet size Limited during capture]

4 2024-97-31 85:21:47.643963 18.18.18.1 18.18.28.1 S5HW2 7 Client: Protocol (55H-Z2.8-Cisce-1.25h

5 2024-07-31 05:21:47.643963 19.18.18.1 19.18.20.1 i< 122 37085 - 22 [ACK] Seq=2@ Ack=28 Win=4185 Len=64 [TCP segment of a reassembled FOU]
6 2024-97-31 85:21:47.643963 18.19.18.1 12.18.28.1 TP 122 37885 - 22 [ACK] Seq=84 Ack=28 Win=4189 Lén=64 [TCP segment of & reasiembled POU]
7 2024-97-31 05:21:47.643963 18.19.18.1 10.10.28.1 e 122 37085 - 22 [ACK] Seq=14B Ack=20 Win=4100 Len=64 [TCP segment of a reassesbled POU)
B 2024-97-31 05:21:47.643963 10.10.10.1 12.10.20.1 TP 12 37085 - 22 [ACK] Seq=212 Ack=20 Win=4100 Len=64 [TCP segment of a reassesbled POUJ
9 2024-97-31 05:21:47.643963 18.19.18.1 19.10.28.1 TP 122 3ITRRS - 22 [ACK] Seq=276 Ack=20 Win=4100 Len=64 [TCP segment of a reassesbled POU]
18 2024-97=31 B5:71:47.643963 18.18.18.1 10.18.38.1 TP 12 37085 = 12 [ACK] Sequ34@ Acke2? Winsdldd Lenséd [TCP segment of a reassesbled POUL
11 2024-97-31 05:21:47.645962 18.19.18.1 19.18.78.1 TCP 122 7885 = 22 [ACK] Seq=d4@4 Ack=20 Win=41#9 Len=64 [TCP segment of a reassesbled POUJ
12 7024-87-31 05:21:47.645962 108.19.18.1 19.18.28.1 TCP 122 37885 - 22 [ACK] Seq=d68 Ack=20 Win=4189 Len=64 [TCP segment of a reassesbled POU)
13 2024-67=31 05:21:47.645962 10.10.18.1 10.18.26.1 S5Hw2 114 Client: Key Exchamge Init

14 2024-87-31 05:21:47.648953 18.10.18.1 19.10.28.1 TCP 64 37885 = 22 [ACK] Seq=588 Ack=524 Win=4128 Len=8[Packet size limited during capture]

Frame 2: 64 bytes on wire (512 bits), 6@ bytes captured (488 bits)
Ethernet II, Src: Cisco_d44:4b:db (8@:a3:dl:dd:db:d6), Dst: Cisco_fd:72:d8 (ScrSa:c?:fd:72:d8)
Internet Protocol Version 4, Src: 10.10.18.1, Dst: 18.18.329.1
Transaission Comtrol Protocol, Src Port: 37085, Dst Port: 22, Seq: @, Len: @

Source Fort: 37885

Destination Port: 22

[Stream index: @]

[TCP Segment Len: @]

Sequence Nusber: @ frelative sequence nusber)

Sequence Number (row): 3230154205

[Next Sequence Mumber: 1 [relative sequence nusber)]

Acknow | edgnent Husber: 8

Acknowledgnent number (rowl: @

0118 .... = Header Length: 24 bytes (6)

Flags: @x@82 (S¥N)

Window: 4128

[Calculated window size: 4128]

Checksum: Bu7582 [unverified)

[Checksum Status: Unverified)

Urgent Pointer: @

Options: (4 bytes), Moximum scgment size

TCP Option - Maximum segment size: 512 bytes
Kind; Maximum Segment Size (2)

Length: 4
HSS Walue: 512
[Timestamps

[Packet sire limited during capture: Ethertype truncated]



Spdud pdlebs lu Bsps TCP MSS Jzjes SYN os 512.

couvew pelsyo TCP MSS Vs 29w e leole Jos6 olisdo
00 25 0,9, TCP

Il Joden,uo 1o IJubods crogs eds 12056 pug6 wlowegsle 226 09, TCP.
eds wwosd IJpold spdu 1o sd9usl wuess vldd IJpdVle I 1Usuesd Ids wbousd suvows
IJs w9w9d9d TCP (ped g e Citrix).

J&> $pw weeldls 3Jd e b8 wavosd IXIA (e9d> 2536 1de)9))  C9500-2 Te1/0/37. 9Luwld
2ip TCP SYN Cpgdd pyodde.

seed 2ol IXIA 03l Jp9be uodé: e suwese IJesdss pu ldpumetdpsu ldobosdle
IJeuwewsd IUs wi9o9dsd TCP.

J&> Ypo wodysu 9lzos yuloy 1JIgle, (CLI) set-mss J IP TCP gJs TE1/0/37.

903 SO BOS ©IZS0 2eSE Y6 py9) TCPIJos swp luwedeldol eds TE1/0/37 [Js 9230
lJpeldeo IJeydjs6 (CPU) IJgl oo . C9500-2.

9031 39,0 5935 1Us ©958> Blispd luwbl) "lelhsé wozso dwsle" 1Uglues weulbe CoPP C9500-
2. Jpl 09 p3I9, ,ou?vél O Idpuwows. ;

Juesed S sole) logile gduwd w9099d9d b $s IUlely (SSH) po C9500-1 |Js €9200.

lol 1o 2duwé gpd SSH JI cun Il 9ouwos podeoli g luel wluwuwe wes wlgs,).

ldsIe s wug ldbyusdszsl:

44— OSPF b« OSPF ——————————p

192.168.1.1/30 192.168.2.1/30
Tel/0/9 nTel/(J/:z
Tel/ofgm Gil/0/3
192.168.1.2/30 192.168.2.2/30
C9500-1 C9500-2 C9200

int vl 10 : 10.10.10.1/24 Tel/0/37 int vl1 10 : 10.10.20.1/24
10.10.40.1/24

TCP Traffic

=

Traffic Generator

>890l uys 03l Vs 2 IJoudss.

Ispl sds wdgsy C9500-2 TE1/0/37:

C9500-2#sh run int tel/0/37
Building configuration...



Current configuration : 135 bytes
interface TenGigabitEthernetl/0/37
no switchport

ip address 10.10.40.1 255.255.255.0
ip tcp adjust-mss 500

load-interval 30

end

owdl Il B buwld 2)ds o9, olisJs pu IXIA |Js slzos TE1/0/37.
>e90l udBs w6 eds pesd 26 1Upsg) IUshé:

C9500-2#sh int tel/0/37 | in rate

Queueing strategy: fifo

30 second input rate 6425812000 bits/sec, 12550415 packets/sec » We can see the enormous Input rate.
30 second output rate 0 bits/sec, 0 packets/sec

BJozlsd luveesle wy909399J SSH e C9500-1 |Jis C9200 [Ty

C9500-1#ssh -1 admin 10.10.20.1
% Connection timed out; remote host not responding
C9500-1#

Spdud 1o oys waLe9e 1w C9500-1 Jo oIy @lx,é eds Luwld SSH |Js €9200.
93JY vyl Jluwislb 25eé wblpe TCP IJos swe huwldol wgluuwlbsé C9500-1 oo $lisped IUluwbl,
"lelxo wozso IJuslez" sldes swe Suodoel wzyJds IUe,9) pou TE1/0/37.

se9ul ud¥s ulb,6 gds Blispesd IUluwbly:

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer
CPU Queue Statistics

(default) (set) Queue Queue

QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 O

11 L2 Control Yes 2000 2000 0 O

2 14 Forus traffic Yes 4000 4000 0 O

3 0 ICMP GEN Yes 600 600 0 O

4 2 Routing Control Yes 5400 5400 0 O

5 14 Forus Address resolution Yes 4000 4000 0 O
6 0 ICMP Redirect Yes 600 600 0 O

7 16 Inter FED Traffic Yes 2000 2000 0 O

8 4 L2 LVX Cont Pack Yes 1000 1000 0 O

9 19 EWLC Control Yes 13000 13000 0 O

10 16 EWLC Data Yes 2000 2000 0 O

11 13 L2 LVX Data Pack Yes 1000 1000 0 O

12 0 BROADCAST Yes 600 600 0 O



13 10 Openflow Yes 200 200 0 O

14 13 Sw forwarding Yes 1000 1000 39683368064 620052629 - We can see the huge number of dropped packets in t
15 8 Topology Control Yes 13000 13000 0 O

16 12 Proto Snooping Yes 2000 2000 0 O

17 6 DHCP Snooping Yes 400 400 0 O

18 13 Transit Traffic Yes 1000 1000 0 O

19 10 RPF Failed Yes 200 200 0 O

20 15 MCAST END STATION Yes 2000 2000 0 0

21 13 LOGGING Yes 1000 1000 0 O

22 7 Punt Webauth Yes 1000 1000 0 O

23 18 High Rate App Yes 13000 13000 0 O

24 10 Exception Yes 200 200 0 O

25 3 System Critical Yes 1000 1000
26 10 NFL SAMPLED DATA Yes 200 200
27 2 Low Latency Yes 5400 5400 0 O
28 10 EGR Exception Yes 200 200 0 O
29 5 Stackwise Virtual OOB Yes 8000 8000 0 O
30 9 MCAST Data Yes 400 400 0 O

31 3 Gold Pkt Yes 1000 1000 0 O

00
00

seol ugpe IRz €56 pilo Juoplo 3s1bé 1Jgss 1Uds wp luwdlbo l&ole lJlosl):

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47046906560 735107915

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

|

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47335535936 739617752

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

|

C9500-2#sh platform hardware fed switch active qos queue stats internal cpu policer | in Sw forwarding
14 13 Sw forwarding Yes 1000 1000 47666441088 744788145

14 13 21 Sw forwarding Yes

13 system-cpp-police-sw-forward : Sw forwarding/ LOGGING/ L2 LVX Data Pack/ Transit Traffic/

21 system-cpp-police-ios-feature : ICMP GEN/ BROADCAST/ ICMP Redirect/ L2 LVX Cont Pack/ Proto Snooping
C9500-2#

Jol spdud o oys Blo lJes> [Jds wp luwllbo sujlss 9swpe luvllb 2,J6 )9, SSH (206
TCP syn) oul.

110 131 Jp oo p2,dl po g1 1s 91206/SVI Hue wodds o3l 1desdd po 2596 1ps9,: Josd le)
pESU Jdpuulese.

C9500-2#show platform software fed switch active punt rates interfaces
Punt Rate on Interfaces Statistics
Packets per second averaged over 10 seconds, 1 min and 5 mins



| | Recv | Recv | Recv | Drop | Drop | Drop
Interface Name | IF_ID | 10s | 1min | 5min | 10s | 1min | 5min

TenGigabitEthernetl/0/37 0x00000042 1000 1000 1000 0 0 O

C9500-2#

S99, |0, show platform software fed wussd slzole luvely Ilge ol IJouulé Blispes 1Jslzole
IJpm99J6 g0 wdds Jpss olisds oo 2yJ6 1Uerg) IJos sop luodliel [Js 9226 1dpeldzs
IJp,rdjiss.

Sedoud 956 TE1/0/37 oul wuvdd 9oz 908 1U9lzod IJos weuod pu gdldol eds 2)Js p)9)
TCP.

IJlo 13l oo S o oS pddh s 1dp,e) Idos ouoye JJd Wolise luwbl, CoPP Policer
Oldos swp luwedlpol gds 1Jglzos IUuwlo8d) spdud [uuegsle: D
show platform software fed switch active punt rate interfaces <IF_ID oy IJIg)lz leJlo>

se9ul uds ubé:

C9500-2#show platform software fed switch active punt rates interfaces 0x42
Punt Rate on Single Interfaces Statistics
Interface : TenGigabitEthernetl/0/37 [if_id: 0x42]

Received Dropped

Total : 2048742 Total : O

10 sec average : 1000 10 sec average : O
1 min average : 1000 1 min average : O

5 min average : 1000 5 min average : 0

Per CPUQ punt stats on the interface (rate averaged over 10s interval)

Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |

CPU_Q_DOT1X_AUTH 0 0 0 O
CPU_Q_L2_CONTROL 7392 0
CPU_Q_FORUS_TRAFFIC 0 O
CPU_Q_ICMP_GEN 0 0 O O
CPU_Q_ROUTING_CONTROL 0 0 O
CPU_Q_FORUS_ADDR_RESOLUTION
CPU_Q_ICMP_REDIRECT 0 0 0 O

00

00

o o
o o

CPU_Q_INTER_FED_TRAFFIC
CPU_Q_L2LVX_CONTROL_PKT

9 CPU_Q_EWLC_CONTROL 0 0 0 O
10 CPU_Q_EWLC_DATA 0 0 0 O
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 O

12 CPU_Q_BROADCAST 0 0 0 O

13 CPU_Q_CONTROLLER_PUNT 0 0 O O

14 CPU_Q_SW_FORWARDING 2006390 1000 0 0 ----- > We can see high amount of traffic hitting the Sw forward
15 CPU_Q_TOPOLOGY_CONTROL O 0 O O

16 CPU_Q_PROTO_SNOOPING 0 0 0 O

17 CPU_Q_DHCP_SNOOPING 0 0 0 O

18 CPU_Q_TRANSIT_TRAFFIC 0 0 O

coONOYULI A WN RO

0



19 CPU_Q_RPF_FAILED 0 0 0 O

20 CPU_Q_MCAST_END_STATION_SERVICE 0 0 0 O
21 CPU_Q_LOGGING 34960 0 0 O

22 CPU_Q_PUNT_WEBAUTH 0 0 0 O

23 CPU_Q_HIGH_RATE_APP 0 0 0 O

24 CPU_Q_EXCEPTION 0 0 0 O

25 CPU_Q_SYSTEM_CRITICAL 0 0 O O

26 CPU_Q_NFL_SAMPLED_DATA 0 0 0 O

27 CPU_Q_LOW_LATENCY 0 0 0 O

28 CPU_Q_EGR_EXCEPTION 0 0 O
29 CPU_Q_FSS 0 00O
30 CPU_Q_MCAST_DATA
31 CPU_Q_GOLD_PKT 0

0

o o
o o
o O

weese dpzle €6 pilo Bs V9luod jpuss Yuos)d oIk

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2126315 1000 0 0

C9500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2128390 1000 0 0

C9500-2#

C9500-2#show platform software fed switch active punt rates interfaces 0x42 | in SW_FORWARDING
14 CPU_Q_SW_FORWARDING 2132295 1000 0 0

C9500-2#

903l s9u2Z w92 o Blisps low bl |gls wogse ldwlee 8> wp ledidol.
ez LilJé 1Jie, iptepadjust-mss oo TE1/0/37. 09 151 Gpo LIl 2,96 0,9, TCP 030 qusop lelss
logule 9,09J SSH oo C9500-1 |Js C9200 sJs 1Jw9y,.

BJoudd ubys gJs 2duws SSH wes lséld wubgsd C9500-2 TE1/0/37:

C9500-1#ssh -1 admin 10.10.20.1
Password:

sedod pdlebs |ouwghs 9,09J SSH p)6 Ies.
soldelds: sedod Hob wlos TCP oul (2 9009 SSH) wuweww 1dedsh 1ddus, Jords e
TCP Vs Iduvwds: Lluwegsle soub TCP MSS.

ulllb poed

1. JJdpl JIo s wbe BOs w)9099d9d TCP s Lvodod: pod wbe 0 dd IJpdle
Slpdluss Isuesd IUs Idobosdle IJeced s wwn9esdsd TCP 9pl lUs 3Jd: 9l Josd
wowl TCP MSS »sdgy £Js peod Catalyst. Wolds oo 2ldle vl pulbe CoPP JJwz 8l
ppl B IIG ould p @) Jos) pu 2yYs 039y wy9wsded TCP s IduboJs ip Jl.



2.5l $po wodasu wessd TCP MSS gJs ppod Catalyst. Selds oo o 296 pi9) TCP B
Juodod Jl ojss pu llgvesld B pesd CoPP Policy. olJl Blo IJpuil I IJpced8é o
TCP (IUoloec gpdsle luwdllb 1Jz5p8) swp sdswol O yuodod.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



