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IJodosy
o 9o syslog pu slzos puucEse FXOS (FPR4100/FPRI300)

Szw9s FXOS gds pzeses yuwlisd Syslog 1Ugl s wo ldos spdu wpdsuel sodssuol pu pos)
osJJ FirePOWER (FCM).

Uz b9 1. loedd 1Js lesble IJoble Iiuvlues > Syslog.

Overview Interfaces Logical Devices Security Engine JNMEs{dgiiR=Toaalilof .

NTP [File | Wt~ Remote Destinations  Local Sources
S5H
SHMP Console
HTTPS Admin State: Enable
—— Lewvel:
> Syslog Monitor
DNS _
o Admin State: Enable
FIPS and Common Criteria
Access List Level: CrIaCs ~
| Save | | Cancel |

|Jgho9d 2. Lopu Idgele IUpedss: spdud wpdsy yuvlisd syslog gds 9226 [dozde
Jdpuwessle 0-2 |3 lJeol9wé 1Jpzdss J syslog JLS PUVUIS SWp UEiSwo pedsl. wid, |uo
SOp 1P 2ASE P IS U6 [Upesss lsuol JIJ pu IJbssdosu: 9226 IJoede
sldeslgos.

Overview Interfaces Logical Devices Security Engine JMEIs{elgi Settingﬁl

MTP Local Destinations Remote Destinations Local Sources

55H
SHMP

Console 2
HTTPS Admin E-tate:1 ¥| Enable

ARA Level: Emergencies m Critical
» Syslog Monitor
DNS _
o Admin State: Enable
FIPS and Common Criteria
Level: SITOrS w

Access List

3 [ Cancal |




Overview Interfaces Logical Devices Security Engine JMEIs{ldiiE=T=adlglif .

MTF Local Destinations Remote Destinations Local Sources

S5H

SMNMP Console

HTTPS Admin State: ¥| Enable

ARA Level: Emergencies @ Alerts O Critical
> Syslog Monitor

DNS

FIPS and Common Criteria

Access List Level:

| Cancel |

3 notifications

information

debugaging

o0 FXOS Losgs 2.3.1 lue suwabse lsuol uvdde go bysd gui glsé pus peds J syslog
_)L}.UIJO



Overview Interfaces Logical Devices Security Modules BgdELs{:I4 11! Settingsl
Remote Destnatons _ Local Sources

S5H
SNMP Console
SRS Admin State: Enable
Level: (O Emergencies () Alerts (&) Critical
F Sy=log
DNS Monitor
FIPS and Common Criteria Admin State: Enable
Access List -
Level: Warnings h
MAC Pool
Resource Profiles File
Metwork Control Paoli
2 Admin State: Enable
Chassis URL
Level: Warnings R
MName: ngging
Size: ¥ 4194304
| Save | | Cancel |

pdlebs: spdo 1o sesloz zee lJpdd wsw 4096 9 4194304 Llse B¥b.
odlelbs: B | ooy FXOS pre-2.3.1. 5w, wdssy IJpdwd o, CLI GGl

sedod lsol wdssu el suod IJs 3 ¢9be Syslog o wes pu £Jles IJowssy Idszele
IJwg$28. Spdo wersd I Ehbe Jozos Jyuwlisd puwess ¢logys Syslog Idegodd9s 9908
edlpd gdsol Clyueiale pr08 peds peodw.



Overview Interfaces Logical Devices Security Modules BEEISGTI R d TS .

NTP Local Destinations B0 000 EL LY T Local Sources
S55H
SNMP Server 1
1 .
HTTPS Admin State: Enable
AA0 -
Lewvel: Warnings R
* Syszslog
DNS Hostname/IP Address:* 10.61.161.235
FIPS and Common Criteria Facility: Locall =7
Access List Server 2 . .
MAC Pool
Admin State: [[] Enable
Resource Profiles
Network Control Policy Level: v
Chassis URL Hostname/IP Address:*
Facility: b
Server 3
Admin State: [] Enable
Level: b
Hostname/IP Address: *
Facility: hd

Cance} [

IUg b9 3. izl 235 puols) podiss luoldss Jyuwlisd syslog. sedo 1o suwagse FXOS Jizble
pu2>y Syslog 9y wlisd IJws 96 9/l 1JIzsle.



Overview Interfaces Logical Devices Security Engine QAELGIsnR=T=adlilif

MTP Local Destinations Remote Destinations
S5H
SMMP Faults
HTTRS Admin State:
ALA Audits

> Syslog Admin State: #| Enable
Dns Events

FIPS and Common Criteria

i ' : #| Enable
Accezs List Admin State:

Cancel

cdoso Syslog po FXOS CLI (FPR4100/FPRI300)

vbddo g CLI spled po Suve peds Elss:

FP4120- A /nonitoring # enable syslog console

FP4120- A /nonitoring* # set syslog console level critical
FP4120- A / nonitori ng* # enable syslog monitor

FP4120- A /nonitoring* # set syslog monitor level warning
FP4120- A /nmonitoring* # commit-buffer

GdJo goy CLI spled Buwp Elss wess:

FP4120- A /nonitoring # enable syslog remote-destination server-1

FP4120- A /nmonitoring* # set syslog remote-destination server-1 facility locall
FP4120- A /nonitoring* # set syslog remote-destination server-1 level warning
FP4120- A /nmonitoring* # set syslog remote-destination server-1 hostname 10.61.161.235
FP4120- A /nmonitoring* # commit-buffer

wwddo go) CLIJ spled po Suve pu2) pedss:

FP4120- A /nonitoring # enable syslog source audits
FP4120- A /nonitoring* # enable syslog source events
FP4120- A /nonitoring* # enable syslog source faults
FP4120- A /nonitoring* # commit-buffer

goldloles [tJLs 3JYc spdod c,:,odgg.;. pJV peds J9zoo syslog. spdu &)u0 Huwlisd syslog oso
wluwegsle 1Jl9le, show logging [9 show logging log file:

FP4120- A /nmonitoring # enable syslog file

FP4120- A /nonitoring* # set syslog file level warning
FP4120- A /nonitoring* # set syslog file name Logging
FP4120- A /nmonitoring* # commit-buffer



pdlzbbs: |Uzz e IJIGE,luos Josl 1dedd o9 1z IJIBLos (4194304 Llse).

333 IWouvdsd oy CLI

Sedu IJozdd pu ldodsse odssue pu il dws IJubls:

FP4120- A# scope monitoring
FP4120- A /nonitoring # show syslog

consol e
state: Enabl ed
level: Critical

noni t or
state: Enabled
I evel : warning

file
state: Enabled
I evel : warning
name: Loggi ng
size: 4194304

renot e destinations

Nane Host name State Level Facility

Server 1 10.61.161. 235 Enabl ed warni ng Local 1

Server 2 none Di sabled Critical Local 7

Server 3 none Di sabled Critical Local 7
sour ces

faults: Enabl ed
audi ts: Enabl ed
events: Enabl ed

Isuole spdud Ideuosd eds Iblz 19e) 1deeldl oo 9lzos Lulo, IJisle, (CLI) J show logging
wluwople IUle):

FP4120- A(f xos) # show logging

Loggi ng consol e: enabl ed (Severity: critical)
Loggi ng nonitor: enabl ed (Severity: warning)
Loggi ng | i necard: enabl ed (Severity: notifications)
Loggi ng fex: enabl ed (Severity: notifications)
Loggi ng ti nestanp: Seconds
Loggi ng server: enabl ed
{10. 61. 161. 235}

server severity: war ni ng

server facility: local 1

server VRF: managenment
Loggi ng logfile: enabl ed

Name - Logging: Severity - warning Size - 4194304

Facility Def ault Severity Current Session Severity



aaa
acl | og

acl mgr

af m
assoc_ngr
aut h

aut hpriv
bcm usd
boot var
cal | hone
capability
capability
cdp
cert_enrol
cfs

clis

conf check
copp

cron
daenon
devi ce-al i as
epp
eth_port_channe
eth_port_sec
et hpc

et hpm
evnc
fabric_start_cfg_ngr
fcad

f cdomai n
fcns

fcpe

fcs

fdm
feature-ngr
f ex

f1 ogi

f spf

ftp

f wm

i fngr
ignp_1

ip

i pqosngr

i pv6

kern

| 3vm

| acp

| dap

| dap
I'icmgr
I'1dp

| ocal O

| ocal 1

| ocal 2

| ocal 3

| ocal 4

| ocal 5

| ocal 6

| ocal 7

| pr

n2rib

mai |

ncm

N WNWWWWWWWWWNONDNDNOUIWWPRAEAWOAOUO WWNODNDNDNDNDNOWODNDNOOUOONNDNOIOOWWWNNNWNDNDNDNNNOWWONWWNW

NN N N N N N N N N N N N N N N N N N N NN N NN NN NN NSNS N NSNSNSNSNSNSNNSNSNNSNSNNNNSNNNNNNNNNNNNNN N



noni t or
nrib

nmsp

nvsh

news

nf p

nohrms
nsngr

nt p

otm

pf st at
pim

pl at f orm
pl ugin
port
port - channe
port-profile
port-resources
private-vl an
qd

radi us
rdl
res_ngr
rib

rlir

rpm

rscn

sal
scsi-target
securityd
smm
snnpd
span

stp

sysl og
sysngr
tacacs
ubrib
udl d

urib

user

uucp
vdc_ngr
vim

vl an_ngr
vmm

VIS

vnt ag_ngr
vsan

vshd

wwn

xm ma
zone
zschk

NNWWUONOUUNUUODWWAUTTUWWWOWWNEWNRNNUONNOONWOWNWUAONOORNOONOWNTORNNWN O oW
NN N N N N N N N NN NN NN NSNS NNSNSNSNSNSNSNSNSNSNNSNSNSNSNSNSNNSNSNNNNONNSNNNN NN NN

O( emer genci es) 1(al erts) 2(critical)
3(errors) 4(war ni ngs) 5(notifications)
6(i nformation) 7(debuggi ng)

2017 Nov 26 16:49:19 FP4120-5-A % VDC-1 % % OCALO- 2- SYSTEM MSG Test - Sysl og - ucssh[ 18553]

IJo2d3 pu oy, Huvlisd syslog uoeu zols IJgyuo IJb,ds



ewdpl syslog pJduw ey syslog ,uwldé wee FXOS CLI guspel po)y0 luwolisséd pduw.

FP4120- A(f x0s) # terminal monitor

2017 Nov 26 16:39:35 FP4120-5- A %JSER- 6- SYSTEM MSG. [ssl:info] [pid 23982:tid 1910369168]
[client 127.0.0.1:34975] AH01964: Connection to child 40 established (server 10.62.148.187:443)
- httpd[ 23982]

2017 Nov 26 16:39:36 FP4120-5- A %JSER- 6- SYSTEM MSG. [ssl:info] [pid 23982:tid 1908272016]
[client 127.0.0.1:34977] AH01964: Connection to child 42 established (server 10.62.148.187: 443)
- httpd[ 23982]

2017 Nov 26 16:39:36 FP4120-5- A YSER- 6- SYSTEM MSG. [ssl:info] [pid 23982:tid 1911417744]
(70014)End of file found: [client 127.0.0.1:34972] AH01991: SSL input filter read failed. -

ht t pd[ 23982]

U288 0 8308 IUIz038 IJpuosd8 IJwes»s IJos wp odssuol

w2dd pu odds Iuwlisd gds ¢bpe Syslog.

Date | Time | Priority | Hostname | Message -
1M-26-2007 160303 Locall.lnfo 1062148187 20017 Nov 26 15%:40:46 UTC: ZUSER-B-5YSTEM_MS5G: [salinto] [pid 23982-hd
1M-26-20017 16:03:03 Locall.lnfo 1062148187 : 20017 Mov 26 15:40:46 UTC: ZUSER-B-5YSTEM_MS5G: [sslinfo] [pid 23982:td
1M-26-20017 160301 Locall.lnfe 10062148187 : 20017 Mov 26 15:40:44 UTC: XUSER-E-SYSTEM_MSG: [salinfo] [pid 23982:ud

IJodb 2,96 09, IJuslole eds CLIEJ FXOS Uluwaésle sl EtherAlyzer Joldss logile HowlisJ
syslog 9, wldoel w9l ulbs FXOS.

B 03l IUpeld: oblud 9206 1U,uwls 2l3e syslog lJepdes (10.61.161.235). 9eJles 1y
(peds 1) 98uw9s |y uwlds (6):

FP4120- A(f x0s) # ethanalyzer local interface mgmt capture-filter "host 10.61.161.235 && udp port
514"

Capturing on ethO

wi r eshar k- br oadcom r cpu-di ssector: ethertype=0xde08, devi cetype=0x0

2017-11-26 16:01:38.881829 10.62.148.187 -> 10.61.161.235Sysl og LOCALL. | NFO : 2017 Nov 26
16: 01: 38 UTC. 9%JSER-6-SYSTEM MSG [ssl:info] [pid 23982:tid 1799220112] (70014)End of file
found: [client 127.0.0.1:51015] AH01991: SSL input filter read failed. - httpd[23982]
2017-11-26 16:01: 38.882574 10.62.148.187 -> 10.61.161. 235 Sysl og LOCALL1. INFG : 2017 Nov 26
16: 01: 38 UTC: Nov 26 16:01: 37 YKERN- 6- SYSTEM MSG [ 363494. 943876] device ethO entered

prom scuous node - kerne

2017-11-26 16:01: 38.883333 10.62.148. 187 -> 10.61.161. 235 Sysl og LOCALL1. INFG : 2017 Nov 26
16: 01: 38 UTC. 9%JSER- 6- SYSTEM MSG [ssl:info] [pid 23982:tid 1782442896] (70014)End of file
found: [client 127.0.0.1:51018] AH01991: SSL input filter read failed. - httpd[23982]

lJozdd pu ouwesd pdO IUuved eeds wuvdd ozse po FXOS

FP4120- A(f x0s) # show logging logfile

2017 Nov 26 15:20:22 FP4120-5- A %SYSLOG 1- SYSTEM MSG : Logging logfile (nessages) cleared by
user

2017 Nov 26 16:24:21 FP4120-5- A %JSER- 7- SYSTEM MSG Semaphore | ock success - aaad

2017 Nov 26 16:24:21 FP4120-5- A %JSER- 7- SYSTEM MSG accounti ng_sem unl ock Sermaphore unl ock
succeeded - aaad

2017 Nov 26 16:24:21 FP4120-5- A %JSER- 7- SYSTEM MSG Semaphore | ock success - aaad

louble yuwlisd lgowl) syslog



Ould |g5,JD| a§|J |U,J.UIQ _),J.UI;SJ SySIOg Iou LS E_JDS_)O E_Jgs L_JJDJU Jl&)l&p IJlauul_) Ew CLI (_9'&00
b, 1Jlgle)). woso IJJo_,kskgo‘ Spdud Vs g9bpe syslog IJuuilos zol wpass gled wuoW9s6 IJe,
ol Jpuwlesed Vs ulds.s bLuwld Huwlsd syslog vuvdd pegse:

FP4120- A /nonitoring # send-syslog critical Test-Syslog
owpe lehs w9zso 030 IUy)uwlds |Us |s 9z06 Syslog 9509y 16 w9y pds36 Vs Iduwsulysyole
lJos Jl odsy Wsol ouoss puos) Syslog pess ppedus:

FP4120- A(f x0s) # show logging logfile
2017 Nov 26 16:49:19 FP4120-5-A % VDC-1 % 94 OCALO- 2- SYSTEM MSG Test-Syslog - ucssh[ 18553]

Date | Time | Priogity | Hoztname | Mezzage
11-26-20M7 17:11:36  Locall Cotical 1062 148187 : 2007 Nov 26 16:4%19 UTC: ZLOCALD-2-5YSTEM_MSG: Tesling-Spslog - ucssh|18553]

FXOS syslog s Iz0;6 FirePOWER 2100

20l5 ASA lJpubds b FPR2100

9Q|¢J louly W)8 Hssuvs wsu syslog wuvdsd J FirePOWER 4100/9300 9 FirePOWER 2100
1516 pg ASA ) peSé.

1. Ws FirePOWER 2100 swp wpdso ouwzsd IJuble I.Jiuuluu@ wubdd lve,)luos 9
Spedu websdo.

2. Jl 592> ougvesd 229d JJubluis ub)l Jedsdd 30 929> pebd IUpil$wé IUb,dsé b
IJiob e 1Jiuluss FP2100.



Overview Interfaces Logical Devices QMEIR{ilgi} Settings_

NTP Remote Destinations  Local Sources
S5H
SHMP Console
HTTPS Admin State: #| Enable
DHCP Level: Emergencies Alerts '® Critical
Syslog Platform
DNS
FIPS and Common Criteria LfﬂrEI: Information M
Access List o=
Admin State: Enable
Level: Critical w
Mame: messages
Size:* 4194304
[ Sawve | | Cancal |

JJl Iszole IJwgs»8 sldpuols) Ipedss polbluds pe 1Jiobes IJlguluss 1JiE)s.

Il sedo 1d9ue9d IJs pdd Iduwed suvedle IJoble Ilgwlgus 1deuluiné g I9le, CLI
IJzol; IJeub $s FTD s FPR2100

Vs FPR2100 zse swp wowse zols FTD: 9> ledldly jssuwslo pdbus wldb)gele
1JI3)s:

1. 1dpuos) £09lu IP 09 udwo 1U3s suwedse Jyuwlisd syslog JJzols Idpeulb ds.

2. sop luweesle zese suwlisd FXOS Jeg o syslog 1U,uwlds JJgpdsle IUgles J ASA
199013-199019

firepower® show logging | include 1990

MASA-6-199018: May 11 18:10:55 fp2100a port-manager: Informational: Ethernetl/12: admin state changed to down
RASA-T-199019;: May 11 18:10:55 fp2l00a port-manager: LINK STATE CHANGE: port 50, new state 0/0/0
BASA=-2=-199014: May 11 18:10:56 fp2l00a port-manager: Alert: Ethernetl/12 link changed to DOWN

RASA-~6-199018;: May 11 18:10:56 fp2l00a port-manager: Informational: Ethernetl/12 speed changed to Unknown

I o3l peldi ool 1JSLU ls 8l g pd syslog ,uwlJs.

luvisJo yulisgo
ol 09 1Jpds Il o)l os IJpuwegse oo Gwd Syslogs

lwe,)luosl suvegpd syslog UDP psuole 514
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Swp 38p Syslog gu,) TCP B @b J FPR2100 pg Iz036 FTD 258 Sop dpz lubes FXOS o
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pEJ3p|Ca dlo LoJé
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- Idoe o IO 60 I owle - Cisco Systems
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