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snmpgetnext -c public nms-1605 ciscoTcpConnRto
Cl SCO FLASH M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER: 1
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snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes

ciscoTcpConnOutPkts
ciscoTcpConnRetransPkts

ciscoTcpConnRto
r03gS x| 5
Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32:
383556

Cl SCO- TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32: 8061
Cl SCO- TCP- M B: : ci scoTcpConnRet ransPkt s. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Counter 32: 2
Cl SCO TCP- M B: : ci scoTcpConnRt 0. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER: 303

m | liseconds
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Cl SCO- TCP- M B: : ci scoTcpConnl nPkts. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = Count er 32: 8097
= Cl SCO TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092

Timeticks: (17296508) 2 days, 0:02:45.08
Cl SCO- TCP- M B: : ci scoTcpConnFast Ret ransPkts. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 =
Counter32: 0O
Cl SCO- FLASH- M B: : ci scoFl ashDevi cesSupported. 0 = | NTEGER. 5
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snmpgetnext -c public nms-1605 ciscoTcpConnInBytes

ciscoTcpConnInPkts
ciscoTcpConnOutBytes
ciscoTcpConnOutPkts
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Cl SCO TCP- M B: : ci scoTcpConnl nByt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 68
Cl SCO- TCP- M B: : ci scoTcpConnl nPkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 12

Cl SCO TCP- M B: : ci scoTcpConnCQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter 32: 170
Cl SCO TCP- M B: : ci scoTcpConnQut Pkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 2249 = Counter32: 17
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snmpgetnext -c public nms-1605 ciscoTcpConnInBytes.14.32.6.185.23.14.32.100.33.252%
ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.2249

ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.2249
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Cl SCO- TCP- M B: : ci scoTcpConnQut Byt es. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Counter32: 170
Cl SCO TCP- M B: : ci scoTcpConnCut Pkts. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 Count er32: 17

Cl SCO- TCP- M B: : ci scoTcpConnl nPkt s. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 Counter32: 12

Cl SCO TCP- M B: : ci scoTcpConnEl apsed. 14. 32. 6. 185. 23. 14. 32. 100. 33. 4184 = Tineti cks: (4345)
0: 00: 43. 45

ugilg 5ledl 13D e TCP oVlal gaox Lle uudly oY1 caod aa)

aiglss aiy s3I TCP Jlasl puue) SNMP plasiiuw]

local_ip>> _I=» clear tcp oYl SNMP oVl Jloy . gleo TCP Jlasl gauwa) SNMP JgS6i9 10 plasiuw| cliSoy
fcpConnState 92 b Llow guual avaziuws sl (5l .<</ocal_port>remote <remote_ip><remote_port

Lol 138 a0l p8 SNMP g5 3leo TCP Jlasl puual

snmpset -c private nms-7206a tcpConnState.14.32.100.75.2065.172.18.86.111.23092 integer
deleteTCB
(TCP-M B: : t cpConnSt at e. 14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 = | NTEGER: del et eTCB(12

&uoxi gD (14. 32. 100. 75. 2065. 172. 18. 86. 111. 23092 Al 04 9 (oI 0ig paiumnll Lugall tda>MNeo
09,9 172.18.86.111-02! IP lgicy 2065-_Jxo)l TCP idio 09,9 (14.32.100.75—_ =0l IP ylgie)
.92 2035—xu=Jl TCP iaio
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(MIB) 6,13Y1 logles 62218 515 Jo> duduais ologles

1.3.6.1.4.1.9.9.6.1.1.1. 1.
ci scoTcpConnl nByt es OBJECT- TYPE
FROM CI SCO- TCP-M B - -

SYNTAX Count er
MAX- ACCESS read-only
STATUS Current

DESCRI PTI ON "Nunber of bytes that have been input on this TCP
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".connection
{ ciscoTcpConnEntry 1 } =::

1.3.6.1.4.1.9.9.6.1.1.1. 2.

ci scoTcpConnCut Byt es OBJECT- TYPE
FROM CI SCO- TCP-M B - -
SYNTAX Count er
MAX- ACCESS read-only
STATUS Current
have been output on this TCP

".connection

{ ciscoTcpConnEntry 2 } =::

DESCRI PTI ON "Nunmber of bytes that

1.3.6.1.4.1.9.9.6.1.1.1.3.
ci scoTcpConnl nPkt s OBJECT- TYPE
FROM CI SCO- TCP-M B - -
SYNTAX Count er
MAX- ACCESS read-only
STATUS Current
"Nunber of packets that have been input on this TCP
".connection

{ ciscoTcpConnEntry 3 } =::

DESCRI PTI ON

1.3.6.1.4.1.9.9.6.1.1.1. 4.
ci scoTcpConnCQut Pkt s OBJECT- TYPE
FROM CI SCO- TCP-M B - -
SYNTAX Count er
MAX- ACCESS read-only
STATUS Current
have been output on this TCP
".connection

{ ciscoTcpConnEntry 4 } =::

DESCRI PTI ON "Number of packets that

1.3.6.1.4.1.9.9.6.1.1.1.7.
ci scoTcpConnRet ransPkt s OBJECT- TYPE
FROM CI SCO- TCP-M B - -
SYNTAX Count er
MAX- ACCESS read-only
STATUS Current
number of packets retransnmitted due to a tineout
the nunmber of TCP segnments transmitted containing

".one or nore previously transnmtted octets

- DESCRI PTI ON "The total
that is,

{ ciscoTcpConnEntry 7 } =::

1.3.6.1.4.1.9.9.6.1.1.1.9.
ci scoTcpConnRt o OBJECT- TYPE
FROM CI SCO- TCP-M B - -
SYNTAX I nt eger
MAX- ACCESS read-only
STATUS Current
"The current value used by a TCP inplenentation for the
".retransmi ssion tineout

DESCRI PTI ON

{ ciscoTcpConnEntry 9 } =::

1.3.6.1.2.1.6.13.1. 1.

tcpConnSt at e OBJECT- TYPE
FROM RFC1213-M B --
, ( SYNTAX Integer { closed(1), listen(2), synSent(3), synReceived(4
,(established(5), finWait1(6), finWwait2(7), closeWait(8), IastAck(9

{ (closing(10), tinmeWait(11l), deleteTCB(12
MAX- ACCESS read-wite

STATUS Mandat ory

. DESCRI PTI ON "The state of this TCP connection



The only val ue which may be set by a managenent
station is del eteTCB(12). Accordingly, it is
"appropriate for an agent to return a " badVal ue
response if a nanagement station attenpts to set
.this object to any other val ue

If a managenent station sets this object to the
val ue del et eTCB(12), then this has the effect of
deleting the TCB (as defined in RFC 793) of the
, correspondi ng connection on the managed node
resulting in inmediate term nation of the
.connection

As an inplenentation-specific option, a RST

segment may be sent fromthe nanaged node to the
ot her TCP endpoi nt (note however that RST segnents
".(are not sent reliably

{ tcpConnEntry 1 } =

lezunog ddleall TCP o Ylas| SLiSY PERL J ,_paill 20U 4l

agy0,a)l (MIB) 6,591 &logles 6118 @la>99 uaill PERL gl plasiwl casin)l walo bls,Vl 1id s,
ol L8 waloll lnasl a3 bolsyVl §89 ol Suslall 0 il

fixTCPhang.tgz -
(oD iVl L8 639> 90l lalall

bin/fixTCPhang.pl -
mibs/CISCO-SMI.my -
mibs/CISCO-TCP-MIB.my -

dalail e tar 9 GZIP Jio 62clus 8151 pasiuwl (MIB) 6,19 clogles 610l &la>99 uaill aolil 2wy
g9i090 canin )Vl il ol ol e tmp/ I wlalall gl Jlall Juw e UNIX plai dguiv Juits
tmp/ 9

- c¢d /tmp; gzip -dc fixTCPhang.tgz | tar -xvf

PERL 650 xaxid gl Laill oo JoYI londl =i 2l 28 ralas e

o 3] .o lalall 25wy Microsoft Windows Jusis dakl _le 5,31 6acluws lgsl 9l WInZip pasiwl
St Lol Jiis peis loaic m- Ll yasid gl ¥ Baie etmp I olala)l zh3awl

oVl 13D plaziwl olalal elesiw)

fixTCPhang.pl -c public -C private -f nms-7206a

23V D Jio Jlaw e jgiell i daleo TCP & Ylas| JSU

Found bad TCP connection: Local |P: 14.32.100.75 port 23 Renote |P: 172.18.100.33 port 47878:
CLEARED

O daxll a5V JlasYl pusar Cuaidl polsdl o8 F- Ll azs9 &SIl sel,all goixo dludw 995 go


/content/dam/en/us/support/docs/ip/simple-network-management-protocol-snmp/61860-fixTCPhang.tgz

2LVl

o> 3356 chile wxd SNMP (o 3 laoYl xaxi; cwd 13] .3 9 2¢ 9 SNMP 1 wlylaol uadl 2obdl acy,
:SNMP v3 plasiw] _le Jlio 138 .v- dagugll 9 adskasll & logles

fixTCPhang.pl -v "3 -a MD5 -u chelliot -A chelliot -1 authNoPriv" -f nms-dmz-apl200-b
1D iludl Jall SNMP V3 ;053 10S ol

snmp-server group chelliot-group v3 auth write vldefault
snmp-server user chelliot chelliot-group v3 auth md5 chelliot

Uasdl oww ¥ LY 13D 9 paciwy NET-SNMP 0 Windows lasl 8 Uas Jid ol 9ay rda>Vs
2o iy Jo=ll SHA ddslao)

ssill Ol dwaill golull obls Las: e .ol golisll 13D go lgolaiiwl diSay 31 chls sac Jid
I3 S5 @) 5] 6,191 Slogles 6226 wla>g uLchgu iz o219 NET-SNMP Lslgi Jlaw é1cbun olosi e
LU L o Lazlall 13® Jo,e Loyl cliSa, tmp/mib/

fixTCPhang.pl
<fi xTCPhang. pl [-dfhV -c <read_comunity> -C <write_comunity> -m<nmb_directory
<p <command_path> -t <timeout> -v <snnp_version>] <device-
Version 1.2
. Detect hung TCP connections on <device>, optionally clearing them
.Options: -c Specify read community string. Defaults to public
.C Specify the readwite comunity string. No default-
. Must be supplied for the script to clear hung connections
.d Turn on debug node-
.f Fix or clear any hung TCP connections found-
.h Print this message-
.m Specify the directory to find Cl SCOSM.ny and Cl SCO TCP-M B. ny-
.Defaults to /tnp/ m bs
.p Were to find the net-snnp utilities-
.Optional if the utilities are in the path
.t SNWP Ti meout value. Defaults to 5 sec-
.v Specify SNWP version to use: One of 1, 2c, or 3-
If 3 is specified then this option nmust include all of the
;authentication information for SNMPv3. For exanple
"a MD5 -u chelliot -A chelliot -1 authNoPriv- 3"
.Note: NET-SNWP seens to have a bug with SHA aut henticati on on W ndows
. See the NET- SNVMP docunentation for nore information
.Defaults to SNWP version 1
.V Print version nunber-

dlo ol oo
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