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Select one or more configurations to apply to the selected device,
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MetworkServices > SNMP > SystemContact
MetworkServices > SNMP > SystemLocation fal

EETTIp e

Audio DefaultVolume S0 (Device) W
Input >
Micraphones >
Cutput ConnectorSetup: Auto (Device) >
SoundsAndAlerts RingVolume: 50 (Device) >
USE > VolumeControl »
Ultrasound > MaxVolume 70 (Device) %

Next

|bbl, Control Hub All Configuration (J1wé IJodgsole)

2 Idyoe 1Uss weolz lUs wpdsuo Vs wsiswd. ould edles g¢shle pu9gud,)o:

1. 1881V wUbEsd: Bp woglbsd ¢3p0 vwJo SNMP.
2. JJy@)les V@b §p wopdsy 300 Juwdo SNMP JJlgwosdlple W @b.
3. v 9uss ReadWrite: 9p wwpdsy 306 v dé SNMP JIJJ pu IJluwegdlple _9I.Ji_9|,oJ.

Josl ldpeld: swpe weds> ReadWrite. wg> 3JYi lu@) 999 SNMP Ws Juwpe woudd IJlgshble. Jel
09 29,27 B 1Jun9,é. 903l sesad ¢bgs sleas [Us Ilesbler 9spdud 19s6 zpse IJlesble
lJooged 96 o SNMP IJos spdu wdysuoel gds IJgol go, Control Hub:



e — = ciscoroonieo - [

© Configure — O Review — O Summary
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Select one or mere configurations 1o apply to the selected device.

Al MetworkServices SNMP Mode
Mode Supported device lypes Configuration value Default (O Undo
Gisco Room Kit Pro [ Off (Default) " ] (} Factory @
aff
o]
ReadOnly

Mext
lesls 9,0 SNMP o zpse IJodssule b Control Hub

w83 1Jud) 999 SNMP. wbo zpese eshle SNMP IJewlzs: Jel 09 p9 oz O 030 IU09,6. JIs
Sop lesls SNMPV2 Cogle: sdip leshs luve prope. sop luwedsle luve ldpeoee Jdpuolb 96
wSU e SNMP 99dsJ SNMP 1Jeg29> eds udlbs IJuoelss. wp wessu luwp IUpeope eds
l2eoly 123 Josl ldpeld. 1od) B9 1delds B 10,90 1Jises [JuwdJis.

Diesvitis 2oAtigTatans - oo KE P =

Select configurations

et 5 F Mot SERAGUISRSIY 53 SOEH ) 1 LIRS SICE

* CommunityName
I I B Factory 0
* Mode
50t s K I Bextes - I (I Factory @ 0
SystemContact Dets
& rsoy ©
Empay
SystemLocation e
WD) Facioy ©
Emgey

lesble SNMP czo zese lJodssole bs Jogo ldoedp

Jlze odssole 1Jzols 91ud) W s wbousd W IUydo Iduudds 1Jiseu:



Device configurations

® Configure — © Review — O Summary

Review configurations
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Remote Support The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
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CUSTOMIZATION
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Remote Suppgr[ The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to

log in to the device to troubleshoot system issues, such as problems with the device's operating system,
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Enter current password:

Enter new password:
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Welcome to
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SW Release Date: 2024-12-12
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xCommand Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256
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xCommand Network SKNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256 Name: psitaras Priva
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*r UserAddResult (status=0K):
* end
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Creates a user (usemame and passwords) that a network management system can use 1o communicate with the video device using SNMP v3, User-based Secunity Model
(USM). All USM users have equal access rights (read, read-write, or none), refer wo the NetworkSenvices SNMP Mode sewing. Authentication and privacy are always on. That is,
the device supponts only the authPriv security kevel and the privacy protocol is always AES (Advanced Encryption Standard). This command has no effect on SNMP v2c;
authentication for SNMP vZc is configured with the NetworkServices SNMP CommunityName setting.

Read less...

RuthenticationPassword
<B - J55h>
The: authentication password for this LISM user. It is used when authenticating the network management system. The authentication password is stored as a localized hashed value on the device (refer

10 the AuthenticationProtocol parameter).

ButhenticationProtocol
SHA-224, SHA-256, SHA-284, SHA-512
The authentication hash function that will be apphad before storing the authentication password on the device. The device only suppons the isted hash functions (from the SHA-2 Tamily); neither MD

nor SHA-1 is suppored.

<0 - 32>

The name of the USM user.

PrivacyPassword
<8 - 255>
The privacy password for this USM user. It is used for the data encryption. The privacy password is stored as a localized hashed value (AES-128) on the device. If a privacy password is not set

explicitly in this parameter, it will be the same as the authentication password (with hash lunction as specified in the Authentication Protocol paramier).

Back-end Any
User roles Admin

Board Senes, Desk, Desk Mini, Desk Pro, Room Series
Privacy impacting Mo

Microsoft Teams  Yes

Rooms (MTR)

Code: JavaScript  SEOmMMERINEN Webex Cloud

Invoke

xCommand Network SNMP USM User Add AuthenticationPassword: value AuthenticationProtocol: value Name: value PrivacyPassword: wvalue
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Privacy Password must be at least 8 characters long. A

shorter password returns an error and is not going to
create the user.
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XCommand Network SNMP USM User List

0] 4
*r UserListResult (status=0K):

UserListResult User 1 AuthenticationProtocol: "SHA-256"
UserListResult User 1 Name: "psitaras"
“ end
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2) Backup and Recovery

The Remate Support User is a special user account that has wider access rights than regular admin account, It is used by Cisco technical support to
log in to the device to troubleshoot system issues, such as problems with the device's operating system.

This remate support user on this system is managed by Cisco Webex Control Hub,

USM user "psitaras” is not visible
This user is valid until under the user list.

Token
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* SNMPv2-MIB::sysDescr (9,lc6).



+ SNMPv2 -MIB::sysObjectID (g,le0):.

» Disman-event-MIB::sysUpTimelnstance (9,lcé):
+ SNMPv2 -MIB::sysContact (9,leé/Jel6).

* SNMPV2 -MIB::sysName (JJ9,leé/lJI el 6).

+ SNMPV2 -MIB::sysLocation (JJ§,leé/lJI el 6).
* SNMPV2 -MIB::SysServices (9,leo).

pdlglbs: gulasy IP 1UsIRJss [dpuwegsed Jigoclle Snmpwalk [Jes,z6 os gulssy IP
eluod 9dp wes 8o Idluwedle. wp lsdlS cuvgsd Idptow IJpuvetse Jodl Idsdsd
Slehs Jowb 1Jlzojé B IJpuout.

Swp wdssu u9bé wolso Cisqo Room Ki=t Pro olgwwgsle SNMPV2c. wese 1Jpuol> 96
g_;|uuoé)|fo L}u.Jluud I'JPE.C’PE.' |UD)JCJ 03l ||o_)2

# '-c' option 1is used to provide the community string
# '-v' option is used to provide the SNMP version used



# The IP provided is the endpoint's IP
snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD0270631G49"

is0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (106770681) 12 days, 8:35:06.81

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

<ze SNMPwalk 7 oolisg Jol 09 pesde. oold &Jles izojs MiBs Gl,¢s:

1. SNMPv2 -MIB::sysContact (JJ9,leé/lJI ol 6). (is0.3.6.1.2.1.1.4.0)
2. SNMPv2 -MIB::sysName (read/write). (is0.3.6.1.2.1.1.5.0)
3. SNMPv2 -MIB::sysLocation (read/write). (is0.3.6.1.2.1.1.6.0)

ould odlewo igllp_) xConfiguration seJdy lgwegsleol Jogssu Gsp IJs 030 MiBs. SSH |Js v 9lbs
IJwolss 9l os, 030 1Jiglo):

xConfiguration NetworkServices SNMP SystemContact: testuserl
xConfiguration NetworkServices SNMP SystemLocation: Rooml
xConfiguration SystemUnit Name: My_Room_Kit_Pro
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snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (107047446) 12 days, 9:21:14.46
150.3.6.1.2.1.1.4.0 = STRING: "testuserl"

150.3.6.1.2.1.1.5.0 = STRING: "My_Room_Kit_Pro"
150.3.6.1.2.1.1.6.0 = STRING: "Rooml"



INTEGER: 72
No more variables left in this MIB View (It is past the end of the MIB tree)

B 030 lJpypds: sep lUelds oo cubgsd cdsss SNMPV2C Idp ope £ zol; Room Kit Pro.

Swp wdssu u9bé wolss Cisco Room Bar Pro wlgvwegsle SNMPV3. lduuuwd SNMPV3,
Sdipd IJolds oo luvesle 1Upuoh§6 Idpuluves. Jlsop luvosle gudluwd Idpzope. 900U
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# '-v3' option selects SNMPv3.

# '-u' option provides the USM username configured.

# '-x' option provides the privacy protocol (encryption algorithm). Options are DES and AES. Cloud-regi
# '-1' option specifies the security level. Options are 'noAuthNoPriv', 'authNoPriv', and 'authPriv'. C
# '-a' option specifies the authentication protocol. Cloud-registered endpoints support only SHA-2 prot
# '-A' option specifies the authentication passphrase.

# '-X' specifies the privacy pass phrase for the encrypted SNMPv3 messages.
snmpwalk -v3 -u psitaras -x AES -T authPriv -a SHA-256 -A testuserl23 -X testl234 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1VU"

1$0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112579044) 13 days, 0:43:10.44

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables Teft in this MIB View (It is past the end of the MIB tree)
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Select configurations

Select one or more configurations to apply to the selected device.

SNMP
CcmmunityName Supportad device lypes Configuration valua Default & Undo
Gisco Room Bar Pro I " () Factery ®
Ernply
0 -
Mode Supporied device lypes Configuration value Default & Undo
Cisco Room Bar Pro ReadWrite i \__, Factory @
off

edssole Endpoint SNMP B oy IJezde

Jleb 16 lgup IJpzops Jsuw BLEL ould edlpcl lBouluw wubs)lo IJs 1o luwe IJpzepe eulhé
eo wwduwds VLgs. spdud 98y sge SNMP Cldluosh 3 B¥b: pu ¢lJ cessu luwe
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wluwe pzope eds pwesd ldpold: testbothSNMPvV2_v3.

Select configurations

Select one of more configurations to apply 1o the selected device,

HetworkServices SNMP
Communityr\lame Supported device types Configuration value Default D Unido
Cisco Room Bar Pro (eSIbOSNMPYZ v3 w (x1) Factory @
Empty
Mode Supported device types Configuration value Default & Undo
Cisco Room Bar Pro ReadWrite » () Factory ©
ot

o186 lwpe pzope J SNMPV2c B leshle odsss uldbé volséd pey) Idoede
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snmpwalk -c testbothSNMPv2_v3 -v 2c 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vU"

1s0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112696957) 13 days, 1:02:49.57

is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)
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