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SMTP with OAuth Flow

Client App SMTP Server Authorization Server {IdP)
| | |
| | |
[ Request Access Token (QAuth 2.0) o
| | il |
| | |

Tok

b oo e e e eeee oo AccessToken = | _ __ ______._ 4
I I I
| Connect (SMTP STARTTLS) . |
[ =1 |
| | |
T T——. ol gL J |
| | |
| EHLO client.example.com N :

f i
| | |
e SSO-AUTHXCAUTHZ .. J |
| | |
| AUTH XOAUTH2 [Base64 Encoded Access Token] | :

I = |
| | |
| | Validate Access Token _ |
| | =
I L Token Validiowaid__ |
| | 1
alt .\ [Token Valid) I I
| | |
| seali | |

235 Authentication successful.
e i - |
| | |
| MAIL FROM: <user@client. example.com: | |
I I I
| | |
250 OK
A b L L e e T T . |
| | |
I RCPT TO:<recipient @example.com= - |
[ - |
| [ |
250 0K

e ke 4 |
| | |
| DATA | |
[ Gl |
I-E: 354 Start mail input; end wilh <CRLF><CRLF> _} :
| | |
I [Email Content] 2| |
[ =1 |
| | |
| | |
| | |
| 250 OK queued message | |
e e e 1 |
| | |
I auiT | |
| “ |
- mm s s m e s o n I
PRSPPI |
| [Takan Inwalid] | |
| | |
I 535 Authentication failed. l |
= ======SsssSsss s S emsn=== . !
| | |
[ QuIT | |
| “ |
I 221 Bye | !
e e il al |
|
|
|
I

lJodgsule



https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home

o IJepsd JBse pss JJepsd: wlwoeuls ol ves Idlugble pulié. olds po 2
IJuws gos logilse $od o IJuezs.
3. Jlgb lsuol wlysg luwole Lodlzss IJpdele.

Microsoft Entra admin center £ Search rescurces, services, and docs (G+/]

® EntralD ~ Home © Appregistrations - smitp-oauth
@ Orenview smtp-oauth- g | Certificates & secrets  #
R users )
Search 7 Got feedback?
M Groups B Overview
B Devices & CQuicksiant Credentials ensble confidential applications to identify themselves to the suthentication service when recenving tokens st 3 web addresssble location (using an HTTPS
seheme). For a higher level of assurance, we recommend using a cenificate (instead of a client seeret) as a credential
A Integration assistant
B Agent 1D (Preview) -
X Diagnose and sobe probiems
B  Enterprice apps B Appication mgiration certificates, secrets and federated credendials can be found i the tabs below,
Manage
I B app registrations
=
= Branding & properties . e Py
a5 prop Centificates () Chent secrets (1) Federated credentials ()
o Roles & admins D uthentication (Preview]
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password
< Delegated admin partners Certificates & secrets
! Token configuration T New client secret
O  Domain senices e B .
@ AF1 permissions Description Expires Value Secret ID

08 cConditional Access
& Expose an API amitp-key 2026 & FYDeeeeeearessarniin

¥ 8
T Multifsctor authentication B App roles

Jedsso ldus Jepsd Idebosd

6. sup lduwpelz Jdobosyle g_,luuo.)glizglaolo “JPeo IJobosdle el sop puzel 3gule pu
Iod [Jpuvedrpesulldpuuisdso. e IJlo wluolds Ieoule SMTP |Js wbwsd MS Entra.

1. bs lJobosd Idpuved easel luweg g JJbbs > 1390 glzos wypes IJobusdle. 22>
lold6 by,

2. 22 9lzole wypes IJobosdle (APIS) IJos oguwgspeol pauwuwes edlpsd lJowsse
slduzw gy Office 365 Exchange Online".

3. lud) W98 boule lJobusd.

4. JJs o9d |IJs SMTP. ig, |36 SMTP.SendAsApp.

5. p9l 886 pudsd IJpuwelzy plodows Jodl 1o, 1o8) WB98 pue 091886 IJpuwdsd J <luwpe
lJewelz,>

Home © Appregistrations ¢ smip-cauth

= Smtp-oauth- IR | AP permissions =

Search ) Refresh 7 Gat feedback?
B verview
& Quitkitart
Al Grantiog eeuen wide comees may reveke permiviions 1han have aliesdy bees rasced tenant-wide ber Bl apphestion. Permictinn that utes have slready granted en their owe behsl sren sifected [aam smase

" inegration assistant

¥ Disgrone and sohve probless 2 mory
W The “Admin coment requied” column thaws The delaull value 10r 10 oIganization, However, User consent Ca be cUstomized pev permitsion, user. of 3pp. THs colum may not select the value in your GIQInizxlion, o in srganiations whese this spe wil e uied Leasn mar

Manage

B Branding & properties Configured permissions

D Authentication Preveew) Applications are suthorized o call APis when they are granied permissions by users/sdmins a5 part of the consent process. The list of configured permissions should inchude
all Eh giermissionns tha appleation s sy Aol v e and eories

Cetificates & secrets

I Token contigwation { Addl b prermission " Geant dmin cordant for

£ AR permittions AP Permissions name Type Daescription Admin coneent requ.. $iata

& Expose 4 API o M

B Approles Delegated  Sign in and read wer profile Mo O Granted bor

g — o e

&. Roles and administrators Appikcation  Application access for serding emails via SMTP AUTH e O Grasbed dor

Hl Manideit
To view and manage consented permistions for individusl sppe, &t well &t your tensnt's consent wettings. try Enterprite applications.

Support = Troubleshooting

OESSU PU Ilzed wypes Idobousile Jdeboss

<tfroot>



Not e:

User.Read Permission for Microsoft Graph is added by default (No Admin consent for the tenant)

7. s0p luwodsle ldeoluo) IJiw|w§6 JJg>po s Exchange Jopdsu IJobosyle pu
IJsuosd Ids edw s> Exchange go) w8 wslule lewpls IUgpsd pe wa9esdsdle SMTP 9
POP 9 IMAP.

e p91B88 pwdsd Ipuwiles eds wbusd Microsoft Entra: szw edis 1Jpuuisd wuvesd
luod &300 wbos@ Entra s Exchange g, Exchange Online PowerShell. swp wpdsy 03l
lJouwesd w9luwlos cmdlet )] New-ServicePrincipal.

1. 8p wotuse PowerShell. 3l Jp sJo pewol uldded eds 1ddpwsoe, 1pzesd

abc@abc-M-506L ~ % brew install --cask powershell
abc@abc-M-506L ~ % sh

sh-3.2% brew update

sh-3.2% brew upgrade powershell

PS /Users/| > brew install powershell
Auto—-updating Homebrew...
Adjust how often this is run with ~$HOMEBREW_AUTO_UPDATE_SECS® or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with ~$HOMEBREW_NO_ENV_HINTS=1" (see "man brew ).
Downloading https://ghcr.io/v2/homebrew/core/portable-ruby/blobs/sha256:1c98fakPeacc935640a6T8e10a2bf33fl4cfc276804b
71ddb658eatSha?9dlsT

R R R A R R AR R R R R R R RPN RER AR ERRRERRRERRRRARRRRRRARERFRFRARANBRARFAEARAGAE 100 . 0%
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

wowse PowerShell

II. Jlgwegsle cmdlet New-ServicePrincipal: §p woowse ExchangeOnlineManagement glooJ
weuwoled Jpl 09 p9 0z O Idpdboe:

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnTine -0rganization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory


https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
mailto:poongarg@POONGARG-M-506L

PS /Users/| ssy> Connect-ExchangeOnline f1188d3¢

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXO% prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent
ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https:, s /exov3-module
Starting with EX0 V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,

as it will not be loaded by defa

IJleuold wpuwaolz, Exchange Online

oldol - cuvesd luod £306 wbuséle Microsoft Entra s Exchange. Iuuegse ApplD 9 ObjectliD
[Object_ID 09 pg,9 IJIlisy pu wodzo IJub,o 1Jgles Jg8s6 wlbowsd [Jeduwuws (p>gd Azure)
Jouwesd IJobosyd. lue Jsuw p8) IUJlsy pu woWze IJub s 1Jgles Jg@s6 ouwesdlo
IJobosd. $98 luwedle persd IJJlse Es) Idusese Ids Suivd 1Jpuolb 8],

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXx6a953e -ObjectId blO0axXxxx-XXXX-

=
PS /Users/ > New-ServicePrincipal efce713s = bl@aadd’ C = e189bb

ouvesd iqu e2p6 wbusg Entra s Exchange

Slogl 1Jezdd po pesd 1Jgs 06 [Jiuwlgus 1dpuwed wluweésle 1Ule, Get-ServicePrincipal
cmdlet

PS/Users/abc> Get-ServicePrincipal | fl


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal

PS /Users/ > Get-ServicePrincipal | fl

: efc@7134 - —— =6a953e
: bl@aaed: | 2189bb
5-1-5-21-12508255160-1655375293-4198951263-24398743
: {3
s : False
: bl@aa@d - = . 2189bb
. blPaa@d: - - 189bb
: True
: 1.1 (15.0.0.8)
bl@aa@d - - e189bb
: CN=blBaa@d’ 2189bb, 0U= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= $85 , DC=PROD, DC=0UTLOOK , DC=COM
: %305 . PROD . OUTLOOK. COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}
: 16/12/2025 12:53:16 PM
16/12/20825 12:53:86 PM
: 16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeest: - a32cle
: T . onmicrosoft.com
@85 .PROD.OUTLOOK.COM/Microsoft Exchange Hosted
Organizations/ . .onmicrosoft.com — Wi =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 " .onmicrosoft.com/Configuration
: FhOOST2H-Ri Nl - Bl 32c 10
- ==5DCOB4 , B =aA085. PROD.OUTLOOK. COM
Changed

IJe2d8 pu perd 1g206 Ilwluws 1deuwed

elowwl. $pdu Ilo Jeumdsd puweles [uolds edo 1dess> 1dee»38 B IJpuweles IJpuupse
wlJosue9d Idsoel woluwbs ldobosd gl . sop 0udss o3l Idodssy wlgwegsle 1Jle)
Add-MailboxPermission cmdlet.

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS /Users/ms meig> Add-MailboxPermission 0 ft.com" blBaaed
el8%bb FullAccess

964d0d41-a43f-4257-.. S-1-5-21-1250255160.. {FullAccess

luolWds o edod IUusss JJauosd Ids Idebousd

SpIJu !JTQ Jc,nloy@& Microsoft Entra IJso9d |Js gdw 1Jw,ss Idpuwese wol ew) wygesdsdle
SMTP Ig POP lg IMAP Cluwgsle w3838 puz wslule lewels gpsd OAuth 2.0.

lJglb9s 3: odsu puol> 86 puwegsp ISE SMTP g, MS Exchange Online OAuth

Jodsso e w9w9dsd uldd IJenss Idouwsb (SMTP). 168, W98 s 8906 1JSkses (=) slge,
IJbLe>ldoblo>lJlesle>gb e SMTP. G wodsse lJz@sd.

* Vs pub@o lesble glbe SMTP:
- ¢lbp SMTP: smtp.office365.com
pu 93 SMTP: 587
pods IJloold: 60 wlusé


https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

© B pulbbs |esble 1Jpuol 8. luwagse I eesd switching Joedse gsh luwagsle lesble
lJeol>96.

i¢<,) MS Exchange Online OAuth: I>¢J 030 IJ8spe Jodsse Microsoft Exchange Online OAuth.

B 28 luwe Upuwese: bed goslo IUwnss IIJIensos IUdled Jluwe puvcese
Exchange Online.

© B edd peu8 IJgpsd: bgd perd IUgpsd Jobusd pe,d Azure Entra.

c Vs el pey8 Idpuwalzy bed pe)yd IJpuwele, Jobusd pe® Azure Entra.
Bes 28d s Ieesd: bed o) IJgesd Jobusd ped Azure Entra.

« Bs pldd obst luwole Iduodless: bgd whsg lowele Lodless yuy Ig psd.

Sope ogvésd ludble lueele Lodlesd uwy Idgpsd luveobl [Js o3l IJodyse.
* Sup wEpSe pddle OAuth Token Endpoint APl 9gScope wJ@lissl.

Jlspdu b IJodsy Il wes gpdss "Eocl) IUlouold" [Julzes.

aheil: |dentity Services Engine Administration / System

] Bookmarks Deployment Licensing Cartificates Logging Maintenance Upgrade & Rollback Health Checks Backup & Restora Admin Access Settings

-
Dashboard Ciient Provisioning

FIFS Mode

SMTP Server Settings

14 Context Visibility

Steuilly Satiings Configure a Simple Mall Transfer Pratacol(SMTP) server 1o send emall notifications for alarms, to enable

A, Operations Alaam Setings sponsors 1o send email natification to guests with their login credentials and password reset instructions,
and enable guests to autematically recelve thelr login credentials after 1hey successfully register
I Palicy Genaral MDM / UEM Settings themselves and with actions 1o take before their guest accounts expire.
Fosture SMTP Sarver

4. Administration
SMTP Server*
Prafiing

Al Work Centers smip.office 365.cam
Protocols
SMTP Part”
Endpolnt Seripts 587
Intaractive Help
Praxy Connection Timeaut
B0 seconds
SMTP Server
SMS Gateway

Encryption settings

System Time

Enable TLS/SSL connection encryption to require ISE 1o establish an encrypted connection
o the SMTP mall server before sending e-mail,

AP| Settings
Crata Comnect
Metwork Success Dlagnostics

Authentication Settings

DMCF & DNS Senvices

Max Sesslons



Email Address

no-reply@s s onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID

efc07132 L L o | — 3e f1108d38 | - - wwbe76
Client Secret Expiry Date

P L L L R L R s L L L L R Ty e ey SHOW Mar 15, 2026 [: ,f,“}-

OAuth Token Endpoint API Scope

https://login.microsoftonline.com/f1108d36-ea07: https://outlook.office.com/.default

Test Connection () Successfully connected to smtp.office365.com.

louold lovl) ulge wilbp SMTP

<tfroot>

Not e:

To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

IJozol pu lduoes
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Al |dentity Services Engine Work Centers / Guest Access

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More -

=
g Dashboard Guest Account Purge Policy : =

Guest Email Settings
I"_l Context Visibility Custom Fields

Guest Email Settings
Eadi i SMTP server:smip.office365.com

‘\ Operations Guest Locations and S51Ds

' Policy Guest Username Policy Configure SMTP server at::Work Centers = Guest Access = Administration = SMTP Server
Guest Password Policy H Enable email notifications te guests

4. Administration DHEP & DNS Services

“1 Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor’s email address (If sponsored)

2 Interactive Help

() Always send notifications from the default email address

-

Reset W Save

wEssy lesble IJesss IUIJYe 908 Jduosad

buwld woss IJdesgos Il go bysd Ideudd Ids polds 1deed > 9009d IJuoses >
IJes2d sldpdyule > wslole 1duossd > pagd IUuos IJpuved Slosl (IUIBG,lgos) > wéuosuo
Loz Iesgd > Ilgbble > 1Joyss IJIJYe,s0s.

B Idelow Uiseo o e Idpglsus: lud) 898 lesble > huwld v Iddensos JJlidewl.
lu2lW¥6 pe B s IJIJIe 908 Slud) W9l Liuwld.

-+ Identity Services Engine Work Conters / Guest Access

Pl Boskmans Gvervie w Kentitees identity Groups [ L. Portais & Manage Accounts Policy Klements Policy Sats Reparts Custom Portal Fises Settings
[
Pamma Page Customizations Proview  Seltiegs
Logh —_—
- -

Approval Message for Sell- Registration Guests

o Gaat Acoment Cradentaly

mre e, Approvnl Message for Socisl Login Guests
| '

o Aiteni ApSrieed

Roob Idess 1dIJIe,90s po wilos Idogwesd IUslos
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Your Guest Account Credentials

- no-reply@?”
To: Poonam Garg

® .onmicrosoft.com <no-reply@?# L

.onmicrosoft.com>

Hello firstname,

Your guest account details:
Username: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Walid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

Reason for visit:

D N & 2

=

Today at 8:54 AM

ue9de 1wy IIJYe)sus Id3s wp od@dso s Outlook

<ttroot>

Guest.log at debug Tevel:
2026-02-02 05:17:34,608 INFO

sendMai | Message: Submitting Mai

2026-02-02 05:17:34,608 INFO

snt p. of fi ce365. com

2026-02-02 05:17:
2026-02-02 05:17:34,609 INFO
2026-02-02 05:17:34,609 INFO
2026-02-02 05:17:39,365 INFO
2026-02-02 05:17:39,365 INFO

34,609 INFO

sendMai | Message

Future. get status:

[admin-http-poo1139][[]]

Job

[admin-http-poo1139][[]]

[admin-http-poo1139][[]]
[admin-http-poo1139][[]]
[GUEST_ACCESS_SMTP_RETRY_
[GUEST_ACCESS_SMTP_RETRY_
[admin-http-poo1139][[]]

Success

cpm.guestaccess.

cpm.guestaccess.

cpm.guestaccess.
cpm.guestaccess.
THREAD][[]1] cpm.
THREAD][[]1] cpm.

cpm.guestaccess

Time taken for Future.get method call is 4756 Milliseconds.

apiservices.

apiservices.

apiservices.
apiservices.
guestaccess.
guestaccess.
.apiservices.

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh
apiservices.util.Sm
apiservices.util.Sm
util.SmtpMsgRetryTh

e lsuol Lldigool v wslus IJIBs g0 bisd lehs Luwld wslule lecplb Idpuucse 1Js
IJpuwere lduosd woluwbs puwysd IJJBsd.



CISCO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password
O Username State First Name Last Name Email Address Mobile Num__ Expiration _
001 Created testuser
Help

Welcome sponsoruser

. Time Left

72D 13H
1M

oo pou w9l UdhééJ

. Resend

Deliver notification using:

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ lssssssmenm . onmicrosoft.com

bowld eslole Idlgeels [Js 1dpuwogse [duosed

0e93e Idenss IUIJIe 9us 1Uss soddle Ideuweise Iduose:



Your Guest Account Credentials

2 no-reply@w s onmicrosoft.com <no-reply@m @ onmicrosoft.coms=
To: (2 Poonam Garg i ;o Cer no-reply@ .anmicroseft.com

Hello testuser,

Usemame: 1001

Password: 6299

First Name: tesluser
J

ast Name:
Mebile Number:
Valid From: 2026-02-02 10:25:00

Valid To: 2026-05-03 10:25:00

Duration: 90 days

Person being visited:

Reason for visit:

If unused, this account will expire on: 05/03/2026 10:25

@ « &« ~

Today at 10:44 AM

ledle 1Jeos> IJIJIensos Jdpuwese Iduosd

lpwod ol IJIgble 9l odlzol

lusl wIzuo IJlushle 1Jglues wlowele Lodless s IJgpsd. wop luolvs wuwsole 23836

pwed 9o o SMTP OAuth Client Secret w.s ISE.
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admin.guestaccess.action.SmtpServerSettingsA
admin.guestaccess.action.SmtpServerSettingsA
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA
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1. gl B 9lz08 IJpuuegsp luwspss: Buud IJleold o smtp.office365.con.

Email Address
no-reply@

Client ID
efc071

Client Secret

.onmicrosoft.com

Exchange Online mailbox

Tenant ID
f1108d

i6a953e

Expiry Date

Ak hkEERERE XAk kA k kT hdhhhrhhhdadhhdd SHOW

OAuth Token Endpaoint AP

https:/flogin.microsoftonline.com/f1108d36-ea07

Scope

(Ej connect timed out

, 20286

(] @

https://outlook.office.com/.default

SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA

)e9989be76
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<tfroot>

2026-02-09 03:24:58,658 ERROR [admin-http-pooT1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
nested exception is:
java.net.SocketTimeoutException: connect timed out
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OB wS)S dos. see Jozdd pu perd Idpuwele.

3. uwy IJepsd &y wolde - udww Iduiss: sdie 1Jezdd po Jsps ) IJepsd

Emall Address

no-reply@:" & D.onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID

efcO7 1= D . = ®5a953e f1108= “n = e 99be76
Client Secret Expiry Date

khkkhkkdhd dhkhkhh kT kA E

A
2

5
Mar 15, 2026 EERO,

OAuth Token Endpoint APl Scope
https:/flogin.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

@ Invalid client secret

bl &) LolJz B uwy I psd
4. 80910 s> [JIop90s £ Lolde- olds po Lors Bdssu wiulee 1Ees.
Email Address

no-reply@ msssssmsm onmicrosoft.com

Exchange Online mailbox

Client ID Tenant ID

efcO71imm flE s S EaaaE 295 3e f1108dam sem s a = oemeem999be 76
Client Secret Expiry Date

FEAAKAAAAT T TR LT A SRR X TEkkEx

1%}
o

s
= 15, 2026 RO,

Cauth Token Endpoint API Scope
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default

@ Invalid email address

ebl g, Lolde B euslo 1dusss IUIJIe90s



5. og3, IJews,) eds puwhy Uiolss Lolde JJesd IdpbJyu: olds ey Iy Uiolbsle guduuds Livolsle
&) IJluw)l (5990 Microsoft Azure RSA TLS |_osl, CA 9 DigiCert Root CA 9l |Js 3JY b @l
J PCAP) 092936 WO pgju IJuioble 1psesd wo lJglue o ISE 909898 wo U9, IJe @6
JJeuol> 86 s1gJ ISE sleuold IJg psd-1Jgb e (IJouss 1wl guss).

o2l po JIBs I bolsle 1Upyuuds woluubs EntralD Ll uessle PCAP.

no-reply@ =.COm

. 2027

https://legin.microsoftonline.com/905582f8-e148 https:/foutlook.office.com/.default

2026-02-10 14:32:47,528 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
2026-02-10 14:34:06,549 ERROR [admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
2026-02-10 14:34:28,655 ERROR [admin-http-pool127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Usage

Certificate Status Validation

Trusted For: .\ff\

]
A

Trust for authentication within ISE and Client-Server communication
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