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|

version 11.2

no service udp-snall-servers

no service tcp-snall-servers

|

host nane Router-A

|

enabl e password ww

|

ip nat inside source static 172.31.200.48 172.16.47.150

!--- This command creates a static NAT translation

!--- between 172.31.200.48 and 172.16.47.150 i p domai n-name ci sco.com i p name-server
172.31.2.132 ! interface EthernetO0 no i p address shutdown ! interface Serial0O ip address
172.16.47. 161 255. 255. 255. 240 ip nat inside



!--- Configures Seriall as the NAT inside interface nO ip nroute-cache no ip route-cache no
fair-queue ! interface Seriall ip address 172.16.47.146 255.255. 255. 240 ip nat outside

!--- Configures Seriall as the NAT outside interface hO ip nroute-cache no ip route-cache ! no
ip classless ip route 0.0.0.0 0.0.0.0 172.16.47.145

!--- Configures a default route to 172.16.47.145 ip route 172.31.200.0 255.255.255.0
172.16.47.162 ! ! line con 0 exec-tineout 0 O line aux O line vty 0 4 password wv login ! end
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Rout er - A#show ip nat translation
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba
- 172.16.47. 150 172. 31. 200. 48
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I P: s=172.31.200.48 (Serial 0), d=172.16.47.142, len 100, unroutable
| CWP type=8, code=0

I P: s=172.16.47.161 (local), d=172.31.200.48 (Serial0), len 56, sending
| CWP type=3, code=1

I P: s=172.31.200.48 (Serial 0), d=172.16.47.142, len 100, unroutable
| CWP type=8, code=0

I P: s=172.31.200.48 (Serial 0), d=172.16.47.142, len 100, unroutable
| CWP type=8, code=0

I P: s=172.16.47.161 (local), d=172.31.200.48 (Serial0), len 56, sending
| CWP type=3, code=1

I P: s=172.31.200.48 (Serial 0), d=172.16.47.142, len 100, unroutable
| CWP type=8, code=0

I P: s=172.31.200.48 (Serial 0), d=172.16.47.142, len 100, unroutable
| CWP type=8, code=0

I P: s=172.16.47.161 (local), d=172.31.200.48 (Serial0), len 56, sending
| CWP type=3, code=1
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Rout er - A#configure terminal

Enter configuration conmands, one per line. End with CTRL/Z.
Rout er - A(confi g) #ip classless

Rout er - A(confi g) #end

Rout er - A#show ip nat translation

YBYS-5- CONFI G_| : Configured from consol e by console nat tr

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
--- 172.16.47. 150 172. 31. 200. 48 --- ---

gopl sy, loo 1 uBuwe gpdiss i) [tool ol wp puludl loe os lu llob seued wozew
9ld gpdsé lis) vlee

Pi ng Response on device 172.31. 200. 48

D:\>ping 172.16.47.142
Pinging 172.16.47.142 with 32 bytes of data:

Reply from 172. 16. 47. 142: bytes=32 tine=10ms TTL=255
Reply from 172. 16. 47. 142: bytes=32 tine<l0ms TTL=255
Reply from 172. 16. 47. 142: bytes=32 tine<l0ms TTL=255
Reply from 172. 16. 47. 142: bytes=32 tine<l0Oms TTL=255

Ping statistics for 172.16.47.142:

Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip times in mlli-seconds:

M ni mum = Onms, Maxi mum = 10ns, Average = 2nB

Debug nessages on Router A indicating that the packets generated by device
172.31.200.48 are getting transl ated by NAT.

Rout er - A#

*Mar 28 03:34:28: IP: tableid=0, s=172.31.200.48 (Serial0), d=172.16.47.142
(Seriall), routed via RIB

*Mar 28 03:34:28: NAT: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [160]
*Mar 28 03:34:28: IP: s=172.16.47.150 (Seriall), d=172.16.47.142 (Seriall),
g=172.16.47.145, len 100, forward

*Mar 28 03:34:28: ICMP type=8, code=0

*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [160]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0l), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [161]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 161]
*Mar 28 03:34:28: |P: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [162]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 162]
*Mar 28 03:34:28: |P: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [163]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 163]
*Mar 28 03:34:28: |P: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),



g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [164]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 164]
*Mar 28 03:34:28: |IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200. 48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

Rout er - A#Hundebug all

Al'l possible debuggi ng has been turned of f
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